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Preface

Red Hat Enterprise MRG.

This book contains basic installation and tuning information for the MRG Realtime component of
Red Hat Enterprise MRG. Red Hat Enterprise MRG is a high performance distributed computing
platform consisting of three components:

1. Messaging — Cross platform, high performance, reliable messaging using the Advanced
Message Queuing Protocol (AMQP) standard.

2. Realtime — Consistent low-latency and predictable response times for applications that
require microsecond latency.

3. Grid — Distributed High Throughput (HTC) and High Performance Computing (HPC).

All three components of Red Hat Enterprise MRG are designed to be used as part of the
platform, but can also be used separately.

MRG Realtime.

Many industries and organizations need extremely high performance computing and may
require low and predictable latency, especially in the financial and telecommunications
industries. Latency, or response time, is defined as the time between an event and system
response and is generally measured in microseconds (us). For most general applications
running under a Linux environment, basic performance tuning can improve latency sufficiently.
For those industries where latency not only needs to be low, but also accountable and
predictable, Red Hat have now developed a 'drop-in' kernel replacement that provides this.
MRG Realtime is distributed as part of Red Hat Enterprise MRG and provides seamless
integration with Red Hat Enterprise Linux 5.1. MRG Realtime offers clients the opportunity to
define, measure, configure and record latency times across their organization.

1. Document Conventions

Certain words in this manual are represented in different fonts, styles, and weights. This
highlighting indicates that the word is part of a specific category. The categories include the
following:

Courier font
Courier font represents commands, fil e names and pat hs, and pronpts .

When shown as below, it indicates computer output:

Deskt op about . ht m | ogs paul west er berg. png
Mai | backupfil es mai | reports

Vii
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bol d Courier font
Bold Courier font represents text that you are to type, such as: servi ce jonas start

If you have to run a command as root, the root prompt (#) precedes the command:

# gconftool -2

italic Courier font
Italic Courier font represents a variable, such as an installation directory:
install _dir/bin/

bold font
Bold font represents application programs and text found on a graphical interface.

When shown like this: OK , it indicates a button on a graphical application interface.

Additionally, the manual uses different strategies to draw your attention to pieces of information.
In order of how critical the information is to you, these items are marked as follows:

Note

A note is typically information that you need to understand the behavior of the
system.

Tip

A tip is typically an alternative way of performing a task.

Important

Important information is necessary, but possibly unexpected, such as a
configuration change that will not persist after a reboot.

Caution

A caution indicates an act that would violate your support agreement, such as

viii



We Need Feedback!

recompiling the kernel.

Warning

A warning indicates potential data loss, as may happen when tuning hardware
for maximum performance.

2. We Need Feedback!

If you find a typographical error in this manual, or if you have thought of a way to make this
manual better, we would love to hear from you! Please submit a report in Bugzilla:
http://bugzilla.redhat.com/bugzilla/ against the product Red Hat Enterprise MRG.

When submitting a bug report, be sure to mention the manual's identifier:
Real_Time_Deployment_Guide

If you have a suggestion for improving the documentation, try to be as specific as possible when
describing it. If you have found an error, please include the section number and some of the
surrounding text so we can find it easily.
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Chapter 1.

Why Use MRG Realtime to Optimize
Latency?

For anyone considering evaluating the performance benefits of the MRG Realtime kernel, it is
crucial to understand both the importance of tuning and how to establish the right performance
expectations.

MRG Realtime is designed to be used on well-tuned systems for applications with extremely
high determinism requirements. Kernel system tuning offers the vast majority of the
improvement in determinism. For example, in many workloads thorough system tuning improves
consistency of results by around 90%. This is why we typically recommend that customers first
perform the suggested system tuning of standard Red Hat Enterprise Linux to see if it meets
their objectives, before using MRG Realtime.

System tuning is just as important when using the MRG Realtime kernel as it is for standard
Red Hat Enterprise Linux. In fact, if you simply took an untuned system running standard Red
Hat Enterprise Linux and substitute the MRG Realtime kernel for the stock kernel supplied as
part of the Red Hat Enterprise Linux release, you are unlikely to notice any benefit. Standard
tuning will yield 90% of the determinism gains. The MRG Realtime kernel provides the last 10%
of determinism required by the most demanding workloads.

Establishing the right performance expectations refers to the fact that the MRG Realtime kernel
is not a panacea. Its objective is consistent, low-latency determinism offering predictable
response times. There is some additional kernel overhead associated with the MRG Realtime
kernel. This is due primarily to handling hardware interrupts in separately scheduled threads.
The increased overhead in some workloads results in some degradation in overall throughput.
The exact amount is very workload dependent, ranging from 0% to 30%. However, it is the cost
of determinism.

For typical workloads with kernel latency requirements in the millisecond (ms) range, then the
standard Red Hat Enterprise Linux 5.1 kernel is sufficient. If your workload has stringent
low-latency determinism requirements for core kernel features such as interrupt handling and
process scheduling in the microsecond (ps) range, then the MRG Realtime kernel is for you.
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The red line in this graph represents the system response time (in ps) of a tuned Red Hat
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Enterprise Linux 5 kernel running a client/server messaging workload. The green line represents
the system response time of a tuned MRG Realtime kernel. It is clear from this graph that the

response time of the MRG Realtime kernel is very consistent, in contrast to the Red Hat

Enterprise Linux 5 case which has greater variability and more spikes.
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Download

System Requirements.
A prerequisite of installing the MRG Realtime kernel is that the user or administrator first
perform a fresh installation of Red Hat Enterprise Linux 5.1. It is important to note, however:

* Red Hat Enterprise Linux 4 or 5.0 update installations are not tested or supported. A full
system installation of Red Hat Enterprise Linux 5.1 is required

« A mix of Red Hat Enterprise Linux 4 and 5 components is not supported. You will not be able
to drop the MRG Realtime kernel and gl i bc into Red Hat Enterprise Linux 4 because of
dependencies.

« Red Hat Enterprise Linux 5.0 is not supported for use with MRG Realtime.

« When doing the initial operating system installation, you should select the set of packages
that meet the needs of your application environment. Nothing MRG Realtime specific is
required on the initial install.

Once you have installed Red Hat Enterprise Linux 5.1 follow the instructions given at Section 2,
“Installing MRG Realtime using Yum” to add the MRG Realtime specific packages from a
separate yum repository.

Differences Between MRG Realtime and the Standard Kernel.
MRG Realtime differs substantially from the standard Red Hat Enterprise Linux 5.1 kernel. The
following list itemizes several differences:

» Physical Address Extension (PAE) is configured in the x86 MRG Realtime kernel

* Red Hat Enterprise Linux 5.1 for x86 (32 bit) includes the following kernel variants (using
example version numbers which will vary)

* kernel-2.6.18-8.el5 - this kernel does not have PAE enabled.

« kernel-PAE-2.6.18-8.el5 - this kernel does have PAE enabled - allowing it to access more
than 4GB of memory

* Inthe MRG Realtime x86 kernel PAE is configured as we anticipate that most systems
requiring RT capability will have at least 4GB of memory.

Note

Note: the maximum memory supported on x86 systems is 16GB (which is the
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same limit as standard Red Hat Enterprise Linux 5.1). Larger memory

configurations are supported on the x86-64 kernel.

» Third-party kernel modules are incompatible with standard Red Hat Enterprise Linux 5.1

» Kernel modules are inherently specific to the kernel they are built for. Since the MRG
Realtime kernel is substantially different from the standard Red Hat Enterprise Linux 5.1
kernel, kernel modules are incompatible. In other words, you can't take third-party driver
modules from Red Hat Enterprise Linux 5.1 and use them as-is on MRG Realtime.

* The following are some example third-party drivers which ship for standard Red Hat
Enterprise Linux 5.1 which do not currently have a MRG Realtime build:

« EMC Powerpath

NVidia graphics

Advanced storage adapter configuration utilities from Qlogic

* Emulex.

Note

The user space syscal | interface is compatible with standard Red Hat

Enterprise Linux 5.1. These compatibility restrictions pertain only to kernel
modules not supplied by Red Hat.

1. MRG Realtime Kernel Variants

There are numerous kernel variants provided. Each variant is simply a version of the MRG
Realtime kernel compiled with support for different configuration options. In this case, the
variants offer differing diagnostic capabilities. The set of kernels is separately provided for x86
(32-bit) and x86-64 (64-bit) systems. Select either set based on whether you intend to run in
32-bit or 64-bit mode.

The main deployment MRG Realtime kernel is identified below as Production. Additionally there
are several debug kernels which have progressively more diagnostic code compiled in. The
reason for doing this is that as the amount of debug code is increased, so does the overhead.
kernel -rt-trace has less overhead than ker nel -rt - debug.

Finally, the vani I | a kernel does not include the MRG Realtime features. This is used to help
distinguish whether bugs were introduced in the MRG Realtime features, or are inherent bugs in
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the baseline kernel. See Section 1, “Reporting Bugs” for more information.

Variant Intended Usage Notes
x86 (kernel-rt) Production - Standard 32-bit | x86 version with Physical
production realtime kernel Address Extension (PAE)

enabled to allow for up to
16GB memory

x86 tracing (kernel-rt-trace) Debugging - 32-bit trace Latency tracer enabled -
kernel Used to locate latency
hotspots

x86 debug (kernel-rt-debug) | Debugging - 32-bit debugging Includes debugging options,
kernel with latency tracer disabled -
Used to debug MRG Realtime
kernel failures

x86 vanilla Debugging - 32-bit base No MRG Realtime features,
(kernel-rt-vanilla) kernel used for comparison

Table 2.1. MRG Realtime Kernel Variants for x86 systems

Variant Intended Usage Notes
x86_64 (kernel-rt) Production - Standard 64-bit
production kernel
x86_64 tracing Debugging - 64-bit trace Latency tracer enabled -
(kernel-rt-tracing) kernel Used to locate latency
hotspots
x86_64 debug Debugging - 64-bit debugging Includes debugging options,
(kernel-rt-debug) kernel with latency tracer disabled -

Used to debug MRG Realtime
kernel failures

x86_64 vanilla Debugging - 64-bit base No MRG Realtime features,
(kernel-rt-vanilla) kernel used for comparison

Table 2.2. MRG Realtime Kernel Variants for AMD64 and Intel 64 systems

2. Installing MRG Realtime using Yum

The best strategy for installing MRG Realtime components is to use the nr g- bet a yum
repository.
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Important

Before you install Red Hat Enterprise MRG check that your hardware and
platform is supported. A complete list is available on the Red Hat Enterprise
MRG Supported Hardware Page [http://www.redhat.com/mrg/hardware/].

1. Become the root user, then download the nr g- bet a repository to / et c/ yum r epos. d.

# cd /etc/yumrepos.d
# wget ftp://ftp.redhat.conl pub/redhat/li nux/beta/ MRG RHEL- 5/ nr g- bet a. r epo

2. Once nr g- bet a. r epo exists in your local yum repository, you can view the list of available
packages by using the | i st avai | abl e command. This command will list only those
packages not already installed on your system.

# yum - -di sabl erepo="*"' --enabl erepo=nrg-beta |ist avail able

3. Install MRG Realtime:

# yuminstall rt-setup

rt - set up installs three packages:

e rt-setup sets up the basic environment required by MRG Realtime

* kernel -rt is the standard MRG Realtime kernel package

e rtcl is a startup script that sets the priorities of the various kernel threads

4. You can check the installation location and that the components have been installed
successfully by using the r pm - gl command.

# rpm-ql rt-setup
/etc/security/limts.d/realtime.conf

# rpm-ql kernel-rt
/ boot / Syst em map- 2. 6. 21-43. el 5rt
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Available Packages — RPM

/ boot / config-2.6.21-43. el 5rt
/boot/vm i nuz-2. 6. 21-43. el 5rt
/1ib/modul es/ 2.6.21-43. el 5rt
/1ib/odul es/2.6.21-43. el 5rt/build
/1ib/odul es/2.6.21-43. el 5rt/extra
/1ib/ modul es/ 2. 6.21-43. el 5rt/ ker nel

[ out put truncat ed]

n Tip
V See Section 2, “Further Reading”, for places to turn for help if you have trouble
with installing the MRG Realtime kernel

3. Available Packages — RPM

This section lists the RPM packages available in the repository for MRG Realtime.

The column labelled “MRG Realtime specific?” indicates if the RPM differs from the standard
Red Hat Enterprise Linux 5.1 maintenance stream, or is not applicable to the standard kernel.
Where “No” indicates that the RPM performs equivalently on Red Hat Enterprise Linux 5.1.

The column labelled “Required?” indicates whether or not the package is mandatory for correct
MRG Realtime behaviour. Where “No” is specified in this column, usage is optional.

RPM Package Name Description MRG Realtime Required?
Specific?
kernel -rt Low latency and Yes Yes
pre-emption

functionality

rtctl System start-up script  Yes Yes
used to configure the
default MRG
Realtime scheduling
priorities of kernel
threads

dslimt Shell tool to run a No No
command with a soft
CPU limit

Table 2.3. Basic MRG Realtime Kernel Packages
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The following packages contain test programs for use with MRG Realtime.

RPM Package Name Description

kernel -rt-devel Headers and libraries for kernel development

kernel -rt-trace MRG Realtime kernel with tracing functions
compiled in

kernel -rt-trace-devel Headers and libraries for development on

trace kernel

kernel -rt-debug MRG Realtime kernel with debugging
functions compiled in (slow)

kernel -rt - debug- devel Headers and libraries for development on
debug kernel

kernel -rt-vanilla Base kernel for comparisons

kernel -rt-vanill a-devel Headers and libraries for development on
vanilla kernel

rt-tests Utilities for measuring system latencies and

for proving that priority-inheritance mutexes
function properly.

rt-wat chdog When setting kernel and MRG Realtime
application priorities it is possible to
incorrectly elevate application processes too
high. This can result in starvation of kernel
threads - leading to unexpected or hung
systems. This is a tool used to detect such
hung systems and provide a means to break
out and diagnose them

Table 2.4. MRG Realtime Test Packages

The following set of packages are provided for use with opr of i | e and the crash utility for
analyzing kernel crashdumps. The debugging packages consist of symbol tables and are quite
large. For this reason, they are separately delivered from the other MRG Realtime packages.

RPM Package Name Description

kernel -rt-debugi nfo Symbols for profiling and debugging use,
such as oprofil e or systentap

kernel -rt-trace-debuginfo Symbols for profiling and tracing
ker nel - rt - debug- debugi nf o Symbols for profiling and tracing
kernel -rt-vanill a-debugi nfo Symbols for profiling and tracing

Table 2.5. MRG Realtime Debugging Packages




Post-Installation Instructions

Important

The packages in Table 2.4, “MRG Realtime Test Packages” and Table 2.5,
“MRG Realtime Debugging Packages” are not essential in order to run MRG
Realtime. They are provided as diagnostic tools only and should not be run as a
matter of course. To do so will negatively impact performance and could render
any benefit from the use of the MRG Realtime kernel negligible.

4. Post-Installation Instructions

The MRG Realtime kernel is not automatically specified as the default boot kernel during the
installation process. The recommended approach after installing the kernel replacement is to
reboot, then manually select the MRG Realtime kernel in the grub menu.

Once you know that the MRG Realtime kernel is fully operational on your system you can
modify gr ub. conf to make it the default boot kernel. The gr ub. conf file is located in

/ boot / grub/ gr ub. conf . View the file using any text editor, it should look similar to the
following:

defaul t =1

ti neout =5

spl ashi mage=(hd0, 0) / gr ub/ spl ash. xpm gz

hi ddennenu

title Red Hat Enterprise Linux (realtinme) (2.6.21-43.¢el5rt)
root (hdo, 0)
kernel /vminuz-2.6.21-43.el5rt ro root=/dev/Root rhgb qui et
initrd /initrd-2.6.21-43.el5rt.ing

title Red Hat Enterprise Linux Client (2.6.18-8.1.8.¢el5)
root (hdo, 0)
kernel /vminuz-2.6.18-8.1.8.el5 ro root=/dev/Root rhgb quiet
initrd /initrd-2.6.18-8.1.8.¢el5.ing

In the example, the MRG Realtime kernel is listed first as ( hd0, 0) . Change the value of
def aul t = to 0 as follows and save your changes.

def aul t =0
ti meout =5
spl ashi mage=( hd0, 0) / gr ub/ spl ash. xpm gz
hi ddennenu
title Red Hat Enterprise Linux (realtine) (2.6.21-43.¢el5rt)
root (hdo, 0)
kernel /vminuz-2.6.21-43.el5rt ro root=/dev/Root rhgb quiet
initrd /initrd-2.6.21-43.¢el5rt.ing
title Red Hat Enterprise Linux Server (2.6.18-53.¢el5)
root (hdo, Q)
kernel /vminuz-2.6.18-53.¢el5 ro root=/dev/Root rhgb quiet
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initrd /initrd-2.6.18-53.el5.ing

You will also need to edit/ et c/ sysconfi g/ ker nel . This will ensure that the changes you made
to the grub file will remain as the default when you perform a system upgrade. To edit this file,
open it in any text editor. It should look similar to this:

# UPDATEDEFAULT specifies if new kernel - pkg shoul d nmake
# new kernel s the default
UPDATEDEFAULT=yes

# DEFAULTKERNEL specifies the default kernel package type
DEFAULTKERNEL=ker nel

Simply change the DEFAULTKERNEL= parameter to read kernel -rt.

# UPDATEDEFAULT specifies if new kernel - pkg shoul d make
# new kernel s the default
UPDATEDEFAULT=yes

# DEFAULTKERNEL specifies the default kernel package type
DEFAULTKERNEL=ker nel - rt

You will now be able to confirm that your system is running the MRG Realtime kernel, by
running the unane command as the root user at the shell prompt. Check the output for the RT
designation. If it appears, the MRG Realtime kernel is running.

# uname -a

Li nux server0l 2.6.21-43.el5rt #1 SMP PREEMPT RT Tue Cct 16 11:05:05 EDT
2007 x86_64 x86_64 x86_64 GNU Li nux

Obtaining Kernel Crash Dump Information.

MRG Realtime can be configured to provide crash dump information by enabling kexec/ kdunp.
Further information and instructions on how to configure your system to obtain kernel crash
information can be found on the MRG Realtime Wiki: Crash Dump Configuration
[http://rt.et.redhat.com/page/RHEL-RT_kdump/kexec].

10
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MRG Realtime Kernel Tuning

The MRG Realtime kernel offers many performance tuning parameters not otherwise available
in Red Hat Enterprise Linux 5.1. In order to achieve optimal low-latency determinism it is
necessary to perform MRG Realtime specific system tuning.

A comprehensive Tuning Guide is currently being developed. Until this guide becomes
available, please visit the MRG Realtime Wiki Tuning How-To
[http://rt.et.redhat.com/page/RHEL-RT_RealtimeSystemTuningHowto] and Section 2, “Further
Reading”

Latency Tracer.

One of the diagnostic facilities provided with the MRG Realtime kernel is the latency tracer. The
latency tracer is a peak detector which is used to identify the longest running non-preemptable
kernel codepaths. This is particularly useful for identifying whether non-deterministic
performance results are attributable to the kernel or to user space components. In customer
deployments, the tool is most useful to differentiate whether delays are in the kernel or the
application.

Note

For detailed usage instructions and a case study of the latency tracer visit the
MRG Realtime Wiki: Latency Tracer How-To
[http://rt.et.redhat.com/page/RHEL-RT _LatencyTracerHowto]

Direct Memory Access with rmem ko.

MRG Realtime includes a kernel module called r mem ko. This module is not loaded by default,
and is provided only to meet the realtime Java conformance tests - specifically the Technology
Compatability Kit (TCK) test in the Real Time Specification for Java's (RTSJ
[http://www.rtsj.org/]) conformance suite. It is an RTSJ requirement of this conformance test that
Java programs have direct access to physical memory. This / dev/ r mremcapability allows user
applications to map any arbitrary memory region.

The capability can only be enabled as a result of direct root system administrator action. To
further prevent accidental usage, the capability is disabled unless

unpr ot ect ed_addr ess_spaces=1 is specified as a boot option in the gr ub. conf file. If the
rmem ko kernel module is explicitly loaded, the kernel will have a t ai nt ed flag. In this case, Red
Hat Global Support may require you to reproduce any problems without the presence of

rmem ko.

11
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Warning

Enabling r mem ko allows direct memory access to Java applications and also to
all other user space programs. Many normal security mechanisms are bypassed
and the system becomes much more vulnerable to attacks by malicious users.
For this reason, it is strongly suggested that this feature be used exclusively for
RTSJ certification purposes only. DO NOT use the r mem ko module for
production deployment.

There is another related boot option for this feature. This boot option reserves contiguous
physical kernel memory at boot time for later usage by Java runtime. This memory is allocated
at boot prior to the system memory becoming fragmented. The purpose of this is to avoid
allocation failures for large contiguous memory. The line that would need to be added to the
grub. conf file is the following, where the nmensi ze parameter is expressed in bytes.

alloc_rtsj_nmem si ze=nensi ze

12
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More Information

1. Reporting Bugs

Important

An up-to-date listing of known issues can be found on the MRG Realtime Wiki:
Known Bugs [http://rt.et.redhat.com/page/RHEL-RT_KnownBugs]. Always check
this list before reporting a new bug.

Diagnosing a Bug.
Before you a file a bug report, follow these steps to diagnose where the problem has been
introduced. This will greatly assist in rectifying the problem.

1. Try reproducing the problem with the standard kernel. Check that you have the latest version
of the Red Hat Enterprise Linux 5.1 kernel, then boot into it from the grub menu. Then try
reproducing the problem. If the problem still occurs with the standard kernel, report a bug
against Red Hat Enterprise Linux 5.1 NOT MRG Realtime.

2. If the problem does not occur when using the standard kernel, then the bug is probably the
result of changes introduced in either:

a. The upstream kernel on which MRG Realtime is based. For example, Red Hat Enterprise
Linux 5.1 is based on 2.6.18 and MRG Realtime is based on 2.6.21

b. MRG Realtime specific enhancements Red Hat has applied on top of the baseline (2.6.21)
kernel

To determine the problem, it is helpful to see if you can reproduce the problem on an
unmodified upstream 2.6.21 kernel. For this reason, in addition to providing the MRG
Realtime kernel, we also provide a vani | | a kernel variant. The vani | | a kernel is the
unmodified upstream kernel build without the MRG Realtime additions.

Reporting a Bug.
If you have determined that the bug is specific to MRG Realtime follow these instructions to
enter a bug report:

1. You will need a Bugzilla [https://bugzilla.redhat.com/index.cgi] account. You can create one
at Create Bugzilla Account [https://bugzilla.redhat.com/createaccount.cgi].

2. Once you have a Bugzilla account, log in and click on Enter A New Bug Report

13
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https://bugzilla.redhat.com/enter_bug.cgi].

3. You will need to identify the product the bug occurs in. MRG Realtime appears under Red
Hat Enterprise MRG in the Red Hat products list. It is important that you choose the correct
product that the bug occurs in.

4. Continue to enter the bug information by designating the appropriate component and giving a
detailed problem description. When entering the problem description be sure to include
details of whether you were able to reproduce the problem on the standard Red Hat
Enterprise Linux 5.1 or the supplied vani I | a kernel.

2. Further Reading

* Red Hat Enterprise MRG MRG Realtime Product Information
 http://www.redhat.com/mrg

* Red Hat MRG Realtime Development Wiki
* http://rt.et.redhat.com/page/Main_Page

» For more information on the benefits of MRG Realtime and determining whether or not MRG
Realtime is suitable for your organization:

* Red Hat News: Building An Informed Realtime Customer Base at High Performance On
Wall Street
[http://wvww.press.redhat.com/2007/09/24/building-an-informed-realtime-customer-base-at-high-performance-or

« For information on suggested system tuning to establish a performance baseline prior to
installing the MRG Realtime kernel;

 http://rt.et.redhat.com/page/RHEL-RT_HOWTO
* Red Hat MRG Realtime Press Releases
» http://rt.et.redhat.com/page/RHEL-RT_Media_Info
* Mailing List
» To post to the list, send mail to <r henr g- users- 1 i st @ edhat . com>

» Subscribe to the mailing list at:
http://post-office.corp.redhat.com/mailman/listinfo/rhemrg-users-list

14
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Appendix A. Revision History

Revision History
Revision 1.2 4 February, 2008 Lana Brindley

Updated Installation Instructions
Revision 1.1 15 November, 2007 Lana Brindley

Incorporate results of Technical Review
Revision 1.0 9 November, 2007 Lana Brindley

Initial draft
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