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Intr oduction

Welcometo the Of cial RedHat Linux SystenAdministation Primer.

TheOfcial RedHat Linux SystemAdministation Primer containsintroductoryinformationfor new
RedHat Linux systemadministratorslt will notteachyou how to performa particulartask;rather it
will provide you with the backgroundknowledgethat more experiencedsystemadministratorhave
learnedover time.

This guideassumegyou have a limited amountof experienceasa Linux user but no Linux system
administrationexperience If you are completelynew to Linux in general(and Red Hat Linux in
particular),you shouldstartby readingthe Of cial RedHat Linux GettingStartedGuide

More experiencedsystemadministratorshouldskim the Of cial RedHat Linux SystemAdminista-
tion Primer for overall conceptsandthenconcentratenusingtheOf cial RedHat Linux Customiza-
tion Guidefor assistancén performingspeci c tasksin a RedHat Linux ervironment.Administra-
torsrequiringmorein-depth factualinformationshouldreferto the Of cial RedHat Linux Refeence
Guide

Note

Although this manual re ects the most current information possible, you should read the Red Hat
Linux Release Notes for information that may not have been available prior to our documentation
being naliz ed. They can be found on the Red Hat Linux CD #1 and online at:

http://www.redha t.c om/docs/ menuals/ li nux

1. Document Conventions

Whenyou readthis manual,you will seethatcertainwordsarerepresenteih differentfonts, type-
facessizes,andweights.This highlightingis systematicgifferentwordsarerepresenteth thesame
styleto indicatetheirinclusionin aspeci c catgory. Thetypesof wordsthatarerepresentethis way
includethefollowing:

command

Linux commandgandotheroperatingsystemcommandswhenused)arerepresentethis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimes commandcontainswords thatwould be
displayedn adifferentstyleontheir own (suchas lenames).In thesecasesthey areconsidered
to be partof thecommandsotheentirephrasewill bedisplayedasa commandFor example:

Usethecat testfile commando view thecontentof a le, namedestfile ,inthecurrent
working directory
filename

Filenamesdirectorynamespaths,andRPM packagenamesarerepresentethis way. This style
shouldindicatethat a particular le or directory exists by that nameon your Red Hat Linux
systemExamples:

The.bashrc  le in yourhomedirectorycontainshashshellde nitions andaliasesor yourown
use.

The/etc/fstab le containgnformationaboutdifferentsystemdevicesand lesystems.
Installthewebalizer RPMif youwantto useaWebsenerlog le analysisprogram.



Vi Intr oduction

application

This style shouldindicateto you thatthe programnameds anend-useapplication(asopposed
to systemsoftware).For example:

UseMotzilla to browsethe Weh

[key]
A key onthekeyboardis shavn in this style.For example:
To use[Tab] completion,type in a characterand then pressthe [Tab] key. Your terminal will
displaythelist of les in thedirectorythatstartwith thatletter

[key]-[combination]
A combinationof keystrolesis representeéh thisway. For example:
The[Ctrl]-[Alt]-[Backspace]key combinationwill exit your graphicalsessiorandreturnyouto
thegraphicallogin screeror theconsole.

text found on a GUI interface

A title, word, or phrasefound on a GUI interfacescreenor window will be shavn in this style.
Whenyou seetext shavn in this style, it is beingusedto identify a particularGUI screeror an
elemenonaGUI screen(suchastext associatedvith a checkboxor eld). Example:

SelectheRequire Password checkboxf youwouldlike yourscreenseerto requireapassverd
beforestopping.
top level of amenuon a GUI screenor window

Whenyou seeawordin this style, it indicatesthattheword is thetop level of a pulldovn menu.
If you click ontheword onthe GUI screentherestof themenushouldappearFor example:

UnderFile on a GNOME terminal,you will seethe New Tab option thatallows you to open
multiple shellpromptsin the samewindow.

If you needto typein a sequenc®f commanddrom a GUI menu,they will beshawvn like the
following example:

Goto Main Menu Button (onthe Panel)=> Programming => Emacsto startthe Emacstext
editor

button on a GUI screenor window
Thisstyleindicateshatthetext will befoundonaclickablebuttononaGUI screenFor example:
Click onthe Back buttonto returnto thewebpageyou lastviewed.

computer output

Whenyou seetext in this style, it indicatestext displayedby the computeron thecommandine.
Youwill seeresponseso commands/ou typedin, error messagesandinteractve promptsfor
your input during scriptsor programsshavn this way. For example:

Usethels commando displaythe contentsof adirectory:

$Is
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responséo the command(in this case the contentsof the directory)is
shavnin this style.
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prompt

A prompt,which is a computers way of signifying thatit is readyfor you to input something,
will beshawn in this style.Examples:

$
#
[stephen@maturin stephen]$

leopard  login:

user input

Text thatthe userhasto type, eitheron thecommandine, or into a text box ona GUI screenijs
displayedn this style.In thefollowing example,text is displayedn this style:

To bootyour systeminto thetext basednstallationprogramyou will needto typein thetext
commandattheboot: prompt.

Additionally, we usesereraldifferentstratgiesto drav yourattentionto certainpieceof information.
In orderof how critical the informationis to your system theseitemswill be marked as note, tip,
important,caution,or awarning.For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

@

The directory /usr/share/doc contains additional documentation for packages installed on your
system.

OImpor tant

If you modify the DHCP con gur ation le , the changes will not take effect until you restart the DHCP
daemon.

@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.
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AWarning

If you choose not to partition manually, a server installation will remove all existing partitions on all
installed hard drives. Do not choose this installation class unless you are sure you have no data you
need to save.

2. More to Come

TheOfcial RedHat Linux SystemAdministation Primer is partof RedHat's groving commitment
to provide usefulandtimely supportto RedHat Linux users As new release®f RedHat Linux are
madeavailable,we malke every effort to includebothnewx andimproved documentatiorior you.

2.1. Send in Your Feedback

If youspotatypoin theOf cial RedHat Linux SystemAdministation Primer, or if you have thought
of a way to make this manualbetter we would love to hearfrom you. Pleasesubmita reportin
Bugzilla (http://wwwredhat.com/fgzilla) againsthe componenthl-sap.

Be sureto mentionthemanuals identi er:
rhl-sap(EN)-8.0-Print-RHI (2002-10-01T17:12-0400)

If you mentionthis manualsidenti er, we will know exactly which versionof theguideyou have.

If you have a suggestiorfor impraving the documentationiry to be asspeci c aspossible.If you
have found an error, pleaseincludethe sectionnumberand someof the surroundingtext sowe can
nd it easily

3. Sign Up for Suppor t

If youhave anof cial editionof RedHat Linux 8.0, pleaseremembeto signup for the bene tsyou
areentitledto asa RedHat customer

Youwill beentitledto ary or all of thefollowing bene ts,dependingiponthe Of cial RedHatLinux
productyou purchased:

- Of cial RedHatsupport— Gethelpwith your installationquestionfrom RedHat, Inc:s support
team.

- RedHat Network — Easily updateyour packagesndreceve securitynoticesthatarecustomized
for your systemGoto http://rhn.redhat.corfor moredetails.

- UndertheBrim: TheOf cial RedHat E-Newsletter— Everymonth,getthelatestnensandproduct
informationdirectly from RedHat.

To signup, goto http://wwwredhat.com/apps/aeate/. Youwill nd yourProductiD onablack,red,
andwhite cardin your Of cial RedHatLinux box.

To readmoreabouttechnicalsupportfor Of cial RedHat Linux, referto the Getting Technical Sup-
port Appendixin the Of cial RedHat Linux Installation Guide

Goodluck, andthankyou for choosingRedHat Linux!
TheRedHat Documentatiorfeam
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Chapter 1.
The Philosoph y of System Administration

Althoughthe speci cs of beinga systemadministratormay changefrom platformto platform, there
areunderlyingthemeghatdo not. It is thesethemeshatmale up the philosophyof systemadminis-
tration.

Herearethosethemes:

- Automateeverything

- Documenteverything

« Communicateasmuchaspossible

+ Know yourresources

+ Know yourusers

+ Know your business

- Securitycannotbe anafterthought

+ Planahead

- Expecttheunexpected

Let uslook at eachof thesethemesn moredetail.

1.1. Automate Everything

Most systemadministrator@areoutnumberee— eitherby their userstheir systemspr both.In mary
casesautomationis the only way to keepup. In general,arything donemore thanonceshouldbe
looked atasa possiblecandidatdor automation.

Herearesomecommonlyautomatedasks:

- Freedisk spacecheckingandreporting

- Backups

- Systemperformancelatacollection
 Useraccountmaintenancécreationdeletion,etc.)

- Business-speci dunctions(pushingnew datato a Web sener, runningmonthly/quarterly/yeayl
reports.etc.)

Thislist is by no meanscomplete the functionsautomatedy systemadministratorareonly limited
by an admin’s willingnessto write the necessargcripts.In this case,beinglazy (and making the
computerdo moreof themundanework) is actuallya goodthing.

Automationalsogivesyourusersheextrabene t of greatempredictabilityandconsisteng of service.

@

Keep in mind that if you have something that should be automated, it is likely that you are not the
rst to have that need. Here is where the bene ts of open source software really shine — you may
be able to leverage someone else's work to automate the very thing that is currently eating up your
time. So always make sure you search the Web before writing anything more complex than a small
Perl script.
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1.2. Document Everything

If given the choice betweeninstalling a brand-nev sener and writing a proceduraldocumenton
performing systembackups,the averagesystemadministratorwould install the nev sener every
time. While this is not at all unusualthe factis thatyou mustdocumentvhatyou do. Mary system
administratorsvill putoff doingthe necessargocumentatiorfior a variety of reasons:

"I will getaroundto it later”

Unfortunatelythisis usuallynottrue.Evenif a systemadministratoiis notkidding themseles,
thenatureof thejob is suchthatthingsareusuallytoo chaoticto simply“do it later". Evenworse,
thelongerit is put off, the morethatis forgotten leadingto a muchlessdetailed(andtherefore,
lessuseful)document.

"Why write it up?! will remembeit."

Unlessyou are one of thoserare individuals with a photographicmemory no, you will not
remembeiit. Or worse,you will rememberonly half of it, not realizingthat you are missing
thefull story Thisleadsto wastedtime eithertrying to relearnwhatyou hadforgotten,or xing
whatyou hadbroken dueto notknowing thewhole story.

"If 1 keepit in my head they will not re me— | will have job security!"

While this may work for a while, invariably it leadsto less— not more— job security Think
for a momentaboutwhat may happenduring an emegeng. You may not be available; your
documentatiomaysave thedayby lettingsomeonelse x it. And neverforgetthatemegencies
tendto betimeswhenuppermanagemerpayscloseattention.In suchcasesit is betterto have
yourdocumentatiofbe partof the solutionthanfor your unavailability to be partof the problem.

In addition,if youarepartof asmallbut growing organizationgventuallytherewill beaneedfor
anothersystemadministratarHow will this personiearnto backyou upif everythingis in your
headWorstyet, notdocumentingnay make you soindispensabléhatyou might notbe ableto
adwanceyour careerYou couldendup working for the very persorthatwashiredto assistyou.

Hopefully you are now sold on the bene ts of systemdocumentationThat brings us to the next
guestionWhatshouldyou documentMereis a partiallist:

Policies

Policiesarewrittento formalizeandclarify the relationshipyou have with your usercommunity
They male it clearto your usershow their requestgor resourcesgnd/orassistancevill be han-
dled. The nature style,andmethodof disseminatingoliciesto your usercommunitywill vary
from organizationto organization.

Procedures

Proceduresireary step-by-stegequencef actionsthatmustbe taken to accomplisha certain
task.Procedureso be documentectaninclude backupproceduresyseraccountmanagement
proceduresproblemreportingproceduresandsoon. Like automationif aprocedures followed
morethanonce,it is agoodideato documentt.

Changes

A large part of a systemadministratos careerrevolves aroundmaking changes— con gur-
ing systemsor maximumperformancefweakingscripts,modifying printcap les, etc. All of
thesechangeshouldbe documentedn somefashion.Otherwiseyou could nd yourselfbeing
completelyconfusedabouta changeyou madesereralmonthsbefore.
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Someorganizationsisemorecomplex methodsfor keepingtrackof changeshutin mostcases
simplerevision historyatthestartof the le beingchangeds all thatis necessaryAt aminimum,
eachentryin therevision historyshouldcontain:

- Thenameor initials of the persormakingthe change
« Thedatethechangevasmade
« Thereasorthe changevasmade

Thisresultsin conciseyetusefulentries:
ECB, 12-June-2002 -- Updated entry for new Accounting printer (to
support the replacement printer's ability to print  duplex)

1.3. Communicate as Much as Possib le

Whenit comesto your users,you can never communicateoo much. Be aware that small system
changegyou might think arepracticallyunnoticeableould very well completelyconfusethe admin-
istrative assistanin HumanResources.

In generaljt is bestto follow this somevhat-paraphraseabproachusedin writing nevspapesstories:

1. Tell your userswhatyou aregoingto do
2. Tell your userswhatyou aredoing
3. Tell your userswhatyou have done

Let uslook atthesethreestepsin moredepth.

1.3.1. Tell Your Users What You Are Going to Do

Make sureyou give your userssufcient warning beforeyou do arything. The actualamountof
warningwill vary accordingto thetypeof changgupgradinganoperatingsystendemandsnorelead
time thanchangingthe default color of the systemlogin screen)aswell asthe natureof your user
community(moretechnicallyadeptusersmaybeableto handlechangesnorereadily thanuserswith
minimal technicalskills).

At aminimum,you shoulddescribe:

- Thenatureof thechange

« Whenit will take place

« Why it is happening

- Approximatelyhow longit shouldtake

- Theimpact(if ary) thattheuserscanexpectdueto thechange

- Contactinformationshouldthey have ary questionor concerns

Hereis a hypotheticakituation.The Financedepartmenhasbeenexperiencingproblemswith their
databaseener beingvery slow at times. You aregoingto bring the sener down, upgradethe CPU
moduleto a fastermodel,andreboot.Oncethis is done,you will move the databasétself to faster
RAID-basedstorageHereis onepossibleannouncemerfor this situation:
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System Downtime Scheduled for Friday Night

Startingthis Fridayat 6pm (midnightfor our associates Berlin), all nancial applicationswill beunavail-
ablefor a periodof approximatelyfour hours.

During this time, changego both the hardware and software on the Financedatabaseener will be per
formed. Thesechangeshouldgreatlyreducethe time requiredto run the AccountsPayableand Accounts
Recevableapplicationsandthe weeklyBalanceSheetreport.

Otherthanthe changein runtime, most peoplewill notice no otherchange However, thoseof you that
have written your own SQL queriesshouldbe awarethatthe layout of someindiceswill changeThisis
documentedn thecompaly intranetwebsite on the Financepage.

Shouldyou have ary questionscommentspr concernspleasecontactSystemAdministrationat extension
4321.

A few pointsareworth notinghere:

- Effectively communicatethe start and durationof ary downtime that might be involved in the
change.

- Make sureyou give the time of the changein sucha way thatit is usefulto all users,no matter
wherethey maybelocated.

+ Usetermsthatyour userswill understandThe peopleimpactedby this work do not carethatthe
nev CPU modulehastwice as much cache,or that the databasewill live on a RAID 5 logical
volume.

1.3.2. Tell Your Users What You Are Doing

This stepis primarily a last-minutewarning of the impendingchange;as such,it shouldbe a brief
repeatof the rst messagethoughwith the impendingnatureof the changemademore apparent
("The systemupgradewill take place TOMORROW."). This is alsoa goodplaceto publicly answer
ary questiong/ou may have receved asaresultof the rst message.

Continuingour hypotheticakexample hereis onepossibldast-minutewarning:

System Downtime Scheduled for Tonight

Reminder:The systemdowntime announcedhis pastMondaywill take placeasscheduledonightat 6pm
(midnightfor theBerlin of ce). Youcan nd the original announcemerdn the compary intranetwebsite,
onthe SystemAdministrationpage.

Severalpeoplehave asledwhetherthey shouldstopworking earlytonightto make suretheirwork is bacled
up prior to the downtime. This will not be necessaryasthe work beingdonetonightwill notimpactary
work doneonyour personalvorkstations.

Your usershave beenalerted;now you arereadyto actuallydo thework.

1.3.3. Tell Your Users What You Have Done

After you have nished makingthe changesyou musttell themwhat you have done.Again, this
shouldbe a summaryof the previous messagenvariably someonevill nothave readthem).

However, thereis oneimportantadditionthatyou mustmale. It is vital thatyou give your usersthe
currentstatus Did the upgradenot go assmoothlyasplanned2Vasthe nev storagesener only able
to senethesystemsn Engineeringandnotin Financehesetypesof issuesnustbeaddressetere.
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Of coursejf thecurrentstatusdiffersfrom whatyou communicategbreviously, you shouldmale this
pointclear anddescribewhatwill bedone(if anything) to arrive atthe nal solution.

In our hypotheticakituation,the downtime hadsomeproblems The nev CPUmoduledid notwork;
acall to the systems manubcturerrevealedthata specialversionof themoduleis requiredfor in-the-
eld upgradesOn the plusside,the migrationof the databas¢o the RAID volumewentwell (even
thoughit took a bit longerthanplanneddueto the problemswith the CPUmodule.

Hereis onepossibleannouncement:

System Downtime Complete

The systemdowntime scheduledor Friday night (pleaseseethe SystemAdministrationpageon the com-
pary intranetwebsite)hasbeencompleted Unfortunately hardwareissuespreventedoneof the tasksfrom
beingcompleted Dueto this, the remainingtaskstook longerthanthe originally-scheduldour hours.In-
steadall systemswverebackin productionby midnight(6amSaturdayfor the Berlin of ce).

Becausef the remaininghardwareissuesperformancef the AP, AR, andthe BalanceSheetreportwill
be slightly improved, but not to the extent originally planned A seconddowntimewill be announcednd
schedule@ssoonasthe natureof the hardwareissuess clear

Pleasenotethatthe downtime did changesomedatabaséndices;peoplethat have written their own SQL
gueriesshouldconsultthe Financepageon the compaly intranetwebsite PleasecontactSystemAdminis-
trationat extension4321with ary questions.

With this kind of information,your userswill have sufcient backgroundo continuetheir work, and
to understandhow thechangeswill impactthem.

1.4. Know Your Resources

Systemadministrationis mostly a matterof balancingavailable resourcesagainstthe peopleand
programsthat usethoseresourcesTherefore your careerasa systemadministratomwill be a short
andstress- lledoneunlessyou fully understandheresourceyou have atyour disposal.

Someof theresourcesireonesthatseempretty obvious:

- Systenresourcessuchasavailableprocessingower, memory anddisk space
+ Network bandwidth

- Availablemoneg from thelT budget

But somemaynotbesoobvious:

« Theservicesof operationgersonnelptheradmins,or evenanadministratie assistant

- Time (oftenof critical importancevhenthetime involvesthingssuchastheamountof time during
which systembackupamaytake place)

« Knowledge— whetherit is storedin books,systemdocumentationor the brain of a personthat
hasworked atthecompay for the pasttwentyyears

Theimportantthing to noteis thatit is highly valuableto take a completeinventoryof thoseresources
thatareavailableto you, andto keepit current— alack of "situationalavarenessWhenit comesto
availableresourcegsanoftenbeworsethanno awvareness.
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1.5. Know Your Users

Althoughsomepeoplebristle at theterm"users"(perhapgueto somesystemadministratorsuseof
thetermin aderogatorymanner)jt is usedherewith nosuchmeaningmplied. Usersaresimply those
peoplethatusethe systemsandresourcedor which you areresponsibleAs such,they arecentralto
your ability to successfullyadministeryour systemswithout understandingour usershow canyou
understandhe systenresourceshey will require?

For example,considera bankteller A bankteller will usea strictly-de ned setof applicationsand
requiredittle in theway of systenresourcesA softwareengineeron the otherhand,mayusemary
differentapplicationsandwill alwayswelcomemoresystemresourcegfor fasterbuild times).Two
entirelydifferentuserswith two entirely differentneeds.

Make sureyou learnasmuchaboutyour usersasyou can.

1.6. Know Your Business

Whetheryouwork for alarge, multinationalcorporationor asmallcommunitycollege, you muststill
understandhe natureof the busineservironmentin whichyouwork. This canbeboileddown to one
guestion:

Whatis the purposeof the systems/ou administer?
Thekey pointhereis to understangour systemspurposean a moreglobalsense:

« Applicationsthatmustberun within certaintime frames suchasat the endof a month,quartey or
year

+ Thetimesduringwhich systemmaintenancenaybedone
+ New technologieshatcouldbe usedto resohe long-standingusinesgproblems

By takinginto accountyour organizatiors businessyouwill nd thatyour day-to-daydecisionswill
bebetterfor yourusers And for you.

1.7. Security Cannot be an After thought

No matterwhatyou might think aboutthe ervironmentin which your systemsarerunning,you can-
not take securityfor granted Even standalonesystemsnot connectedo the Internetmay be at risk
(althoughobviously the risks will be differentfrom a systemthatis more connectedo the outside
world).

Therefore|t is extremelyimportantto considerthe securityimplicationsof everythingthatyou do.
Thefollowing lists illustratesthe differentkinds of issueshatyou shouldconsider:

« Thenatureof possiblethreatsto eachof the systemaunderyour care
« Thelocation,type,andvalueof dataon thosesystems
- Thetypeandfrequeng of authorizedaccesso the systemgandtheir data)

While you arethinking aboutsecurity do not make the mistale of assuminghat possibleintruders
will only attackyour systemdrom outsideof your compary. Many timesthe perpetratois someone
within the compan. Sothe next time you walk aroundthe of ce, look at the peoplearoundyou and

askyourselfthis question:

Whatwould happerif that persorwereto attemptto subvert our security?
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Note

This does not mean that you should treat your coworkers as if they are criminals. It just means that
you should look at the type of work that each person performs, and determine what types of security
breaches a person in that position could perpetrate, if they were so inclined.

1.8. Plan Ahead

A systemadministratothattook all the previous adviceto heartanddid their bestto follow it would
beafantasticsystemadministrator— for aday Eventually theervironmentwill changeandoneday
ourfantasticadministratomould be caught at-footed. Thereason®ur fantasticadministratofailed
to planahead.

Certainlyno onecanpredictthe future with 100%accurag. However, with a bit of awvarenesst is
easyto readthesignsof mary changes:

« An offhandmentionof a nev projectgearingup duringthatboringweekly staf meetingis a sure
signthatyouwill likely needto supportnew users

- Talk of animpendingacquisitionmeanghatyou mayendup beingresponsibldor nev (andpos-
sibly incompatible)systemsn oneor moreremotelocations

Being ableto readthesesigns(andto effectively respondo them)will male life easierfor you and
your users.

1.9. Expect the Unexpected

While thephrase'expecttheunexpected'is trite, it re ects anunderlyingtruth thatall systemadmin-
istratorsmustunderstand:

Therewill betimeswhenyou arecaughtoff-guard.

After becomingcomfortablewith this uncomfortabldactof life, whatcanaconcernedystemadmin-
istratordo? Theansweiliesin e xibility; by performingyour job in sucha way asto give you (and
your users)the mostoptionspossible.Take, for example,the issueof disk space Given that never
having sufcient disk spaceseemgo beasmucha physicallaw asthelaw of gravity, it is reasonable
to assumehat at somepoint you will be confrontedwith a desperateeedfor additionaldisk space
right now.

Whatwould a systemadministratomwho expectsthe unexpecteddo in this casePerhapst is possible
to keepa few disk drivessitting on the shelfassparesn caseof hardwareproblems. A spareof this
type could be quickly deploed® on atemporarybasisto addresghe short-termneedfor disk space,
giving time to morepermanentlyesole theissue(by following the standargprocedurdor procuring
additionaldisk drives,for example).

By trying to anticipateproblemsbeforethey occur you will bein a positionto respondmorequickly
andeffectively thanif you let yourselfbe surprised.

1. And of coursea systemadministratorthat expectsthe unexpectedwould naturally use RAID (or related

technologiesjo lessertheimpactof a disk drive thatfails during production.
2. Again, systemadministratorghatthink aheadwill con gure their systemgo make it aseasyaspossibleto

quickly adda new disk drive to the system.
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1.10. In Conclusion. ..

While everything discussedn this chaptermay seemlike a lot of additionalwork that takes avay
from the "real" work of administeringsystemsactually the oppositeis true; only by keepingthis
philosophyin mindwill you give your usersthe servicethey desere, andreachyourfull potentialas
asystemadministratar



Resour ce Management






Chapter 2.
Resour ce Monitoring

As statedearlier a greatdeal of systemadministrationrevolves aroundresourcesndtheir ef cient
use.By balancingvariousresourcesgainstthe peopleand programsthat usethoseresourcesyou
will wastelessmoneg/ andmale your usersashapjy aspossible However, this leavestwo questions:

Whatareresources?
And:
How do | know whatresourcesirebeingused(andto whatextent)?

The purposeof this chaptelis to enableyou to answerthesequestionsy helpingyou to learnmore
aboutresourcesindhow their utilization canbe monitored.

2.1. Basic Concepts

Before you canmonitor resourcesyou rst have to knowv whatresourceshereareto monitor All
systemsave thefollowing resourceswvailable:

« CPUpower (andthebandwidthit enables)
+ Memory
« Storage

We will studytheseresourcesn moredepthin the following chaptersHowever, for the time being
all you needto keepin mind is thattheseresource$ave a directimpacton systemperformanceand
therefore onyourusers'productvity andhappiness.

At its simplest,resourcemonitoringis nothingmorethanobtaininginformationconcerningthe uti-
lization of oneor moresystenresources.

However, it is rarelythis simple.First,onemusttake into accountheresource$o bemonitored.Then
it is necessaryo look at eachsystemto be monitored,paying particularattentionto eachsystems
situation.

Thesystemsgyouwill bemonitoringwill fall into oneof two cateyories:

« Thesystenis currentlyexperiencingperformanceroblemsatleastpartof time andyouwouldlike
to improve its performance

- Thesystemis currentlyrunningwell andyouwouldlike it to staythatway.

The rst catgory meanshatyou shouldmonitorresource$rom a systemperformanceperspectie,
while the secondcatgory meanghatyou shouldmonitor systenresource$rom a capacityplanning
perspectie.

Becauseachperspectie hasits own uniquerequirementsyewill now look ateachcateory in more
depth.

2.2. System Performance Monitoring

As statedabove, systenperformancenonitoringis normallydonein responséo a performanceprob-
lem. Eitherthe systemis runningtoo slowly, or programgandsometime®ventheentiresystemyail
torunatall. In eithercase performancemonitoringis normallydoneasthe rst andlasttwo stepsof
athree-steprocess:
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- Monitoring to identify the natureand scopeof the resourceshortageshat are causingthe perfor
manceproblems

- The dataproducedfrom monitoring is analyzedand a courseof action (normally performance
tuningand/orthe procuremenbf additionalhardware)is takento resole the problem

- Monitoring to ensurethatthe performanceroblemhasbeenresohed

Becausef this, performanceamonitoringtendsto berelatively short-lived in duration,andmorede-
tailedin scope.

Note

System performance monitoring is often an iterative process, with these steps being repeated several
times to arrive at the best possible system performance. The primary reason for this is that system
resources and their utilization tend to be highly interrelated, meaning that often the elimination of one
resource bottleneck simply uncovers another one.

2.3. Monitoring System Capacity

Monitoring systemcapacityis doneaspartof anongoingcapacityplanningprogram.Capacityplan-
ning useslong-termresourcemonitoringto determineratesof changein the utilization of system
resourcesOncetheseratesof changeareknown, it becomegossibleto conductmoreaccuratdong-
termplanningregardingthe procuremenbof additionalresources.

Monitoring donefor capacityplanning purposess different from performancemonitoringin two
ways:

« Themonitoringis doneon a more-orlesscontinuoushasis
« Themonitoringis usuallynot asdetailed

Thereasorfor thesedifferencestemsrom thegoalsof a capacityplanningprogram.Capacityplan-

ningrequiresa"big picture"view; short-termor anomalousesourceisages of little concernlnstead,
datacollectedover a periodof time malesit possibleto startto catgorizeresourcautilizationin terms
of theimpactof changesn workloadonresourcevailability. In morenarravly-de ned ervironments
(whereonly oneapplicationis run, for example)it is possibleto modelthe applications impacton

systemresourcesleadingto the ability to determinefor example,theimpactof ve morecustomer
servicerepresentatesrunningthe customeserviceapplicationduringthe busiesttime of theday

Next, we will look attoolsthatmale it possibleto obsere systenresourceutilization.

2.4. Resour ce Monitoring Tools

RedHat Linux comeswith a variety of resourcanonitoringtools. While thereare morethanthose
listedhere thesetoolsarerepresentate in termsof functionality Thetoolswe will look atare:

. free

- top

- Thesysstatsuiteof resourcemonitoringtools
Let uslook ateachonein moredetail.
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2.4.1. free

Thefree commandisplaysmemoryutilization data.Hereis anexampleof its output:

total used free shared buffers cached
Mem: 255508 240268 15240 0 7592 86188
-/+ buffers/cache: 146488 109020
Swap: 530136 26268 503868

The Mem: row displaysphysicalmemory utilization, while the Swap: row displaysthe utilization
of the systemswap spacewhile the -/+ buffers/cache: row displaysthe amountof physical
memorycurrentlydevotedto systembuffers.

Sincefree by default only displaysmemoryautilization informationonce,it is only usefulfor very
short-termmonitoring. Althoughfree hasthe ability to repetitvely displaymemoryutilization g-
uresvia its -s option, the outputsimply scrolls,makingit dif cult to easilyseechangesn memory
utilization.

@

A better solution would be to run free using the watch command. For example, to display memory
utilization every two seconds, use this command:

watch free

You can control the delay between updates by using the -n option, and can cause any changes
between updates to be highlighted by using the -d option, as in the following command:

watch -n 1 -d free

For more information, see the watch man page.

The watch command will run until interrupted with [Ctrl]-[C]. Make sure you remember watch ; it can
come in handy in many situations.

2.4.2. top

While free  displaysonly memory-relatednformation,thetop commanddoesa little bit of every-
thing. CPU utilization, processtatisticsmemoryutilization— top doesit all. In addition,unlike the
free  commandtop 'sdefaultbehaior is to run continuouslyno needfor thewatch commanchere.
Hereis asampledisplay:

11:13am up 1 day, 31 min, 5 users, load average: 0.00, 0.05, 0.07

89 processes: 85 sleeping, 3 running, 1 zombie, O stopped
CPU states: 0.5% user, 0.7% system, 0.0% nice, 98.6% idle
Mem: 255508K av, 241204K used, 14304K free, OK shrd, 16604K buff
Swap: 530136K av, 56964K used, 473172K free 64724K cached
PID USER PRI NI SIZE RSS SHARESTAT %CPU%MEM TIME COMMAND
8532 ed 16 0 1156 1156 912 R 05 04 0:11 top
1520 ed 15 0 4084 3524 2752 S 03 13 0:00 gnome-terminal
1481 ed 15 0 3716 3280 2736 R 01 12 0:01 gnome-terminal
1560 ed 15 0 11216 10M 4256 S 01 4.2 0:18 emacs
1 root 15 0 472 432 416 S 0.0 0.1 0:04 init
2 root 15 0 0 0 0 sSw 0.0 00 0:00 keventd
3 root 15 0 0 0 0 Sw 0.0 0.0 0:00 kapmd
4 root 34 19 0 0 0 SWN 00 0.0 0:00 ksoftirgd_CPUO
5 root 15 0 0 0 0 Sw 0.0 0.0 0:00 kswapd
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6 root 25 0 0 0 0 SW 0.0 0.0 0:00 bdflush

7 root 15 0 0 0 0 sSw 0.0 00 0:00 kupdated

8 root 25 0 0 0 0 sSw 0.0 0.0 0:00 mdrecoveryd
12 root 15 0 0 0 0 sw 0.0 00 0:00 kjournald
91 root 16 0 0 0 0 SW 0.0 0.0 0:00 khubd
185 root 15 0 0 0 0 sw 0.0 0.0 0:00 kjournald
186 root 15 0 0 0 0 sw 0.0 0.0 0:00 kjournald
576 root 15 0 712 632 612 S 00 0.2 0:00 dhcped

Thedisplayis separatedhto two main parts.The top sectioncontainsinformationrelatedto overall
systemstatus,processcounts,alongwith memoryand swap utilization. The lower sectiondisplays
process-leel statistics the exactnatureof which canbe controlledwhile top is running.

For moreinformationontop , referto thetop manpage.

AWarning

Although top looks like a simple display-only program, this is not the case. If you are logged in as
root, it is possible to change the priority and even kill any process on your system.

Therefore, make sure you read the top man page before using it.

2.4.2.1. gnome-system-monitor — A Graphical top

If youaremorecomfortablewith graphicaluserinterfaces gnome-system-monitor may be more
to your liking. Like top , gnome-system-monitor displaysinformationrelatedto overall system
status procesounts,memoryandswap utilization, andprocess-ieel statistics.

However, gnome-system-monitor goesa stepfurther by including displaysdisk spaceutilization
— somethinghattop doesnotdoatall.

2.4.3. The sysstat Suite of Resour ce Monitoring Tools

While the previous tools may be helpful for gainingmoreinsightinto systemperformancever very
shorttime frames they areof little usebeyond providing a snapshobf systenresourcaitilization. In
addition thereareaspect®f systenperformancehatcannobeeasilymonitoredusingsuchsimplistic
tools.

Thereforeamoresophisticatedool is necessarysysstatis suchatool.
sysstatcontainghefollowing commandselatedto collectingl/O andCPU statistics:

iostat
Displaysl/O statisticsfor oneor moredisk drives. The statisticsreturnedcanincludereadand
write ratespersecondaveragewait, serviceandCPU utilization,andmore.

mpstat
DisplaysCPU statistics.

However, themostversatileandsophisticatedoolsthatarepartof sysstatarethoserelatedto thesar
commandCollectvely thesetools:

. Collectsystenresourcautilization data
- Createdaily reportsof systenmresourcautilization
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« Al

low thegraphicalviewing of systenresourcautilization data

Thetoolsthatperformthesetasksare:

sadc

sal

sar

sa2

isag

sa

sadc is known asthe systemactiity datacollector It collectssystemresourceutilization in-
formationandwritesit to les in the /var/log/sa/ directory The les arenamedsa dd
where dd isthecurrentday's two-digit date.

sal isascriptthatrunssadc to performtheactualdatacollection,andis runby cron atregular
intenalsthroughoutheday.

sar produceseportsfromthe les createdby sadc . Thereport les writtento /var/log/sa/ ,
andarenamedsar dd ,where dd is the two-digit representationsf the previous day's
date.

sa2 is a scriptthatusessar to write a daily systemresourceutilization report.sa2 is run by
cron onceattheendof eachday

isag graphicallydisplaysdatacollectedby sadc .

Summarizesystemaccountingnformation.

Thesysstattoolsshouldbe partof every systemadministratos resourcenonitoringtool bag.
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Chapter 3.
Bandwidth and Processing Power

Of the two resourcediscussedn this chapter one (bandwidth)is often hard for the new system
administratotto understandwhile the other (processingower) is usuallya mucheasierconceptto

grasp.
Additionally, it may seemthat thesetwo resourcesre not that closely related— why groupthem
together?

Thereasonfor addressindoth resourcesogetheris thattheseresourcesrebasedon the hardvare
thattie directlyinto acomputers ability to move andprocessiata.As such their relationshipis often
interrelated.

3.1. Band width

At its simplest,bandwidthis simply the capacityfor datatransfer— in otherwordshov muchdata
canbe moved from onepoint to anotherin a given amountof time. Having point-to-pointdatacom-
municationimpliestwo things:

- A setof electricalconductoraisedto make low-level communicatiorpossible
- A protocolto facilitatethe ef cient andreliablecommunicatiorof data
Therearetwo typesof systemcomponentshatmeettheserequirements:

- Buses
- Datapaths
In thefollowing sectionswe will explorebothin moredetail.

3.1.1. Buses

As statedabore, busesenablepoint-to-pointcommunicationandusesomesortof protocolto ensure
thatall communicatiortakesplacein a controlledmannerHowever, buseshave otherdistinguishing
features:

. Standardize@lectricalcharacteristicgsuchasthe numberof conductorsyoltagelevels, signaling
speedsegtc.)

- Standardizednechanicatharacteristicésuchasthetypeof connectarcardsize,etc.)
- Standardizegrotocol

The word "standardizedfs importantbecausdusesare the primary way in which differentsystem
componentsireconnectedogether

In mary caseshpusesallow the interconnectiorof hardwarethatis madeby multiple manufcturers;
without standardizationthis would not be possible However, evenin situationswherea busis pro-
prietaryto onemanutcturey standardizatiois importantbecausét allows thatmanufcturerto more
easilyimplementdifferentcomponent®y usinga commoninterface— the bus.
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3.1.1.1. Examples of Buses

No matterwherein a computersystemyou look, you will seebuses.Here are a few of the more
commonones:

- MassstoragebuseqIDE andSCSI)

- Networks (insteadof anintra-systenbus, networks canbethoughtof asaninter-systembus)

- Memorybuses

« Expansiorbuses(PCl, ISA, USB)

3.1.2. Datapaths

Datapathsanbe harderto identify but, like buses they are everywhere Also like buses,datapaths
enablepoint-to-pointcommunicationHowever, unlike busesdatapaths:

« Useasimplerprotocol(if ary)
- Havelittle (if ary) mechanicaktandardization

The reasonfor thesedifferencess that datapathsre normally internalto somesystemcomponent,
andarenot usedto facilitatethe ad-hocinterconnectiorof differentcomponentsAs such,datapaths
arehighly optimizedfor a particularsituation,wherespeedandlow costarepreferredover general-
purposee xibility .

3.1.2.1. Examples of Datapaths
Herearesometypical datapaths:

« CPUto on-chipcachedatapath
« Graphicsprocessoto videomemorydatapath

3.1.3. Potential Band width-Related Problems
Therearetwo waysin which bandwidth-relategrroblemsmay occur(for eitherbusesor datapaths):

1. Thebusor datapathmayrepresena sharedresourceln this situation,high levels of contention
for thebuswill reducethe effective bandwidthavailablefor all devicesonthebus.

A SCSlbuswith severalhighly-actve disk driveswould bea goodexampleof this. The highly-
actwve disk driveswill saturatethe SCSlbus, leaving little bandwidthavailable for ary other
device on the samebus. The endresultis thatall 1/O to ary of the deviceson this buswill be
slow, evenif thedevice itself is notoverly actie.

2.The bus or datapathmay be a dedicatedesourcewith a x ed numberof devices attachedo
it. In this case,the electricalcharacteristicof the bus (andto someextent the natureof the
protocolbeingused)iimit theavailablebandwidth.Thisis usuallymorethe casewith datapaths
thanwith buses.

Thisis onereasorwhy graphicsadaptersendto performmoreslowly whenoperatingathigher
resolutionsand/orcolor depths;thereis more datathat mustbe passedetweenthe datapath
connectingrideomemoryandthe graphicsprocessor
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3.1.4. Potential Bandwidth-related Solutions

Fortunately bandwidth-relategiroblemscanbe addressedn fact, thereare several approacheyou
cantake to addresdandwidth-relategroblems:

- Increasdahecapacity

+ Spreadheload

+ Reduceheload

In thefollowing sectionswe will explore eachapproachin moredetail.

3.1.4.1. Increase the Capacity

Theobvioussolutionto insufcient bandwidthis to increasaet somehwv. However, thisis usuallyan
expensve proposition.Consider for example,a SCSlcontrollerandits overloadedbus. In orderto
increaseits bandwidth,the SCSI controller andlikely all devices attachedo it, would needto be
replacedlf the SCSlcontrolleris a separateard,this would be arelatively straightforvard process,
butif theSCSlcontrolleris partof thesystems motherboardi becomesnuchmoredif cult tojustify
theeconomicof suchachange.

3.1.4.2. Spread the Load

Anotherapproachs to moreevenly distributethebusactvity. In otherwords,if onebusis overloaded,
andanotheris idle, perhapghe situationwould be improved by moving someof the loadto theidle
bus.

As asystemadministratarthisis the rst approactyou shouldconsiderasoftenthereareadditional
busesalreadypresentn your systemFor example mostPCsincludeatleasttwo IDE channelg§which
is just anothemamefor a bus). If you have two IDE disk drivesandtwo IDE channelswhy should
thedrivesbothbeonthe samechannel?

Evenif your systemcon gurationdoesnotincludeadditionalbuses spreadingheload mightstill be
areasonablapproachThehardwareexpenditurego do sowould belessexpensve thanreplacingan
existing buswith highercapacityhardware.

3.1.4.3. Reduce the Load

At rst glancereducingtheloadandspreadingheloadappeato bedifferentsidesof the samecoin.
After all, whenonespreadsheload,it actsto reducetheload(atleastontheoverloadedus),correct?

While this viewpoint is correct,it is notthe sameasreducingtheloadglobally. Thekey hereis to de-
termineif thereis someaspecbf the systemloadthatis causingthis particularbusto be overloaded.
For example,is a network heaily loadeddueto actvities thatareunnecessaryPerhaps smalltem-
porary le is therecipientof heary read/writel/O. If thattemporaryle wascreatedon a networked
le sener, agreatdealof network trafc couldbeeliminatedby simply working with the le locally.

3.1.5. In Summary...

All systemadministratorshouldbe aware of bandwidth,and how systemcon guration and usage
impactsavailable bandwidth.Unfortunately it is not always apparentwhat is a bandwidth-related
problemandwhatis not. Sometimesthe problemis not the bus itself, but one of the components
attachedo thebus.
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For example,considera SCSladaptethatis connectedo a PCl bus,andproviding a SCSIbus. How-
ever, if thereareperformanceproblemswith SCSII/O, it might be the resultof a poorly-performing
SCSladaptereventhoughthe SCSlandPCl busesarenowvhereneartheir bandwidthcapabilities.

3.2. Processing Power

Often known as CPU pawer, CPU cycles,andvariousothernames processingpower is the ability
of acomputerto manipulatedata.Processingpower varieswith the architecturgandclock speed)f
the CPU— usuallyCPUswith higherclock speedsindthosesupportingargerword sizeshave more
processingower thanslover CPUssupportingsmallerword sizes.

3.2.1. Facts About Processing Power
Therearetwo mainfactsaboutprocessingower thatyou shouldkeepin mind:

. Itis xed
« It cannotbestored

Processingpower is x ed, in that the CPU canonly go so fast. For example,if you needto add
two numbergogether(anoperatiornthattakesonly onemachineinstructionon mostarchitectures)a
particularCPUcandoit atonespeedandonespeednly. With few exceptionsit is notevenpossible
to slowtherateat which a CPU processemstructions.

Processingower is also x edin anothemway: it is nite. Thatis, therearelimits to the CPU perfor
manceyou canputinto ary given computer Somesystemsarecapableof supportinga wide rangeof
CPUspeedswhile othersmaynot be upgradeablatall*.

Processingower cannotbe storedfor later use.In otherwords,if a CPU canprocess100 million
instructionsin one second,one secondof idle time equals100 million instructionsthat have been
wasted.

If we take thesefactsandlook at themfrom a slightly different perspectie, a CPU "produces'a
streamof executedinstructionsata x edrate.And if the CPU producesexecutedinstructionsthat
meanghatsomethingelsemust“consume'them.

3.2.2. Consumer s of Processing Power
Therearetwo mainconsumer®f processingower:

- Applications
- Theoperatingsystemitself

3.2.2.1. Applications

The mostobvious consumerof processingower are the applicationsand programsyou want the
computetrto runfor you. Fromaspreadsheeb a databasethesearethereasonyou have acomputer

A single-CPUsystemcan only run onething at ary given time. Therefore,if your applicationis
running, everything elseon the systemis not. And the oppositeis, of coursetrue — if something
otherthanyour applicationis running,thenyour applicationis doingnothing.

1. Thissituationleadsto whatis humorouslytermedasaforklift upgrade whichmeansacompletereplacement
of thecomputer
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But how is it thatmary differentapplicationscanrun at onceunderRedHat Linux? The answeris
thatRedHatLinux is a multitaskingoperatingsystemIn otherwords,it creategheillusion thatmary
thingsaregoingon simultaneouslyvhenin factthatis impossible Thetrick is to give eachprocessa
fractionof aseconds worth of time runningonthe CPUbeforegiving the CPUto anothemprocesdor
anotherfractionof a secondlf thesecontext switcheshapperguickly enoughtheillusion of multiple
applicationgunningsimultaneouslys achieed.

Of course applicationsdo otherthingsthanmanipulatedatausingthe CPU. They maywait for user
input aswell asperformingl/O to mary devices,including disk drivesandgraphicsdisplays.When
theseeventstake place,the applicationdoesnot needthe CPU. At thesetimes,the CPU canbe used
for otherprocessesunningotherapplications.

In addition,the CPU canbe usedby anotherconsumerf processingpower: the operatingsystem
itself.

3.2.2.2. The Operating System

It is dif cult to determinehow much processingoower is consumeddy the operatingsystem.The
reasonfor this is that operatingsystemsuse a mixture of process-teel and system-lgel codeto
performtheir work. While it is easyto usetop to seewhatthe processunningsyslogd is doing
(for example),it is not so easyto seehow muchprocessingower is beingconsumedy I/O-related
processing.

In generaljt is possibleto divide this kind of operatingsystemoverheadnto two types:

- Operatingsystemhouselkeping
- Process-relatedctvities

Operatingsystemhousekepingincludesactvities suchasprocesschedulingpndmemorymanage-
ment,while process-relatedctvities includeary processeshat supportthe operatingsystemitself
(including systemdaemonsuchassyslogd |, klogd , etc.).

3.2.3. Improving a CPU Shortage

Whenthereis insufcient processingower availablefor the work that needsto be done,you have
two options:

+ Reducingheload
- IncreasingCapacity

3.2.3.1. Reducing the Load

Reducingthe CPU loadis somethinghatcanbe donewith no expenditureof mongy. Thetrick is to
identify thoseaspectof the systemload thatareunderyour controlandcanbe cut back. Thereare
threeareago focuson:

+ Reducingoperatingsystemoverhead
- Reducingapplicationoverhead
- Eliminatingapplicationsentirely
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3.2.3.1.1. Reducing Operating System Overhead

In orderto reduceoperatingsystemoverheadyou will have to look atyour currentsystemload,and
determinewhataspect®f it resultin inordinateamountsf overhead Theseareascouldinclude:

« Reducinghe needfor frequentprocesscheduling
« Loweringtheamountof I/O performed

Do not expectmiracles;in areasonably-welton gured systemijt is unlikely thatyou will seemuch
of a performanceincreaseby trying to reduceoperatingsystemoverhead.This is due to the fact
thatareasonably-welton gured systemwill, by de nition, resultin a minimalamountof overhead.
However, if your systemis running with too litle RAM for instance,you may be able to reduce
overheady alleviating the RAM shortage.

3.2.3.1.2. Reducing Application Overhead

Reducingapplicationoverheadsimply meansnakingsurethatthe applicationhaseverythingit needs
to run well. Someapplicationsexhibit wildly differentbehaiors underdifferentervironments— an
applicationmaybecomehighly compute-bounavhile processingertaintypesof data,but notothers.

The pointto keepin mind hereis thatyou mustunderstandhe applicationsunningon your system
if you areto enablethemto runasefciently aspossible Oftenthis entailsworking with your users,
and/oryour organizatiors developersto helpuncover waysin whichtheapplicationccanbe madeto
runmoreef ciently.

3.2.3.1.3. Eliminating Applications Entirely

Dependingon your organization,this approachmight not be available to you, asit oftenis not a
systemadministratos job to dictatewhich applicationwill andwill notberun. However, if you can
identify ary applicationghatareknowvn "CPU hogs",you mightbe ableto retirethem.

Doing this will likely involve morethanjust yourself. The affectedusersshouldcertainlybe a part
of this processjn mary caseshey may have the knownledge and the political power to make the
necessarghangego the applicationlineup.

@

Keep in mind that an application may not need to be eliminated from every system in your organiza-
tion. You might be able to move a particularly CPU-hungry application from an overloaded system to
another system that is nearly idle.

3.2.3.2. Increasing Capacity

Of course|f it is not possibleto reducethe demandor processingower, youwill haveto nd ways
of increasinghe processingower thatis available.To do sowill costmoney, butit canbedone.

3.2.3.2.1. Upgrading the CPU

The moststraightforvard approachs to determinef your system$ CPU canbe upgradedThe rst
stepis to seeif the currentCPU canbe remored. Somesystemgprimarily laptops)have CPUsthat
aresolderedn place makinganupgradempossible Therest,however, have socletedCPUs,making
upgradesheoreticallypossible.



Chapter 3. Bandwidth and ProcessingPower 33

Next, youwill have to do someresearctio determinef afasterCPU existsfor your systemcon gu-
ration. For example,if you currentlyhave a 1GHz CPU,anda 2GHz unit of the sametype exists,an
upgrademight be possible.

Finally, you mustdeterminethe maximumclock speedsupportedby your system.To continuethe
exampleabore, evenif a2GHz CPU of the propertype exists,a simpleCPUswapis notanoptionif
your systemonly supportgprocessorsunningat 1GHzor belaw.

Shouldyou nd thatyou cannotinstall a fasterCPU in your systemyour optionsmay be limited to
changingmotherboardsr eventhe moreexpensve forklift upgradementionedearlier

However, somesystenton gurationsmale aslightly differentapproactpossibleInsteadf replacing
the currentCPU, why not justaddanotherone?

3.2.3.2.2. Is Symmetric Multiprocessing Right for You?

Symmetricmultiprocessingalsoknown as SMP) malesit possiblefor a computersystemto have
morethanone CPU sharingall systemresourcesThis meanshat, unlike a uniprocessosysteman
SMP systemmay actuallyhave morethanoneprocessunningatthe sametime.

At rst glance this seemdike ary systemadministratos dream.First andforemost,SMP malesit
possibleto increasea systems CPU power evenif CPUswith fasterclock speedsrenot available—
justby addinganotherCPU.However, this e xibility comeswith somecaveats.

The rst caveatis thatnotall systemsarecapableof SMP operation.Your systemmusthave a moth-
erboarddesignedo supportmultiple processors.

Thesecondaveatis thatSMPincreasesystemoverheadThis makessenséf you stopto think about
it; with more CPUsto schedulework for, the operatingsystemwill requiremore CPU cycles for
overheadAnotheraspecto this is thatwith multiple CPUs therecanbe morecontentionfor system
resourcesBecausef thesefactors,upgradinga dual-processaosystemto a quad-processarnit will
notresultin a 100%increasen available CPU power. In fact,dependingon the actualhardware,the
workload,andthe processoarchitectureit is possibleto reacha point wherethe additionof another
processocouldactuallyreducesystemperformance.

Anotherpoint to keepin mind is that SMP will not help workloadsthat consistof one monolithic
applicationwith a single streamof execution.In otherwords, if a large compute-boundimulation
programrunsasoneprocessandwith nothreadsjt will notrunary fasteronan SMP systemthanon
asingle-processanachine In fact,it mayevenrun somevhatslower, dueto theincreasedverhead
SMP brings. For thesereasonsmary systemadministratordeel thatwhenit comesto CPU power,

singlestreamprocessingower is theway to go.

While this discussiorseemsto indicatethat SMP is never a goodidea, thereare circumstancesn
which it makes sense For example,ervironmentsrunning multiple highly compute-boundpplica-
tionsaregoodcandidate$or SMPR. Thereasorfor thisis thatapplicationghatdo nothingbut compute
for long periodsof time keepcontentiorbetweeractive processegndthereforetheoperatingsystem
overhead}o a minimum, while the processethemseleswill keepevery CPUbusy.

One other thing to keepin mind aboutSMP is that the performanceof an SMP systemtendsto
degrademoregracefullyasthesystemoadincreasesThis doesmake SMP systemgpopularin sener
andmulti-userenvironments asthe ever-changingprocessmix will impactthe system-widdoadless
onamulti-processomachine.
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Chapter 4.
Physical and Virtual Memory

All present-dageneral-purposeomputersreof thetypeknown asstoredprogramcomputes. As the
nameimplies, storedprogramcomputerscanloadinstructions(groupsof which malke up programs)
into sometype of internalstorageandcansubsequentlgxecutethoseinstructions.

Storedprogramcomputersalsousethe samestoragefor data.Thisis in contrasto computerghatuse
their hardwarecon gurationto controltheir operation(suchasolderplugboard-basedomputers).

The placewhereprogramswere storedon the rst storedprogramcomputerswvent by a variety of
namesand useda variety of differenttechnologiesfrom spotson a cathoderay tube,to pressure
pulsesin columnsof mercury Fortunately present-dagomputersisetechnologiesvith greaterstor
agecapacityandmuchsmallersizethanever before.

4.1. Storage Access Patterns

Onethingto keepin mind throughouthis chapteris thatcomputergendto accesstoragen certain
ways.In fact,moststorageaccessendsto exhibit one(or both)of the following attributes:

- Accesgendsto besequential
+ Accesgendsto belocalized
Let uslook atthesepointsin abit moredetail.

Sequentiahccessneanghat,if addresdN is accessedy the CPU, it is highly likely thataddresdN+1
will be accessediext. This makessenseasmostprogramsconsistof large sectionsof instructions
thatexecuteoneafterthe other

Localizedaccessneanshat, if addres is accessedt is likely thatotheraddressesurroundingX
will alsobeaccesseth thefuture.

Theseattributesarecrucial,becausét allows smaller fasterstorageo effectively buffer slower, larger
storageThisis thebasisfor implementingvirtual memory But beforewe candiscussirtual memory
we mustlook at the variousstoragetechnologiesurrentlyin use.

4.2. The Storage Spectrum

Present-dagomputersactuallyusea variety of storagetechnologiesEachtechnologyis gearedo-
wardaspeci ¢ function,with speedsindcapacitiego match.Thesetechnologiesire:

- CPUregisters

- Cachememory

+ RAM

+ Harddrives

- Off-line backupstorage(tape,opticaldisk, etc.)

In termsof eachtechnologiegapabilitiesandcost,thesetechnologie$orm a spectrumFor example,
CPUregistersare:

- Veryfast(accessimesof afew nanoseconds)
 Low capacity(usuallylessthan200bytes)
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- Verylimited expansioncapabilitieA changen CPUarchitecturevould berequired)
+ Expensie (morethanonedollar/byte)
However, atthe otherendof the spectrumpff-line backupstorages:

- Very slov (accesgimes may be measuredn days,if the backupmediamustbe shippediong
distances)

- Veryhigh capacity(10s- 100sof gigabytes)

- Essentiallyunlimited expansioncapabilities(limited only by the oorspaceneededo housethe
backupmedia)

« Veryinexpensve (fractionalcents/byte)

By usingdifferenttechnologiesvith differentcapabilitiesjt is possibleto ne-tune systendesignfor
maximumperformancet thelowestpossiblecost.

4.2.1. CPU Register s

Every present-dayCPU designincludesregistersfor a variety of purposesfrom storingthe address
of the currently-eecutedinstructionto more general-purposeéatastorageand manipulation.CPU
registersrun atthe samespeedastherestof the CPU; otherwise they would be a seriousbottleneck
to overall systemperformanceThereasorfor thisis thatnearlyall operationgperformedby the CPU
involve theregistersin oneway or another

Thenumberof CPUregisters(andtheir uses)arestrictly dependendn thearchitecturablesignof the
CPUitself. Thereis noway to changethe numberof CPUregisters shortof migratingto a CPUwith
adifferentarchitectureFor thesereasonsthe numberof CPU registerscanbe considered constant
(unchangeablwithoutgreatpain).

4.2.2. Cache Memory

The purposeof cachememoryis to actasa buffer betweerthe very limited, very high-speedCPU
registersandthe relatvely slowver and much larger main systemmemory— usually referredto as
RAM*. Cachememoryhasanoperatingspeedsimilarto theCPUitself, sothatwhenthe CPUaccesses
datain cachethe CPUis notkeptwaiting for thedata.

Cachememoryis con gured suchthat,wheneer datais to bereadfrom RAM, the systemhardware

rst checksto seeif the desireddatais in cache.f the datais in cachejt is quickly retrieved, and
usedby the CPU. However, if the datais notin cache the datais readfrom RAM and,while being
transferredo the CPU, is alsoplacedin cache(in caseit will beneededhgain).Fromtheperspectie
of the CPU, all thisis donetransparentlysothatthe only differencebetweeraccessinglatain cache
andaccessinglatain RAM is theamountof time it takesfor the datato bereturned.

In termsof storagecapacity cacheis muchsmallerthan RAM. Therefore not every bytein RAM

canhave its own locationin cache.As such,it is necessaryo split cacheup into sectionsthat can
be usedto cachedifferentareasof RAM andto have a mechanisnthatallows eachareaof cacheto

cachedifferentareasof RAM at differenttimes.However, given the sequentiabndlocalizednature
of storageaccessa smallamountof cachecaneffectively speedaccesgo alargeamountof RAM.

Whenwriting datafrom the CPU, things get a bit more complicated.Thereare two differentap-
proacheghatcanbeused.n bothcasesthedatais rst writtento cache However, sincethepurpose
of cacheis to function asa very fastcopy of the contentsof selectedportionsof RAM, ary time

1. While "RAM" is anacrorym standingfor "RandomAccessMemory," andthatterm could easilyapply to
ary storagetechnologythat allowed the non-sequentiahccesof storeddata,when systemadministratorgalk
aboutRAM they invariablymeanmainsystemmemory
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a pieceof datachangests value,that nev value mustbe written to both cachememoryand RAM.
Otherwisethedatain cacheandthedatain RAM will nolongermatch.

Thetwo approachesliffer in how thisis done.Oneapproachknown aswrite-throughcachejmme-
diatelywritesthe modi ed datato RAM. Write-bak cache however, delaysthe writing of modi ed
databackto RAM; in this way, shouldthe databe modi ed againit will notbenecessaryo undego
severalslow datatransferdo RAM.

Write-throughcacheis a bit simplerto implement;for this reasonit is often seen Write-backcache
is a bit trickier to implement,asin additionto storingtheactualdata,it is necessaryo maintainsome
sortof ag thatdenoteghatthecachedatais clean(thedatain RAM is thesameasthedatain cache),
or dirty (thedatain RAM is not the sameasthe datain cache) It is alsonecessaryo implementa
way of periodically ushing dirty cacheentriesbackto RAM.

4.2.2.1. Cache Levels

Cachesubsystemin present-dayomputerdesignsmay be multi-level; thatis, theremight be more
thanonesetof cachebetweerthe CPUandmainmemory The cachdevelsareoftennumberedyith
lower numbersbeingcloserto the CPU.Mary systemshave two cacheevels:

. L1 cacheis oftendirectly onthe CPUchipitself andrunsat the samespeedasthe CPU

+ L2 cacheis often part of the CPUmodule,runsat CPU speedgor nearlyso),andis usuallya bit
largerandsloverthanL1 cache

Somesystemgnormally high-performanceeners)alsohave L3 cache which is usuallypartof the
systemmotherboardAs might be expected,L3 cachewould be larger (andmostlikely slowver) than
L2 cache.n eithercase the goal of all cachesubsystems— whethersingle-or multi-level — is to
reducethe averageaccesgime to the RAM.

4.2.3. Main Memory — RAM

RAM malesupthebulk of electronicstorageon present-dagomputerslt is usedasstorageor both
dataandprogramswhile thosedataandprogramsarein use.Thespeedf RAM in mostsystemsoday
liesbetweerthespeed®f cachememoryandthatof harddrivesandis muchcloserto theformerthan
thelatter

Thebasicoperationof RAM is actuallyquite straightforvard. At thelowestlevel, therearethe RAM
chips— integratedcircuitsthatdo the actual'remembering. Thesechipshave four typesof connec-
tionsto the outsideworld:

- Pawer connectiongto operatethe circuitry within the chip)

- Dataconnectiongto enablethetransferof datainto or out of the chip)

« Read/Writeconnectiongto controlwhetherdatais to be storedinto or retrieved from the chip)
- Addressconnectiongto determinewherein the chip the datashouldberead/written)
Herearethe stepsrequiredto storedatain RAM:

- Thedatato bestoredis presentedo the dataconnections.

- Theaddressatwhichthedatais to be storedis presentedo the addressonnections.
+ Theread/writeconnectiorto setto write mode.

Retrieving datais justassimple:
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+ Theaddresof thedesireddatais presentedo theaddressonnections.
- Theread/writeconnectionis setto readmode.
- Thedesireddatais readfrom the dataconnections.

While thesestepsare simple, they take placeat very high speedswith the time spentat eachstep
measuredh nanoseconds.

Nearly all RAM chips createdtoday are sold as modules Eachmoduleconsistsof a numberof in-
dividual RAM chipsattachedo a small circuit board. The mechanicabnd electricallayout of the
moduleadhereto variousindustry standardsmakingit possibleto purchasememoryfrom a variety
of vendors.

Note

The main benet to a system that uses industry-standard RAM modules is that it tends to keep
the cost of RAM low, due to the ability to purchase the modules from more than just the system
manufacturer.

Although most computers use industry-standard RAM modules, there are exceptions. Most notable
are laptops (and even here some standardization is starting to take hold) and high-end servers.
However, even in these instances, it is likely that you will be able to nd third-party RAM modules,
assuming the system is not a completely new design and is relatively popular.

4.2.4. Hard Drives

All thetechnologieghathave beendiscussedo far arevolatile in nature.ln otherwords,datacon-
tainedin volatile storagetechnologiesvill belostwhenthe power is turnedoff.

Harddrives,on the otherhand,arenon-volatile— the datathey containwill remainthere,evenafter
the power is removed. Becauseof this, harddrives occupy a specialplacein the storagespectrum.
Theirnon-wlatile naturemalesthemidealfor storingprogramsanddatafor longertermuse.Another
uniqueaspectto hard drives is that, unlike RAM and cachememory it is not possibleto execute
programdirectly whenthey arestoredon harddrives;they must rst bereadinto RAM.

Also differentfrom cacheand RAM is the speedof datastorageand retrieval; hard drives are at
leastanorderof magnitudeslower thantheall-electronictechnologiesisedfor cacheandRAM. The
differencein speeds duemainly to their electromechanicalature Herearethe four distinctphases
during datatransferto/from a harddrive. The times shavn re ect how long it would take a typical
high-performancerive, on average o completeeachphase:

« Accessarmmovement(5.5milliseconds)

- Disk rotation(.1 milliseconds)

- Headsreading/writingdata(.00014milliseconds)

- Datatransferto/fromthedrive's electronicq.003Milliseconds)

Of thesepnly thelastphasés not dependentn ary mechanicabperation.

Note

Although there is much more to learn about hard drives, we will discuss disk storage technologies in
more depth in Chapter 5. For the time being, it is only necessary to realize the huge speed difference
between RAM and disk-based technologies and that their storage capacity usually exceeds that of
RAM by a factor of at least 10, and often by 100 or more.
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4.2.5. Off-Line Backup Storage

Off-line backupstoragdakesa stepbeyondharddrive storagen termsof capacity(higher)andspeed
(slower). Here,capacitiesreeffectively limited only by your ability to storetheremovablemedia.

Theactualtechnologiesisedin thesedevicescanvary widely. Herearethemorepopular:

- Magnetictape
- Opticaldisk

Of course having removable mediameansthat accesdimesbecomeeven longer particularlywhen

the desireddatais on mediathatis not currentlyin the storagedevice. This situationis alleviated

somavhatby the useof roboticdevicesto automaticalljjoadandunloadmedia,but the mediastorage
capacitief suchdevicesare nite, andevenin thebestof casesccessimesaremeasuredh seconds
— afar cry evenfrom the slov multi-millisecondaccesgimesfor a high-performancéarddrive.

Now thatwe have brie y studiedthe variousstoragetechnologiesn usetoday let us explore basic
virtual memoryconcepts.

4.3. Basic Virtual Memory Concepts

While thetechnologybehindthe constructiorof thevariousmodern-daystoragetechnologiess truly
impressie, the averagesystemadministratoidoesnot needto be avareof the details.In fact, thereis
really only onefactthatsystemadministratorshouldaiwayskeepin mind:

Thereis never enoughRAM.

While this truismmight at rst seemhumorousmary operatingsystemdesignerdave spenta great
dealof timetrying to reducetheimpactof this very realshortageThey have donesoby implementing
virtual memory— away of combiningRAM with slower storageto give the systemthe appearance
of having moreRAM thanis actuallyinstalled.

4.3.1. Virtual Memory in Simple Terms

Let us startwith a hypotheticalapplication.The machinecodemakingup this applicationis 10000
bytesin size.It alsorequiresanother5000bytesfor datastorageand|/O buffers. This meanshat,in
orderto runthis application theremustbe 15000bytesof RAM available;evenonebyteless,andthe
applicationwill notbeableto run.

This 15000byte requirements known asthe applications addressspace It is the numberof unique
addresseseededto hold both the applicationand its data.In the rst computersthe amountof
availableRAM hadto begreateithantheaddresspaceof the largestapplicationto berun; otherwise,
theapplicationwould fail with an"out of memory"error

A later approactknonn asoverlayingattemptedo alleviate the problemby allowing programmers
to dictatewhich partsof their applicationneededo be memory-residenéat ary given time. In this
way, codethatwasonly requiredoncefor initialization purpose<ould be overlayedwith codethat
would be usedlater While overlaysdid easememoryshortagesit wasa very complex and error
proneprocessOverlaysalsofailedto addressheissueof system-widenemoryshortagestruntime.
In otherwords, an overlayedprogrammay requirelessmemoryto run thana programthatis not
overlayed but if the systemstill doesnot have sufcient memoryfor the overlayedprogramtheend
resultis the same— anout of memoryerror
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Virtual memoryturnsthe conceptof an applications addressspaceon its head.Ratherthan con-
centratingon hov mud memoryan applicationneedsto run, a virtual memoryoperatingsystem
continuallyattemptso nd theanswerto the question,"how little memorydoesanapplicationneed
torun?"

While it at rst appearshatour hypotheticalapplicationrequiresthe full 15000bytesto run, think
backto ourdiscussionn Sectiond.1— memoryaccessendsto be sequentiaindlocalized.Because
of this,theamountof memoryrequiredto executethe applicationatary giventime is lessthan15000
bytes— usuallya lot less.Considerthe typesof memoryaccessethatwould be requiredto execute
asinglemachineinstruction:

- Theinstructionis readfrom memory
- Thedataonwhich theinstructionwill operatds readfrom memory
- After theinstructioncompletestheresultsof theinstructionarewritten backto memory

While theactualnumberof bytesnecessarjor eachmemoryacceswill vary accordingo theCPU's
architecturetheactualinstruction,andthedatatype,evenif thatoneinstructionrequired100bytesof
memoryfor eachtype of memoryaccessthen300bytesis still alot lessthantheapplications 15000-
byteaddresspacelf away couldbefoundto keeptrackof anapplications memoryrequirementsis
the applicationruns,it would be possibleto keepthe applicationrunningusinglessthanits address
space.

But thatleavesonequestion:
If only partof theapplicationis in memory whereis therestof it?

4.3.2. Backing Store — the Central Tenet of Virtual Memory

Theshortanswertto this questionis thattherestof the applicationremainson disk. This mightat rst
seemto be a very large performanceproblemin the making— afterall, arenot disk drivessomuch
slowerthanRAM?

While this is true, it is possibleto take adwantageof the sequentiabndlocalizedacces$ehaior of
applicationsandto structurethe virtual memorysubsystenso that it attemptsto ensurethat those
partsof the applicationthatare currentlyneeded— or likely to be neededn the nearfuture — are
keptin RAM for aslong asthey areneeded.

In mary respectghisis similar to the relationshipbetweercacheandRAM: arelatively smallabout
of faststoragecanbe combinedwith a largeramountof slow storageto look like a larger amountof
faststorage.

With thisin mind, let uslook atthe processn moredetail.

4.4. Virtual Memory: the Details

First, we shouldintroducea new concept:virtual addressspace As the term implies, the virtual
addresspaces the programs addresspace— how muchmemorythe programwould requireif it
neededll the memoryat once.But thereis animportantdistinction; the word "virtual" meansthat
this is the total numberof uniquely-addressabl@memorylocationsrequiredby the application,and
not theamountof physicalmemorythatmustbe dedicatedo the applicationat ary giventime.

In the caseof our exampleapplicationts virtual addresspaces 15000bytes.

In orderto implementvirtual memory it is necessaryor the computersystemto have specialmem-
ory managemerthardvware. This hardwareis oftenknovn asanMMU (Memory Managementnit).

WithoutanMMU, whenthe CPUaccesseRAM, theactualRAM locationsnever change— memory
addresd 23is alwaysthe samephysicallocationwithin RAM.
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However, with anMMU, memoryaddressegothroughatranslatiorstepprior to eachmemoryaccess.
For example this meanghatmemoryaddresd23might be directedto physicaladdres82043.As it
turnsout, theoverheadf individually trackingthevirtual to physicaltranslationgor billions of bytes
of memorywould betoo much.Insteadthe MMU dividesRAM into pages— contiguoussectionf
memorythatarehandledby theMMU assingleentities.

@

Each operating system has its own page size; in Linux (for the x86 architecture), each page is 4096
bytes long.

Keepingtrack of thesepagesand their addresstranslationsmight soundlike an unnecessarnand
confusingadditionalstep,but it is, in fact, crucial to implementingvirtual memory For the reason
why, considerthefollowing point.

Takingourhypotheticahpplicatiorwith the15000bytevirtual addresspaceassumehattheapplica-
tion's rst instructionaccessedatastoredat addresd.2374 However, alsoassumehatour computer
only has12288bytesof physicalRAM. What happensvhenthe CPU attemptsto accessaddress
123747

Whathappenss known asa page fault. Next, let usseewhathappensluringa pagefault.

4.4.1. Page Faults

First,the CPU presentshedesiredaddres§12374)to the MMU. However, the MMU hasno transla-
tion for this addressSo, it interruptsthe CPU, and causesoftware known asa pagefault handlerto
be executed.The pagefault handlerthendeterminesvhat mustbe doneto resole this pagefault. It
can:

« Findwherethedesiredpageresidesondiskandreadit in (thisis normallythecasef the pagefault
is for apageof code)

Determinethatthe desiredpageis alreadyin RAM (but not allocatedto the currentprocessnd
directtheMMU to pointto it

- Pointto aspecialpagecontainingnothingbut zerosandlaterallocatea pageonly if thepageis ever
written to (thisis calleda copyon write page)

+ Getit from someavhereelse(moreon this later)

While the rst threeactionsarerelatvely straightforvard, the last oneis not. For that, we needto
cover someadditionaltopics.

4.4.2. The Working Set, Active List and Inactive List

Thegroupof physicaimemorypagesurrentlydedicatedo aspeci ¢ processs knowvn astheworking
setfor thatprocessThe numberof pagesn the working setcangrow andshrink, dependingn the
overall availability of pageson a system-widebasis.

The Linux kernelkeepsa list of all the pagesthatare actively beingused.This list is knowvn asthe
activelist. As pagesbecomelessactiely used,they eventually move to anotherlist knovn asthe
inactivelist.

Theworking setwill grow asa procespagefaults(andthosepagefaultsarehandledandaddedo the
active list). Theworking setwill shrinkasfewer andfewer free pagesexist — pageson theinactive
list areremovedfrom the process working set.The operatingsystemwill shrinkprocessesiorking
setshy:
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« Writing modi ed pageso the systemswap spaceandputtingthe pagein the swapcaché

- Marking unmodi ed pagesasbeingavailable (thereis no needto write thesepagesout to disk as
they have notchanged)

In otherwords,the Linux memorymanagemengubsystenselectshe least-recentlyusedpagesvia
theinactie list) to beremovedfrom processvorking sets.

4.4.3. Swapping

While swapping(writing modi ed pagesutto the systemswapspace)s anormalpartof a RedHat
Linux systems operationijt is possiblefor a systemto experienceoo muchswapping.Thereasorto
bewary of excessie swappingis thatthefollowing situationcaneasilyoccur over andover again:

« Pagesfrom aprocessreswapped

« Theprocesdecomesunnableandattemptso accesa swappedpage
+ Thepageis faultedbackinto memory

+ A shorttime later the pageis swappedoutagain

If this sequencef eventsis widespreadit is knowvn asthrashingandis normallyindicative of insuf-

cient RAM for the presentwvorkload. Thrashingis extremelydetrimentako systemperform,asthe
CPUandI/O loadsthatcanbe generatedn sucha situationcanquickly outweighthe load imposed
by systems realwork. In extremecasesthe systemmay actuallydo no usefulwork, spendingall its

resource®n moving pagego andfrom memory

4.5. Virtual Memory Performance Implications

While virtual memorymalesit possiblefor computergo moreeasilyhandlelargerandmorecomple
applicationsaswith ary powerful tool, it comesataprice. Thepricein thiscases oneof performance
— avirtual memoryoperatingsystemhasalot moreto dothananoperatingsystenthatis notcapable
of virtual memory This meanghatperformancevill never beasgoodwith virtual memorythanwith
the sameapplicationthatis 100%memory-resident.

However, thisis noreasorto throv upones handsandgive up. Thebene tsof virtual memoryaretoo
greatto do that. And, with a bit of effort, goodperformanceés possible Thething thatmustbe done
is to look atthe systenresourceshatareimpactedby heary useof thevirtual memorysubsystem.

4.5.1. Worst Case Performance Scenario

For amoment take whatyou have readin this chapterandconsidemwhatsystemresourcesreused
by extremelyheary pagefault andswappingactvity:

- RAM — It standgo reasorthatavailable RAM will below (otherwisetherewould be no needto
pagefaultor swap).

+ Disk — While disk spacewould notbeimpacted)/O bandwidthwould be.

« CPU— The CPU will be expendingcycles doing the necessaryprocessingo supportmemory
managemerdndsettingup thenecessary/O operationgor pagingandswapping.

2. UnderRedHat Linux the systemswap spaceis normally a dedicatedswap partition, thoughswap les can
alsobecon guredandused.
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Theinterrelatedhatureof theseloadsmalesit easyto seehow resourceshortagesanleadto severe
performanceroblemsaAll it takesis:

+ A systemwith toolittle RAM

+ Heavy pagefault actvity

+ A systenrunningnearits limit in termsof CPUor disk I/O

At this point, the systemwill bethrashingwith performanceapidly decreasing.

4.5.2. Best Case Performance Scenario
At best,systemperformancevill presentaminimal additionalloadto a well-con gured system:

- RAM — Sufcient RAM for all working setswith enougHhleft over to handleary pagefaults’
- Disk— Becaus®f thelimited pagefaultactvity, disk /O bandwidthwould beminimally impacted

« CPU— Themajority of CPUcycleswill be dedicatedo actuallyrunningapplicationsjnsteadof
memorymanagement

From this, the overall point to keepin mind is that the performancampact of virtual memoryis
minimal whenit is usedaslittle aspossibleThis meanshatthe primary determinanbf goodvirtual
memorysubsystenperformanceés having enoughRAM.

Next in line (but muchlower in relatve importance)aresufcient disk I/O andCPU capacity How-
ever, theseresource®nly help the systemperformancalegrademore gracefullyfrom have faulting
andswapping;they dolittle to helpthe virtual memorysubsystenperformancealthoughthey obvi-
ouslycanplay amajorrolein overall systemperformance).

3. A reasonablyctive systemwill alwaysexperiencesomepagefaults,if for no otherreasorthanbecausea
newly-launchedapplicationwill experiencepagefaultsasit is broughtinto memory
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Chapter 5.
Managing Storage

If thereis onething thattakes up the majority of a systemadministratos day it would have to be
storagemanagementt seemghatdisksarealwaysrunningout of free spacebecomingoverloaded
with too much I/O actvity, or failing unexpectedly Therefore,it is vital to have a solid working
knowledgeof disk storagen orderto be a successfusystemadministratar

To start,let usseehow disk devicesarenamedunderRedHat Linux.

5.1. Device Naming Conventions

As with all Linux-like operatingsystemsRed Hat Linux usesdevice les to accessall hardvare
(including disk drives).However, mostof theseoperatingsystemauseslightly differentnamingcon-
ventionsto identify ary attachedstoragedevices.Hereis how thesedevice les arenamedunderRed
HatLinux.

5.1.1. Device Files

UnderRedHat Linux, thedevice les for disk drivesappearin the/dev/ directory The formatfor
each le namedependsn several aspectof the actualhardware,andhow it hasbeencon gured.
Herearetheseaspects:

- Devicetype

+ Unit

+ Partition

Wewill now exploreeachof theseaspectsn moredetail.

5.1.1.1. Device Type

The rst two lettersof the device le namereferto the speci c type of device. For disk drives,there
aretwo device typesthataremostcommon:

. sd — Thedeviceis SCSI-based
« hd — Thedeviceis IDE-based

SCSland IDE aretwo differentindustry standardghat de ne methodsfor attachingdevicesto a
computersystem.The following sectionsbrie y describethe characteristicof thesetwo different
connectiortechnologies.

5.1.1.1.1. SCSI

Formally known as the Small ComputerSystemlnterface, the SCSI standardde nes a bus along
which multiple devicesmaybe connectedA SCSlbusis a parallelbus, meaninghatthereis asingle
setof parallelwiresthatgo from device to device. Becausahesewiresaresharedy all devices,it is
necessaryo have a way of uniquelyidentifying andcommunicatingvith anindividual device. This
is doneby assigningeachdevice on a SCSlbusa uniquenumericaddres®r SCSIID.
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olmpor tant

The number of devices that are supported on a SCSI bus depends on the width of the bus. Regular
SCSI supports 8 uniquely-addressed devices, while wide SCSI supports 16. In either case, you must
make sure that all devices are set to use a unique SCSI ID. Two devices sharing a single ID will cause
problems that could lead to data corruption before it can be resolved.

One other thing to keep in mind is that every device on the bus uses an ID. This includes the SCSI
controller. Quite often system administrators forget this, and unwittingly set a device to use the same
SCSI ID as the bus's controller. This also means that, in practice, only 7 (or 15, for wide SCSI) devices
may be present on a single bus, as each bus must include its own controller.

As technologicaladwanceshave taken place,the SCSlIstandarchasbeenamendedo supportthem.
For instancethe numberof wiresthatcarrieddataalongthebuswentfrom 8 (known simply asSCSI)
to 16 (known aswide SCSI).As it becamepossibleto build fasterhardware,andthe speedat which
datacouldbetransferredncreasedthe busspeedncreasedrom 5MB/secto asmuchas160MB/sec.

Thedifferentbusspeedsreidenti ed by addingwordslike "fast","ultra”, and"ultra-3" to thename
of the SCSlernvironmentbeingsupported.

Becaus®f SCSIsbus-orientedarchitectureit is necessaryo properlyterminatebothendsof thebus.
Terminationis accomplishety placingaloadof thecorrectimpedanc®neachconductorcomprising
the SCSlbus. Terminationis an electricalrequirementwithout it, the varioussignalspresenin the
buswould bere ected off the endsof the bus,garblingall communication.

Marny (but notall) SCSldevicescomewith internalterminatorghatcanbe enabledor disabledusing
jumpersor switches Externalterminatorsarealsoavailable.

5.1.1.1.2. IDE

IDE standsfor IntegratedDrive Electronics A laterversionof the standard— known asEIDE (the
extra"E" standingfor "Enhanced"hasbeenalmostuniversallyadoptedn placeof IDE. However, in

normalcorversationbothareknown asIDE. Like SCSI,IDE is aninterfacestandardisedto connect
devicesto computersystemsLike SCSI,IDE implementsa bustopology

However, thereare differencesbetweenthe two standardsThe mostimportantis that IDE cannot
matchSCSI's expandability with eachIDE bus supportingonly two devices(knovn asa masterand
aslave.

5.1.1.2. Unit

Following the two-letter device type (sd, for example)are one or two lettersdenotingthe speci ¢
unit. The unit designatostartswith "a" for the rst unit, "b" for thesecondandsoon. Thereforethe
rst harddrive on your systemmayappea@shda or sda .

@

SCSil's ability to address large numbers of devices necessitated the addition of a second unit charac-
ter to support systems with more than 26 SCSI devices attached. Therefore, the rst 26 SCSI hard
drives would be named sda through sdz, with the 27th named sdaa, the 28th named sdab, and so
on through to sddx .
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5.1.1.3. Partition

The nal partof thedevice le nameis anumbermepresenting speci c partitionon thedevice, start-
ing with "1". The numbermay be oneor two digits in length,dependingon the numberof partitions
writtento the speci c device.

Oncetheformatfor device le namesds known, it is easyto understanavhateachrefersto:

« /dev/hdal — The rst partitiononthe rst IDE drive
+ /dev/sdbl2 — Thetwelfth partitiononthesecondSCSldrive
+ I/dev/sdad4 — Thefourth partitionon thethirtieth SCSldrive

5.1.1.4. Whole-De vice Access

Thereareinstancesvhereit is necessaryo accesshe entiredevice, andnot justa speci ¢ partition.
Thisis normallydonewhenthedevice is not partitioned or doesnot supportstandargartitions(such
asa CD-ROM drive). In thesecasesthe partitionnumberis omitted:

« /dev/hdc — Theentirethird IDE device
« /dev/sdb — TheentiresecondSCSldevice

However, mostdisk drives usepartitions;the next sectionwill take a closerlook at this methodof
storagedivision.

5.2. Partitions

Partitionsareaway of dividing adisk drive's storagento distinctly separateegions.Usingpartitions
givesthe systemadministratomuchmore e xibility in termsof allocatingstorage.

Becausehey are separatdrom eachother partitionscanhave differentamountsof spaceutilized,
andthatspacewill in noway impactthe spaceutilized by otherpartitions.For example,the partition
holdingthe les comprisingthe operatingsystemwill notbeaffectedevenif thepartitionholdingthe
users' les becomedull. The operatingsystemwill still have free spacefor its own use.

Althoughit is somevhatsimplistic,from this perspectie you canthink of partitionsasbeingsimilarto
individual diskdrives.In fact,someoperatingsystemsactuallyreferto partitionsas"drives".However,
thisviewpointis notentirelyaccuratethereforejt is importantthatwe look at partitionsmoreclosely

5.2.1. Partition Attrib utes
Partitionsarede ned by thefollowing attributes:

- Partition geometry

- Partitiontype

« Partitiontype eld

Next, we will exploretheseattributesin moredetail.
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5.2.1.1. Geometry

A partition's geometryrefersto its physicalplacemenbn a disk drive. In orderto understangjeome-
try, we must rst understandhow datais storedon adiskdrive.

As thenameimplies,a disk drive containoneor morediskscoatedwith amagnetianaterial It is this
materialthatactuallystoresthe data.The surfaceof eachdisk is readandwritten by a head similar
in functionto theheadin a cassettéaperecorder

Theheadfor eachdisk surfaceis attachedo anaccessarm, which allows the headso sweepacross
thesurfacesf thedisks.As thedisksrotateundertheheadsthesectionof thedisksundertheheadsat
ary given positionof theaccessrmmale up acylinder (whenonly onedisk surfaceis involved, this
circular slice of magneticmediais known asatrad). Eachtrackmakingup eachcylinder is further
divided into sectos; these x ed-sizedpiecesof storagerepresenthe smallestdirectly-addressable
itemson adisk drive. Therearenormally hundredof sectorgertrack. Present-daylisk drivesmay
have tensof thousand®f cylinders,representingensof thousand®f uniquepositionsof the access
arm.

Partitionsarenormally speci edin termsof cylinders,with the partitionsizeis de ned astheamount
of storagebetweerthe startingandendingcylinders.

5.2.1.2. Partition Type

Thepartitiontyperefersto the partition's relationshipwith theotherpartitionsonthediskdrive. There
arethreedifferentpartitiontypes:

+ Primarypartitions
- Extendedpartitions
- Logical partitions
Wewill now look at eachpartitiontype.

5.2.1.2.1. Primary Partitions

Primarypartitionsarepartitionsthattake up oneof thefour primary partitionslotsin thedisk drive's
partitiontable.

5.2.1.2.2. Extended Partitions

Extendedpartitionswere developedin responseo the needfor more thanfour partitionsper disk
drive. An extendedpartition canitself containmultiple partitions,greatly extendingthe numberof
partitionspossible.

5.2.1.2.3. Logical Partitions
Logical partitionsarethosepartitionscontainedwithin anextendedpartition.

5.2.1.3. Partition Type Field

Eachpartitionhasatype eld thatcontainsacodeindicatingthepartition's anticipateduisageln other
words,if thepartitionis goingto beusedasa swappartitionunderRedHatLinux, thepartition's type
shouldbe setto 82 (whichis the coderepresenting Linux swap partition).
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5.3. File System Basics

A diskdrive by itself providesa placeto storedata,andnothingmore.In fact, by itself, the only way
to accesslataon aharddrive is by eitherspecifyingthedatas physicallocation(in termsof cylinder,
head,andsector),or by its logical location(the 65,321sblock) on the disk.

Whatis neededs a way to more easily keeptrack of things storedon harddrives; a way of ling
informationin aneasily-accessibleay.

Thatis therole of the le system

5.3.1. An Overview of File Systems

File systemsasthenameimplies, treatdifferentsetsof informationas les. Each le is separatérom
every other Overandabove theinformationstoredwithin it, eachle includesadditionalinformation:

- The le' sname
« The le' saccespermissions
- Thetime anddateof the le' s creation,accessandmodi cation.

While le systemsn thepasthave includedno morecompleity thanthatalreadymentionedpresent-
day le systemsinclude mechanismgo male it easierto group related les together The most
commonly-usednechanisnis the directory Oftenimplementedasa specialtype of le, directories
male it possibleto createhierarchicaktructuref les anddirectories.

However, while most le systemshave theseattributesin common,they vary in implementatiorde-
tails, meaningthatnot all le systemscanbe accessedby all operatingsystemsLuckily, Red Hat
Linux includessupportfor mary popular le systemsmakingit possibleto easily accesshe le
systemf otheroperatingsystems.

Thisis particularlyusefulin dual-bootscenariosandwhenmigrating les from oneoperatingsystem
to another

Next, we will examinesomeof le systemghatarefrequentlyusedunderRedHat Linux.

5.3.1.1. EXT2

Until recently the ext2 le systemhasbeenthe standardLinux le systemfor RedHat Linux. As
such,it hasreceved extensve testing,andis consideredne of the morerobust le systemsn use
today

However, thereis noperfectle systemandext2 is noexception.Oneproblemthatis very commonly
reportedsthatanext2 le systemmustundegoalengthy le systemintegrity checkif thesystemwas
not cleanlyshutdown. While this requirements not uniqueto ext2, the popularityof ext2, combined
with the adwentof larger disk drives,meantthat le systemintegrity checksweretakinglongerand
longer Somethinghadto be done.

5.3.1.2. EXT3

The ext3 le systembuilds uponext2 by addingjournaling capabilitiesto the already-preen ext2
codebaseAs ajournaling le systemext3 alwayskeepsthe le systemin a consistenstate,elimi-
natingtheneedfor le systemintegrity checks.

Thisis accomplishedby writing all le systemchangeso anon-diskjournal,whichis then ushedon
aregularbasis. After anunexpectedsystemevent (suchasa power outageor systemcrash) the only
operationthatneedgo take placeprior to makingthe le systemavailableis to procesghe contents
of thejournal;in mostcaseghis takesapproximatelyonesecond.
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Becausext3's on-diskdataformatis basednext2, it is possibleto accesanext3 le systenonary
systencapableof readingandwriting anext2 le system(withoutthebene t of journaling,however).
This canbe a sizablebene t in organizationsvheresomesystemsare using ext3 andsomearestill
usingext2.

5.3.1.3. NFS

As the nameimplies,the Network File System(morecommonlyknovn asNFS)is a le systemthat
maybeaccessetlia anetwork connectionWith other le systemsthestoragedevice mustbedirectly
attachedo thelocal system However, with NFSthis is nota requirementmakingpossiblea variety
of differentcon gurations,from centralizedle systenseners,to entirelydisklesscomputersystems.

However, unlike theother le systemsliscussedhere,NFSdoesnotdictatea speci ¢ on-diskformat.
Instead,t relieson the sener operatingsystems native le systemsupportto controlthe actuall/O
to local disk drive(s). NFS thenmalesthe le systemavailableto ary operatingsystemrunninga
compatibleNFSclient.

While primarily a Linux and UNIX technologyit is worth noting that NFS client implementations
exist for other operatingsystemsmaking NFS a viable techniqueto share les with a variety of
differentplatforms.

5.3.1.4. 1SO 9660

In 1987, the InternationalOrganizationfor Standardizatior{known asISO) releasednternational
standard9660. 1SO 9660 de nes how les are represente@dn CD-ROMs. Red Hat Linux system
administratorsvill likely seelSO 9660-formattediatain two places:

+ CD-ROMs
« FilescontainingcompletelSO 9660 le systemsmeantto bewrittento CD-R or CD-RW media

ThebasiclSO 9660standards ratherlimited in functionality especiallywhencomparedvith more
modernle systemsFile namesmaybe a maximumof eightcharacteréong andan extensionof no

morethanthreecharacterss permitted(oftenknown as8.3 le names)However, variousextensions
to the standarchave becomepopularover theyears,amongthem:

+ RockRidge— Usessome elds unde nedin ISO 9660to provide supportfeaturessuchaslong
mixed-casele namessymboliclinks, andnesteddirectories(in otherwords,directoriesthatcan
themselescontainotherdirectories)

- Joliet— An extensionof the ISO 9660 standarddevelopedby Microsoft to allov CD-ROMs to
containlong le namesusingthe Unicodecharacteset

RedHat Linux is ableto correctlyinterpretISO 9660 le systemsusingboth the Rock Ridge and
Jolietextensions.

5.3.1.5. MSDOS

RedHat Linux alsosupportsle systemsfrom otheroperatingsystemsAs the namefor the msdos
le systemimplies,theoriginal operatingsystemwasMicrosoft's MS-DOS®.As in MS-DOS,a Red
Hat Linux systemaccessingan msdos le systemis limited to 8.3 le names.Likewise, other le
attributessuchas permissionsand ownershipcannotbe changedHowever, from a le interchange
standpointthemsdosle systemis morethansufcient to getthejob done.
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5.3.1.6. VFAT

Thevfat le systemwas rst usedby Microsoft's Windows® seriesof operatingsystemsAn im-
provementover the msdosle system,le namesonavfat le systemmay belongerthanmsdoss
8.3.However, permissionsndownershipstill cannotbechanged.

Now thatwe have seerwhich le systemsaremostcommonlyusedunderRedHat Linux, let ussee
how they areused.

5.3.2. Mounting File Systems

In orderto accessary le systemi,it is rst necessaryo mountit. By mountinga le system,you
directRedHatLinux to make aspeci c device (andpartition)availableto the systemLik ewise,when
accesdo aparticular le systemis nolongerdesiredjt is necessaryo umountit.

In orderto mountary le systemjwo piecesof informationmustbe speci ed:

- A device le representinghedesireddisk drive andpartition

« A directoryunderwhich the mounted le systemwill be madeavailable (otherwiseknowvn asa
mountpoint

We have alreadycoveredthedevice les earlier(in Section5.1), sothefollowing sectionwill discuss
mountpointsin moredetail.

5.3.2.1. Mount Points

Unlessyou areusedto Linux (or Linux-like) operatingsystemsthe conceptof a mountpointwill at
rst seenmstrangeHowever, it is oneof themostpowerful methodf managingles everdeveloped.
With mary otheroperatingsystemsa full le speci cationincludesthe le name,somemeansof
identifying the speci c directoryin which the le residesanda meansof identifying the physical
device onwhichthe le canbefound.

With RedHat Linux, a slightly differentapproachis used.As with otheroperatingsystemsa full
le speci cationincludesthe le' s nameandthe directoryin which it residesHowever, thereis no
explicit device speci er.

Thereasorfor this apparenshortcomings themountpoint. On otheroperatingsystemsthereis one

directory hierarchyfor eachpartition. However, on Linux-like systemsthereis only onehierarchy
system-wideandthis single directory hierarchycan spanmultiple partitions.The key is the mount

point. Whena le systemis mounted,that le systemis madeavailable asa setof subdirectories
underthespeci ed mountpoint.

This apparenshortcomingis actuallya strength.lt meansthat seamles&xpansionof a Linux le
systemis possiblewith every directorycapableof actingasa mountpointfor additionaldisk space.

As anexample,assumea RedHat Linux systemcontaineda directoryfoo in its root directory;the
full pathto the directorywould be /foo . Next, assumehat this systemhasa partition thatis to be
mounted andthatthe partition's mountpointis to be/foo . If thatpartitionhada le by thenameof
bar.txt in its top-level directory afterthe partitionwasmountedyou could accesghe le with the
following full le speci cation:

/foolbar.txt

In otherwords,oncethis partitionhasbeenmountedary le thatis reador written arywhereunder
the/foo directorywill bereadfrom or written to the partition.
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A commonly-usednountpointon mary RedHatLinux systemss /home — thatis becausell user
accounts'login directoriesnormally are locatedunder/home , meaningthat all users' les canbe
written to a dedicategartition,andnot Il uptheoperatingsystems$ le system.

@,

Since a mount point is just an ordinary directory, it is possible to write les into a directory that is later
used as a mount point. If this happens, what happens to the les that were in the directory originally?

For as long as a partition is mounted on the directory, the les are not accessible. However, they will
not be harmed, and can be accessed after the partition is unmounted.

5.3.2.2. Seeing What is Mounted

In additionto mountingandunmountingdisk spaceijt is possibleto seewhatis mounted.Thereare
several differentwaysof doingthis:

«+ Viewing /etc/mtab
« Viewing /proc/mounts
« Issuingthedf command

5.3.2.2.1. Viewing /etc/mtab

The le /etc/mtab isanormal le thatis updatedoy themount programwheneer le systemsare
mountedor unmountedHereis a sampleetc/mtab

/dev/sda3 / ext3 rw 0 O

none /proc proc rw O O

ushdevfs  /proc/bus/usb usbdevfs rw 0 O

/dev/sdal /boot ext3 rw O O

none /dev/pts devpts  rw,gid=5,mode=620 00

/dev/sda4  /home ext3 rw 0 O

none /dev/shm tmpfs rw 0 O

automount(pid1006) /misc  autofs  rw,fd=5,pgrp=1006,minprot o=2,maxproto=3 0 0
none /proc/sys/fs/binfmt_mis ¢ binfmt_misc w 00

Eachline represents le systemthatis currentlymountedand containsthe following elds (from
left to right):

+ Thedevice speci cation
- Themountpoint
- The le systemtype

« Whetherthe le systemis mountedread-only(ro ) or read-write(rw), alongwith ary othermount
options

« Two unusedelds with zerosin them(for compatibilitywith /etc/fstab )
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5.3.2.2.2. Viewing /proc/mounts

The/proc/mounts  le is partof theprocvirtual le systemAs with theother les under/proc/ ,
mounts doesnot exist on ary disk drive in your RedHat Linux system.nsteadtheseles arerep-
resentationsf systemstatusmadeavailablein le form. Usingthecommanccat /proc/mounts
we canview /proc/mounts

rootfs / rootfs rw 0 O

/dev/root / ext3 rw 00

Iproc  /proc proc rw O O

ushdevfs  /proc/bus/usb usbdevfs rw 0 O

/dev/sdal /boot ext3 rw 0 O

none /dev/pts devpts rw 0 O

/dev/sda4  /home ext3 rw 0 O

none /dev/shm tmpfs rw 0 O

none /proc/sys/fs/binfmt_mis ¢ binfmt_misc rw 00

As we can seefrom the abare example, the format of /proc/mounts is very similar to that of
letc/mtab . Therearea numberof le systemamountedthat have nothingto do with disk drives.
Among theseare the /proc/  le systemitself (alongwith two other le systemsmountedunder
Iproc/ ), pseudo-ttysandsharedmemory

While theformatis admittedlynotvery usekfriendly, looking at/proc/mounts s thebestwayto be
100%sureof seeingwhatis mountedon your RedHat Linux system Othermethodscan,underrare
circumstancedyeinaccurate.

However, mostof thetime you will likely useacommandvith moreeasily-readanduseful)output.
Let uslook atthatcommanchext.

5.3.2.2.3. The df Command

While using/proc/mounts  will let youknow what le systemsarecurrentlymountedjt doeslittle
beyondthat. Most of thetime you will be moreinterestedn oneparticularaspecof the le systems
thatarecurrentlymounted:

Theamountof freespaceon them.
For this, we canusethedf commandHereis somesampleoutputfrom df :

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/sda3 8428196 4280980 3719084 54% /

/dev/sdal 124427 18815 99188  16% /boot
/dev/sdad 8428196 4094232 3905832  52% /home

none 644600 0 644600 0% /dev/shm

Severaldifferenceswith /etc/mtab  and/proc/mount  areimmediatelyobvious:

« An easy-to-reatheadings displayed
« With theexceptionof thesharednemory le systemponly disk-basedle systemsareshavn
- Total size,usedspacefree spaceandpercentagén use gures aredisplayed

Thatlast point is probablythe mostimportant,becausevery systemadministratomwill eventually
have to dealwith a systemthathasrun out of freedisk spaceWith df it is very easyto seewherethe
problemlies.
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5.3.3. Mounting File Systems Automaticall y with /etc/fstab

WhenaRedHatLinux systemis newly-installed,all thedisk partitionsde ned and/orcreatedduring
the installationare con gured to be automaticallymountedwheneer the systemboots. However,
what happensvhen additionaldisk drives are addedto a systemafter the installationis done?The
answeris "nothing" becausehe systemwasnot con gured to mountthemautomatically However,
thisis easilychanged.

Theanswellies in the/etc/fstab le. This le is usedto controlwhatsystemsaremountedwhen
the systemboots,aswell asto supply default valuesfor other le systemsthat may be mounted
manuallyfrom time to time. Hereis a sample/etc/fstab le:

LABEL=/ / ext3 defaults 11

LABEL=/boot /boot ext3 defaults 12

none /devi/pts devpts gid=5,mode=620 00

LABEL=/home /home ext3 defaults 12

none Iproc proc defaults 00

none /dev/shm tmpfs defaults 00

/dev/sda2 swap swap defaults 00

/dev/cdrom /mnt/cdrom is09660 noauto,owner,kudzu,ro 0o

/dev/fd0 Imnt/floppy auto noauto,owner,kudzu 00

Eachline representsne le systemandcontainshefollowing elds:

File systemspeci er— For disk-basedle systemseitheradevice le, or adevice labelspeci ca-
tion

« Mount point— Exceptswap partitions,this eld speci esthemountpointto beusedwhenthe le
systemis mounted

File systemtype — Thetype of le systempresenton the speci ed device (notethatauto may
be speci ed to selectautomaticdetectionof the le systemto be mounted,which is handyfor
CD-ROMs anddiskettedrives)

« Mountoptions— A comma-separatdist of optionsthatcanbeusedto controlmount 's behaior

« Dumpfrequeny — If thedump backuputility is usedthenumberin this eld will controldump's
handlingof thespeci ed le system

« File systemcheckorder— Controlsthe orderin which the le systemchecler fsck checksthe
integrity of the le systems.

5.4. Adding/Remo ving Storage

Becausehe needfor additionaldisk spaces never-ending,a systemadministratonftenwill needto
adddisk spacewhile oftenremaving older, smallerdrives.In this section,we will go over thebasic
proces®f addingandremaving storageon a RedHat Linux system.

5.4.1. Adding Storage

The processof addingstorageto a RedHat Linux systemis relatvely straightforvard. Herearethe
basicsteps:

1. Installingthe hardvare
2. Partitioning
3. Formattingthe partition(s)
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4. Updating/etc/fstab
5. Modifying backupschedule
Let uslook at eachstepin moredetail.

5.4.1.1. Installing the Hardware

Beforearything elsecanbedone thenew diskdrive hasto bein placeandaccessibleWhile thereare
mary differenthardwarecon gurationspossiblewe will gothroughthetwo mostcommonsituations
— addingan IDE or SCSldisk drive. Evenwith othercon gurations,the basicstepsoutlinedhere

still apply

@

No matter what storage hardware you use, you should always consider the load a new disk drive will
add to your computer's I/O subsystem. In particular, you should try to spread the disk 1/O load over
all available channels/buses. From a performance standpoint, this is far better than putting all disk
drives on one channel and leaving another one empty and idle.

5.4.1.1.1. Adding IDE Disk Drives

IDE disk drivesaremostly usedin desktopandlower-endsener systemsNearlyall systemsn these
classediave built-in IDE controllerswith multiple IDE channels— normallytwo or four.

Eachchannekansupporttwo devices— onemasterandoneslave. Thetwo devicesareconnectedo
thechannelwith asinglecable.Thereforethe rst stepis to seewhich channel$have availablespace
for anadditiondisk drive. Youwill nd oneof threesituations:

- Thereis achannelwith only onedisk drive connectedo it
+ Thereis achannelwith nodisk drive connectedo it
+ Thereis nospaceavailable

The rst situationis usually the easiestasit is very likely that the cablein placehasan unused
connectotinto which the new disk drive canbe plugged.However, if the cablein placeonly hastwo
connectorgonefor thechannekndonefor thealready-installedlisk drive), thenit will benecessary
to replacethe existing cablewith athree-connectamodel.

Beforeinstallingthenew disk drive, make surethatthetwo disk drivessharingthe channekreappro-
priatelycon gured (oneasmasterandoneasslave).

The secondsituationis a bit moredif cult, if only for the reasonthata cablemustbe purchasedn
orderto connecia disk drive to thechannel The new disk drive maybe con gured asmasteror slave
(althoughtraditionallythe rst diskdrive onachanneis normallycon guredasmaster).

In thethird situation thereis no spacdeft for anadditionaldisk drive. Youmustthenmale adecision.
Do you:

- AcquireanIDE controllercard,andinstall it
- Replaceoneof theinstalleddisk driveswith the newer, largerone

Adding a controller card entails checkinghardware compatibility physical capacity and software
compatibility Basically the card mustbe compatiblewith your computers bus slots,theremustbe
anopenslotfor it, andit mustbe supportedby RedHat Linux.

Replacingan installeddisk drive presentsa uniqueproblem:whatto do with the dataon the disk?
Thereareafew possibleapproaches:
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- Write thedatato a backupdevice andrestoreafterinstallingthe new disk drive

« Useyour network to copy the datato anothersystemwith sufcient free spacerestoringthe data
afterinstallingthenew disk drive

+ Usethespaceoccupiedby a third disk drive by:
1. Temporarilyremoring someotherdisk drive
2. Temporarilyinstallingthenew diskdrive in its place
3. Copying the datato the new disk drive
4. Remwing theold disk drive
5. Replacingt with thenew disk drive
6. Reinstallingthetemporarilyremoved disk drive

« Temporarilyinstalltheoriginal disk drive andthenew diskdrive in anothercomputercopy thedata
to thenew disk drive, andtheninstall the new disk drive in the original computer

As you cansee sometimes fair bit of effort mustbeexpendedo getthedata(andthenew hardware)
whereit needgo go. Next, we will look atworkingwith SCSldisk drives.

5.4.1.1.2. Adding SCSI Disk Drives

SCSldiskdrivesnormallyareusedin higherendworkstationsandsener systemsUnlike IDE-based
systemsSCSIsystemanay or may not have built-in SCSIcontrollers;somedo, while othersusea
separat&SCSlcontrollercard.

Thecapabilitiesof SCSlcontrollers(whetherbuilt-in or not) alsovarywidely. It maysupplyanarrav
or wide SCSlbus. Thebus speednaybenormal,fast,ultra, utra2,or ultral60.

If thesetermsareunfamiliar to you, you will have to determinewhich termappliesto your hardvare
con guration andselectan appropriatenew disk drive. The bestresourcefor this informationwould
bethedocumentatiorfior your systemand/orSCSladapter

You mustthendeterminehow mary SCSlbusesareavailable on your systemandwhich oneshave
available spacefor a new disk drive. The numberof devices supportedby a SCSlbuswill vary ac-
cordingto thebuswidth:

- Narrav (8-bit) SCSIbus— 7 devices(pluscontroller)
+ Wide (16-bit) SCSIbus— 15 devices(pluscontroller)

The rst stepis to seewhich buseshave availablespaceor anadditionaldisk drive. Youwill nd one
of threesituations:

- Thereis abuswith lessthanthe maximumnumberof disk drivesconnectedo it
- Thereis abuswith no disk drivesconnectedo it
- Thereis no spaceavailableon ary bus

The rst situationis usuallythe easiestasit is likely thatthe cablein placehasanunusedconnector
into which the new disk drive canbe plugged.However, if the cablein placedoesnot hase anun-

usedconnectarit will be necessaryo replacethe existing cablewith onethathasat leastonemore

connectar

The secondsituationis a bit moredif cult, if only for the reasonthata cablemustbe purchasedn
orderto connecia disk drive to the bus.

If thereis no spacdeft for anadditionaldisk drive, you mustmake adecision.Do you:
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«+ Acquireandinstalla SCSlcontrollercard
- Replaceoneof theinstalleddisk driveswith thenew one

Adding a controller card entails checkinghardware compatibility physical capacity and software
compatibility Basically the card mustbe compatiblewith your computers bus slots,theremustbe
anopenslotfor it, andit mustbe supportedy RedHat Linux.

Replacinganinstalleddisk drive presents uniqueproblem:whatto do with the dataon the disk?
Thereareafew possibleapproaches:

- Write the datato a backupdevice, andrestoreafterinstallingthe new disk drive

- Useyour network to copy the datato anothersystemwith sufcient free space andrestoreafter
installingthe new diskdrive

+ Usethespaceoccupiedby a third disk drive by:
1. Temporarilyremoring someotherdisk drive
2. Temporarilyinstallingthenew disk drive in its place
3. Copying the datato the new disk drive
4. Remwing theold disk drive
5. Replacingt with the new disk drive
6. Reinstallingthetemporarilyremosed disk drive

- Temporarilyinstalltheoriginal disk drive andthenew disk drive in anothercomputercopy thedata
to thenew disk drive, andtheninstall the new disk drive in the original computer

Onceyou have an availableconnectoriin which to plug the new disk drive, you mustmale surethat
thedrive's SCSIID is setappropriatelyTo do this, you mustknow whatall of the otherdeviceson
thebus (includingthe controller)areusingfor their SCSIIDs. Theeasiestvay to do thisis to access
the SCSl controllers BIOS. This is normally doneby pressinga speci ¢ key sequenceluring the
systems power-up sequenceYou canthenview the SCSlcontrollers con guration, alongwith the
devicesattachedo all of its buses.

Next, you mustconsidermproperbus termination.Whenaddinga new disk drive, therule is actually
quite simple— if the new disk drive is thelast (or only) device on the bus, it musthave termination
enabledOtherwiseterminationmustbedisabled.

At this point, you canmove on to the next stepin the process— partitioningyour new disk drive.

5.4.1.2. Partitioning

Oncethe disk drive hasbeeninstalled,it is time to createone or more partitionsto make the space
availableto RedHat Linux. Thereareseveraldifferentwaysof doingthis:

- Usingthecommand-lingdisk utility program
+ Usingparted , anothecommand-lineutility program
Althoughthetools maybedifferent,the basicstepsarethe same:

1. Selectthe new disk drive (the drive's namecanbe found by following the device namingcon-
ventionsoutlinedin Section5.1

2. View thediskdrive's partitiontable,to ensurehatthedisk drive to be partitionedis, in fact,the
correctone
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3. Deleteary unwantedpartitionsthatmayalreadybe presenbnthe new disk drive
4. Createthe new partition(s),beingsureto specifythedesiredsizeand le systenmtype
5. Save your changesndexit the partitioningprogram

AWarning

When partitioning a new disk drive, it is vital that you are sure the disk drive you are about to partition
is the correct one. Otherwise, you may inadvertently partition a disk drive that is already in use, which
will result in lost data.

Also make sure you have decided on the best partition size. Always give this matter serious thought,
because changing it later will be much more dif cult.

5.4.1.3. Formatting the Partition(s)

At this point, the new disk drive hasone or more partitionsthat have beenwritten to it. However,

beforethe spacecontainedwithin thosepartitionscanbe used thedisk drive must rst beformatted.
By formatting,you are selectinga speci c le systemto be used— this is the stepthatturnsthat
blank spacento anEXT3 le systemfor example.As such,this is a pivotal time in thelife of this
disk drive; the choicesyou make herecannotbe changedaterwithout going througha greatdealof

work.

Thisis thetimeto look atthemkfs.  fstype manpagefor the le systemyou have selectedFor
example,look atthe mkfs.ext3 ~manpageto seethe optionsavailableto you whencreatinga nev
ext3 le systemln generalthemkfs.* programsprovidereasonabldefaultsfor mostcon gurations;
however herearesomeof the optionsthatsystemadministratorsnostcommonlychange:

- Settinga volumelabelfor laterusein /etc/fstab
- Onverylarge harddisks,settinga lower percentagef spacaeseredfor the superuser

. Settinga non-standardlock sizeand/orbytesperinodefor con gurationsthatmustsupporteither
very largeor very small les

- Checkingfor backblocksbeforeformatting
Thediskdrive is now properlycon guredfor use.

Next, it is awaysbestto double-checlkyour work by manuallymountingthe partition(s)andmaking
sureeverythingis in order Onceeverythingchecksout, it is time to con gure your RedHat Linux
systemto automaticallymountthenew le system(svheneer it boots.

5.4.1.4. Updating /etc/fstab

As outlinedin Section5.3.3 you mustadd the necessaryine(s) to /etc/fstab in orderto en-
surethatthenew le system(s)are mountedwheneer the systemreboots.Onceyou have updated
letc/fstab , testyourwork by issuingan"incomplete”mount , specifyingonly thedevice or mount
point. Somethingsimilar to oneof thefollowing will besufcient:

mount /home
mount /dev/hda3
(Replacinghome or/dev/ihda3  with themountpointor device for your speci ¢ situation.)

If the appropriateetc/fstab entryis correct,mount will obtainthe missinginformationfrom it,
andcompletethe le systemmount.



Chapter 5. Managing Storage 59

At this pointyou canberelatively con dentthatthenew le systemwill betherethe next time the
systemboots(althoughif you canafford a quick reboot,it would nothurtto do so— justto besure).

Next, we will look at the one of the mostcommonly-fogottenstepsin the processof addinga nev
le system.

5.4.1.5. Modifying the Backup Schedule

Assumingthatthenew le systemis morethanatemporarystoragearearequiringno backupsthisis
thetime to male the necessarghangedo your backupprocedureso ensurethatthenew le system
will be bacled up. The exact natureof what you will needto do to make this happendependson
theway thatbackupsareperformedon your systemHowever, therearesomepointsto keepin mind
while makingthe necessarghanges:

- Considemwhatthe optimalfrequeng of backupsshouldbe

- Determinewhatbackupstylewould bemostappropriatéfull backuponly, full with incrementals,
full with differentials.etc.)

. Considertheimpactof thenew le systemonyourbackupmediausageparticularlyasthenew le
systemstartsto Il

- Judgewhetherthe additionalbackupwill causethe backupsto take too long andstartusingtime
outsideof your backupwindow

- Make surethat thesechangesare communicatedo the peoplethat needto know (othersystem
administratorspperationgpersonneletc.)

Onceall thisis done,your new disk spaces readyfor use.

5.4.2. Removing Storage

Remawing disk spacerom a systemis straightforvard, with the stepsbeingsimilar to theinstallation
sequencéexcept,of coursejn reverse):

1. Move ary datato be saved off the disk drive
2. Remawe thedisk drive from thebackupsystem
3. Remae thedisk drive's partitionsfrom /etc/fstab
4. Erasethe contentsof the disk drive
5. Remae thediskdrive
As you cansee comparedo theinstallationprocesstherearea few extra stepshere.

5.4.2.1. Moving Data Off the Disk Drive

Shouldtherebe ary dataon the disk drive that mustbe saved, the rst thing to do is to determine
wherethe datashouldgo. The decisionheredependamainly on whatis going to be donewith the
data.For example,if the datais nolongergoingto be actvely used,it shouldbe archived, probably
in the samemannerasyour systembackupsThis meanghatnow is thetime to considerappropriate
retentionperiodsfor this nal backup.

Ontheotherhand,if thedatawill still beused,thenthe datawill needto resideon the systemmost
appropriatdor thatusageOf coursejf thisis thecase perhapst would beeasiesto move thedataby
simply reinstallingthe disk drive onthe new systemlf youdo this, you shouldmake a full backupof
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the databeforedoing so— peoplehave droppeddisk drivesfull of valuabledata(losingeverything)
while doing nothingmorethanwalking acrossaroom.

5.4.2.2. Erase the Contents of the Disk Drive

No matterwhetherthediskdrive hasvaluabledataor not, it is agoodideato alwayseraseadiskdrive's
contentsprior to reassigningor relinquishingcontrol of it. While the obvious reasornis to make sure
thatnoinformationremainsonthediskdrive, it is alsoagoodtime to checkthe disk drive's healthby
performinga read-writetestfor badblockson the entiredrive.

Doing this underRedHat Linux is simple. After unmountingall of the disk drive's partitions,issue
thefollowing commandwhile loggedin asroot):

badblocks -ws /dev/fd0
Youwill seethefollowing outputwhile badblocks runs:

Writing  pattern  Oxaaaaaaaa: done
Reading and comparing: done
Writing  pattern  0x55555555:  done
Reading and comparing: done
Writing  pattern  Oxffffffff: done
Reading and comparing: done
Writing  pattern ~ 0x00000000:  done
Reading and comparing: done

In this example,a diskette (/dev/fd0 ) waserasedhowever, erasinga harddisk is donethe same
way, usingfull-device accesgfor example,/dev/hda for the rst IDE harddisk)

OImpor tant

Many companies (and government agencies) have speci ¢ methods of erasing data from disk drives
and other data storage media. You should always be sure you understand and abide by these require-
ments; in many cases there are legal rami cations if you fail to do so. The example above should in
no way be considered the ultimate method of wiping a disk drive.

5.5. RAID-Based Storage

Oneskill thata systemadministratoishouldcultivateis the ability to look at complex systemcon g-
urations,andobsere the differentshortcomingsnherentin eachcon guration. While this might, at
rst glance seento bearatherdepressingiewpointto take, it canbeagreatway to look beyondthe
shiry new boxesto somefuture Saturdaynight with all productiondovn dueto a failure that could
easilyhave beenavoided.

With thisin mind, let ususewhatwe now know aboutdisk-basedtorageandseeif we candetermine
thewaysthatdisk drivescancauseproblemsFirst, consideranoutrighthardvarefailure:

A disk drive with four partitionson it diescompletely:whathappengo the dataon thosepartitions?
It is immediatelyunavailable(at leastuntil it canberestoredrom arecentbackup thatis).

A disk drive with a single partition on it is operatingat the limits of its designdueto massie I/O
loads:whathappengo applicationghatrequireaccesdo the dataon thatpartition?The applications
slow down becausehedisk drive cannotprocesgeadsandwritesary faster
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You have a large data le thatis slowly growing in size;soonit will be larger thanthe largestdisk
drive availablefor your system.What happenghen?The data le (andits associatedpplications)
stoprunning.

Justoneof theseproblemscouldcrippleadatacenteyyetsystemadministratorsnustfacethesekinds
of issuesvery day Whatcanbedone?

Fortunatelythereis onetechnologythatcanaddressachoneof theseissuesAnd the namefor that
technologyis RAID.

5.5.1. Basic Concepts

RAID is an acrorym standingfor RedundantArray of IndependenDisks'. As the nameimplies,
RAID is away for multiple disk drivesto actasa singledisk drive.

RAID techniquesvere rst developedby researcheratthe University of California, Berkeley in the
mid-1980sAt thetime, therewasalargegapin price betweerthe high-performancelisk drivesused
on the large computersnstallationsof the day andthe smaller slower disk drives usedby the still-

youngpersonatomputeirindustry RAID wasviewed asamethodof having mary lessexpensve disk
drives Il in for higherpricedhardware.

More importantly RAID arrayscanbe constructedn differentways,andwill have differentcharac-
teristicsdependingon the nal con guration. Let us look at the differentcon gurations(known as
RAID levelg in moredetail.

5.5.1.1. RAID Levels

The Berkeley researcheroriginally de ned ve different RAID levels and numberedthem "1"

through"5". In time, additionalRAID levels werede ned by otherresearcherandmembersf the
storageindustry Not all RAID levels were equally useful; somewere of interestonly for research
purposesandotherscouldnotbe economicallymplemented.

In theend,therewerethreeRAID levelsthatendedup seeingwidespreadisage:

. LevelO
+ Levell
. Level5
Thefollowing sectionswill discussachof thesdevelsin moredetail.

5.5.1.1.1. RAID 0

The disk con guration knovn as RAID level O is a bit misleading,asthis is the only RAID level
that emplgys absolutelyno redundang. However, even thoughRAID 0 hasno adwantagedrom a
reliability standpointjt doeshave otheradwantages.

A RAID 0 arrayconsistof two or moredisk drives. Thedrivesaredividedinto chunks whichrepre-
sentssomemultiple of the drives' native block size.Datawritten to the arraywill be written, chunk
by chunk,to eachdrive in thearray Thechunkscanbethoughtof asforming stripesacrossachdrive
in thearray;hencethe othertermfor RAID O: striping.

For example,with atwo-drive arrayanda 4KB chunksize,writing 12KB of datato the arraywould
resultin thedatabeingwrittenin three4KB chunksto thefollowing drives:

1. Whenearly RAID researctbegan,the acrorym stoodfor Redundan®rray of InexpensiveDisks, but over
time the"standalonetlisksthatRAID wasintendedo supplanbecamecheapeandcheaperrenderingheprice
comparisormeaningless.
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- The rst 4KB would bewrittento the rst drive, into the rst chunk
« Thesecon®KB would bewritten to theseconddrive, into the seconcchunk
- Thelast4KB would bewrittento the rst drive, into the seconcchunk

5.5.1.1.1.1. Advantages to RAID 0
Comparedo a singledisk drive, the advantagego RAID O are:

- Largertotal size— RAID 0 arrayscanbeconstructedhatarelargerthanasinglediskdrive, making
it easierto storelargerdata les

Betterread/writeperformance— Thel/O loadona RAID 0 arraywill be spreadevenly amongall
thedrivesin thearray

- No wastedspace— All availablestorageonall drivesin thearrayareavailablefor datastorage

5.5.1.1.1.2. Disadvantages to RAID 0
Comparedo asingledisk drive, RAID 0 hasthefollowing disadwantage:

- Lessreliability — Every drive in a RAID 0 array mustbe operatve in orderfor the arrayto be
available

@

If you have trouble keeping the different RAID levels straight, just remember that RAID 0 has zero
percent redundancy.

55.1.1.2.RAID 1

RAID 1 usestwo (althoughsomeimplementationsupportmore)identicaldisk drives. All datais
written to both drives, making them identical copiesof eachother Thatis why RAID 1 is often
known asmirroring.

Whenever datais written to a RAID 1 array two physicalwrites musttake place:oneto onedrive,
andoneto the other Readingdata,on the otherhand,only needgo take placeonceandeitherdrive
in thearraycanbeused.

5.5.1.1.2.1. Advantages to RAID 1
Comparedo asingledisk drive, a RAID 1 arrayhasthefollowing adwantages:

« Improvedredundang — Evenif onedrivein thearraywereto fail, thedatawould still beaccessible

- Improved readperformance— With both drives operational readscan be evenly split between
them
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5.5.1.1.2.2. Disadvantages to RAID 1
Whencomparedo asingledisk drive,aRAID 1 arrayhassomedisadwantages:

- Reducedwrite performance— Becauséothdrivesmustbe keptup-to-dateall write 1/O mustbe
performedby bothdrives,slowing the overall procesf writing datato the array

+ Reducedcostefciency — With oneentiredrive dedicatedo redundany, the costof a RAID 1
arrayis atleastdoublethatof asingledrive

5.5.1.1.3. RAID 5

RAID 5 attemptgo combinethebene ts of RAID 0 andRAID 1, while minimizing their respectie
disadwantages.

Like RAID 0, aRAID 5 arrayconsistsof multiple disk drives,eachdivided into chunks.This allows
aRAID 5 arrayto belargerthanary singledrive. And like aRAID 1 array aRAID 5 arrayusessome
disk spacédn aredundanfashionjmproving reliability.

However, theway RAID 5 worksis unlike eitherRAID Oor 1.

A RAID 5 arraymustconsistof atleastthreeidentically-sizedlisk drives(althoughmoredrivesmay
be used).Eachdrive is divided into chunksanddatais written to the chunksin order However, not
every chunkis dedicatedo datastorageasit is in RAID 0. Insteadjn anarraywith n disk drivesin
it, every nth chunkis dedicatedo parity.

Chunkscontainingparity male it possibleto recorer datashouldone of the drivesin the arrayfail.
Theparity in chunkx is calculatedby mathematicallycombiningthe datafrom eachchunkx stored
onall theotherdrivesin the array If the datain a chunkis updatedthe correspondingparity chunk
mustberecalculateéndupdatedaswell.

Thisalsomeanghatevery time datais written to thearray two drivesarewrittento: thedrive holding
thedata,andthedrive containingthe parity chunk.

Onekey point to keepin mind is that the parity chunksare not concentratedn ary onedrive in
the array Insteadthey are spreadevenly throughall the drives. Even thoughdedicatinga speci ¢
drive to containnothingbut parity is possible(and,in fact, this con gurationis knovn asRAID level
4), the constantupdatingof parity asdatais written to the array would meanthat the parity drive
could becomea performancebottleneck By spreadinghe parity informationthroughoutthe array
thisimpactis reduced.

5.5.1.1.3.1. Advantages to RAID 5
Comparedo asingledrive, a RAID 5 arrayhasthefollowing advantages:

- Improvedredundang — If onedrive in thearrayfails, the parity informationcanbe usedto recon-
structthe missingdatachunks all while keepingthe dataavailablefor use

+ Improved readperformance— Dueto the RAID 0-like way datais divided betweendrivesin the
array readl/O actvity is spreadevenly betweerall thedrives

- Reasonablgoodcostef ciency — ForaRAID 5 arrayof n drives,only 1/nth of thetotal available
storagds dedicatedo redundang
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5.5.1.1.3.2. Disadvantages to RAID 5
Comparedo asingledrive, a RAID 5 arrayhasthefollowing disadwantage:

- Reducedvrite performance— Becauseachwrite to thearrayresultsin two writesto thephysical
drives(onewrite for thedataandonefor the parity), write performancés worsethanasingledrive®

5.5.1.1.4. Nested RAID Levels

As shouldbeobviousfrom thediscussiorof thevariousRAID levels,eachlevel hasspeci c strengths
andweaknessedt wasnotlong beforepeoplebeganto wonderwhetherdifferentRAID levels could
somehw be combinedproducingarrayswith all of the strengthsandnoneof the weaknessesf the
originallevels.

For example,whatif thedisk drivesin aRAID 0 arraywereactuallyRAID 1 arrays?This would give
theadwantage®f RAID 0's speedwith thereliability of RAID 1.

Thisis justthekind of thing thatcanbe done.Herearethe mostcommonly-neste®RAID levels:

+ RAID 1+0
+ RAID 5+0
+ RAID 5+1

BecausenestedRAID is usedin more specializedenvironments,we will not go into greaterdetail
here . However, therearetwo pointsto keepin mind whenthinking aboutnestedRAID:

+ Ordermatters— Theorderin which RAID levelsarenestedcanhave alargeimpactonreliability.
In otherwords,RAID 1+0andRAID 0+1arenotthesame

- Costscanbehigh— If thereis ary disadantagecommonto all nestedRAID implementationsit
is oneof cost;the smallestpossibleRAID 5+1 arrayis six disk drives (andeven moredriveswill
berequiredfor largerarrays)

Now thatwe have exploredthe conceptdehindRAID, let usseehow RAID canbeimplemented.

5.5.1.2. RAID Implementations

It is obvious from the previous sectionghat RAID requiresadditional"intelligence"over andabove
the usualdisk 1/0O processindor individual drives. At the very least, the following tasksmustbe
performed:

- Dividing incomingl/O requestso theindividual disksin thearray
- Calculatingparity (for RAID 5), andwriting it to the appropriatedrive in thearray
- Monitoring theindividual disksin the arrayandtakingthe appropriateactionsshouldonefail

- Controlling the retuilding of anindividual disk in the array whenthat disk hasbeenreplacedor
repaired

+ Providing ameanso allow administrator$o maintainthearray(removing andaddingdrives,initi-
atingandhaltingrehuilds, etc.)

2. Thereis alsoanimpactfrom the parity calculationsrequiredfor eachwrite. However, dependingon the
speci ¢ RAID 5 implementationthis impactcanrangefrom sizableto nearlynonecistent.
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Fortunately therearetwo major methodsthat may be usedto accomplishthesetasks.The next two
sectionawill describehem.

5.5.1.2.1. Hardware RAID

A hardvare RAID implementatiorusuallytakesthe form of a specializedlisk controllercard. The
card performsall RAID-relatedfunctionsand directly controlsthe individual drivesin the arrays
attachedlirectly to it. With theproperdriver, thearraysmanagedy a hardwareRAID cardappeato
the hostoperatingsystemjustasif they wereregulardisk drives.

Most RAID controllercardswork with SCSldrives,althoughtherearesomelDE-basedRAID con-
trollersaswell. In ary case theadministratie interfaceis usuallyimplementedn oneof threeways:

+ Specializedutility programghatrun asapplicationsunderthe hostoperatingsystem
« An on-boardnterfaceusinga serialportthatis accessedsingaterminalemulator
A BIOS-like interfacethatis only accessibleuringthe systems power-up testing

SomeRAID controllershave morethanonetype of administratre interfaceavailable. For obvious
reasonsa softwareinterfaceprovidesthe most e xibility, asit allows administratre functionswhile
the operatingsystemis running. However, if you are going to boot Red Hat Linux from a RAID
controller aninterfacethatdoesnotrequirea runningoperatingsystemis arequirement.

Becausehereareso mary differentRAID controllercardson the marlet, it is impossibleto go into
further detail here.The bestcourseof actionis to readthe manugcturers documentatiorfor more
information.

5.5.1.2.2. Software RAID

Software RAID is simply RAID implementedaskernel-or driver-level softwarefor a particularop-

eratingsystem.As such,it providesmore e xibility in termsof hardware support— aslong asthe

hardvareis supportedy theoperatingsystemRAID arrayscanbecon guredanddeplo/ed. Thiscan

dramaticallyreducethe costof deplg/ing RAID by eliminatingthe needfor expensie, specialized
RAID hardware.

BecauseRed Hat Linux includessupportfor software RAID, the remainderof this sectionwill de-
scribehow it maybecon guredanddeploed.

5.5.2. Creating RAID Arrays
UnderRedHat Linux therearetwo waysthatRAID arrayscanbecreated:

- While installing RedHat Linux
- Manually afterRedHat Linux hasbeeninstalled
Wewill next look into thesetwo methods.

5.5.2.1. While Installing Red Hat Linux

During the normal Red Hat Linux installation processRAID arrayscan be created.This is done
duringthedisk partitioningphaseof theinstallation.To begin, you mustmanuallypartitionyour disk
drivesusingDisk Druid . Youwill rst needto createpartitionsof the type "software RAID". These
partitionswill laterbe combinedto form thedesiredRAID arrays.
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Onceyou have createdall the partitionsrequiredfor the RAID array(s)thatyou wish to createyou
mustthenusethe RAID buttonto actuallycreatethearrays.Youwill be presentedavith a dialogbox
whereyou selectthe arrays mountpoint, le systemtype, RAID device name,RAID level, andthe
"software RAID" partitionson which this arraywill bebased.

Oncethedesiredarrayshave beencreatedtheinstallationprocessontinuesasusual.

@

For more information on creating software RAID arrays during the Red Hat Linux installation process,
refer to the Of cial Red Hat Linux Customization Guide.

5.5.2.2. After Red Hat Linux Has Been Installed

Creatinga RAID arrayafterRedHatLinux hasbeeninstalledis abit morecomplex. As with theaddi-
tion of ary typeof disk storagethenecessarhardwaremust rst beinstalledandproperlycon gured.
Partitioningis abit differentfor RAID thanit is for singledisk drives.Insteadof selectinga partition
typeof "Linux" (type 83) or "Linux swap" (type 82), all partitionsthatwill be partof a RAID array
mustbesetto "Linux raid auto"(typefd). Next, it is necessaryo createthe/etc/raidtab le. This
le is responsiblefor the propercon guration of all RAID arrayson your system.The le format
(which is documentedn theraidtab manpage)is relatvely straightforvard. Hereis an example
/etc/raidtab entryfor aRAID 1 array:

raiddev /dev/mdoO
raid-level 1
nr-raid-disks 2
chunk-size 64k
persistent-superblock 1
nr-spare-disks 0
device /dev/hda2
raid-disk 0
device /dev/hdc2
raid-disk 1

Someof themorenotablesectiondn thisentryare:

. raiddev — Shawsthespecialdevice le namefor the RAID array’
+ raid-level — De nestheRAID level to usedusedby this RAID array
+ nr-raid-disks — Indicateshow mary physicaldisk partitionsareto bepartof thisarray

« nr-spare-disks — Software RAID underRedHat Linux allows the de nition of oneor more
sparedisk partitions;thesepartitionscanautomaticallytake the placeof a malfunctioningdisk

. device , raid-disk = — Togetherthey de ne the physicaldisk partitionsthatwill make up the
RAID array

Next, it is necessaryo actuallycreatethe RAID array Thisis donewith themkraid program.Using
our example/etc/raidtab le, we would createthe /dev/md0 RAID arraywith the following
command:

mkraid  /dev/mdO

3. Notethatsincethe RAID arrayis composedf partitioneddisk spacethe device le nameof aRAID array
doesnotre ect ary partition-level information.



Chapter 5. Managing Storage 67

The RAID array/dev/md0 is now readyto be formattedandmounted.This processs no different
thanthesingledrive approactoutlinedin Section5.4.1.2andSection5.4.1.3

5.5.3. Day to Day Management of RAID Arrays

Thereis little thatneedgo bedoneto keepa RAID arrayoperatingAs longasno hardwareproblems
cropup, thearrayshouldfunctionjustasif it wereasinglephysicaldisk drive.

However, just asa systemadministratoishouldperiodicallycheckthe statusof all disk driveson the
systemtheRAID arraysshouldbe checled aswell.

5.5.3.1. Checking Array Status With /proc/mdstat
The le /proc/mdstat s the easiestvay to checkon the statusof all RAID arrayson a particular
systemHereis asamplemdstat (view with thecommanccat /proc/mdstat  ):

Personalities . [raid1]

read_ahead 1024 sectors

md3 : active raidl hda4[0] hdc4[1]
73301184 blocks [2/2] [UU]

mdl : active raidl hda3[0] hdc3[1]
522048 blocks [2/2] [UU]

mdO : active raidl hda2[0] hdc2[1]
4192896 blocks [2/2] [UU]

md2 : active raidl hdal[0] hdcl[1]
128384 blocks [2/2] [UU]

unused devices: none

On this system therearefour RAID arrays(all RAID 1). EachRAID arrayhasits own sectionin
Iproc/mdstat  andcontainsthefollowing information:

« TheRAID arraydevice name(minus/dev/ )
+ Thestatusof the RAID array
- TheRAID arrays RAID level

« The physicalpartitionsthat currently make up the array (followed by the partition’s array unit
number)

- Thesizeof thearray
- Thenumberof con gureddevicesversusthe numberof operatve devicesin thearray

« Thestatusof eachcon gureddevicein thearray(U meaninghedevice is OK, and_ indicatingthat
thedevice hasfailed)

5.5.3.2. Rebuilding a RAID array with raidhotadd

Should/proc/mdstat ~ shav thata problemexists with one of the RAID arrays,the raidhotadd
utility programshouldbeusedto retuild thearray Herearethestepghatwould needto be performed:

1. Determinewhich disk drive containsthe failed partition
2. Correctthe problemthatcausedhefailure (mostlikely by replacingthedrive)
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3. Partition the new drive sothatthe partitionson it areidentical to thoseon the otherdrive(s)in
thearray

4. Issuethefollowing command:
raidhotadd raid-device disk-partition

5. Monitor /proc/mdstat  to watchtherehuild take place

@

Here is a command that can be used to watch the rebuild as it takes place:

watch -n1 cat /proc/mdstat

5.6. Monitoring Disk Space

Theonesystenresourcehatis mostcommonlyover-committeds disk spaceTherearemary reasons
for this, rangingfrom applicationsnot cleaningup afterthemseles, to softwareupgradesecoming
largerandlarger, to usersthatrefuseto deleteold emailmessages.

No matterwhatthereasonsystemadministratorsnustmonitordisk spaceusageon anongoingbasis,
or facepossiblesystemoutagesand unhapy users.In this section,we will look at someways of
keepingtrackof disk space.

5.6.1. Using df

Theeasiestvay to seehow muchfree disk spaces availableon a systemis to usethedf command.
Hereis anexampleof df in action:

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/sda3 8428196 4282228 3717836 54% /

/dev/sdal 124427 18815 99188 16% /boot
/dev/sdad 8428196 3801644 4198420 48% /home

none 644600 0 644600 0% /dev/shm

Aswecanseedf listseverymountedle systemandprovidesinformationsuchasdevice size(under
the 1k-blocks  column),aswell asthe spaceusedandstill available.However, the easiesthing to
dois to simply scanthe Use%columnfor ary numberaearingl00%.

5.7. Implementing Disk Quotas

While it is alwaysgoodto be avareof disk usagetherearemary instancesvhereit is even betterto
have a bit of controlover it. Thatis whatdisk quotascando.

Mary timesthe rst thing mostpeoplethink of whenthey think aboutdisk quotasis usingit to force
usersto keeptheir directoriesclean.While therearesiteswherethis maybethe casejt alsohelpsto
look at the problemof disk spaceusagefrom anothemerspectie. What aboutapplicationsthat, for
onereasonor another consumetoo muchdisk space?t is not unheardof for applicationso fail in
waysthatcausethemto consumeall available disk spaceln thesecasesdisk quotascanhelp limit
thedamagecausedy sucherrantapplicationspy forcingit to stopbefoe nofreespaces left onthe
disk.



Chapter 5. Managing Storage 69

5.7.1. Some Background on Disk Quotas

Disk quotasareimplementedon a per le systembasis.In otherwords, it is possibleto con gure
quotadfor /nome (assuminghome isonitsown le system)while leaving /tmp withoutary quotas
atall.

Quotascanbe setontwo levels:

- Forindividual users
- Forindividual groups

This kind of e xibility malkesit possibleto give eachusera small quotato handle"personal” le
(suchasemail, reports,etc.), while allowing the projectsthey work on to have more sizablequotas
(assuminghe projectsaregiventheir own groups).

In addition, quotascanbe setnot just to control the numberof disk blocks consumedbput alsoto
controlthe numberof inodes.Becausenodesareusedto contain le-related information,this allows
controloverthenumberof les thatcanbecreated.

But beforewe canimplementquotaswe shouldhave a betterunderstandingf how they work. The
rst stepin this processs to understandhe manneiin which disk quotasareapplied. Therearethree
majorconceptghatyou shouldunderstangbrior to implementingdisk quotas:

HardLimit
Thehardlimit de nestheabsolutenaximumamountof disk spacethata useror groupcanuse.
Oncethislimit is reachedno furtherdisk spacecanbe used.

SoftLimit

Thesoftlimit de nesthe maximumamountof disk spacethatcanbe used However, unlike the
hardlimit, the softlimit canbe exceededor a certainamountof time. Thattime is known asthe
graceperiod

GracePeriod

Thegraceperiodis thetime duringwhich the soft limit may be exceededThe graceperiodcan
beexpressedn secondsminutes hours,days,weeksor months giving thesystemadministrator
agreatdealof freedomin determininghov muchtimeto give usergo gettheirdisk usagebelov

their soft limit.

With thesetermsin mind, we cannow begin to con gure a systemto usedisk quotas.

5.7.2. Enabling Disk Quotas
In orderto usedisk quotasyoumust rst enablethem.This processnvolvesseveral steps:

1. Modifying /etc/fstab
2.Remountinghe le system(s)
3. Runningquotacheck
4. Assigningquotas
Let uslook atthesestepsin moredetail.
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5.7.2.1. Modifying /etc/fstab

Usingthetext editor of your choice,simply addtheusrquota and/orgrpquota  optionsto the le
systemghatrequirequotas:

/dev/md0 / ext3 defaults 11
LABEL=/boot /boot ext3 defaults 12

none /dev/pts devpts gid=5,mode=620 00
LABEL=/home /home ext3 defaults,usrquota,grpqg uota 1 2
none Iproc proc defaults 0

none /dev/shm tmpfs defaults 00

/devimd1 swap swap defaults 00

In this example,we canseethatthe/home le systemhasbothuserandgroupquotasenabled.

At this pointyou mustremounteach le systemwhosefstab entryhasbeenmodi ed. You maybe
ableto simply umount andthenmount the le system(spy hand,but if the le systemis currently
in useby ary processesheeasiesthingto dois to rebootthe system.

5.7.2.2. Running quotacheck

Wheneachquota-enablede systemis remountedthe systemis now capableof working with disk
guotasHowever, the le systemitselfis notyetreadyto supportquotasTo dothis,youmust rst run
guotacheck

Thequotacheck commandexaminesjuota-enablede systemsbuilding atableof thecurrentdisk
usagefor eachone. This tableis thenusedto updatethe operatingsystems copy of disk usageln
addition,the le systemsdisk quota les areupdatedor createdijf they do notalreadyexist).

In our example,thequota les (namedaquota.group ~ andaquota.user , andresidingin /home/ )
donotyetexist, sorunningquotacheck  will createthem.Usethis command:

quotacheck -avug

Theoptionsusedin this exampledirectquotacheck to:

« Checkall quota-enabledpcally-mountedle systemg-a)
- Displaystatusnformationasthequotacheckproceedg-v )
« Checkuserdisk quotainformation(-u )

-« Checkgroupdisk quotainformation(-g )

Oncequotacheck has nished running,you shouldseethequota les correspondingo theenabled
quotas(userand/orgroup)in the root directory of eachquota-enablede system(which would be
/home/ in ourexample):

total 44

drwxr-xr-x 6 root root 4096 Sep 14 20:38

drwxr-xr-x 21 root root 4096 Sep 14 20:10 ..
1 root root 7168 Sep 14 20:38 aquota.user
1 root root 7168 Sep 14 20:38 aquota.group
4 deb deb 4096 Aug 17 12:55 deb
9 ed ed 4096 Sep 14 20:35 ed
2 root root 16384 Jan 20 2002 lost+found
3 matt matt 4096 Jan 20 2002 matt

Now we arereadyto begin assigningjuotas.
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5.7.2.3. Assigning Quotas

Themechanic®f assigningdisk quotasarerelatively simple.Theedquota programis usedto edita
useror groupquota:

Disk quotas for wuser ed (uid 500):
Filesystem blocks soft hard inodes soft hard
/dev/imd3 6618000 0 0 17397 0 0

edquota usesatext editor (which canbe selectedby settingthe EDITOR ervironmentvariableto
thefull pathnameof your preferrededitor) to displayand changethe varioussettings Note thatary
settingleft atzeromeanso limit:

Disk quotas for wuser ed (uid 500):
Filesystem blocks soft hard inodes soft hard
/dev/md3 6617996 6900000 7000000 17397 0 0

In thisexample,usered (whois currentlyusingover 6GB of disk spacehasa softlimit of 6.9GBand
ahardlimit of 7GB.No softor hardlimit oninodeshasbeensetfor thisuser

@

The edquota program can also be used to set the per- le system grace period by using the -t option.

Although the mechanicof this processare simple,the hardestpart of the processalways revolves
aroundthelimits themseles.Whatshouldthey be?

A simplisticapproachwould beto simply divide the disk spaceby the numberof usersand/orgroups
usingit. For example,if the systemhasa 100GBdisk drive and 20 users eachuserwill be givena
hardlimit of no morethan5GB’. Thatway, eachuserwould be guarantee®GB (althoughthe disk
would be 100%full atthatpoint).

A variationon this approachwould be to institutea soft limit of 5GB, with a hardlimit somevhat
above that— say 7.5GB. This would have the bene t of allowing usersto permanentlyconsumeno
morethantheir percentagef the disk, but still permittingsome e xibility whena userreachegand
exceeds)heir limit.

Whenusingsoftlimits in this manneryou areactuallyover-committingthe availabledisk space The
hardlimit is 7.5GB.If all 20 usersexceededheir soft limit atthe sametime, andattemptedo reach
their hardlimits, that 100GB disk would actually have to be 150GBin orderto allow everyoneto
reachtheir hardlimit atthe sametime.

However, in practicenot everyonewill exceedtheir softlimit atthe sametime, makingsomeamount
of overcommitmentreasonablapproachOf coursetheselectionof hardandsoftlimits is up to the
systemadministratgraseachsite andusercommunityis different.

5.7.3. Managing Disk Quotas

Thereis little actualmanagementequiredto supportdisk quotasunderRedHat Linux. Essentially
all thatis requiredis:

4. Althoughit shouldbenotedthatLinux le systemsareformattedwith acertainpercentag¢by default, 5%)
of disk spaceresenedfor the superuser makingthis examplelessthan100%accurate.
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« Generatingdisk usagereportsat regular intenals (and following up with usersthat seemto be
having troubleeffectively managingheir allocateddisk space)

- Making surethatthe disk quotasremainaccurate
Let uslook atthesestepsin moredetailbelaw.

5.7.3.1. Reporting on Disk Quotas
Creatinga disk usagereport entails running the repquota  utility program.Using the command
repquota  /home produceghis output:

***  Report for user quotas on device /dev/md3
Block grace time: 7days; Inode grace time: 7days

Block limits File  limits
User used soft hard grace used soft hard  grace
root - 32836 0 0 4 0 0
ed -- 6617996 6900000 7000000 17397 0 0
deb -- 788068 0 0 11509 0 0
matt - 44 0 0 11 0 0

While thereportis easyto read,a few pointsshouldbe explained.The-- displayedafter eachuser
is a quick way to seewhetherthe block or inodelimits have beenexceeded|f either soft limit is
exceededa + will appearin placeof the- ; the rst characterepresentinghe block limit andthe
secondepresentingheinodelimit.

Thegrace columnsarenormallyblank;if aparticularsoftlimit hasbeenexceededthe columnwill
containa time speci cation equalto the amountof time remainingon the graceperiod. Shouldthe
graceperiodexpire,none will appeain its place.

Onceareporthasbeengeneratedthe realwork begins. This is anareawherea systemadministrator
mustmale useof all the peopleskills they possessQuite often discussion®ver disk spacebecome
emotional aspeopleview quotaenforcemenaseithermakingtheirjob moredif cult (orimpossible),
thatthe quotasappliedto themareunreasonablgmall,or thatthey justdo nothave thetime to clean
uptheir les to getbelav their quotaagain.

The bestsystemadministratorswill take mary factorsinto accountin sucha situation.ls the quota
equitable,andreasonablédor the type of work beingdoneby this person™Doesthe personseemto
beusingtheir disk spaceappropriatelyZanyou helpthe persorreducetheir disk usagan someway
(by creatinga backupCD-ROM of all emailsover oneyearold, for example)?

Approachingthe situationin a sensitve but rm manneris often betterthanusingyour authorityas
systemadministratotto forcea certainoutcome.

5.7.3.2. Keeping Quotas Accurate With quotacheck

Wheneera le systemis notunmountedtleanly(dueto a systemcrash for example),it is necessary
to run quotacheck . However, mary systemadministratorsecommendunningquotacheck ona
regularbasisevenif thesystemhasnot crashed.

Thecommandormatitself is simple;the optionsusedhave beendescribedn Section5.7.2.2
quotacheck -avug
The easiestvay to do this is to usecron . From the root account,you can eitherusethe crontab

commando schedulea periodicquotacheck or placeascript le thatwill runquotacheck in ary
oneof thefollowing directories(usingwhichever intenal bestmatches/our needs):

- [etc/cron.hourly
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« [etc/cron.daily
- letc/cron.weekly
« /etc/cron.monthly

Most systemadministratorschoosea weekly intenal, thoughtheremay be valid reasongo pick a

longeror shorterintenal, dependingon your speci ¢ conditions.In ary casejt shouldbe notedthat

themostaccuratejuotastatisticawill beobtainedby quotacheck whenthe le system(sjt analyzes
arenotin active use.You shouldkeepthis in mind whenyou schedule/our quotacheck  script.

5.8. A Word About Backups. ..

One of the mostimportantfactorswhen consideringdisk storageis that of backupsWe have not
coveredthis subjecthere becausenin-depthsection(Section8.2) hasbeendedicatedo backups.
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Chapter 6.
Managing Accounts and Groups

Managinguseraccountsaandgroupsis anessentiapartof systemadministrationwithin anorganiza-
tion. Butto manageisersffectively, agoodsystemadministratomustunderstangvhatuseraccounts
andgroupsareandhow they work.

User accountsare usedwithin computerervironmentsto verify the identity of the personusinga
computersystem.By checkingthe identity of a user the systemis ableto determineif the useris
permittedto log into the systemand,if so,which resourcesheuseris allowedto access.

Groupsarelogical constructghatcanbe usedto clusteruseraccountgogetherfor aspeci ¢ purpose.
For instancejf a compalyy hasa groupof systemadministratorsthey canall be placedin a system
administratorgroup with permissionto accesskey resourcesand machinesAlso, throughcareful
group creationand assignmenbf privileges, accesso restrictedresourcesan be maintainedfor

thosewho needthemanddeniedto others.

Theability for auserto accessa machineis determinedy whetheror not thatusers accountexists.
Accessto anapplicationor le is grantedbasedon the permissiorsettingsfor the le. Thenatureof
the accesausershave to their own systemsandotherson the network shouldbe determinedby the
organizatiors systemadministratorsThis helpsto ensurethe integrity of sensitve informationand
key resourcesgainstaccidentabr purposefuharmby users.

6.1. User Accounts, Groups, and Permissions

After anormaluseraccounis createdtheusercanlog into thesystemandaccessry applicationsor
les they arepermittedto accessRedHat Linux determinesvhetheror nota useror groupcanaccess
theseresource®asedn the permissionsssignedo them.

Thereare threepermissiondor les, directories,and applications.The following lists the symbols
usedto denoteeach alongwith a brief description:

- r — Indicateshata given catgory of usercanreada le.

- w— Indicateshata given catgory of usercanwrite to a le.

- x — Indicateshata given catgory of usercanexecutethe le.

A fourthsymbol(- ) indicateghatno accesss permitted.

Eachof thethreepermissionsareassignedo threede ned categoriesof usersThecateoriesare:

- owner— Theownerof the le orapplication.
- group— Thegroupthatownsthe le or application.
- everyone— All userswith accesgo thesystem.

Onecaneasilyview thepermissiondor a le by invoking alongformatlisting usingthecommands
-1 . Forinstancejf theuserjuan createsanexecutablele namedfoo , the outputof the command
Is -1 foo wouldlook like this:

-TWXIWXT-X 1 juan juan 0 Sep 26 12:25 foo
Thepermissiondor this le arelistedarelistedatthestartof theline, startingwith rwx . this rst set

of symbolsde ne owneraccessthe next setof rwx symbolsde ne groupaccesswith thelastsetof
symbolsde ning accespermittedfor all otherusers.
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Thislisting indicatesthatthe le is readablewritable,andexecutableby the userwho ownsthe le
(userjuan ) aswell asthe group owning the le (which is a group namedjuan ). the le is also
world-readablendworld-executable put not world-writable.

Oneimportantpointto keepin mind regardingpermissionsnduseraccountss thatevery application
run on RedHat Linux runsin the contet of a speci ¢ user typically, this meansthatif userjuan
launchesan application the applicationrunsusinguserjuan 's contet. however, in somecaseghe
applicationmay needmoreaccessn orderto accomplisha task.suchapplicationsncludethosethat
editsystemsettingsor log in usersfor this reasonspecialpermission$iave beencreated.

Therearethreesuchspecialpermissionsithin RedHat Linux. they areasfollows:

- setuid— usedonly for applicationsthis permissiorindicateshattheapplicationrunsastheowner
of the le andnotastheuserrunningthe application.it is indicatedby the charactes in placeof
thex in theownercateory:.

- setgid— usedonly for applicationsthis permissiorindicatesthattheapplicationrunsasthegroup
owning the le andnot asthe grouprunningthe application.it is indicatedby the charactess in
placeof thex in thegroupcateory.

- sticky bit — usedprimarily on directoriesthis bit dictateshata le createdn thedirectorycanbe
removed only by theuserwho createdhe le. it is indicatedby the charactet in placeof thex in
the everyonecatgory. in RedHat Linux the sticky bit is setby default on the/tmp/  directoryfor
exactly thisreason.

6.1.1. Usernames and UIDs, Groups and GIDs

Another point worth notingis that useraccountand group namesare primarily for peoples'conve-
nience.Internally the systemusesnumericidenti ers. for users this identi er is knovn asa UID,
while for groupsthe identi er is knovn asa GID. Programsthat make useror group information
availableto userstranslatethe UID/GID valuesinto their more human-readableounterpartsThis
factis particularlyimportantwhenaccessingharednediaasdiscussedn Section6.5.2.1

Sincesomesystem-lgel programson RedHat Linux run undera dedicatedJID, andsomedefault
systemaccountshave resered UID numbersall UIDs andGIDs belov 500 areresered for system
use.For moreinformationonthesestandardisersandgroups seethe chaptetitled Useisand Groups
in Of cial RedHat Linux RefeenceGuide

Whennew useraccountareaddedusinga usercreationtool suchas/usr/shin/useradd ,they are
assignedhe rst availableUID andGID startingat500.

User creationtools are discussedurther into this chapter But beforereviewing thesetools, let us
review the les RedHatLinux usesto de ne systemaccounts.

6.2. Files Controlling User Accounts and Groups

On RedHat Linux, informationaboutuseraccountsandgroupsarestoredin severaltext les within
the/etc/ directory Whena systemadministratorcreatesen useraccountstheseles musteither
beeditedby handor applicationanustbe usedto make the necessarghanges.

Thefollowing sectiondocumenthe les in the/etc/  directorythatstoreuserandgroupinformation
underRedHat Linux.

6.2.1. /etc/passwd

Theletc/passwd  le isworld-readableandcontainsalist of userseachonaseparatéine. Oneach
lineis aseven eld, colondelimitedlist which containghefollowing information:
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Username— The namethe usertypeswhenlogginginto the system.

Passwod — This containsthe encryptedpasswverd for the user(or anx if shadav passwrdsare
beingused— moreonthis later).

UserID (UID) — Thenumericalequivalentof theusernamevhich s referencedy the systemand
applicationsvhendeterminingaccesgrivileges.

Group ID (GID) — The numericalequialentof the primary groupnamewhich is referencedy
the systemandapplicationsvhendeterminingacces®rivileges.

GECOS— TheGECOS eld is optional,andis usedto storeextrainformation(suchasthe users
full name).Multiple entriescanbestoredherein acommadelimitedlist. Utilities suchasfinger
accesshis eld to provide additionaluserinformation.

Homedirectory— Theabsolutepathto the users homedirectory suchas/home/juan

Shell— The programautomaticallylaunchedvhene&er a userlogsin. Thisis usuallya command
interpreter(oftencalledashel). UnderRedHat Linux, thedefaultvalueis /bin/bash . If this eld
is left blank, bin/sh is used.If it is setto a non-&istent le, thenthe userwill be unableto log
into the system.

Hereis anexampleof a/etc/passwd  entry:

root:x:0:0:root:/root:/b in/b ash

Thisline shavs thattheroot userhasashadav passwverd, aswell asaUID andGID of 0. Theroot
userhas/root/  asahomedirectory anduseshbin/bash  for ashell.

For moreinformationabout/etc/passwd  , typeman 5 passwd .

6.2.2. letc/shadow

Theletc/shadow  le isreadablenly by therootuser andcontaingpassverd andoptionalpassverd
aginginformation.As in the/etc/passwd  le, eachusersinformationis onaseparatdine. Eachof
thesdinesis anine eld, colondelimitedlist includingthefollowing information:

Username— The namethe usertypeswhenlogginginto the system.This allows thelogin appli-
cationto retrieve the users passverd (andrelatedinformation).

Encryptedpasswod — The 13 to 24 characteipassverd. The password is encryptedusingeither
thecrypt library function, or the md5 hashalgorithm.In this eld, valuesotherthana validly-
formattedencryptedor hashedasswverd areusedto control userloginsandto shav the passverd
status.For example,if thevalueis! or* theaccounts locked, andthe useris not allowed to log
in. If thevalueis!! apasswverd hasnever beensetbefore(andthe user nothaving seta passverd,
will notbeableto login).

Date passwod last changed — The numberof dayssinceJanuaryl, 1970(alsocalledthe epod)
that the passwerd was last changed This informationis usedfor the following passverd aging
elds.

Numberof daysbefoe passwod canbe changed — The minimumnumberof daysthatmustpass
beforethe passwverd canbe changed.

Numberof daysbefore passwod chang is requirrd— The numberof daysthatmustpassbefore
the passverd mustbechanged.

Numberof dayswarningbefoe passwod change — The numberof daysbeforepassverd expira-
tion duringwhich the useris warnedof theimpendingexpiration.

GECOSstanddor GeneraElectricComprehensie OperatingSystem.
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- Numberof daysbefoe the accountis disabled— The numberof daysafter a passverd expires
beforetheaccounwill bedisabled.

- Date sincethe accounthas beendisabled— The date (storedasthe numberof dayssincethe
epoch)sincetheuseraccounthasbeendisabled.

- Areservedeld — A eld thatisignoredin RedHat Linux.
Hereis anexampleline from /etc/shadow

juan:$1$.QKDPCSE$SSWIKIRW exrX Ygc98F. :119 56: 0:90 :5: 30:1 2197:

Thisline shavs thefollowing informationfor userjuan :

« Thepasswerd waslastchangedSeptembe25, 2002

« Thereis no minimumamountof time requiredbeforethe passverd canbe changed

« Thepasswerd mustbechangedvery 90 days

- Theuserwill getawarning ve daysbeforethe passwerd mustbechanged.

+ Theaccounwill bedisabled30 daysafterthe password expiresif nologin attemptis made
« Theaccountwill expire on May 24,2003

For moreinformationonthe/etc/shadow  le, typeman 5 shadow.

6.2.3. /etc/group

The/etc/group  is world-readableandcontainsa list of groups,eachon a separatédine. Eachline
isafour eld, colondelimitedlist includingthefollowing information:

- Groupname— The nameof thegroup.Usedby variousutility programgo identify thegroup.

+ Grouppasswod — If set,thisallows usersvho arenot partof thegroupto join thegroupby using
thenewgrp commandandtyping the password storedhere.If alower casex is in this eld, then
shadwv grouppasswrdsarebeingused.

« Group ID (GID) — The numericalequivalent of the group name.lt is usedby the systemand
applicationsvhendeterminingaccesgrivileges.

- Memberist — A commadelimitedlist of usersin thegroup.
Hereis anexampleline from /etc/group

general:x:502:juan,shell ey,b ob

This line shaws thatthe generalgroupis usingshadw passwrds,hasa GID of 502,andthatjuan |,
shelley , andbob aremembers.

For moreinformationon /etc/group  , typeman 5 group .

6.2.4. /etc/gshadow

The /etc/lgshadow  le is readableonly by the root user and containsan encryptedpasswerd for
eachgroup,aswell asgroupmembershindadministratoiinformation.Justasin the/etc/group

le, eachgroup's informationis on aseparatdine. Eachof theselinesis afour eld, colondelimited
list includingthefollowing information:

« Groupname— Thenameof thegroup.Usedby variousutility programgo identify thegroup.
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+ Encryptedpasswod — The encryptedpassverd for the group.If set,non-membersf the group
canjoin thegroupby typing the passverd for thatgroupusingthe newgrp commandlf thevalue
is of this eld ! thenno useris allowed to accesghe groupusingthe newgrp commandA value
of I istreatedthesameasavalueof! only it indicateshata passverd hasnhever beensetbefore.
If thevalueis null, only groupmembersanlog into thegroup.

- Groupadministators — Groupmemberdistedhere(in acommadelimitedlist) canaddor remove
groupmembersisingthegpasswd command.

« Group membes — Group memberslisted here (in a comma delimited list) are regular,
non-administratie memberof thegroup.

Hereis anexampleline from /etc/gshadow
general:!!:shelley:juan, bob

This line shows thatthe general  grouphasno passwrd anddoesnot allow non-memberso join
usingthe newgrp commandln addition,shelley is a groupadministratgrandjuan andbob are
regular, non-administratie members.

Sinceediting these les by handraisesthe potentialfor syntaxerrors,it is recommendedhat the
applicationgprovided with RedHat Linux for this purposebe usedinstead The next sectionreviews
the primarytoolsfor performingthesetasks.

6.3. User Account and Group Applications

Therearetwo basictypesof applicationsone canusewhenmanaginguseraccountsandgroupson
RedHatLinux systems:

« ThegraphicalUser Manager application
+ A suiteof commandine tools

For detailedinstructionsonusingUser Manager, seethechaptetitled UserandGroupCon guration
in the Of cial RedHat Linux CustomizatiorGuide

While both the User Manager applicationand the commandline utilities perform essentiallythe
sametask,the commandine tools have the advantageof beingscriptableandtherefore moreeasily
automated.

The following table describessomeof the more commoncommandline tools usedto createand
manageisers:

Application Function

Jusr/sbin/useradd AddsuseraccountsThistool is alsousedto specifyprimaryand
secondangroupmembership.

Jusr/sbin/userdel Deletesuseraccounts.

Jusr/sbin/usermod Editsaccountattributesincluding somefunctionsrelatedto passverd

aging.For more ne-grainedcontrol,usethe passwd command.
usermod is alsousedto specifyprimaryandsecondangroup
membership.

passwd Setspasswerds.Although primarily usedto changea users passverd,
it alsocontrolsall aspect®f passveord aging.
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Application

Function

Jusr/sbin/chpasswd

Readsn a le consistingof usernamendpassverd pairs,and
updatesachusers'passverd accordingly

chage Changegheusers passwerd agingpolicies. Thepasswd command
canalsobeusedfor this purpose.

chfn Changegheusers GECOSinformation.

chsh Changegheusers default shell.

Table 6-1. User ManagementCommand Line Tools

The following table describessomeof the more commoncommandline tools usedto createand

managegroups:
Application Function
lusr/sbin/groupadd Addsgroups but doesnotassignusersto thosegroups.The useradd

andusermod programsshouldthenbeusedto assignusersto agiven
group.

Jusr/shin/groupdel

Deletesgroups.

Jusr/shin/groupmod

Modi es groupnamesor GIDs, but doesnot changegroup
membershipTheuseradd andusermod programsshouldbe usedto
assignusersto agivengroup.

gpasswd Changegroupmembershi@ndsetspassverdsto allow non-group
membersvho know thegrouppasswerd to join thegroup.lt is also
usedto specifygroupadministrators.

lusr/shin/grpck Checkstheintegrity of the/etc/group  and/etc/gshadow  les.

Table 6-2. Group ManagementCommand Line Tools

Thetools listed thusfar provide systemadministratorgreat e xibility in controlling all aspectof
useraccountsand group membershipTo learn more abouthow they work, refer to the man page
for each.Theseapplicationsdo not, however, determinewhatresourcesheseusersandgroupshave
controlover. For this, the systemadministratomustuse le permissiorapplications.

6.3.1. File Permission Applications

Permissiongor les, directoriesandapplicationsarean integral part of managingesourcevithin
an organization.The following tabledescribessomeof the morecommoncommandine tools used

for this purpose.

Application Function

chgrp Changesvhich groupownsagiven le.

chmod Changesccespermissiondor agiven le. It is alsocapableof
assigningspecialpermissions.

chown Changes le' sownership(andcanalsochangegroup).

Table 6-3. PermissionManagementCommand Line Tools

It is also possibleto alter theseattributesin GNOME and KDE graphicalervironmentsby right-
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clicking on the desiredobjectandselectingProperties The next sectionwill review whathappens
whenanapplicationis usedto createuseraccountandgroups.

6.4. The Process of Creating User Accounts

Whenyou createa useraccountusingthe User Manager application,you canmanageall aspectof
the useraccount.For detailedinstructionson using User Manager, seethe chaptertitled User and
Group Con guration in the Of cial RedHat Linux CustomizatiorGuide This sectionwill highlight
the multi-stepusercreationprocessiecessaryhenusingthe commandine tools.

Therearetwo stepgto creatinga userwith thecommandine toolsincludedwith RedHat Linux:

1.Issuetheuseradd commando createalocked useraccount.

2. Unlock the accountby issuingthe passwd commandto assigna passwerd and setpassverd
agingguidelines.

The following stepsillustratewhat happensf the commandusr/sbin/useradd juan is issued
onasystenthathasshadw passwerdsenabled:

1. A new line for juan is createdn /etc/passwd . Theline hasthefollowing characteristics:
- It beginswith theusernamejuan .
« Thereis anx for thepasswrd eld indicatingthatthe systemis usingshadev passverds.

« A UID at or above 500is created(Under Red Hat Linux UIDs and GIDs belov 500 are
reseredfor systemuse.)

- A GID ator abore 500is created.

« Theoptional GECOSinformationis left blank.

« Thehomedirectory(/home/juan/ ) is speci ed.
« Thedefaultshellis setto /bin/bash

2. A new line for a groupnamedjuan is createdn /etc/shadow . Theline hasthe following
characteristics:

« It beginswith theusernamejuan .

« Two exclamationpoints(!! ) appearin the password eld of the/etc/shadow le, which
lockstheaccount.

« Thepasswrdis setto never expire.

3. A new line for agroupnameduan is createdn /etc/group . A groupbearingthesamename
asauseris calleda userprivate group. For moreinformationon userprivate groups,seethe
chaptettitled Users and Groupsin the Of cial RedHat Linux RefeenceGuide

Theline createdn /etc/group  hasthefollowing characteristics:
« It beginswith thegroupnamejuan .

+ An x appeardn the password eld indicatingthatthe systemis usingshadev group pass-
words.

« TheGID matchegheonelistedfor userjuan in /etc/passwd
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4. A new line for agroupnamedjuan is createdn /etc/gshadow . The line hasthe following
characteristics:

- It beginswith thegroupnamejuan .

« Two exclamationpoints(!! ) appeaiin thepassverd eld of the/etc/gshadow  le, which
locksthegroup.

« All other elds areblank.

5. A directoryfor userjuan is createdn the/home/ directory This directoryis ownedby user
juan andgroupjuan . However, it hasread,write, and executeprivileges only for the user
juan . All otherpermissiongredenied.

6. The les within the/etc/skel/ directory(which containdefault usersettings)arecopiedinto
thenew /home/juan/  directory

At this point,alockedaccountalledjuan existsonthesystemTo activateit, theadministratomust
next assigra passverd to theaccounusingthepasswd commandand,optionally setpassverd aging
guidelines.

It is alsopossibleto con gure theaccountsothatduringthe rst log in, the useris asledto createa
passwerd. SeeSection6.4.2

6.4.1. Password Security

Creatingstrongpasswerds is importantfor the securityof the organization.Thereare two options
availableto enforcethe useof goodpasswerds:

+ Thesystemadministratorcancreatepassverdsfor all users.

« The systemadministratorcan let the userscreatetheir own passwverds, while verifying that the
passwerdsareof acceptableguality.

Creatingpasswerdsfor theusersensureshatthe passwrdsaregood,but it becomes dauntingtask
astheorganizationgrows.

It alsoincreasesherisk of userswriting their passvardsdown.

For thesereasonssystemadministratorpreferto have the usercreatetheir own passverds.However,
a goodsystemadministratoractively veri es thatthe passwrdsaregoodand,in somecasesforces
usergto changeheir passverdsperiodicallythroughpasswerd aging.

For guidelineson how to createstrongpasswerds and how to setpasswerd aging policies, seethe
chaptettitled WorkstationSecurityin the Of cial RedHat Linux SecurityGuide

6.4.2. New User Passwords

If passwardswithin an organizationare createdcentrally by the administratgraddingnew usersto
the organizationmeanghe administratorsnustcon gure theaccountsothe useris asledto createa
passwerd whenloggingin for the rst time.

To con gure auseraccountin this mannerfollow thesesteps:

1. Createthe useraccountusingtheuseradd command— At this point the accounts created,
but locked.

2. Forceimmediatepasswod expiration— To dothis. typethefollowing command:
chage -d 0
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This setsthe valuefor the datethe passwerd waslastchangedo the epoch(Januaryl, 1970).
This valueforcesimmediatepassverd expirationno matterwhatpassverd agingpolicy, if ary,
isin place.

3. Unlock theaccount— Therearetwo commonapproacheto this. Theadministratocanassign
aninitial passverd:
lusr/sbin/usermod -p " password

In theabare commandreplace password — with theinitial passverd.

Or, theadministratocanassigna null passverd:
lusr/sbin/usermod -p ™

@Caution

While using a null password is convenient for both the user and the administrator, there is a
slight risk that a third party can log in rst and access the system. To minimize this threat, it
is recommended that administrators verify that user is ready to log in when they unlock the
account.

In eithercaseuponinitial log in, the useris promptedor a new passverd.

6.5. Managing User Resour ces

Creatinguseraccountss only partof a systemadministratos job. Managemenbof userresourcess
alsoessentialThereforethreepointsmustbe considered:

+ Who canaccesshareddata.

+ Whereusersaccesshis data.

- Whatbarriersarein placeto preventatuseof resources.
This sectionwill brie y review eachof thesetopics.

6.5.1. Who Can Access Shared Data

Theidentity of thosewho canaccess givenapplication, le, or directoryon a systemis determined
by its permissionsBy default, RedHatLinux placesreasonabl@ermission®nthe le system.

For instancethe/tmp directory which is world-writable,alsohasthe sticky bit set. This meanshat
only theuserwhowritesa le tothedirectorycandeleteit. This preventsotherusersrom mistalenly
or maliciouslydeletingthe les of others.

Anotherexamplearethe permissionsassignedy default to a users homedirectory Only the owner
of thehomedirectorycancreateor view les there.Otheruserson the systemaredeniedall access.
Thisincreasesiserprivagy andpreventspossiblemisappropriatiorof personalles.

But therearemary situationswheremultiple usersmay needaccesgo the sameresource®n a ma-
chine.In this case carefulcreationof sharedgroupsmaybenecessary

6.5.1.1. Groups and Shared Data

As mentionedn the introduction,groupsare logical constructghat canbe usedto clusteruserac-
countstogetherfor a speci ¢ purpose When managinguserswithin an organization,it is wise to
identify whatdatashouldbe accessety certaindepartmentsyhatdatashouldbe deniedto others,
and what datashouldbe sharedby all. Determiningthis will aid in creatingan appropriategroup
structure alongwith permissionsppropriatdor the shareddata.
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For instancelet us saythatthe AccountsRecevable departmenheedso maintaina list of accounts
thataredelinquenton their paymentsThey mustalsosharethatlist with the Collectionsdepartment.
If both AccountsRecevable andCollectionspersonnehre placedin a groupcalledaccounts , this

informationcanthenbe placedin a shareddirectory (ownedby groupaccounts ) with groupread

andwrite permission®n thedirectory

6.5.1.2. Determining Group Structure
Someof thechallengegacingsystemadministratorsvhencreatingsharedyroupsare:

« Whatgroupsto create?
- Whoto putin agivengroup?
+ Whattypeof permissionshouldthesesharedesourcehiave?

A commonsenseapproacho thesequestionss helpful. For instancejt is often bestto mirror the
organizationalstructurewhen creatinggroups.For instance|f thereis a Financedepartmentthen
createagroupcalledfinance , andmale all Financepersonnememberof thatgroup.If the nancial
informationis too sensitve for the compary at large, but vital for seniorof cials within the organi-
zation,thengrantthe seniorof cials grouppermissiorto accesshe directoriesanddatausedby the
nance departmenby addingall seniorof cials to thefinance group.

It is alsogoodto err on the side of cautionwhengrantingpermissiongo users.This way, sensitve
informationis lesslikely to fall into thewronghands.

By approachinghe groupstructurefor anorganizationin this way, the needfor accesgo sharedata
within the organizationcanbe safelyandeffectively met.

6.5.2. Where Users Access Shared Data

Whensharingdataamongusers,it is commonpracticeto have a centralsener (or groupof seners)
thatexport certaindirectoriesto othermachineson the network. This way datais storedin oneplace;
synchronizingdatabetweermultiple machiness not necessary

Oneof the bestwaysto sharedirectoriesunderRedHat Linux is to useNFS. For moreinformation
on mountingandexporting directoriesusingNFS, seethe chaptettitled NetworkFile Systen{NFS)
in theOf cial RedHat Linux CustomizatiorGuide

If your network includesother platforms,you may also nd it necessaryo sharedirectoriesusing
Samba.Seethe chaptertitied Sambain the Of cial RedHat Linux CustomizationGuide for more
information.

Unfortunatelyoncedatais shareetweemultiple computer®nanetwork, thepotentiaffor con icts
in le ownershipcanarise.

6.5.2.1. The UID/GID Conundrum

As mentionedin Section6.1.1, useraccountand group hamesare primarily for peoples'conve-
nience.All otherapplicationsand processe®n the systemonly operateon UIDs and GIDs. This
factis normallytransparento usersuntil a useraccessea sharedvolume.If the/etc/passwd  and
Jetc/group les onthe le senerandtheusers machinediffer in the UIDs or GIDs they contain,
improperapplicationof permissionganleadto securityissues.

For example,if userjuan hasaUID of 5000nadesktopcomputer les juan createona le sener
will becreatedvith ownerUID 500.However, if userbob logsin locally to the le sener, andbob's
accounialsohasa UID of 500,bob will have full accessojuan 's les, andvice versa.
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Oneof the bestwaysto avoid this issueis to centrallymanagehe /etc/passwd ~ and/etc/group
les usingNetworkInformation ServicegNIS), LightweightDirectory AccessProtocol (LDAP), or
Hesiod This way all userson the network sharethe sameuserdatabasendownershipcon icts on
sharedvolumesareeliminated.

@Caution

Although it is a good idea to centralize the information contained in /etc/passwd  using these mecha-
nisms, for security reasons it is not a good idea to use them to centralize the information contained in
the /etc/shadow  or the /etc/gshadow  les . Instead, consider using Kerberos for this purpose. See
the chapter titled Kerberos in the Of cial Red Hat Linux Customization Guide for more information on
how to accomplish this.

6.5.2.2. Home Directories
Anotherissuefacingadministratorss whetheror not usersshouldhave centralizechomedirectories.

By default, RedHat Linux createshomedirectoriesfor new usersin the /home/ directory This is
ne for standalonemachineshut within an organization,it may be helpful to usersto have home
directoriescentralized.

The primaryadwantageof centralizinghomedirectorieson a network-attachedsener is thatif auser
logsinto ary machineonthenetwork, they will beableto accesshe les in theirhomedirectory The
disadantageis thatif the network goesdown, usersacrossthe entire organizationwill be unableto
getto their les.

In somesituations(suchaslaptops),having centralizechomedirectoriesmay not be practical.But if
theadministratodeemst appropriategitherNIS or LDAP (in conjunctionwith NFS)is aneffective
meanf implementingcentralizechomedirectories.

6.5.3. What Barrier s Are in Place To Prevent Abuse of Resour ces

Carefulorganizationof groupsandassignmenof permissiongor sharedesourcess oneof the most
importantthingsan administratorcando to prevent aluseamonguserswithin an organization.This
way thosewho shouldnot have accesdo sensitve resourcesiredeniedaccess.

But the bestguardagainstatuseof resourcess alwayssustainedigilanceon the partof the systems
administratar
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Chapter 7.
Printer s and Printing

Printersarean essentiatesourcefor creatinga hard copy— a physicalreproductiorusingpaper—
of documentandcollateralfor businessacademicandhomeusers.It hasbecomeanindispensable
peripheralin all levels of businessandinstitutionalcomputing.This chaptemwill discussthevarious
printersavailableandcomparetheir usesn differentcomputingervironmentslt will thendiscusghe
con gurationof RedHat Linux to work with local andnetworked printers.

7.1. Types of Printer s

Like ary othercomputermperipheral thereare several typesof printersavailablefor your use.Some
printers emplg/ technologiesthat mimic manualtypewriter-style functionality while othersuse
sprayeddrganicink or electrically-chaged povder medium.Printerhardvareinterfaceswith aPCor

network using parallel, serial, or datanetworking protocols.There are several factorsto consider
whenevaluatingprintersfor procuremenanddeplog/mentin your computingenvironment.

Thefollowing sectiongiscusshevariousprintertypesandthe protocolsthatprintersuseto commu-
nicatewith computers.

7.1.1. Printing Considerations

Thereareseveral aspectgo factorinto printer evaluations.The following speci essomeof the most
commoncriteriawhenevaluatingyour printing needs.

7.1.1.1. Function

Evaluatingyour organizationaheedsandhow a printer serviceshoseneedsis the essentiatriteria
in determiningthe right type of printer for your ervironment. The mostimportantquestionto ask
is "Whatdo we need?. Sincethereare specializedprintersfor eithertext, images,or ary variation
thereof you shouldbe certainthatyou procuretheright tool for your purposes.

For example,if your requirementsall for high-quality color imageson professional-gradglossy
paper it is recommendedtb usea dye-sublimatioror thermalwax transfercolor printer thana laser
or impactprintet

Corversely alaseror inkjet printersarewell-suitedfor printing roughdraftsor documentsntended
for internaldistribution (suchhigh-wlume printersareusuallycalledworkgioup printers).Determin-
ing the needof the everydayuserallows administratorso determinetheright printerfor the job.

Otherfactorsto considerarefeaturessuchasduplexiing — the ability of the printerto print on both
sidesof apieceof paperTraditionally printerscouldonly print on onesideof the page(calledsimple
printing). Most printermodelstodaydo nothave this featureby default (or it maybeableto simulatea
manualduplexing methodwhichforcestheuserto ip thepapethemseles).Somemodelsoffer add-
on hardvarefor duplexing; howvever suchadd-onsandrive one-timecostsup considerablyHowever
duplex printing mayreducecostsover time by reducingtheamountof paperusedto print documents,
thusreducingrecurringconsumablesosts.

Anotherfactorto considelis papersize.Mostprintersarecapableof handlingletter (8 1/2"x 11") and

legal (8 1/2" x 14") sizedpaper If certaindepartmentgsuchasmarketingor design)have specialized
needssuchas creatingpostersor bannerstherearelarge-formatprinterswhich canhandletabloid

(11"x 17") sizesor larger.

Additionally, high-endfeaturessuchas network modulesfor workgroup and remotesite printing
shouldalsobeconsiderediuringevaluation.More informationaboutnetworked printing canbefound
in Section?.7.
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7.1.1.2. Cost

Costis anotherfactorto considewhenevaluatingprinters.However, simply determiningheone-time
costassociatedvith the purchasef the printeritself is not enoughof a determinantThereareother
coststo considersuchasconsumablegartsandmaintenanceandprinteradd-ons.

Consumableis ageneratermfor printing suppliesink andpaperarethetwo mostcommonprinting
consumablednk is the materialthatthe printer projectsontothe medium(the paper).

Ink is, itself, a generalizederm, asnot all printersfunction usingstandardwaterbasedinks. Laser
printersusepowder, while impactprintersuseribbons.Therearespecializerintersthatheattheink
beforeit is transferredbntopaper while othersspraytheink in smalldropsontothe printing surface.
Ink replacementostsvary widely anddependnwhethertheink canberecarged (re lled) by hand
or if it requiresafull replacemenof theink cartridge (theink housing).

Thereare also varioustypesof paperor print mediumto choosefrom. For most printing needsa
wood-pulpbasedpapermediumis sufcient. However, thereare variationsof paperthat are rec-
ommendedor required)for certainprinters.For example,creatingaccurateprints of digital images
requireaspecialglossypapersuitablefor highexposureto naturalor arti cial lighting aswell asaccu-
ragy; suchqualitiesareknown ascolorfastnessFor archival-qualitydocumentshatrequiredurability
andaprofessionalevel of legibility (suchascontractsrésumésandpermanentecords)amatted(or
non-glossy)papermediumshouldbe used.The stod (or thickness)of paperis alsoimportant,as
someprintersdo notfeedpapercompletelystraightduringthe printing processwhich cancausgams
on plain papermrinters.Someprinterscanalsoprint ontranspaencies— athin Im thatallows light
from aprojectorto passhroughit anddisplaytheresultingimprintedimageon to a projectedsurface
for presentationsndlectures.Specializedpaperssuchasthosenotedherecanaffect consumables
costs,andshouldbetakenin consideratiorwhenevaluatingprinting needs.

7.2. Impact Printer s

Impactprintersaretheoldestprint technologiestill in active production.Someof the largestprinter
vendorscontinueto manufcture,market, and supportimpact printers, parts,and supplies.Impact
printersaremostfunctionalin specializecervironmentswherelow-costprintingis essentialThetwo
mostcommonformsof impactprintersaredot-matrixanddaisy-wheel

7.2.1. Dot-Matrix Printer s

The technologybehind dot-matrix printing is quite simple. The paperis pressedagainsta drum
(a rubbercoated cylinder) and is intermittently pulled forward as printing progresses.The
electromagneticalidriven print headmovesacrosshe paperandstrikesthe printer ribbon situated
betweerthe paperandprintheadpin. Theimpactof the printheadagainstthe printer ribbonimprints
ink dotson the paperwhich form human-readableharacters.

Dot-matrixprintersvary in print resolutionandoverall quality with either9 or 24-pinprintheadsThe
morepinsperinch, thehighertheprintresolution Mostdot-matrixprintershada maximumresolution
around240dpi (dotsperinch). While this resolutionis notashigh asthosepossiblein laseror Inkjet
printers,thereis onedistinctadwantageto dot-matrix (or ary form of impact) printing. Becausehe
the printheadstrikesthe surfaceof the paperwith enoughforce to embedcharacteron the page,it
is idealfor environmentsthatfrequentlyprint on carboncopy speciaimulti-sheetedlocumentswith
carbonon the undersidethat will createa mark on the sheetunderneattit whenenoughpressures
applied.Retailersandsmallbusinessesftenusecarboncopy asreceiptsor bills of sale.
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7.2.2. Daisy-wheel Printer s

If you have ever seenor worked with a manualtypewriter before,thenyou understandhe techno-
logical conceptbehinddaisy-wheelprinters. Thesetypesof printershave printheadscomposedf

multi-platedmetallic or plasticwheelscut into petals Eachpetalhasa letter (in capitalandlower

case),number or punctuationmark on it thatis raised.Whenthe petalis struckagainstthe printer
ribbon,theresultingletteris embeddedh ink ontothe paper Daisy-wheeprintersareloud andslow.

They cannotprint graphicscannotchangegontsunlessthewheelis physicallyreplacedwvith awheel
of adifferentfont, andaregenerallynot usedin moderncomputingernvironments However, RedHat
Linux doesincludethe CommonUNIX Printing System(CUPS),which hasa comprehense printer
compatibilitylist in caseyour environmentrequiresuseof daisy-wheeprinters.

7.2.3. Line Printer s

Anothertypeof impactprintersomevhatrelatedto daisy-wheels theline printer, which hasmultiple
columnsof characterdined up insteadof a petaledvheel.As theroller movesthe paperforward one
line, the appropriatecharacterstrike a ribbon onto the paper causingan entireline to be printedat
onetime, ratherthanone characteior areaof text. Line printersare muchfasterthandot-matrixor
daisy-wheeprinting; however, they arequiteloud andproducelower print quality.

7.2.4. Impact Printer Consumab les

Ink ribbonsandpaperarethe primaryrecurringcostsof impactprinters.Of all theprintertypes,how-

ever, impactprintershave relatively low consumableostsimpactprintersrequireacontinuouspncut
reamof paperthathasperforationsdbetweereachpage.Pre-punchedholeson eithersideof the page
helpthe papemove againsthe print drumsmoothly preventingpaperjamsor print misalignment.

7.3. Inkjet Printer s

inkjetis oneof themostpopularprinting technologiesoday Therelative low costof the printersand
multi-purposeprinting abilitiesmake it agoodchoicefor smallbusinesseandhomeof ces.

Inkjets usequick-drying, waterbasednks anda printheadwith a seriesof smallnozzlesthat spray
ink on the surfaceof the paper The printheadassemblyis driven by a belt-fedmotorthatmovesthe
print headacrosghe paper

Inkjets were originally manuécturedto print in monofirome (black and white) only. However, the
printheadhassincebeenexpandedandthe nozzlesincreasedo accommodateyan, magentaand
yellow. This combinationof colors(called CMYK) allows for printing imageswith nearlythe same
quality asa photodevelopmentiab usingcertaintypesof coatedpaper Whencoupledwith crispand
highly readabletext print quality; inkjet printersare a soundall-in-one choicefor monochromeor
color printing needs.

7.3.1. Inkjet Consumab les

Inkjet printerstendto below-costandscaleslightly upwardbasedn print quality, extra featuresand
abilities to print on larger formatsthanthe standardegal or letter papersizes.While the one-time
costof purchasingninkjet is lower thanotherprintertypes thereis thefactorof inkjet consumables
thatmustbe consideredBecausa@lemandor inkjetsis large andspanghe computingspectrunfrom
hometo enterprisethe procuremenbf consumablesanbe costly Notethatwith mostCMYK inkjet
printers,separatenk cartridgesfor eachcolor mustbe purchasedalthoughsomeuseone cartridge
for CMY andanothercartridgefor K (black).
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Someinkjet manuficturersalsorequireyouto usespeciallytreatedpaperfor printing high-qualityim-
agesanddocumentsSuchpaperusesa moderateo high glosscoatingformulatedto absorbcolored
inks, which preventsclumping(the tendeng for waterbasedinks to collectin certainareaswhere
colorsblend, causingmuddinessor dried ink blots) or banding(wherethe print outputhasstriped
patterns of extraneoudineson the printedpage.Consultthe printermanufcturermanualaboutrec-
ommendedapers.

7.4. Laser Printer s

An oldertechnologythaninkjet, laserprintersareanothempopularalternatve to legag/ impactprint-
ing. Laserprintersareknown for their high volumeoutputandlow cost-pefpage.Laserprintersare
oftendeplg/edin enterprisessa workgroupor departmentaprint center whereperformancegdura-
bility, and outputrequirementare a constantBecausdaserprintersservicetheseneedsso readily
(andatareasonableost-pempage) thetechnologyis widely regardedasthe workhorseof enterprise
printing.

Laserprinterssharemuchof the same(or similar) technologiess photocopiersMechanizedollers
andgearspull asheebf paperfrom a papertray andthrougha charge roller, which infusesthe paper
with anelectrostatichage. The paperthenpasseshrougha printing drum,which is itself inversely
chagedandscannedy a laserthat emitsthe print contentsacrossthe drum, dischaging the drum
at pointscorrespondingo text andimagepoints. The laserreceves the print informationfrom the
laserprinter's microprocessomwhich in somecasescanbe a poverful RISC (Reducednstruction
SetComputer)architecturgprocessousedfor comples imagerenderingof print jobs. The processor
rasterizeqor createsitmapimagesfrom vectorprimitives and/ortypographical/layouéxpressions)
the print job anddirectsthe laserto recreatea reproductiorontothe drum. Then,asthe papempasses
throughthe drum, the chage of the paperreactswith the inversely chaged drum. Toner (special
powderedink) is sprinkledon the drum andis pulled off of the drum asthe paperpasseshrough.
Finally, the paperis passedhroughfusingrollers, which heatthe paperand meltsthe toner (which
would otherwiseslide off the pageasit exits the printer) onto the paper The paperexits the printer
literally hot off the press

7.4.1. Color Laser Printers

Color laserprintersare an emeging technologycreatedby printer manufcturerswhoseaim is to

collectthefeaturef laserandinkjet technologyinto amulti-purposeprinterpackageThetechnology
is basedon traditional monochromdaserprinting, but usesadditionaltechnologieso createcolor

imagesand documentsinsteadof usingblack toner only, color laserprintersusea CMYK toner
combination.The print drum eitherrotateseachcolor andlays the tonerdown onecolor at a time,

or laysall four colorsdown ontoa plateandthenpasseshe paperthroughthe drum, transferringthe

completeémageontothepaper Colorlaserprintersalsoemplg fuseroil alongwith theheatedusing

rolls, which further bondsthe color tonerto the paperandcangive varying degreesof glossto the

image nish.

Becaus®f its increasedeaturescolorlasermprintersaretypically twice (or severaltimes)asexpensve
asamonochromdaserprinter In calculatingthe total costof ownershipwith regardsto printing re-
sourcessomeadministratorsnaywishto separatenonochrometext) andcolor (image)functionality
to adedicatednonochromeaserprinteranda dedicatednkjet printer, respectiely.

7.4.2. Laser Consumab les

Dependingn thetype of laserprinterdeplg/ed, consumableostsusuallyare x edandscaleevenly
with increasedisageor printjob volumeovertime. Tonercomesn cartridgeshatareusuallyreplaced
outright; however, somemodelscomewith re llable cartridgesColorlaserprintersrequireonetoner
cartridgefor eachof the four colors.Additionally, color laserprintersrequirefuseroils to bondtoner
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ontopaperandwastetonerbottlesto capturetonerspillover. Theseaddedsuppliesraisethe consum-
ablescostof color laserprinters;however, it is worth notingthatsuchconsumablesyn average Jast
about6000 pageswhich is much greaterthan comparabldnkjet or impact consumabldifespans.
Papertypeis lessof anissuein laserprinters,which meansbulk purchasesf regularxerographicor
photocopy paperis acceptabléor mostprint jobs; however, if you planto print high-qualityimages,
you shouldoptfor glossypaperfor a professionalnish.

7.5. Other Printer Types

Thereareothertypesof printersavailable,mostly special-purposerintersfor professionagraphics
or publishingorganizationsThesetypesof printersarenotfor generapurposeuse hovever. Because
they arerelegatedto niche uses their prices(one-timeandrecurringconsumablesosts)are higher
asrelative to impact,laser andinkjet printers.

ThermalWax Printers

Usedmaostly for businesgpresentatioriransparencieandfor color proo ng (creatingtestdocu-
mentsandimagedor closequality inspectiorbeforesendingoff mastedocumentso bepressed
onindustrialfour-color offsetprinters).Thermalwax printersusesheet-sizedyeltdriven CMYK
ribbonsand specially-coategbaperor transparenciest he printheadcontainsheatingcontacts
thatmelt eachcoloredwax ontothe paperasit is rolled throughthe printer

Dye-SublimatiorPrinters

Usedin organizationssuchas servicebureaus— whereprofessionaluality documentspam-
phlets,and presentationsgre more importantthan consumablegosts— dye-sublimation(or

dye-sub)printersare the workhorsesof quality CMYK printing. The conceptsbehinddye-sub
printersaresimilarto thermalwax printersexceptfor theuseof diffusive plasticdye Im instead
of coloredwax astheink elementThe printheadheatsthe colored Im andvaporizesheimage
ontospeciallycoatedpaper

Dye-subis quite popularin the designand publishingworld aswell asthe scienti c research
eld, whereprecisenesanddetailarerequired.Suchdetailandprint quality comesataprice,as
dye-subprintersarealsoknown for their high costs-peipage.

Solid Ink Printers

Usedmostly in the packagingandindustrialdesignindustries solid ink printersare prizedfor
theirability to print onseveralpaperstocks.Solidink printers,asthenameimplies,usehardened
ink sticksthatthataremeltedandsprayedhroughsmallnozzlesontheprinthead Theink is then
sentthrougha fuserroller which furtherabsorbgheink ontothe paper

Thesolidink printeris idealfor prototypingandproo ng new designsfor productpackagesas
such,mostservice-orientedusinessesould not nd aneedfor suchanicheprintertype.

7.6. Printer Langua ges and Technologies

Beforethe adwent of laserandinkjet technologyimpactprinterscould only print standardjusti ed
text with novariationin lettersizeor font style. Today printersareableto processomplex documents
with embeddedmagesgcharts,andtablesin multiple framesandin severallanguagesall in oneprint
job. Suchcompleity mustadhereto someformatconventions.This is whatspurredthedevelopment
of the page descriptionlanguage (or PDL) — a specializeddocumenformattinglanguagespecially
madefor computercommunicatiorwith printers.

Over the years,printer manuficturershave developedtheir own proprietarylanguagego describe
documentormats.However, suchproprietarylanguagesireappliedonly to theprintersthattheman-



94 Chapter 7. Printers and Printing

ufacturerscreatedhemseles. If, for example,you wereto senda print-ready le usinga proprietary
PDL to a professionalpress,therewas no guaranteehat your le would be compatiblewith the
printer's machinesTheissueof portability cameinto question.

Xerox® developedtheInterpress ™protocolfor theirline of printers but full adoptionof thelanguage
by therestof theprinting industrywasnever realized Two original developersof Interpresdeft Xerox
andformedAdobe®,asoftwarecompary cateringmostlyto electroniagraphicsanddocumenprofes-
sionals.At Adobe,they developeda widely-adopted®DL called PostScript™, which usesa markup
languageto describetext formattingandimageinformationthat could be processedby printers.At
the sametime, the Hewlett-Packard®Compaly developedthe Printer Contiol Languae™ (or PCL)
for usein their ubiquitousLaserandinkjet printerlines.PostscripaindPCL arewidely adopted®DLs
andaresupportedy mostprintermanugcturergalongwith the printer's own proprietarylanguages,
whenavailable).

PDLswork on the sameprinciple ascomputermprogramminganguagesWhena documentis ready
for printing, the PCor workstationtakestheimagesfypographicalnformation,anddocumentayout,
andusesthemasobjectsthat form instructionsfor the printerto processThe printerthentranslates
thoseobijectsinto rastes — a seriesof scannedines that form animageof the document(called
Rasterlmage Processingor RIP), and prints the outputonto the pageasoneimage,completewith
text andary graphicsncluded.Thiswork- o w makesprinting document®f ary compleity uniform
and standardallowing for little or no variationin printing from one printer to the next. PDLs are
designedo beportableto ary format,andscalableo t severalpapersizes.

Choosingtheright printeris a matterof determiningwhatstandardshe variousdepartment#n your

organizationhave adoptedor their needs Most departmentsiseword processingandotherproduc-
tivity softwarethatusethe postscripanguagefor outputtingto printers.However, if your graphics
departmentequirePCL or someproprietaryform of printing, you musttake thatinto consideration,
aswell.

7.7. Networked Versus Local Printers

Dependingon organizationaheedsjt may be unnecessarto assignoneprinterto eachmemberof
your organization.Suchoverlapin expenditurecaneatinto allottedbudgetseaving lesscapitalfor
othernecessitiesWhile local printersattachedsia parallelor USB cableto every workstationarean
idealsolution,it is not oftenfeasibleeconomically

Printermanugcturershave addressethis needby developingdepartmenta({or workgroup)printers.
Thesemachinesreusuallydurable fast,andhave long-life consumabledNorkgroupprintersusually
areattachedo aprint sener, astandalonelevice (suchasarecon guredworkstation)which handles
print jobsandroutesoutputto theproperprinterwhenavailable(although someprintersincludebuilt-
in or add-onnetwork interfacesthateliminatethe needfor a dedicatedorint sener). Print senerscan
useeitherthe Internet Printing Protocol (IPP) available in Red Hat Linux via the CommonUNIX
Printing Systen{CUPS)or throughSambaSambais particularlyusefulfor heterogeneousrviron-
mentswheredepartmentsnay usedifferentoperatingsystemsMore informationaboutcon guring
RedHat Linux for useasa print sener canbefoundin Section7.9.

7.8. Printer Con guration and Setup

Onceyou have evaluatedyour needsand have procuredyour printersand supplies,it is how time

to deplg themin your computingervironment.Red Hat Linux hasmary utilities designedo ease
the deplyment cycle and get your organizationprinting quickly. Red Hat Linux includesseveral

con guration tools for printing and networking that you canusein a graphicalor commandline

environment.Additionally, the con gurationtoolsincludedcanbe administeredemotelyfor added
conveniencef issuesarisewhile you areaway.

ThePrinter Con guration Tool is a utility for RedHat Linux thatallows administratorso add,edit,
andcon gure printerhardwareto work in alocal or networked ervironment.Theinterfaceis designed
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to male printer setupandadministrationesscomplex thanediting con guration les manually Ad-
ministratorscanusethe Printer Con guration Tool on local printersattachedo workstationsand
evensharesuchprintersto otherusersonthe network. The Printer Con guration Tool usesanIPP-
compatiblebaclend well-suitedfor network printing. Figure 7-1 shaws the Printer Con guration
Tool in action.

Figure 7-1. The Printer Con guration Tool

7.8.1. An Example Setup

If you areadministratinga local network andwish to allow usersto print to alaserprinter, the most
ideal solution would be a laserprinter with an Ethernetport to hook up to your network. If you
have multiple printers(or a printer without network accessn the hardware), you cancreatea print
sener thathandlesall print jobs andqueueshe jobs basedon arbitrarycriteria. A decommissioned
workstationor sener is a perfectly suitablemachineto be re-purposedor print serving.Plug your
printer (by parallelport or USB, if supported)nto your sener, install Red Hat Linux, and choose
aninstallationtype thatwill install the properprinter serviceson your system.If you desirea more
streamlineselectionof packagedor the print sener, choosea Custom installationtype. If you are
notsurewhatpackageyouwill needchooseheServer installationtype,whichwill installall the
packagesieededo con gure a printer and setupa connectiorto sharethe printer to clientson the
network via Sambaor the printer daemonFor moreinformationaboutinstalling RedHat Linux on
your systemyeferto the Of cial RedHat Linux InstallationGuide

Onceyou have your systemrunning Red Hat Linux, you cannow begin printer con guration. You
may useeitherthetext or graphicalversionof the Printer Con guration Tool (you musthave the X
Window System[or X] installedandloadedin orderto usethe graphicalversion).Startthe tool ata

shell promptby typing redhat-config-printer-tui for thetext version.For the graphicalver
sion,if you have the graphicaldesktopoaded,chooseMain Menu => SystemSettings=> Printing
or typeredhat-config-printer atashellprompt.
Note
The Printer Con guration Tool saves any printer con gur ations made to the le /etc/printcap If
you have any printer con gur ations that you wish to add outside of the Printer Con guration Tool,
you must add them to the le /etc/printcap.loc al , or it will be deleted whenever you run the tool

or reboot your server.

To addanew printer:

1. Click theNew buttonandtype a queuename The nameshouldbe descriptve enoughto distin-
guishitself with otherprintersor network resourcegsuchasworkgroup_laser  orthird-
floor_inkjet ).
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2. Choosea printer Queue Type from thelist. Sinceyou arecon guring a print sener, you will
mostlikely choosea Local Printer Device sincethe printerwill be attachecphysicallyto the
sener. For con guring JetDirectprintersor printersattachedo Windows (via SMB) or Netware
(Novell) machinesrefer to the chaptercalled "Printer Con guration” in the Of cial RedHat
Linux CustomizatiorGuide

3. You have the option to selectthe Printer Device shawn, rescanyour devices for the correct
device, or createyour own customdevice. Thiswill bethe/dev entrythatrepresentsheinter
facebetweerthedevice driver andthe printeritself. In mostinstancesthedevice will benamed
/dev/lp0

4.Now you canchoosea Printer Driver by selectingone from the extensie list. Choosethe
printer make and model, and selectthe driver. Drivers marked with an asterisk(*) are rec-
ommendedrivers. If you are con guring a remoteprinter or a printer that doesnot have a
correspondingdlriver for its make and model, the safestchoicewould be Postscript Printer
(for JetDirectprinters,Raw Print Queueis recommended).

5. Printatestpageto make sureyour printeris working properly

Oncethe printer and print sener is installedand con gured properly you shouldcon gure client
computergo accessheprint sener. Theinstructionsarethe sameasthoseto con gure theprinteron
the print sener; however, insteadof alocal printer, you shouldchoosea UNIX Printer queuetype
andtype the print sener hostnameand port (usually 631) into the appropriateelds.Clients should
now beableto begin printing.

Any post-installcon gurationon printersor the print sener canbe donevia the PrinterCon guration
Tool by clicking Edit andchoosingthe Driver Options.

Figure 7-2. Driver Options

You cancon gure printer elementssuchas papersize, Postscriptpre-renderingn the print driver
itself (to dealwith internationalglyphs suchas Asian characteron a non-Asiancharacteprinter),
pagesize, and more. For more information on driver options,refer to the Of cial RedHat Linux
CustomizatiorGuide

7.9. Printer Sharing and Access Control

Now thatyourprinter(s)arecon guredandreadyfor use youcannow begin to furthercustomizeyour
print senersto shareto clients.By default, all clientson your network will beablesendrequestand
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jobsto your new print sener. Moreover, sincemodernprint senersusethe InternetPrinting Protocol,
ary requestgrom the Internetareacceptedaswell, which canbecomea securityissue.You should
have your rewall con guredto block port 631,0n which the RedHat Linux printing systemlistens.
You canfurther con gure the sener to restrictaccessof printersto certainusersor groups.Such
restrictionson resourcess termedaccessontiol. RedHat Linux hasseveral facilities for restricting
accesgo senerresources.

7.9.1. Printer Sharing with LPRng and the /etc/hosts.lpd File

For pure Linux or Linux/UNIX environments, printer sharing can be controlled using the
/etc/hosts.Ipd le. This le is notcreatedby default; asroot, createthe le /etc/hosts.lpd

on the machineto which the printer is attachedOn separatdinesin the le, addthe IP addressor
hostnamef eachmachinewhich shouldhave printing privileges:

falcon.example.com
pinky.example.com
samiam.example.com
pigdog.example.com
yeti.example.com

Finally, restartthelpd printerdaemorby issuingthecommandsbin/service Ipd restart (as
root).

7.9.2. Printer Sharing with CUPS and Ipadmin
Printersharingfor Linux/UNIX environmentscanalsobe controlledusingthelpadmin  command.

Becausépadmin is partof CUPS,youmust rst ensurethatyour systemis con guredto useCUPS
asthedefault printing systemTo dothis, launchthe Printer SystemSwitcher applicationby execut-
ing the commandedhat-switch-printer andselectingCUPS.

OnceCUPShasbeenselectedasthe default printing systemyou canthenuselpadmin  to make the
necessarghangeFor example,to allow only afew selectusersto useyour expensve graphicalinkjet
printet runthefollowing command:

Ipadmin  -p graphic_inkjet -u allow:bob,ted,alice

Note that only the usersyou specify will be able to print to the graphic_inkjet printer
Root and other users will not be able to accessit. The resulting entry will be added to
/etc/cups/printers.conf :

Printer graphic_inkjet

Info  This printer was modified by the Ipadmin command
Location  Dustbin or Black Hole
DeviceURI file:/dev/null

State Idle

Accepting  Yes

JobSheets none none

AllowUser  bob

AllowUser  ted

AllowUser  alice

/Printer

You canedit this le in atext editorto modify or add elementsto the accesscontrol list, suchas
hostnamed-or moreinformationon usinglpadmin , typeman Ipadmin atashellprompt.
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7.9.3. Printer Sharing with Samba

If you are settingup a print sener in a heterogeneousrvironmentwhereusersrun various oper
ating systemgsuchasLinux and Windows), you canrestrictprinter accesaising SambaThe cen-
tral point for con guration of Sambaservices(including le sharingand administration)is the le
/etc/samba/smb.conf . Thefollowing is anexampleof settingup sharingfor Windows clientsand
Linux clientsusingSamba.

# NOTE: If you have a BSD-style print system there is no need to

# specifically define  each individual printer
[printers]
comment = All Printers
path = /var/spool/samba
printer = raw
browseable = no
# Set public = yes to allow wuser 'guest account to print
guest ok = no
writable = no
printable = yes

In the exampleabore, browsing hasbeenturnedoff, so clientsmustexplicitly con gure the device
insteadof being able to browvse the printer via Windowvs Network Neighborhood Setthe ag to
yes to allow browsing.Also, setguest ok = no to yes to allow guestmachinego print to your
print sener. SinceWindows userswill probablyusethe Windows-supportegrint drivers and send
the binary print jobs to the printer, the settingprinter = raw is usedso thatthe print sener does
notuseits own lters ontop of theWindows print driver lIter, potentiallycorruptingthe output.

To restrictcertainusersaccesdo printing servicesthevalid  users option shouldbe added.For
example,to allow print acces®only to userfred andthegroup@design , setguest ok tono and
addthefollowing line:

valid wusers = fred @design

If your sambaserviceis alreadystartedor running, you should restartit eachtime you edit the
letc/samba/smb.conf le by typing/sbhin/service smb restart  atashellprompt.

7.10. Additional Resour ces

Printingcon gurationandnetwork printing is a broadtopic requiringknovledgeandexperiencewith
bothhardvare ,networking, andsystemadministrationFor moredetailednformationaboutdeplg/ing
printerservicesn your ervironmentsyeferto following resources.

7.10.1. Installed Documentation

+ Ipadmin manpage— Con gure RedHatLinux print serviceswith this utility.
- smb.conf manpage— Con gure printersharingusingSMB/CIFSwith this con guration le.

« Jusr/share/doc/cups- version — Thedocumentollectionfor the CommonUNIX Print-
ing System(CUPS),an InternetPrinting Protocol-compliansystenmfor UNIX andLinux.
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7.10.2. Useful Websites

- http://wwwwebopedia.com/TERM/p/prier.html — Generable nition of printersanddescriptions
of printertypes.

« http://wwwlinuxprinting.og — A databasef documentsboutprinting, alongwith a databasef
nearly1000printerscompatiblewith Linux printing facilities.

+  http://wwwtldp.og/HOWTO/Printing-HONTO/index.html — The Linux Printing-HONTO from
the Linux DocumentatiorProject.

7.10.3. Related Books

« NetworkPrinting by Matthev Gastand Todd RadermacheiO'Reilly & Associates|nc. — Com-
prehensie informationon usingLinux asa print senerin heterogeneousrvironments.

- TheOfcial RedHat Linux CustomizatiorGuideandOfcial RedHat Linux RefeenceGuideby
RedHat both cover networking andprinting topicsandaregoodsourceof informationif yourun
into ary issues.
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Thinking About the Unthinkab le






Chapter 8.
Planning for Disaster

Disastemplanningis a subjecthatis easyfor a systemadministratorto forget— it is notpleasanand
it always seemghatthereis somethingelsemorepressingo do. However, letting disastermplanning
slideis oneof theworstthingsyou cando.

Although it is often the dramaticdisastergsuchas re, ood, or storm)that rst cometo mind,
the more mundaneproblems(suchas constructionworkers cutting cables)canbe just asdisruptive.
Thereforethede nition of adisastethatasystemadministratoshouldkeepin mindis ary unplanned
eventthatdisruptsthe normaloperationof your organization.

While it would beimpossibleto list all the differenttypesof disasterghatcould strike, we will look
attheleadingfactorsthat are part of eachtype of disasterin this way, you canstartlooking at ary
possiblexposurenotin termsof its likelihood,but in termsof thefactorshatcouldcausehatdisaster

8.1. Types of Disaster s

In generaltherearefour differentfactorsthatcantriggera disasterThesefactorsare:

- Hardwarefailures

- Softwarefailures

- Environmentalffailures

« Humanerrors

Wewill now look ateachfactorin moredetail.

8.1.1. Hardware Failures

Hardwarefailuresareeasyto understand— thehardwarefails,andwork grindsto ahalt. Whatis more
dif cult to understands the natureof thefailures,andhow your exposureto themcanbe minimized.
Herearesomeapproachethatyou canuse:

8.1.1.1. Keeping Spare Hardware

At its simplest,exposuredueto hardwarefailurescanbereducedy having sparehardvareavailable.
Of coursethis approachassumeswo things:

« Someoneon-sitehasthe necessangkills to diagnosethe problem,identify the failing hardvare,
andreplaceit.

« A replacementor thefailing hardvareis available.
Thesessuesarecoveredin moredetailbelow.

8.1.1.1.1. Having the Skills

Dependingon your pastexperienceandthe hardwareinvolved, having the necessargkills might be
anon-issueHowever, if you have notworkedwith hardwarebefore,you might considerookinginto
local communitycollegesfor introductorycourseson PCrepair While sucha courseis notin andof
itself sufcient to prepareyou for tackling problemswith anenterprise-ieel sener, youwill learnthe
basicyproperhandlingof toolsandcomponentshasicdiagnostigproceduresandsoon).
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@

Before taking the approach of rst xing it yourself, make sure that the hardware in question:

« Is not still under warranty
« Is not under a service/maintenance contract of any kind

If you attempt repairs on hardware that is covered by a warranty and/or service contract, you are
likely violating the terms of these agreements, and jeopardizing your continued coverage.

However, even with minimal skills, it might be possibleto effectively diagnoseandreplacefailing
hardware— if you chooseyour stockof replacemenhardwareproperly

8.1.1.1.2. What to Stock?

This questionillustratesthe multi-facetechatureof arything relatedto disasterecorery. Whencon-
sideringwhathardwareto stock,herearesomeof theissuesyou shouldkeepin mind:

+ Maximumallowabledowntime

- Theskill requiredto affect arepair

- Budgetavailablefor spares

- Storagespacerequiredfor spares

+ Otherhardvarethatcouldutilize the samespares

Eachof thesdassueshasabearingonthetypesof spareshatshouldbestocled. For example stocking
completesystemsvould tendto minimize downtime andrequireminimal skills to install, but would

bemuchmoreexpensie thanhaving asparecCPUandRAM moduleonashelf.However, thisexpense
mightbeworthwhileif your organizatiorhasseveraldozenidenticalsenersthatcouldbene t from a
singlesparesystem.

No matterwhatthe nal decisionthefollowing questionis inevitable,andis discussechext.

8.1.1.1.2.1. How Much to Stock?
Thequestionof sparestocklevelsis alsomulti-faceted Herethe mainissuesare:

+ Maximumallowabledowntime

- Projectedateof failure

- Estimatedime to replenishstock

- Budgetavailablefor spares

. Storagespacerequiredfor spares

- Otherhardvarethatcould utilize the samespares

At oneextreme,for a systemthat canafford to be down a maximumof two days,anda sparethat
might be usedoncea yearandcould be replenishedn a day, it would make senseo carry only one
spare(andmaybeevennone,if youwerecon dentof your ability to securea sparewithin 24 hours).

At the otherendof the spectruma systemthatcould afford to be down no morethana few minutes,
anda sparethatmight be usedoncea month(andcouldtake severalweeksto replenish)mightmean
thata half dozensparegor more)shouldbe ontheshelf.
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8.1.1.1.3. Spares That Are Not Spares

Whenis a sparenot a spareWhenit is hardwarethatis in day-to-dayuse,but is alsoavailableto
sene asasparefor a higherpriority systemshouldthe needarise.This approacthassomebene ts:

- Lessmoneg dedicatedo "non-productie” spares
« Thehardvareis known to be operatve
Thereare,however, downsidesto this approach:

- Normalproductionof thelower-priority taskis interrupted

« Thereis anexposureshouldthelower-priority hardwarefail (leaving no sparefor thehigherpriority
hardvare)

Giventheseconstraintsthe useof anothemproductionsystemasa sparemaywork, but the succesof
thisapproachwill hingeonthe systems speci c workload,andhow the systems absencavill impact
overall datacenteroperations.

8.1.1.2. Service Contracts

Servicecontractsmake theissueof hardware failuressomeoneelses problem.All thatis necessary
for you to do is to con rm thata failure has,in fact, occurredandthatit doesnot appearto have a
software-relatecdcause You thenmale a telephonecall, andsomeoneshavs up to male thingsright
again.

It seemsso simple.But aswith mostthingsin life, thereis moreto it thanmeetsthe eye. Hereare
somethingsthatyou will needto considewhenlooking ata servicecontract:

+ Hoursof coverage

+ Responséme

- Partsavailability

- Availablebudget

+ Hardwareto becovered

Wewill explore eachof thesedetailsmorecloselybelaw.

8.1.1.2.1. Hours of Coverage

Different servicecontractsare available to meetdifferent needs;one of the big variablesbetween
differentcontractselatesto the hoursof coverage.Unlessyou arewilling to pay a premiumfor the
privilege, you cannotcall just ary time andexpectto seeatechnicianat your doorashorttime later

Insteaddependingon your contractyou might nd thatyou cannotevenphonethe servicecompany
until aspeci c day/time,or if you can,they will notdispatchatechniciaruntil the day/timespeci ed
for your contract.

Mosthoursof coveragearede ned in termsof the hoursandthe daysduringwhich atechniciarmay
bedispatchedSomeof the morecommoncoveragehoursare:

« MondaythroughFriday 9:00to 17:00

- MondaythroughFriday 12/18/24hourseachday (with the startand stoptimes mutually agreed
upon)

- MondaythroughSaturday(or MondaythroughSunday) sametimesasabose
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As you mightexpect,thecostof acontractincreasesvith thehoursof coverageln generalextending
the coverageMondaythroughFridaywill costlessthanaddingon SaturdayandSundaycoverage.

But evenherethereis a possibility to reducecostsif you arewilling to do someof thework.

8.1.1.2.1.1. Depot Service

If your situationdoesnot requirearnything morethanthe availability of a technicianduring standard
businesshoursandyou have sufcient experienceto be ableto determinewhatis broken, you might
considerlooking at depotservice Known by mary names(including walk-in serviceand drop-of
servicg, manufctureramayhave servicedepotswheretechnicianswill work on hardvarebroughtin
by customers.

Depotservicehasthe bene t of beingasfastasyou are.You do not have to wait for a technicianto
becomeavailableandshawv up atyourfacility. Depottechniciansiormallywork atthedepotfull-time,
meaninghattherewill be someoneo work on your hardwareassoonasyou cangetit to thedepot.

Becausealepotserviceis doneat a centrallocation, thereis a betterchancethat ary partsthat are
requiredwill beavailable.This caneliminatethe needfor anovernightshipmentor waiting for apart
to bedriven severalhundredmilesfrom anotherof ce thatjusthappenso have thatpartin stock.

Therearesometrade-ofs, howvever. The mostobviousis thatyou cannotchoosethe hoursof service
— you get servicewhenthe depotis open.Anotheraspectto this is that the technicianswill not
work pasttheir quitting time, soif your systentfailed at 16:300n a Friday andyou got the systemto
the depotby 17:00,it will likely not beworked on until thetechniciansarrive at work the following
Mondaymorning.

Anothertrade-of is that depotservicedependson having a depotnearby If your organizationis
locatedin a metropolitanarea,this is likely not going to be a problem.However, organizationsn
morerural locationswill nd thatadepotmaybealong drive avay.

@

If considering depot service, take a moment and consider the mechanics of actually getting the
hardware to the depot. Will you be using a company vehicle or your own? If your own, does your
vehicle have the necessary space and load capacity? What about insurance? Will more than one
person be necessary to load and unload the hardware?

Although these are rather mundane concerns, they should be addressed before making the decision
to use depot service.

8.1.1.2.2. Response Time

In additionto the hoursof coverage,mary serviceagreementspecify a level of responsdime. In
otherwords,whenyou call requestingervice how longwill it bebeforeatechniciararrives?As you
mightimagine,afasterresponsdime equate$o a moreexpensve serviceagreement.

Therearelimits to theresponsé¢imesthatareavailable.For instancethetravel time from the manu-
facturers of ce to yourfacility hasalarge bearingon theresponsé¢imesthatarepossiblé. Response
timesin the four hour rangeare usually consideredamongthe quicker offerings. Slover response

1. And this would likely be considereda best-caseesponsdime, astechniciansusually are responsiblefor
territoriesthatextendaway from their of ce in all directions.If you areat oneendof their territory andthe only
availabletechnicianis atthe otherend,theresponsé¢ime will beevenlonger
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timescanrangefrom eighthours(which becomesffectively "next day" servicefor a standardusi-
nesshoursagreement)to 24 hours.As with every otheraspectof a serviceagreementeven these
timesarenegotiable— for theright price.

Note

Although it is not a common occurrence, you should be aware that service agreements with re-
sponse time clauses can sometimes stretch a manufacturer's service organization beyond its ability
to respond. It is not unheard of for a very busy service organization to send somebody — anybody —
on a short response-time service call just to meet their response time commitment. This person can
then appear to diagnose the problem, calling "the of ce" to have someone bring in "the right part".

In fact, they are just waiting for a technician that is actually capable of handling the call to arrive.

While it might be understandable to see this happen under extraordinary circumstances (such as
power problems that have damaged systems throughout their service area), if this is a consistent
method of operation you should contact the service manager, and demand an explanation.

If your responsdime needsare stringent(and your budgetcorrespondinglyarge), thereis one ap-
proachthatcancutyourrespons¢imesevenfurther— to zero.

8.1.1.2.2.1. Zero Response Time — Having an On-Site Technician

Given the appropriatesituation (you are one of the biggestcustomersn the area),sufcient need
(downtime of any magnitudeis unacceptable)and nancial resourcegif you have to askfor the
price,you probablycannotafford it), you mightbea candidateor afull-time, on-sitetechnicianThe
bene tsof having atechnicianalwaysstandingoy areobvious:

+ Instantresponseo ary problem
« A moreproactve approacho systemmaintenance

Asyoumightexpect,thisoptioncanbeveryexpensve, particularlyif yourequireanon-sitetechnician
24X7.Butif this approachs appropriatefor your organizationyou shouldkeepa numberof points
in mindin orderto gainthemostbene t.

First, an on-site technicianwill needmary of the resourcesof a regular emplg/ee, such as a
workspacetelephoneappropriateaccessardsand/orkeys, andsoon.

On-sitetechniciansrenotvery helpfulif they donothave theproperparts. Thereforemake surethat
securestorages setasidefor the techniciars spareparts.In addition,make surethatthe technician
keepsa stockof partsappropriatgfor your con guration, andthatthosepartsarenot "cannibalized"
by othertechniciandor their customers.

8.1.1.2.3. Parts Availability

Olviously, theavailability of partsplaysalargerolein limiting your organizatiors exposureto hard-
warefailures.In the context of a serviceagreementthe availability of partstakeson anotherdimen-
sion, asthe availability of partsappliesnot only to your organization but to ary othercustomerin
the manufcturers territory that might needthosepartsaswell. Anotherorganizationthat haspur
chasednoreof themanufcturers hardwarethanyou might getpreferentiatreatmentvhenit comes
to gettingparts(andtechniciansfor thatmatter).

Unfortunatelythereis little thatcanbedonein suchcircumstancesshortof working outthe problem
with the servicemanager
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8.1.1.2.4. Available Budget

As outlinedabore, servicecontractsvary in price accordingto the natureof the servicesbeingpro-
vided. Keepin mind that the costsassociatedvith a servicecontractare a recurringexpense;each
time the contractis dueto expire you will needto negotiatea new contractandpayagain.

8.1.1.2.5. Hardware to be Covered

Hereis anareawhereyoumight beableto helpkeepcoststo aminimum.Consideffor amomentthat
you have negotiateda serviceagreementhat hasan on-sitetechnician24X7, on-sitespares— you
nameit. Every single pieceof hardware you have purchasedrom this vendoris covered,including
the PCthatthe compaly receptionistuusesto surfthe Web while answeringophonesandhandingout
visitor badges.

DoesthatPCreally needto have someon®n-site24X7?Evenif thePCwerevital to thereceptioniss
job, thereceptionisbnly worksfrom 9:00to 17:00;it is highly unlikely that:

« ThePCwill bein usefrom 17:00to 09:00the next morning(notto mentionweelends)
« A failureof this PCwill benoticed,exceptbetweer09:00and17:00

Therefore payingto enablehaving this PC servicedin the middle of a Saturdaynight is simply a
wasteof money.

Thething to do is to split up the serviceagreemensuchthat non-criticalhardwareis groupedsepa-
ratelyfrom the morecritical hardware.In this way, costscanbekeptaslow aspossible.

Note

If you have twenty identically-con gured servers that are critical to your organization, you might be
tempted to have a high-level service agreement written for only one or two, with the rest covered by a
much less expensive agreement. Then, the reasoning goes, no matter which one of the servers fails
on a weekend, you will say that it is the one eligible for high-level service.

Do not do this. Not only is it dishonest, most manufacturers keep track of such things by using serial
numbers. Even if you gure out a way around such checks, you will spend far more after being
discovered than you will by simply being honest and paying for the service you really need.

8.1.2. Software Failures

Software failurescanresultin extendeddowntimes. For example, customersof a highly-available
computersystemrecently experiencecthis rsthand whena bug in the time handlingcode of the
computers operatingsystenresultedn every customers systencrashingatacertaintime of acertain
day While this particularsituationis amorespectaculaexampleof a softwarefailurein action,other
software-relatedailuresmay be lessdramatic but still asdevastating.

Softwarefailurescanstrike in oneof two areas:

+ In theoperatingsystem
« In applications
Eachtype of failure hasits own speci c impact;we will exploreeachin moredetailbelaw.
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8.1.2.1. Operating System Failures

In this type of failure, the operatingsystemis responsiblgor the failure. The type of failurescome
from two mainareas:

- Crashes
+ Hangs

Themainthingto keepin mind aboutoperatingsystenfailuresis thatthey take outeverythingthatthe
computemwasrunningatthetime of thefailure. As such,operatingsystentfailurescanbe devastating
to production.

8.1.2.1.1. Crashes

Crashe®ccurwhentheoperatingsystemexperiencegnerrorconditionfrom whichit cannotrecover.
Thereasondor crashesanrangefrom aninability to handleanunderlyinghardware problem,to a
bugin kernel-leel code.Whenanoperatingsystemcrashesthe systemmustberebootedn orderto
continueproduction.

8.1.2.1.2. Hangs

Whenthe operatingsystemstopshandlingsystemevents,the systemgrindsto a halt. This is knowvn
asahang Hangscanbe causeddy deadlogs (two resourceconsumergontendingor resourceshe
otherhas)andlivelods (two or more processesespondingo eachother’s actvities, but doing no
usefulwork), but theendresultis the same— a completelack of productvity.

8.1.2.2. Application Failures

Unlike operatingsystentailures,applicatiorfailurescanbemorelimited in thescopeof theirdamage.
Dependingon the speci ¢ application,a singleapplicationfailing mightimpactonly onepersonOn
theotherhand,if it is asenerapplicationservicingalarge populationof clientapplicationsthefailure
couldbemuchmorewidespread.

8.1.3. Environmental Failures

Eventhoughthe hardvwareis runningperfectly andeven thoughthe softwareis con gured properly
andis working asit should,problemscanstill occur The mostcommonproblemsthatoccuroutside
of the systemitself have to do with the physicalenvironmentin which the systemis running.

Environmentalissuescanbebrokeninto four majorcateories:

- Building integrity

- Electricity

- Air conditioning

+ Weatherandthe outsideworld
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8.1.3.1. Building Integrity

For sucha seeminglysimplestructure a building performsa greatmary functions.It providesshelter
from theelementslt providesthe propermicro-climatefor thebuilding's contentslt hasmechanisms
to provide power andto protectagainstre andthefthandalism.Performingall thesefunctions,it is
notsurprisingthatthereis a greatdealthatcango wrongwith a building. Herearesomepossibilities
to consider:

- Roofscanleakinto datacenters.

- Variousbuilding systemg(suchaswater sever, or air handling)canfail, renderingthe building
uninhabitable.

- Floorsmay have insufcient load-bearingcapacityto hold everythingyou wantto putin the data
center

It is importantto have a creatve mind whenit comesto thinking aboutthe differentwaysbuildings
canfail. Thelist abore is only meantto startyou thinking alongthe properlines.

8.1.3.2. Electricity

Becauseelectricity is the lifeblood of ary computersystem power-relatedissuesare paramounin
the mind of systemadministratoreverywhere Thereareseveral differentaspectso power; we will
cover themin moredetailbelow.

8.1.3.2.1. The Security of Your Power

First,it is necessaryo determinenow secureyour normalpower supplymaybe.Justlike nearlyevery

otherdatacenteryou probablyobtainyour powverfrom alocal power compary via powvertransmission
lines.Becausef this, therearelimits to whatyou cando to make surethatyour primarypower supply

is assecureaspossible.

@

Organizations located near the boundaries of a power company might be able to negotiate connec-
tions to two different power grids:

« The one servicing your area
« The one from the neighboring power company

The costs involved in running power lines from the neighboring grid are sizable, making this an option
only for larger organizations. However, such organizations nd that the redundancy gained outweigh
the costs in many cases.

The main thingsto checkarethe methodsb