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Intr oduction

Welcometo theOf�cial RedHat LinuxSystemAdministration Primer.

TheOf�cial RedHat Linux SystemAdministration Primer containsintroductoryinformationfor new
RedHatLinux systemadministrators.It will not teachyouhow to performaparticulartask;rather, it
will provide you with thebackgroundknowledgethatmoreexperiencedsystemadministratorshave
learnedover time.

This guideassumesyou have a limited amountof experienceasa Linux user, but no Linux system
administrationexperience.If you are completelynew to Linux in general(and Red Hat Linux in
particular),youshouldstartby readingtheOf�cial RedHat LinuxGettingStartedGuide.

More experiencedsystemadministratorsshouldskim theOf�cial RedHat Linux SystemAdministra-
tion Primer for overallconcepts,andthenconcentrateonusingtheOf�cial RedHat LinuxCustomiza-
tion Guidefor assistancein performingspeci�c tasksin a RedHat Linux environment.Administra-
torsrequiringmorein-depth,factualinformationshouldreferto theOf�cial RedHat LinuxReference
Guide.

Note

Although this manual re�ects the most current information possible, you should read the Red Hat
Linux Release Notes for information that may not have been available prior to our documentation
being �naliz ed. They can be found on the Red Hat Linux CD #1 and online at:

http://www.redha t.c om/docs/ manua ls/ li nux

1. Document Conventions
Whenyou readthis manual,you will seethat certainwordsarerepresentedin differentfonts,type-
faces,sizes,andweights.This highlightingis systematic;differentwordsarerepresentedin thesame
styleto indicatetheir inclusionin aspeci�c category. Thetypesof wordsthatarerepresentedthisway
includethefollowing:

command

Linux commands(andotheroperatingsystemcommands,whenused)arerepresentedthis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command.Sometimesa commandcontainswordsthatwould be
displayedin adifferentstyleontheirown (suchas�lenames).In thesecases,they areconsidered
to bepartof thecommand,sotheentirephrasewill bedisplayedasacommand.For example:

Usethecat testfile commandto view thecontentsof a�le, namedtestfile , in thecurrent
workingdirectory.

filename

Filenames,directorynames,paths,andRPM packagenamesarerepresentedthisway. Thisstyle
shouldindicatethat a particular�le or directoryexists by that nameon your Red Hat Linux
system.Examples:

The.bashrc �le in yourhomedirectorycontainsbashshellde�nitions andaliasesfor yourown
use.

The /etc/fstab �le containsinformationaboutdifferentsystemdevicesand�lesystems.

Install thewebalizer RPMif youwantto useaWebserver log �le analysisprogram.
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application

This styleshouldindicateto you thattheprogramnamedis anend-userapplication(asopposed
to systemsoftware).For example:

UseMozilla to browsetheWeb.

[key]

A key on thekeyboardis shown in thisstyle.For example:

To use[Tab] completion,type in a characterandthenpressthe [Tab] key. Your terminalwill
displaythelist of �les in thedirectorythatstartwith thatletter.

[key]-[combination]

A combinationof keystrokesis representedin this way. For example:

The[Ctrl]-[Alt]-[Backspace]key combinationwill exit your graphicalsessionandreturnyou to
thegraphicallogin screenor theconsole.

text found on a GUI interface

A title, word, or phrasefoundon a GUI interfacescreenor window will beshown in this style.
Whenyou seetext shown in this style,it is beingusedto identify a particularGUI screenor an
elementonaGUI screen(suchastext associatedwith a checkboxor �eld). Example:

SelecttheRequirePassword checkboxif youwouldlikeyourscreensaver to requireapassword
beforestopping.

top level of a menuon a GUI screenor window

Whenyouseeaword in this style,it indicatesthattheword is thetop level of apulldown menu.
If youclick on theword on theGUI screen,therestof themenushouldappear. For example:

UnderFile on a GNOME terminal,you will seethe New Tab option that allows you to open
multipleshellpromptsin thesamewindow.

If you needto type in a sequenceof commandsfrom a GUI menu,they will beshown like the
following example:

Go to Main Menu Button (on thePanel)=> Programming => Emacsto starttheEmacstext
editor.

button on a GUI screenor window

Thisstyleindicatesthatthetext will befoundonaclickablebuttononaGUI screen.Forexample:

Click on theBack buttonto returnto thewebpageyou lastviewed.

computer output

Whenyouseetext in thisstyle,it indicatestext displayedby thecomputeron thecommandline.
You will seeresponsesto commandsyou typedin, errormessages,andinteractive promptsfor
your inputduringscriptsor programsshown this way. For example:

Usethe ls commandto displaythecontentsof adirectory:
$ ls
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responseto the command(in this case,the contentsof the directory)is
shown in this style.
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prompt

A prompt,which is a computer's way of signifying that it is readyfor you to input something,
will beshown in thisstyle.Examples:

$

#

[stephen@maturin stephen]$

leopard login:

user input

Text thattheuserhasto type,eitheron thecommandline, or into a text box on a GUI screen,is
displayedin this style.In thefollowing example,text is displayedin this style:

To bootyour systeminto thetext basedinstallationprogram,you will needto typein thetext
commandat theboot: prompt.

Additionally, weuseseveraldifferentstrategiesto draw yourattentionto certainpiecesof information.
In orderof how critical the informationis to your system,theseitemswill be marked asnote,tip,
important,caution,or awarning.For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

Tip

The directory /usr/share/doc contains additional documentation for packages installed on your
system.

Impor tant

If you modify the DHCP con�gur ation �le , the changes will not take effect until you restart the DHCP
daemon.

Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.
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Warning

If you choose not to partition manually, a server installation will remove all existing partitions on all
installed hard drives. Do not choose this installation class unless you are sure you have no data you
need to save.

2. More to Come
TheOf�cial RedHat Linux SystemAdministration Primer is partof RedHat's growing commitment
to provide usefulandtimely supportto RedHat Linux users.As new releasesof RedHat Linux are
madeavailable,wemake every effort to includebothnew andimproveddocumentationfor you.

2.1. Send in Your Feedbac k

If youspota typo in theOf�cial RedHat LinuxSystemAdministrationPrimer, or if youhave thought
of a way to make this manualbetter, we would love to hearfrom you. Pleasesubmit a report in
Bugzilla (http://www.redhat.com/bugzilla) againstthecomponentrhl-sap.

Besureto mentionthemanual's identi�er:

rhl-sap(EN)-8.0-Print-RHI (2002-10-01T17:12-0400)

If youmentionthis manual's identi�er, wewill know exactly whichversionof theguideyouhave.

If you have a suggestionfor improving the documentation,try to be asspeci�c aspossible.If you
have found anerror, pleaseincludethe sectionnumberandsomeof thesurroundingtext so we can
�nd it easily.

3. Sign Up for Suppor t
If you have anof�cial editionof RedHat Linux 8.0,pleaserememberto signup for thebene�tsyou
areentitledto asaRedHat customer.

Youwill beentitledto any or all of thefollowing bene�ts,dependingupontheOf�cial RedHatLinux
productyou purchased:

• Of�cial RedHat support— Gethelpwith your installationquestionsfrom RedHat, Inc.'s support
team.

• RedHat Network — Easilyupdateyour packagesandreceive securitynoticesthatarecustomized
for your system.Go to http://rhn.redhat.comfor moredetails.

• UndertheBrim: TheOf�cial RedHat E-Newsletter— Everymonth,getthelatestnewsandproduct
informationdirectly from RedHat.

To signup,goto http://www.redhat.com/apps/activate/. Youwill �nd yourProductID onablack,red,
andwhite cardin yourOf�cial RedHatLinux box.

To readmoreabouttechnicalsupportfor Of�cial RedHat Linux, referto theGettingTechnical Sup-
port Appendixin theOf�cial RedHat Linux InstallationGuide.

Goodluck, andthankyou for choosingRedHatLinux!

TheRedHat DocumentationTeam
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Chapter 1.

The Philosoph y of System Administration

Althoughthespeci�cs of beinga systemadministratormaychangefrom platformto platform,there
areunderlyingthemesthatdo not. It is thesethemesthatmake up thephilosophyof systemadminis-
tration.

Herearethosethemes:

• Automateeverything

• Documenteverything

• Communicateasmuchaspossible

• Know your resources

• Know yourusers

• Know yourbusiness

• Securitycannotbeanafterthought

• Planahead

• Expecttheunexpected

Let uslook at eachof thesethemesin moredetail.

1.1. Automate Everything
Mostsystemadministratorsareoutnumbered— eitherby theirusers,their systems,or both.In many
cases,automationis the only way to keepup. In general,anything donemorethanonceshouldbe
lookedatasapossiblecandidatefor automation.

Herearesomecommonlyautomatedtasks:

• Freediskspacecheckingandreporting

• Backups

• Systemperformancedatacollection

• Useraccountmaintenance(creation,deletion,etc.)

• Business-speci�cfunctions(pushingnew datato a Webserver, runningmonthly/quarterly/yearly
reports,etc.)

This list is by nomeanscomplete;thefunctionsautomatedby systemadministratorsareonly limited
by an admin's willingnessto write the necessaryscripts.In this case,being lazy (andmaking the
computerdomoreof themundanework) is actuallyagoodthing.

Automationalsogivesyouruserstheextrabene�t of greaterpredictabilityandconsistency of service.

Tip

Keep in mind that if you have something that should be automated, it is likely that you are not the
�rst to have that need. Here is where the bene�ts of open source software really shine — you may
be able to leverage someone else's work to automate the very thing that is currently eating up your
time. So always make sure you search the Web before writing anything more complex than a small
Perl script.
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1.2. Document Everything
If given the choicebetweeninstalling a brand-new server and writing a proceduraldocumenton
performingsystembackups,the averagesystemadministratorwould install the new server every
time. While this is not at all unusual,thefact is thatyou mustdocumentwhatyou do. Many system
administratorswill put off doingthenecessarydocumentationfor avarietyof reasons:

"I will getaroundto it later."

Unfortunately, this is usuallynot true.Evenif a systemadministratoris not kidding themselves,
thenatureof thejob is suchthatthingsareusuallytoochaoticto simply"do it later".Evenworse,
thelongerit is put off, themorethatis forgotten,leadingto a muchlessdetailed(andtherefore,
lessuseful)document.

"Why write it up?I will rememberit."

Unlessyou are one of thoserare individuals with a photographicmemory, no, you will not
rememberit. Or worse,you will rememberonly half of it, not realizing that you aremissing
thefull story. This leadsto wastedtime eithertrying to relearnwhatyouhadforgotten,or �xing
whatyou hadbrokendueto not knowing thewholestory.

"If I keepit in my head,they will not �re me— I will have job security!"

While this may work for a while, invariably it leadsto less— not more— job security. Think
for a momentaboutwhat may happenduring an emergency. You may not be available; your
documentationmaysavethedayby lettingsomeoneelse�x it. And neverforgetthatemergencies
tendto betimeswhenuppermanagementpayscloseattention.In suchcases,it is betterto have
yourdocumentationbepartof thesolutionthanfor yourunavailability to bepartof theproblem.

In addition,if youarepartof asmallbut growing organization,eventuallytherewill beaneedfor
anothersystemadministrator. How will this personlearnto backyou up if everythingis in your
head?Worstyet,notdocumentingmaymake yousoindispensablethatyoumight notbeableto
advanceyour career. Youcouldendupworking for theverypersonthatwashiredto assistyou.

Hopefully you are now sold on the bene�ts of systemdocumentation.That brings us to the next
question:Whatshouldyoudocument?Hereis apartiallist:

Policies

Policiesarewrittento formalizeandclarify therelationshipyouhavewith yourusercommunity.
They make it clearto your usershow their requestsfor resourcesand/orassistancewill behan-
dled.Thenature,style,andmethodof disseminatingpoliciesto your usercommunitywill vary
from organizationto organization.

Procedures

Proceduresareany step-by-stepsequenceof actionsthatmustbe taken to accomplisha certain
task.Proceduresto be documentedcan includebackupprocedures,useraccountmanagement
procedures,problemreportingprocedures,andsoon.Likeautomation,if aprocedureis followed
morethanonce,it is agoodideato documentit.

Changes

A large part of a systemadministrator's careerrevolves aroundmakingchanges— con�gur-
ing systemsfor maximumperformance,tweakingscripts,modifying printcap�les, etc.All of
thesechangesshouldbedocumentedin somefashion.Otherwise,you could�nd yourselfbeing
completelyconfusedaboutachangeyoumadeseveralmonthsbefore.



Chapter 1. The Philosophy of SystemAdministration 13

Someorganizationsusemorecomplex methodsfor keepingtrackof changes,but in mostcasesa
simplerevisionhistoryatthestartof the�le beingchangedis all thatis necessary. At aminimum,
eachentryin therevision historyshouldcontain:

• Thenameor initials of thepersonmakingthechange

• Thedatethechangewasmade

• Thereasonthechangewasmade

This resultsin concise,yet usefulentries:
ECB, 12-June-2002 -- Updated entry for new Accounting printer (to

support the replacement printer's ability to print duplex)

1.3. Communicate as Much as Possib le
When it comesto your users,you cannever communicatetoo much.Be aware that small system
changesyou might think arepracticallyunnoticeablecouldvery well completelyconfusetheadmin-
istrative assistantin HumanResources.

In general,it is bestto follow thissomewhat-paraphrasedapproachusedin writing newspaperstories:

1. Tell your userswhatyou aregoingto do

2. Tell your userswhatyou aredoing

3. Tell your userswhatyou havedone

Let uslook at thesethreestepsin moredepth.

1.3.1. Tell Your Users What You Are Going to Do

Make sureyou give your userssuf�cient warning beforeyou do anything. The actualamountof
warningwill varyaccordingto thetypeof change(upgradinganoperatingsystemdemandsmorelead
time thanchangingthe default color of the systemlogin screen),aswell asthe natureof your user
community(moretechnicallyadeptusersmaybeableto handlechangesmorereadilythanuserswith
minimal technicalskills).

At aminimum,youshoulddescribe:

• Thenatureof thechange

• Whenit will take place

• Why it is happening

• Approximatelyhow long it shouldtake

• Theimpact(if any) thattheuserscanexpectdueto thechange

• Contactinformationshouldthey have any questionsor concerns

Hereis a hypotheticalsituation.TheFinancedepartmenthasbeenexperiencingproblemswith their
databaseserver beingvery slow at times.You aregoing to bring theserver down, upgradetheCPU
moduleto a fastermodel,andreboot.Oncethis is done,you will move the databaseitself to faster,
RAID-basedstorage.Hereis onepossibleannouncementfor thissituation:
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System Downtime Scheduled for Frida y Night
StartingthisFridayat6pm(midnightfor ourassociatesin Berlin), all �nancial applicationswill beunavail-
ablefor a periodof approximatelyfour hours.

During this time, changesto both the hardwareandsoftwareon the Financedatabaseserver will be per-
formed.Thesechangesshouldgreatlyreducethetime requiredto run theAccountsPayableandAccounts
Receivableapplications,andtheweeklyBalanceSheetreport.

Other than the changein runtime,most peoplewill noticeno otherchange.However, thoseof you that
have written your own SQL queriesshouldbe awarethat the layout of someindiceswill change.This is
documentedon thecompany intranetwebsite,on theFinancepage.

Shouldyouhaveany questions,comments,or concerns,pleasecontactSystemAdministrationatextension
4321.

A few pointsareworth notinghere:

• Effectively communicatethe start and durationof any downtime that might be involved in the
change.

• Make sureyou give the time of the changein sucha way that it is useful to all users,no matter
wherethey maybelocated.

• Usetermsthatyour userswill understand.Thepeopleimpactedby this work do not carethat the
new CPU modulehastwice as much cache,or that the databasewill live on a RAID 5 logical
volume.

1.3.2. Tell Your Users What You Are Doing

This stepis primarily a last-minutewarningof the impendingchange;assuch,it shouldbe a brief
repeatof the �rst message,thoughwith the impendingnatureof the changemademore apparent
("The systemupgradewill take placeTOMORROW."). This is alsoa goodplaceto publicly answer
any questionsyoumayhave receivedasa resultof the�rst message.

Continuingour hypotheticalexample,hereis onepossiblelast-minutewarning:

System Downtime Scheduled for Tonight
Reminder:Thesystemdowntimeannouncedthis pastMondaywill take placeasscheduledtonightat 6pm
(midnightfor theBerlin of�ce). You can�nd theoriginal announcementon thecompany intranetwebsite,
on theSystemAdministrationpage.

Severalpeoplehaveaskedwhetherthey shouldstopworkingearlytonightto makesuretheirwork is backed
up prior to the downtime.This will not be necessary, asthe work beingdonetonightwill not impactany
work doneonyour personalworkstations.

Yourusershavebeenalerted;now youarereadyto actuallydo thework.

1.3.3. Tell Your Users What You Have Done

After you have �nished making the changes,you musttell themwhat you have done.Again, this
shouldbeasummaryof thepreviousmessages(invariablysomeonewill not have readthem).

However, thereis oneimportantadditionthatyou mustmake. It is vital thatyou give your usersthe
currentstatus.Did theupgradenot go assmoothlyasplanned?Wasthenew storageserver only able
to servethesystemsin Engineering,andnot in Finance?Thesetypesof issuesmustbeaddressedhere.



Chapter 1. The Philosophy of SystemAdministration 15

Of course,if thecurrentstatusdiffersfrom whatyoucommunicatedpreviously, youshouldmake this
point clear, anddescribewhatwill bedone(if anything) to arrive at the�nal solution.

In our hypotheticalsituation,thedowntimehadsomeproblems.Thenew CPUmoduledid not work;
acall to thesystem'smanufacturerrevealedthataspecialversionof themoduleis requiredfor in-the-
�eld upgrades.On theplusside,themigrationof thedatabaseto theRAID volumewentwell (even
thoughit tookabit longerthanplanneddueto theproblemswith theCPUmodule.

Hereis onepossibleannouncement:

System Downtime Complete
Thesystemdowntimescheduledfor Fridaynight (pleaseseetheSystemAdministrationpageon thecom-
pany intranetwebsite)hasbeencompleted.Unfortunately, hardwareissuespreventedoneof thetasksfrom
beingcompleted.Dueto this, theremainingtaskstook longerthantheoriginally-schedulefour hours.In-
stead,all systemswerebackin productionby midnight(6amSaturdayfor theBerlin of�ce).

Becauseof the remaininghardwareissues,performanceof theAP, AR, andtheBalanceSheetreportwill
beslightly improved,but not to theextentoriginally planned.A seconddowntimewill beannouncedand
scheduledassoonasthenatureof thehardwareissuesis clear.

Pleasenotethat thedowntimedid changesomedatabaseindices;peoplethathave written their own SQL
queriesshouldconsulttheFinancepageon thecompany intranetwebsite.PleasecontactSystemAdminis-
trationatextension4321with any questions.

With this kind of information,your userswill have suf�cient backgroundto continuetheir work, and
to understandhow thechangeswill impactthem.

1.4. Kno w Your Resour ces
Systemadministrationis mostly a matterof balancingavailable resourcesagainstthe peopleand
programsthat usethoseresources.Therefore,your careerasa systemadministratorwill be a short
andstress-�lledoneunlessyou fully understandtheresourcesyouhave atyour disposal.

Someof theresourcesareonesthatseemprettyobvious:

• Systemresources,suchasavailableprocessingpower, memory, anddisk space

• Network bandwidth

• Availablemoney from theIT budget

But somemaynot besoobvious:

• Theservicesof operationspersonnel,otheradmins,or evenanadministrative assistant

• Time(oftenof critical importancewhenthetime involvesthingssuchastheamountof timeduring
whichsystembackupsmaytake place)

• Knowledge— whetherit is storedin books,systemdocumentation,or the brainof a personthat
hasworkedat thecompany for thepasttwentyyears

Theimportantthing to noteis thatit is highly valuableto takeacompleteinventoryof thoseresources
thatareavailableto you,andto keepit current— a lack of "situationalawareness"whenit comesto
availableresourcescanoftenbeworsethannoawareness.
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1.5. Kno w Your Users
Althoughsomepeoplebristleat theterm"users"(perhapsdueto somesystemadministrators'useof
thetermin aderogatorymanner),it is usedherewith nosuchmeaningimplied.Usersaresimplythose
peoplethatusethesystemsandresourcesfor which you areresponsible.As such,they arecentralto
your ability to successfullyadministeryour systems;without understandingyour users,how canyou
understandthesystemresourcesthey will require?

For example,considera bankteller. A bankteller will usea strictly-de�ned setof applications,and
requireslittle in theway of systemresources.A softwareengineer, on theotherhand,mayusemany
differentapplications,andwill alwayswelcomemoresystemresources(for fasterbuild times).Two
entirelydifferentuserswith two entirelydifferentneeds.

Make sureyou learnasmuchaboutyour usersasyoucan.

1.6. Kno w Your Business
Whetheryouwork for a large,multinationalcorporationor asmallcommunitycollege,youmuststill
understandthenatureof thebusinessenvironmentin whichyouwork.Thiscanbeboileddown to one
question:

Whatis thepurposeof thesystemsyouadminister?

Thekey pointhereis to understandyoursystems'purposein a moreglobalsense:

• Applicationsthatmustberun within certaintime frames,suchasat theendof a month,quarter, or
year

• Thetimesduringwhichsystemmaintenancemaybedone

• New technologiesthatcouldbeusedto resolve long-standingbusinessproblems

By takinginto accountyourorganization's business,youwill �nd thatyourday-to-daydecisionswill
bebetterfor yourusers.And for you.

1.7. Security Cannot be an After thought
No matterwhatyou might think abouttheenvironmentin which your systemsarerunning,you can-
not take securityfor granted.Evenstandalonesystemsnot connectedto the Internetmay be at risk
(althoughobviously the risks will be different from a systemthat is moreconnectedto the outside
world).

Therefore,it is extremelyimportantto considerthe securityimplicationsof everythingthat you do.
Thefollowing lists illustratesthedifferentkindsof issuesthatyoushouldconsider:

• Thenatureof possiblethreatsto eachof thesystemsunderyourcare

• Thelocation,type,andvalueof dataon thosesystems

• Thetypeandfrequency of authorizedaccessto thesystems(andtheirdata)

While you arethinking aboutsecurity, do not make themistake of assumingthatpossibleintruders
will only attackyour systemsfrom outsideof your company. Many timestheperpetratoris someone
within thecompany. Sothenext time you walk aroundtheof�ce, look at thepeoplearoundyou and
askyourselfthis question:

Whatwould happenif that personwereto attemptto subvert oursecurity?
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Note

This does not mean that you should treat your coworkers as if they are criminals. It just means that
you should look at the type of work that each person performs, and determine what types of security
breaches a person in that position could perpetrate, if they were so inclined.

1.8. Plan Ahead
A systemadministratorthattook all thepreviousadviceto heartanddid their bestto follow it would
beafantasticsystemadministrator— for aday. Eventually, theenvironmentwill change,andoneday
ourfantasticadministratorwouldbecaught�at-footed. Thereason?Our fantasticadministratorfailed
to planahead.

Certainlyno onecanpredict the future with 100%accuracy. However, with a bit of awarenessit is
easyto readthesignsof many changes:

• An offhandmentionof a new projectgearingup duringthatboringweeklystaff meetingis a sure
signthatyouwill likely needto supportnew users

• Talk of animpendingacquisitionmeansthatyou mayendup beingresponsiblefor new (andpos-
sibly incompatible)systemsin oneor moreremotelocations

Beingableto readthesesigns(andto effectively respondto them)will make life easierfor you and
yourusers.

1.9. Expect the Unexpected
While thephrase"expecttheunexpected"is trite, it re�ects anunderlyingtruth thatall systemadmin-
istratorsmustunderstand:

Therewill betimeswhenyouarecaughtoff-guard.

After becomingcomfortablewith thisuncomfortablefactof life, whatcanaconcernedsystemadmin-
istratordo?Theanswerlies in �e xibility; by performingyour job in sucha way asto give you (and
your users)the mostoptionspossible.Take, for example,the issueof disk space.Given that never
having suf�cient disk spaceseemsto beasmucha physicallaw asthelaw of gravity, it is reasonable
to assumethatat somepoint you will beconfrontedwith a desperateneedfor additionaldisk space
right now.

Whatwouldasystemadministratorwhoexpectstheunexpecteddo in thiscase?Perhapsit is possible
to keepa few disk drivessitting on theshelfassparesin caseof hardwareproblems1. A spareof this
typecouldbequickly deployed2 on a temporarybasisto addresstheshort-termneedfor disk space,
giving time to morepermanentlyresolve theissue(by following thestandardprocedurefor procuring
additionaldiskdrives,for example).

By trying to anticipateproblemsbeforethey occur, you will bein apositionto respondmorequickly
andeffectively thanif you let yourselfbesurprised.

1. And of coursea systemadministratorthat expectsthe unexpectedwould naturally useRAID (or related

technologies)to lessentheimpactof adisk drivethatfailsduringproduction.
2. Again,systemadministratorsthat think aheadwill con�gure their systemsto make it aseasyaspossibleto

quickly adda new disk driveto thesystem.
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1.10. In Conc lusion. . .
While everythingdiscussedin this chaptermay seemlike a lot of additionalwork that takesaway
from the "real" work of administeringsystems,actually the oppositeis true; only by keepingthis
philosophyin mindwill you give your userstheservicethey deserve,andreachyour full potentialas
asystemadministrator.
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Resour ce Monitoring

As statedearlier, a greatdealof systemadministrationrevolvesaroundresourcesandtheir ef�cient
use.By balancingvariousresourcesagainstthe peopleandprogramsthat usethoseresources,you
will wastelessmoney andmake yourusersashappy aspossible.However, this leavestwo questions:

Whatareresources?

And:

How do I know whatresourcesarebeingused(andto whatextent)?

Thepurposeof this chapteris to enableyou to answerthesequestionsby helpingyou to learnmore
aboutresourcesandhow their utilizationcanbemonitored.

2.1. Basic Concepts
Beforeyou canmonitor resources,you �rst have to know what resourcesthereareto monitor. All
systemshave thefollowing resourcesavailable:

• CPUpower (andthebandwidthit enables)

• Memory

• Storage

We will studytheseresourcesin moredepthin the following chapters.However, for the time being
all you needto keepin mind is thattheseresourceshave a directimpactonsystemperformance,and
therefore,onyourusers'productivity andhappiness.

At its simplest,resourcemonitoringis nothingmorethanobtaininginformationconcerningthe uti-
lizationof oneor moresystemresources.

However, it is rarelythissimple.First,onemusttake into accounttheresourcesto bemonitored.Then
it is necessaryto look at eachsystemto be monitored,payingparticularattentionto eachsystem's
situation.

Thesystemsyouwill bemonitoringwill fall into oneof two categories:

• Thesystemis currentlyexperiencingperformanceproblemsat leastpartof timeandyouwould like
to improve its performance

• Thesystemis currentlyrunningwell andyou would like it to staythatway.

The�rst category meansthatyou shouldmonitor resourcesfrom a systemperformanceperspective,
while thesecondcategory meansthatyou shouldmonitorsystemresourcesfrom a capacityplanning
perspective.

Becauseeachperspective hasits own uniquerequirements,wewill now look ateachcategory in more
depth.

2.2. System Performance Monitoring
As statedabove,systemperformancemonitoringis normallydonein responseto aperformanceprob-
lem.Eitherthesystemis runningtooslowly, or programs(andsometimeseventheentiresystem)fail
to runat all. In eithercase,performancemonitoringis normallydoneasthe�rst andlasttwo stepsof
a three-stepprocess:
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• Monitoring to identify thenatureandscopeof the resourceshortagesthatarecausingthe perfor-
manceproblems

• The dataproducedfrom monitoring is analyzedand a courseof action (normally performance
tuningand/ortheprocurementof additionalhardware)is takento resolve theproblem

• Monitoring to ensurethattheperformanceproblemhasbeenresolved

Becauseof this, performancemonitoringtendsto berelatively short-lived in duration,andmorede-
tailedin scope.

Note

System performance monitoring is often an iterative process, with these steps being repeated several
times to arrive at the best possible system performance. The primary reason for this is that system
resources and their utilization tend to be highly interrelated, meaning that often the elimination of one
resource bottleneck simply uncovers another one.

2.3. Monitoring System Capacity
Monitoring systemcapacityis doneaspartof anongoingcapacityplanningprogram.Capacityplan-
ning useslong-termresourcemonitoring to determineratesof changein the utilization of system
resources.Oncetheseratesof changeareknown, it becomespossibleto conductmoreaccuratelong-
termplanningregardingtheprocurementof additionalresources.

Monitoring donefor capacityplanningpurposesis different from performancemonitoring in two
ways:

• Themonitoringis doneonamore-or-lesscontinuousbasis

• Themonitoringis usuallynot asdetailed

Thereasonfor thesedifferencesstemsfrom thegoalsof acapacityplanningprogram.Capacityplan-
ningrequiresa"big picture"view; short-termor anomalousresourceusageisof little concern.Instead,
datacollectedoveraperiodof timemakesit possibleto startto categorizeresourceutilizationin terms
of theimpactof changesin workloadonresourceavailability. In morenarrowly-de�ned environments
(whereonly oneapplicationis run, for example)it is possibleto modelthe application's impacton
systemresources,leadingto theability to determine,for example,the impactof � ve morecustomer
servicerepresentativesrunningthecustomerserviceapplicationduringthebusiesttime of theday.

Next, wewill look at toolsthatmake it possibleto observe systemresourceutilization.

2.4. Resour ce Monitoring Tools
RedHat Linux comeswith a variety of resourcemonitoringtools.While therearemorethanthose
listedhere,thesetoolsarerepresentative in termsof functionality. Thetoolswewill look at are:

• free

• top

• Thesysstatsuiteof resourcemonitoringtools

Let uslook at eachonein moredetail.
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2.4.1. free

The free commanddisplaysmemoryutilizationdata.Hereis anexampleof its output:

total used free shared buffers cached
Mem: 255508 240268 15240 0 7592 86188
-/+ buffers/cache: 146488 109020
Swap: 530136 26268 503868

The Mem: row displaysphysicalmemoryutilization, while the Swap: row displaysthe utilization
of the systemswap space,while the -/+ buffers/cache: row displaysthe amountof physical
memorycurrentlydevotedto systembuffers.

Sincefree by default only displaysmemoryutilization informationonce,it is only usefulfor very
short-termmonitoring.Although free hastheability to repetitively displaymemoryutilization �g-
uresvia its -s option,theoutputsimply scrolls,makingit dif�cult to easilyseechangesin memory
utilization.

Tip

A better solution would be to run free using the watch command. For example, to display memory
utilization every two seconds, use this command:

watch free

You can control the delay between updates by using the -n option, and can cause any changes
between updates to be highlighted by using the -d option, as in the following command:

watch -n 1 -d free

For more information, see the watch man page.

The watch command will run until interrupted with [Ctrl]-[C]. Make sure you remember watch ; it can
come in handy in many situations.

2.4.2. top

While free displaysonly memory-relatedinformation,the top commanddoesa little bit of every-
thing.CPUutilization,processstatistics,memoryutilization— top doesit all. In addition,unlike the
free command,top 'sdefault behavior is to runcontinuously;noneedfor thewatch commandhere.
Hereis a sampledisplay:

11:13am up 1 day, 31 min, 5 users, load average: 0.00, 0.05, 0.07
89 processes: 85 sleeping, 3 running, 1 zombie, 0 stopped
CPU states: 0.5% user, 0.7% system, 0.0% nice, 98.6% idle
Mem: 255508K av, 241204K used, 14304K free, 0K shrd, 16604K buff
Swap: 530136K av, 56964K used, 473172K free 64724K cached

PID USER PRI NI SIZE RSS SHARESTAT %CPU%MEM TIME COMMAND
8532 ed 16 0 1156 1156 912 R 0.5 0.4 0:11 top
1520 ed 15 0 4084 3524 2752 S 0.3 1.3 0:00 gnome-terminal
1481 ed 15 0 3716 3280 2736 R 0.1 1.2 0:01 gnome-terminal
1560 ed 15 0 11216 10M 4256 S 0.1 4.2 0:18 emacs

1 root 15 0 472 432 416 S 0.0 0.1 0:04 init
2 root 15 0 0 0 0 SW 0.0 0.0 0:00 keventd
3 root 15 0 0 0 0 SW 0.0 0.0 0:00 kapmd
4 root 34 19 0 0 0 SWN 0.0 0.0 0:00 ksoftirqd_CPU0
5 root 15 0 0 0 0 SW 0.0 0.0 0:00 kswapd
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6 root 25 0 0 0 0 SW 0.0 0.0 0:00 bdflush
7 root 15 0 0 0 0 SW 0.0 0.0 0:00 kupdated
8 root 25 0 0 0 0 SW 0.0 0.0 0:00 mdrecoveryd

12 root 15 0 0 0 0 SW 0.0 0.0 0:00 kjournald
91 root 16 0 0 0 0 SW 0.0 0.0 0:00 khubd

185 root 15 0 0 0 0 SW 0.0 0.0 0:00 kjournald
186 root 15 0 0 0 0 SW 0.0 0.0 0:00 kjournald
576 root 15 0 712 632 612 S 0.0 0.2 0:00 dhcpcd

Thedisplayis separatedinto two mainparts.Thetop sectioncontainsinformationrelatedto overall
systemstatus,processcounts,alongwith memoryandswap utilization. The lower sectiondisplays
process-level statistics,theexactnatureof whichcanbecontrolledwhile top is running.

For moreinformationon top , referto the top manpage.

Warning

Although top looks like a simple display-only program, this is not the case. If you are logged in as
root, it is possible to change the priority and even kill any process on your system.

Therefore, make sure you read the top man page before using it.

2.4.2.1. gnome-system-monitor — A Graphical top

If you aremorecomfortablewith graphicaluserinterfaces,gnome-system-monitor maybemore
to your liking. Like top , gnome-system-monitor displaysinformationrelatedto overall system
status,processcounts,memoryandswaputilization,andprocess-level statistics.

However, gnome-system-monitor goesa stepfurtherby includingdisplaysdisk spaceutilization
— somethingthat top doesnot doatall.

2.4.3. The sysstat Suite of Resour ce Monitoring Tools

While theprevioustoolsmaybehelpful for gainingmoreinsight into systemperformanceover very
shorttime frames,they areof little usebeyondproviding asnapshotof systemresourceutilization.In
addition,thereareaspectsof systemperformancethatcannotbeeasilymonitoredusingsuchsimplistic
tools.

Therefore,amoresophisticatedtool is necessary. sysstatis sucha tool.

sysstatcontainsthefollowing commandsrelatedto collectingI/O andCPUstatistics:

iostat

DisplaysI/O statisticsfor oneor moredisk drives.Thestatisticsreturnedcanincludereadand
write ratespersecond,averagewait, service,andCPUutilization,andmore.

mpstat

DisplaysCPUstatistics.

However, themostversatileandsophisticatedtoolsthatarepartof sysstatarethoserelatedto thesar
command.Collectively thesetools:

• Collectsystemresourceutilizationdata

• Createdaily reportsof systemresourceutilization
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• Allow thegraphicalviewing of systemresourceutilizationdata

Thetoolsthatperformthesetasksare:

sadc

sadc is known asthe systemactivity datacollector. It collectssystemresourceutilization in-
formationandwrites it to �les in the /var/log/sa/ directory. The �les arenamedsa � dd � ,
where � dd � is thecurrentday's two-digit date.

sa1

sa1 is ascriptthatrunssadc to performtheactualdatacollection,andis runby cron at regular
intervalsthroughouttheday.

sar

sar producesreportsfrom the�les createdby sadc . Thereport�les written to /var/log/sa/ ,
andarenamedsar � dd � , where � dd � is the two-digit representationsof the previous day's
date.

sa2

sa2 is a script that usessar to write a daily systemresourceutilization report.sa2 is run by
cron onceat theendof eachday.

isag

isag graphicallydisplaysdatacollectedby sadc .

sa

Summarizessystemaccountinginformation.

Thesysstattoolsshouldbepartof every systemadministrator's resourcemonitoringtool bag.
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Chapter 3.

Band width and Processing Power

Of the two resourcesdiscussedin this chapter, one (bandwidth)is often hard for the new system
administratorto understand,while the other(processingpower) is usuallya mucheasierconceptto
grasp.

Additionally, it may seemthat thesetwo resourcesarenot that closely related— why groupthem
together?

Thereasonfor addressingboth resourcestogetheris that theseresourcesarebasedon thehardware
thattie directly into acomputer's ability to moveandprocessdata.As such,their relationshipis often
interrelated.

3.1. Band width
At its simplest,bandwidthis simply thecapacityfor datatransfer— in otherwordshow muchdata
canbemovedfrom onepoint to anotherin a givenamountof time.Having point-to-pointdatacom-
municationimpliestwo things:

• A setof electricalconductorsusedto make low-level communicationpossible

• A protocolto facilitatetheef�cient andreliablecommunicationof data

Therearetwo typesof systemcomponentsthatmeettheserequirements:

• Buses

• Datapaths

In thefollowing sections,wewill explorebothin moredetail.

3.1.1. Buses

As statedabove,busesenablepoint-to-pointcommunication,andusesomesortof protocolto ensure
thatall communicationtakesplacein a controlledmanner. However, buseshave otherdistinguishing
features:

• Standardizedelectricalcharacteristics(suchasthenumberof conductors,voltagelevels,signaling
speeds,etc.)

• Standardizedmechanicalcharacteristics(suchasthetypeof connector, cardsize,etc.)

• Standardizedprotocol

The word "standardized"is importantbecausebusesaretheprimary way in which differentsystem
componentsareconnectedtogether.

In many cases,busesallow the interconnectionof hardwarethat is madeby multiple manufacturers;
without standardization,this would not bepossible.However, even in situationswherea bus is pro-
prietaryto onemanufacturer, standardizationis importantbecauseit allows thatmanufacturerto more
easilyimplementdifferentcomponentsby usingacommoninterface— thebus.
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3.1.1.1. Examples of Buses

No matterwherein a computersystemyou look, you will seebuses.Here area few of the more
commonones:

• Massstoragebuses(IDE andSCSI)

• Networks(insteadof anintra-systembus,networkscanbethoughtof asaninter-systembus)

• Memorybuses

• Expansionbuses(PCI, ISA, USB)

3.1.2. Datapaths

Datapathscanbe harderto identify but, like buses,they areeverywhere.Also like buses,datapaths
enablepoint-to-pointcommunication.However, unlike buses,datapaths:

• Useasimplerprotocol(if any)

• Have little (if any) mechanicalstandardization

The reasonfor thesedifferencesis thatdatapathsarenormally internalto somesystemcomponent,
andarenot usedto facilitatethead-hocinterconnectionof differentcomponents.As such,datapaths
arehighly optimizedfor a particularsituation,wherespeedandlow costarepreferredover general-
purpose�e xibility.

3.1.2.1. Examples of Datapaths

Herearesometypicaldatapaths:

• CPUto on-chipcachedatapath

• Graphicsprocessorto videomemorydatapath

3.1.3. Potential Band width-Related Problems

Therearetwo waysin whichbandwidth-relatedproblemsmayoccur(for eitherbusesor datapaths):

1. Thebusor datapathmayrepresentasharedresource.In thissituation,high levelsof contention
for thebuswill reducetheeffective bandwidthavailablefor all deviceson thebus.

A SCSIbuswith severalhighly-active diskdriveswouldbeagoodexampleof this.Thehighly-
active disk drives will saturatethe SCSIbus, leaving little bandwidthavailable for any other
device on thesamebus.Theendresultis thatall I/O to any of thedeviceson this buswill be
slow, evenif thedevice itself is notoverly active.

2. The bus or datapathmay be a dedicatedresourcewith a �x ed numberof devicesattachedto
it. In this case,the electricalcharacteristicsof the bus (and to someextent the natureof the
protocolbeingused)limit theavailablebandwidth.This is usuallymorethecasewith datapaths
thanwith buses.

This is onereasonwhy graphicsadapterstendto performmoreslowly whenoperatingathigher
resolutionsand/orcolor depths;thereis moredatathat mustbe passedbetweenthe datapath
connectingvideomemoryandthegraphicsprocessor.
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3.1.4. Potential Band width-related Solutions

Fortunately, bandwidth-relatedproblemscanbeaddressed.In fact, thereareseveral approachesyou
cantake to addressbandwidth-relatedproblems:

• Increasethecapacity

• Spreadtheload

• Reducetheload

In thefollowing sections,wewill exploreeachapproachin moredetail.

3.1.4.1. Increase the Capacity

Theobvioussolutionto insuf�cient bandwidthis to increaseit somehow. However, this is usuallyan
expensive proposition.Consider, for example,a SCSIcontrollerandits overloadedbus. In orderto
increaseits bandwidth,the SCSIcontroller, and likely all devices attachedto it, would needto be
replaced.If theSCSIcontrolleris a separatecard,this would bea relatively straightforward process,
but if theSCSIcontrollerispartof thesystem'smotherboard,it becomesmuchmoredif�cult to justify
theeconomicsof suchachange.

3.1.4.2. Spread the Load

Anotherapproachis to moreevenlydistributethebusactivity. In otherwords,if onebusis overloaded,
andanotheris idle, perhapsthesituationwould be improvedby moving someof the load to the idle
bus.

As asystemadministrator, this is the�rst approachyou shouldconsider, asoftenthereareadditional
busesalreadypresentin yoursystem.For example,mostPCsincludeat leasttwo IDE channels(which
is just anothernamefor a bus). If you have two IDE disk drivesandtwo IDE channels,why should
thedrivesbothbeon thesamechannel?

Evenif yoursystemcon�gurationdoesnot includeadditionalbuses,spreadingtheloadmightstill be
areasonableapproach.Thehardwareexpendituresto dosowouldbelessexpensive thanreplacingan
existing buswith higher-capacityhardware.

3.1.4.3. Reduce the Load

At �rst glance,reducingtheloadandspreadingtheloadappearto bedifferentsidesof thesamecoin.
After all, whenonespreadstheload,it actsto reducetheload(at leastontheoverloadedbus),correct?

While thisviewpoint is correct,it is not thesameasreducingtheloadglobally. Thekey hereis to de-
termineif thereis someaspectof thesystemloadthatis causingthis particularbusto beoverloaded.
For example,is anetwork heavily loadeddueto activities thatareunnecessary?Perhapsasmalltem-
porary�le is therecipientof heavy read/writeI/O. If that temporary�le wascreatedon a networked
�le server, agreatdealof network traf�c couldbeeliminatedby simply workingwith the�le locally.

3.1.5. In Summar y...

All systemadministratorsshouldbe awareof bandwidth,andhow systemcon�guration andusage
impactsavailable bandwidth.Unfortunately, it is not always apparentwhat is a bandwidth-related
problemandwhat is not. Sometimes,the problemis not the bus itself, but oneof the components
attachedto thebus.
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For example,consideraSCSIadapterthatis connectedto aPCIbus,andproviding aSCSIbus.How-
ever, if thereareperformanceproblemswith SCSII/O, it might betheresultof a poorly-performing
SCSIadapter, eventhoughtheSCSIandPCIbusesarenowhereneartheir bandwidthcapabilities.

3.2. Processing Power
Often known asCPU power, CPU cycles,andvariousothernames,processingpower is the ability
of a computerto manipulatedata.Processingpower varieswith thearchitecture(andclock speed)of
theCPU— usuallyCPUswith higherclockspeedsandthosesupportinglargerwordsizeshavemore
processingpower thanslower CPUssupportingsmallerwordsizes.

3.2.1. Facts About Processing Power

Therearetwo mainfactsaboutprocessingpower thatyou shouldkeepin mind:

• It is �x ed

• It cannotbestored

Processingpower is �x ed, in that the CPU can only go so fast. For example, if you needto add
two numberstogether(anoperationthattakesonly onemachineinstructionon mostarchitectures),a
particularCPUcandoit atonespeed,andonespeedonly. With few exceptions,it is notevenpossible
to slowtherateat whichaCPUprocessesinstructions.

Processingpower is also�x edin anotherway: it is �nite. That is, therearelimits to theCPUperfor-
manceyoucanput into any givencomputer. Somesystemsarecapableof supportingawiderangeof
CPUspeeds,while othersmaynot beupgradeableat all1.

Processingpower cannotbe storedfor later use.In otherwords, if a CPU canprocess100 million
instructionsin onesecond,onesecondof idle time equals100 million instructionsthat have been
wasted.

If we take thesefactsand look at themfrom a slightly different perspective, a CPU "produces"a
streamof executedinstructionsat a �x ed rate.And if the CPU producesexecutedinstructions,that
meansthatsomethingelsemust"consume"them.

3.2.2. Consumer s of Processing Power

Therearetwo mainconsumersof processingpower:

• Applications

• Theoperatingsystemitself

3.2.2.1. Applications

The mostobvious consumersof processingpower are the applicationsandprogramsyou want the
computerto runfor you.Fromaspreadsheetto adatabase,thesearethereasonsyouhaveacomputer.

A single-CPUsystemcan only run one thing at any given time. Therefore,if your applicationis
running,everythingelseon the systemis not. And the oppositeis, of course,true — if something
otherthanyourapplicationis running,thenyourapplicationis doingnothing.

1. Thissituationleadsto whatis humorouslytermedasaforklift upgrade, whichmeansacompletereplacement

of thecomputer.



Chapter 3. Bandwidth and ProcessingPower 31

But how is it thatmany differentapplicationscanrun at onceunderRedHat Linux? The answeris
thatRedHatLinux is amultitaskingoperatingsystem.In otherwords,it createstheillusion thatmany
thingsaregoingonsimultaneouslywhenin factthatis impossible.Thetrick is to give eachprocessa
fractionof asecond's worthof timerunningontheCPUbeforegiving theCPUto anotherprocessfor
anotherfractionof asecond.If thesecontext switcheshappenquickly enough,theillusion of multiple
applicationsrunningsimultaneouslyis achieved.

Of course,applicationsdo otherthingsthanmanipulatedatausingtheCPU.They maywait for user
input aswell asperformingI/O to many devices,includingdisk drivesandgraphicsdisplays.When
theseeventstake place,theapplicationdoesnot needtheCPU.At thesetimes,theCPUcanbeused
for otherprocessesrunningotherapplications.

In addition,the CPU canbe usedby anotherconsumerof processingpower: the operatingsystem
itself.

3.2.2.2. The Operating System

It is dif�cult to determinehow muchprocessingpower is consumedby the operatingsystem.The
reasonfor this is that operatingsystemsusea mixture of process-level and system-level codeto
performtheir work. While it is easyto usetop to seewhat the processrunningsyslogd is doing
(for example),it is not soeasyto seehow muchprocessingpower is beingconsumedby I/O-related
processing.

In general,it is possibleto divide this kind of operatingsystemoverheadinto two types:

• Operatingsystemhousekeeping

• Process-relatedactivities

Operatingsystemhousekeepingincludesactivities suchasprocessschedulingandmemorymanage-
ment,while process-relatedactivities includeany processesthat supportthe operatingsystemitself
(includingsystemdaemonssuchassyslogd , klogd , etc.).

3.2.3. Impr oving a CPU Shor tage

Whenthereis insuf�cient processingpower availablefor the work that needsto be done,you have
two options:

• Reducingtheload

• IncreasingCapacity

3.2.3.1. Reducing the Load

ReducingtheCPUloadis somethingthatcanbedonewith no expenditureof money. Thetrick is to
identify thoseaspectsof thesystemload thatareunderyour controlandcanbecut back.Thereare
threeareasto focuson:

• Reducingoperatingsystemoverhead

• Reducingapplicationoverhead

• Eliminatingapplicationsentirely
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3.2.3.1.1. Reducing Operating System Overhead

In orderto reduceoperatingsystemoverhead,you will have to look at your currentsystemload,and
determinewhataspectsof it resultin inordinateamountsof overhead.Theseareascouldinclude:

• Reducingtheneedfor frequentprocessscheduling

• Loweringtheamountof I/O performed

Do not expectmiracles;in a reasonably-wellcon�guredsystem,it is unlikely thatyou will seemuch
of a performanceincreaseby trying to reduceoperatingsystemoverhead.This is due to the fact
thata reasonably-wellcon�guredsystemwill, by de�nition, resultin a minimal amountof overhead.
However, if your systemis running with too little RAM for instance,you may be able to reduce
overheadby alleviating theRAM shortage.

3.2.3.1.2. Reducing Application Overhead

Reducingapplicationoverheadsimplymeansmakingsurethattheapplicationhaseverythingit needs
to run well. Someapplicationsexhibit wildly differentbehaviors underdifferentenvironments— an
applicationmaybecomehighly compute-boundwhile processingcertaintypesof data,but notothers.

Thepoint to keepin mind hereis thatyou mustunderstandtheapplicationsrunningon your system
if you areto enablethemto run asef�ciently aspossible.Oftenthis entailsworking with your users,
and/oryourorganization's developers,to helpuncover waysin which theapplicationscanbemadeto
runmoreef�ciently.

3.2.3.1.3. Eliminating Applications Entirely

Dependingon your organization,this approachmight not be available to you, as it often is not a
systemadministrator's job to dictatewhich applicationwill andwill not berun.However, if you can
identify any applicationsthatareknown "CPUhogs",youmightbeableto retirethem.

Doing this will likely involve morethanjust yourself.The affectedusersshouldcertainlybe a part
of this process;in many casesthey may have the knowledgeand the political power to make the
necessarychangesto theapplicationlineup.

Tip

Keep in mind that an application may not need to be eliminated from every system in your organiza-
tion. You might be able to move a particularly CPU-hungry application from an overloaded system to
another system that is nearly idle.

3.2.3.2. Increasing Capacity

Of course,if it is not possibleto reducethedemandfor processingpower, you will have to �nd ways
of increasingtheprocessingpower thatis available.To dosowill costmoney, but it canbedone.

3.2.3.2.1. Upgrading the CPU

Themoststraightforward approachis to determineif your system's CPUcanbeupgraded.The�rst
stepis to seeif thecurrentCPUcanberemoved.Somesystems(primarily laptops)have CPUsthat
aresolderedin place,makinganupgradeimpossible.Therest,however, havesocketedCPUs,making
upgradestheoreticallypossible.
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Next, you will have to do someresearchto determineif a fasterCPUexistsfor your systemcon�gu-
ration.For example,if you currentlyhave a 1GHzCPU,anda 2GHzunit of thesametypeexists,an
upgrademight bepossible.

Finally, you mustdeterminethe maximumclock speedsupportedby your system.To continuethe
exampleabove,evenif a2GHzCPUof thepropertypeexists,asimpleCPUswapis not anoptionif
yoursystemonly supportsprocessorsrunningat1GHzor below.

Shouldyou �nd thatyou cannotinstall a fasterCPUin your system,your optionsmaybe limited to
changingmotherboards,or eventhemoreexpensive forklift upgradementionedearlier.

However, somesystemcon�gurationsmakeaslightlydifferentapproachpossible.Insteadof replacing
thecurrentCPU,why not justaddanotherone?

3.2.3.2.2. Is Symmetric Multiprocessing Right for You?

Symmetricmultiprocessing(alsoknown asSMP) makes it possiblefor a computersystemto have
morethanoneCPUsharingall systemresources.This meansthat,unlike a uniprocessorsystem,an
SMPsystemmayactuallyhave morethanoneprocessrunningat thesametime.

At �rst glance,this seemslike any systemadministrator's dream.First andforemost,SMPmakesit
possibleto increaseasystem's CPUpower evenif CPUswith fasterclockspeedsarenotavailable—
justby addinganotherCPU.However, this �e xibility comeswith somecaveats.

The�rst caveatis thatnot all systemsarecapableof SMPoperation.Your systemmusthave a moth-
erboarddesignedto supportmultipleprocessors.

Thesecondcaveatis thatSMPincreasessystemoverhead.Thismakessenseif youstopto think about
it; with more CPUsto schedulework for, the operatingsystemwill requiremore CPU cycles for
overhead.Anotheraspectto this is thatwith multipleCPUs,therecanbemorecontentionfor system
resources.Becauseof thesefactors,upgradinga dual-processorsystemto a quad-processorunit will
not resultin a 100%increasein availableCPUpower. In fact,dependingon theactualhardware,the
workload,andtheprocessorarchitecture,it is possibleto reacha point wheretheadditionof another
processorcouldactuallyreducesystemperformance.

Anotherpoint to keepin mind is that SMP will not help workloadsthat consistof onemonolithic
applicationwith a singlestreamof execution.In otherwords, if a large compute-boundsimulation
programrunsasoneprocessandwith nothreads,it will not runany fasteronanSMPsystemthanon
a single-processormachine.In fact,it mayevenrun somewhatslower, dueto theincreasedoverhead
SMPbrings.For thesereasons,many systemadministratorsfeel thatwhenit comesto CPU power,
singlestreamprocessingpower is theway to go.

While this discussionseemsto indicatethat SMP is never a good idea,therearecircumstancesin
which it makessense.For example,environmentsrunningmultiple highly compute-boundapplica-
tionsaregoodcandidatesfor SMP. Thereasonfor this is thatapplicationsthatdonothingbut compute
for longperiodsof timekeepcontentionbetweenactiveprocesses(andtherefore,theoperatingsystem
overhead)to aminimum,while theprocessesthemselveswill keepevery CPUbusy.

One other thing to keep in mind aboutSMP is that the performanceof an SMP systemtendsto
degrademoregracefullyasthesystemloadincreases.ThisdoesmakeSMPsystemspopularin server
andmulti-userenvironments,astheever-changingprocessmix will impactthesystem-wideloadless
onamulti-processormachine.
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Chapter 4.

Physical and Vir tual Memor y

All present-daygeneral-purposecomputersareof thetypeknownasstoredprogramcomputers. As the
nameimplies,storedprogramcomputerscanloadinstructions(groupsof which make up programs)
into sometypeof internalstorageandcansubsequentlyexecutethoseinstructions.

Storedprogramcomputersalsousethesamestoragefor data.This is in contrastto computersthatuse
theirhardwarecon�gurationto controltheiroperation(suchasolderplugboard-basedcomputers).

The placewhereprogramswerestoredon the �rst storedprogramcomputerswent by a variety of
namesand useda variety of different technologies,from spotson a cathoderay tube, to pressure
pulsesin columnsof mercury. Fortunately, present-daycomputersusetechnologieswith greaterstor-
agecapacityandmuchsmallersizethanever before.

4.1. Stora ge Access Patterns
Onething to keepin mind throughoutthis chapteris thatcomputerstendto accessstoragein certain
ways.In fact,moststorageaccesstendsto exhibit one(or both)of thefollowing attributes:

• Accesstendsto besequential

• Accesstendsto belocalized

Let uslook at thesepointsin abit moredetail.

Sequentialaccessmeansthat,if addressN is accessedby theCPU,it is highly likely thataddressN+1
will be accessednext. This makessense,asmostprogramsconsistof large sectionsof instructions
thatexecuteoneaftertheother.

Localizedaccessmeansthat, if addressX is accessed,it is likely thatotheraddressessurroundingX
will alsobeaccessedin thefuture.

Theseattributesarecrucial,becauseit allowssmaller, fasterstorageto effectively buffer slower, larger
storage.This is thebasisfor implementingvirtual memory. But beforewecandiscussvirtual memory,
wemustlook at thevariousstoragetechnologiescurrentlyin use.

4.2. The Stora ge Spectrum
Present-daycomputersactuallyusea variety of storagetechnologies.Eachtechnologyis gearedto-
wardaspeci�c function,with speedsandcapacitiesto match.Thesetechnologiesare:

• CPUregisters

• Cachememory

• RAM

• Harddrives

• Off-line backupstorage(tape,opticaldisk,etc.)

In termsof eachtechnologiescapabilitiesandcost,thesetechnologiesform aspectrum.For example,
CPUregistersare:

• Very fast(accesstimesof a few nanoseconds)

• Low capacity(usuallylessthan200bytes)
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• Very limited expansioncapabilities(A changein CPUarchitecturewould berequired)

• Expensive (morethanonedollar/byte)

However, at theotherendof thespectrum,off-line backupstorageis:

• Very slow (accesstimes may be measuredin days,if the backupmediamust be shippedlong
distances)

• Veryhigh capacity(10s- 100sof gigabytes)

• Essentiallyunlimited expansioncapabilities(limited only by the �oorspaceneededto housethe
backupmedia)

• Very inexpensive (fractionalcents/byte)

By usingdifferenttechnologieswith differentcapabilities,it is possibleto �ne-tunesystemdesignfor
maximumperformanceat thelowestpossiblecost.

4.2.1. CPU Register s

Every present-dayCPUdesignincludesregistersfor a variety of purposes,from storingtheaddress
of the currently-executedinstructionto moregeneral-purposedatastorageandmanipulation.CPU
registersrun at thesamespeedastherestof theCPU;otherwise,they would bea seriousbottleneck
to overall systemperformance.Thereasonfor this is thatnearlyall operationsperformedby theCPU
involve theregistersin oneway or another.

Thenumberof CPUregisters(andtheiruses)arestrictly dependenton thearchitecturaldesignof the
CPUitself. Thereis noway to changethenumberof CPUregisters,shortof migratingto aCPUwith
a differentarchitecture.For thesereasons,thenumberof CPUregisterscanbeconsidereda constant
(unchangeablewithoutgreatpain).

4.2.2. Cache Memor y

The purposeof cachememoryis to act asa buffer betweenthe very limited, very high-speedCPU
registersandthe relatively slower andmuchlarger main systemmemory— usually referredto as
RAM1. Cachememoryhasanoperatingspeedsimilarto theCPUitself,sothatwhentheCPUaccesses
datain cachetheCPUis notkeptwaiting for thedata.

Cachememoryis con�guredsuchthat,whenever datais to bereadfrom RAM, thesystemhardware
�rst checksto seeif the desireddatais in cache.If the datais in cache,it is quickly retrieved, and
usedby theCPU.However, if thedatais not in cache,thedatais readfrom RAM and,while being
transferredto theCPU,is alsoplacedin cache(in caseit will beneededagain).Fromtheperspective
of theCPU,all this is donetransparently, sothattheonly differencebetweenaccessingdatain cache
andaccessingdatain RAM is theamountof time it takesfor thedatato bereturned.

In termsof storagecapacity, cacheis muchsmallerthanRAM. Therefore,not every byte in RAM
canhave its own locationin cache.As such,it is necessaryto split cacheup into sectionsthat can
beusedto cachedifferentareasof RAM andto have a mechanismthatallows eachareaof cacheto
cachedifferentareasof RAM at differenttimes.However, given thesequentialandlocalizednature
of storageaccess,asmallamountof cachecaneffectively speedaccessto a largeamountof RAM.

When writing datafrom the CPU, things get a bit more complicated.Thereare two different ap-
proachesthatcanbeused.In bothcases,thedatais �rst written to cache.However, sincethepurpose
of cacheis to function asa very fast copy of the contentsof selectedportionsof RAM, any time

1. While "RAM" is an acronym standingfor "RandomAccessMemory," andthat term couldeasilyapply to

any storagetechnologythat allowedthe non-sequentialaccessof storeddata,whensystemadministratorstalk

aboutRAM they invariablymeanmainsystemmemory.
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a pieceof datachangesits value,that new valuemustbewritten to both cachememoryandRAM.
Otherwise,thedatain cacheandthedatain RAM will no longermatch.

Thetwo approachesdiffer in how this is done.Oneapproach,known aswrite-throughcache,imme-
diatelywrites themodi�ed datato RAM. Write-back cache,however, delaysthewriting of modi�ed
databackto RAM; in this way, shouldthedatabemodi�ed againit will not benecessaryto undergo
severalslow datatransfersto RAM.

Write-throughcacheis a bit simplerto implement;for this reasonit is oftenseen.Write-backcache
is abit trickier to implement,asin additionto storingtheactualdata,it is necessaryto maintainsome
sortof �ag thatdenotesthatthecacheddatais clean(thedatain RAM is thesameasthedatain cache),
or dirty (the datain RAM is not the sameasthe datain cache).It is alsonecessaryto implementa
wayof periodically�ushing dirty cacheentriesbackto RAM.

4.2.2.1. Cache Levels

Cachesubsystemsin present-daycomputerdesignsmaybemulti-level; that is, theremight bemore
thanonesetof cachebetweentheCPUandmainmemory. Thecachelevelsareoftennumbered,with
lower numbersbeingcloserto theCPU.Many systemshave two cachelevels:

• L1 cacheis oftendirectly on theCPUchip itself andrunsat thesamespeedastheCPU

• L2 cacheis oftenpartof theCPUmodule,runsat CPUspeeds(or nearlyso),andis usuallya bit
largerandslower thanL1 cache

Somesystems(normallyhigh-performanceservers)alsohave L3 cache,which is usuallypartof the
systemmotherboard.As might beexpected,L3 cachewould be larger (andmostlikely slower) than
L2 cache.In eithercase,thegoal of all cachesubsystems— whethersingle-or multi-level — is to
reducetheaverageaccesstime to theRAM.

4.2.3. Main Memor y — RAM

RAM makesup thebulk of electronicstorageonpresent-daycomputers.It is usedasstoragefor both
dataandprogramswhile thosedataandprogramsarein use.Thespeedof RAM in mostsystemstoday
liesbetweenthespeedsof cachememoryandthatof harddrivesandis muchcloserto theformerthan
thelatter.

Thebasicoperationof RAM is actuallyquitestraightforward.At thelowestlevel, therearetheRAM
chips— integratedcircuitsthatdo theactual"remembering."Thesechipshave four typesof connec-
tionsto theoutsideworld:

• Power connections(to operatethecircuitry within thechip)

• Dataconnections(to enablethetransferof datainto or outof thechip)

• Read/Writeconnections(to controlwhetherdatais to bestoredinto or retrievedfrom thechip)

• Addressconnections(to determinewherein thechip thedatashouldberead/written)

Herearethestepsrequiredto storedatain RAM:

• Thedatato bestoredis presentedto thedataconnections.

• Theaddressat which thedatais to bestoredis presentedto theaddressconnections.

• Theread/writeconnectionto setto write mode.

Retrieving datais just assimple:
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• Theaddressof thedesireddatais presentedto theaddressconnections.

• Theread/writeconnectionis setto readmode.

• Thedesireddatais readfrom thedataconnections.

While thesestepsaresimple,they take placeat very high speeds,with the time spentat eachstep
measuredin nanoseconds.

Nearly all RAM chipscreatedtodayaresold asmodules. Eachmoduleconsistsof a numberof in-
dividual RAM chipsattachedto a small circuit board.The mechanicalandelectricallayout of the
moduleadhereto variousindustrystandards,makingit possibleto purchasememoryfrom a variety
of vendors.

Note

The main bene�t to a system that uses industry-standard RAM modules is that it tends to keep
the cost of RAM low, due to the ability to purchase the modules from more than just the system
manufacturer.

Although most computers use industry-standard RAM modules, there are exceptions. Most notable
are laptops (and even here some standardization is starting to take hold) and high-end servers.
However, even in these instances, it is likely that you will be able to �nd third-party RAM modules,
assuming the system is not a completely new design and is relatively popular.

4.2.4. Hard Drives

All the technologiesthathave beendiscussedso far arevolatile in nature.In otherwords,datacon-
tainedin volatile storagetechnologieswill belostwhenthepower is turnedoff.

Harddrives,on theotherhand,arenon-volatile— thedatathey containwill remainthere,evenafter
the power is removed. Becauseof this, harddrivesoccupy a specialplacein the storagespectrum.
Theirnon-volatilenaturemakesthemidealfor storingprogramsanddatafor longer-termuse.Another
uniqueaspectto hard drives is that, unlike RAM andcachememory, it is not possibleto execute
programsdirectly whenthey arestoredonharddrives;they must�rst bereadinto RAM.

Also different from cacheand RAM is the speedof datastorageand retrieval; hard drives are at
leastanorderof magnitudeslower thantheall-electronictechnologiesusedfor cacheandRAM. The
differencein speedis duemainly to their electromechanicalnature.Herearethefour distinctphases
during datatransferto/from a harddrive. The timesshown re�ect how long it would take a typical
high-performancedrive,onaverage,to completeeachphase:

• Accessarmmovement(5.5milliseconds)

• Disk rotation(.1 milliseconds)

• Headsreading/writingdata(.00014milliseconds)

• Datatransferto/fromthedrive's electronics(.003Milliseconds)

Of these,only thelastphaseis not dependentonany mechanicaloperation.

Note

Although there is much more to learn about hard drives, we will discuss disk storage technologies in
more depth in Chapter 5. For the time being, it is only necessary to realize the huge speed difference
between RAM and disk-based technologies and that their storage capacity usually exceeds that of
RAM by a factor of at least 10, and often by 100 or more.
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4.2.5. Off-Line Backup Stora ge

Off-line backupstoragetakesastepbeyondharddrivestoragein termsof capacity(higher)andspeed
(slower).Here,capacitiesareeffectively limited only by yourability to storetheremovablemedia.

Theactualtechnologiesusedin thesedevicescanvary widely. Herearethemorepopular:

• Magnetictape

• Opticaldisk

Of course,having removablemediameansthataccesstimesbecomeeven longer, particularlywhen
the desireddatais on mediathat is not currently in the storagedevice. This situationis alleviated
somewhatby theuseof roboticdevicesto automaticallyloadandunloadmedia,but themediastorage
capacitiesof suchdevicesare�nite, andevenin thebestof casesaccesstimesaremeasuredin seconds
— afar cry evenfrom theslow multi-millisecondaccesstimesfor ahigh-performanceharddrive.

Now thatwe have brie�y studiedthe variousstoragetechnologiesin usetoday, let us explorebasic
virtual memoryconcepts.

4.3. Basic Vir tual Memor y Concepts
While thetechnologybehindtheconstructionof thevariousmodern-daystoragetechnologiesis truly
impressive, theaveragesystemadministratordoesnot needto beawareof thedetails.In fact,thereis
reallyonly onefactthatsystemadministratorsshouldalwayskeepin mind:

Thereis never enoughRAM.

While this truismmight at �rst seemhumorous,many operatingsystemdesignershave spenta great
dealof timetrying to reducetheimpactof thisveryrealshortage.They havedonesoby implementing
virtual memory— a way of combiningRAM with slower storageto give thesystemtheappearance
of having moreRAM thanis actuallyinstalled.

4.3.1. Vir tual Memor y in Simple Terms

Let us startwith a hypotheticalapplication.The machinecodemakingup this applicationis 10000
bytesin size.It alsorequiresanother5000bytesfor datastorageandI/O buffers.This meansthat,in
orderto runthisapplication,theremustbe15000bytesof RAM available;evenonebyteless,andthe
applicationwill notbeableto run.

This 15000byterequirementis known astheapplication's addressspace. It is thenumberof unique
addressesneededto hold both the applicationand its data.In the �rst computers,the amountof
availableRAM hadto begreaterthantheaddressspaceof thelargestapplicationto berun;otherwise,
theapplicationwould fail with an"out of memory"error.

A later approachknown asoverlayingattemptedto alleviate the problemby allowing programmers
to dictatewhich partsof their applicationneededto be memory-residentat any given time. In this
way, codethatwasonly requiredoncefor initialization purposescouldbeoverlayedwith codethat
would be usedlater. While overlaysdid easememoryshortages,it wasa very complex anderror-
proneprocess.Overlaysalsofailedto addresstheissueof system-widememoryshortagesat runtime.
In otherwords,an overlayedprogrammay requirelessmemoryto run thana programthat is not
overlayed,but if thesystemstill doesnot have suf�cient memoryfor theoverlayedprogram,theend
resultis thesame— anout of memoryerror.
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Virtual memoryturns the conceptof an application's addressspaceon its head.Ratherthan con-
centratingon how much memoryan applicationneedsto run, a virtual memoryoperatingsystem
continuallyattemptsto �nd theanswerto thequestion,"how little memorydoesanapplicationneed
to run?"

While it at �rst appearsthatour hypotheticalapplicationrequiresthe full 15000bytesto run, think
backto ourdiscussionin Section4.1— memoryaccesstendsto besequentialandlocalized.Because
of this,theamountof memoryrequiredto executetheapplicationatany giventime is lessthan15000
bytes— usuallya lot less.Considerthetypesof memoryaccessesthatwould berequiredto execute
asinglemachineinstruction:

• Theinstructionis readfrom memory.

• Thedataonwhich theinstructionwill operateis readfrom memory.

• After theinstructioncompletes,theresultsof theinstructionarewritten backto memory.

While theactualnumberof bytesnecessaryfor eachmemoryaccesswill varyaccordingto theCPU's
architecture,theactualinstruction,andthedatatype,evenif thatoneinstructionrequired100bytesof
memoryfor eachtypeof memoryaccess,then300bytesis still a lot lessthantheapplication's 15000-
byteaddressspace.If awaycouldbefoundto keeptrackof anapplication's memoryrequirementsas
theapplicationruns,it would bepossibleto keeptheapplicationrunningusinglessthanits address
space.

But that leavesonequestion:

If only partof theapplicationis in memory, whereis therestof it?

4.3.2. Backing Store — the Central Tenet of Vir tual Memor y

Theshortanswerto thisquestionis thattherestof theapplicationremainsondisk.Thismightat �rst
seemto bea very largeperformanceproblemin themaking— afterall, arenot disk drivessomuch
slower thanRAM?

While this is true,it is possibleto take advantageof thesequentialandlocalizedaccessbehavior of
applicationsandto structurethe virtual memorysubsystemso that it attemptsto ensurethat those
partsof the applicationthatarecurrentlyneeded— or likely to beneededin thenearfuture— are
keptin RAM for aslong asthey areneeded.

In many respectsthis is similar to therelationshipbetweencacheandRAM: a relatively smallabout
of faststoragecanbecombinedwith a largeramountof slow storageto look like a largeramountof
faststorage.

With this in mind, let uslook at theprocessin moredetail.

4.4. Vir tual Memor y: the Details
First, we should introducea new concept:virtual addressspace. As the term implies, the virtual
addressspaceis theprogram's addressspace— how muchmemorytheprogramwould requireif it
neededall thememoryat once.But thereis an importantdistinction;the word "virtual" meansthat
this is the total numberof uniquely-addressablememorylocationsrequiredby the application,and
not theamountof physicalmemorythatmustbededicatedto theapplicationat any giventime.

In thecaseof our exampleapplication,its virtual addressspaceis 15000bytes.

In orderto implementvirtual memory, it is necessaryfor thecomputersystemto have specialmem-
ory managementhardware.This hardwareis oftenknown asanMMU (MemoryManagementUnit).
WithoutanMMU, whentheCPUaccessesRAM, theactualRAM locationsneverchange— memory
address123is alwaysthesamephysicallocationwithin RAM.
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However, with anMMU, memoryaddressesgothroughatranslationstepprior toeachmemoryaccess.
For example,this meansthatmemoryaddress123might bedirectedto physicaladdress82043.As it
turnsout,theoverheadof individually trackingthevirtual to physicaltranslationsfor billions of bytes
of memorywouldbetoomuch.Instead,theMMU dividesRAM into pages— contiguoussectionsof
memorythatarehandledby theMMU assingleentities.

Tip

Each operating system has its own page size; in Linux (for the x86 architecture), each page is 4096
bytes long.

Keepingtrack of thesepagesand their addresstranslationsmight soundlike an unnecessaryand
confusingadditionalstep,but it is, in fact, crucial to implementingvirtual memory. For the reason
why, considerthefollowing point.

Takingourhypotheticalapplicationwith the15000bytevirtualaddressspace,assumethattheapplica-
tion's �rst instructionaccessesdatastoredataddress12374.However, alsoassumethatourcomputer
only has12288bytesof physicalRAM. What happenswhen the CPU attemptsto accessaddress
12374?

Whathappensis known asapage fault. Next, let usseewhathappensduringapagefault.

4.4.1. Page Faults

First, theCPUpresentsthedesiredaddress(12374)to theMMU. However, theMMU hasno transla-
tion for this address.So,it interruptstheCPU,andcausessoftwareknown asa pagefault handlerto
beexecuted.Thepagefault handlerthendetermineswhatmustbedoneto resolve this pagefault. It
can:

• Findwherethedesiredpageresidesondiskandreadit in (this is normallythecaseif thepagefault
is for apageof code)

• Determinethat the desiredpageis alreadyin RAM (but not allocatedto the currentprocess)and
directtheMMU to point to it

• Pointto aspecialpagecontainingnothingbut zerosandlaterallocateapageonly if thepageis ever
written to (this is calledacopyonwrite page)

• Getit from somewhereelse(moreon this later)

While the �rst threeactionsarerelatively straightforward, the last oneis not. For that, we needto
cover someadditionaltopics.

4.4.2. The Working Set, Active List and Inactive List

Thegroupof physicalmemorypagescurrentlydedicatedto aspeci�c processis known astheworking
setfor thatprocess.Thenumberof pagesin theworking setcangrow andshrink,dependingon the
overall availability of pagesonasystem-widebasis.

The Linux kernelkeepsa list of all the pagesthatareactively beingused.This list is known asthe
active list. As pagesbecomelessactively used,they eventuallymove to anotherlist known as the
inactivelist.

Theworkingsetwill grow asaprocesspagefaults(andthosepagefaultsarehandledandaddedto the
active list). Theworking setwill shrinkasfewer andfewer freepagesexist — pageson the inactive
list areremovedfrom theprocess's workingset.Theoperatingsystemwill shrinkprocesses'working
setsby:
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• Writing modi�ed pagesto thesystemswapspaceandputtingthepagein theswapcache2

• Marking unmodi�ed pagesasbeingavailable(thereis no needto write thesepagesout to disk as
they have notchanged)

In otherwords,theLinux memorymanagementsubsystemselectsthe least-recentlyusedpages(via
theinactive list) to beremovedfrom processworkingsets.

4.4.3. Swapping

While swapping(writing modi�ed pagesout to thesystemswapspace)is a normalpartof a RedHat
Linux system's operation,it is possiblefor asystemto experiencetoo muchswapping.Thereasonto
bewary of excessive swappingis thatthefollowing situationcaneasilyoccur, overandover again:

• Pagesfrom aprocessareswapped

• Theprocessbecomesrunnableandattemptsto accessaswappedpage

• Thepageis faultedbackinto memory

• A shorttime later, thepageis swappedoutagain

If this sequenceof eventsis widespread,it is known asthrashingandis normallyindicative of insuf-
�cient RAM for thepresentworkload.Thrashingis extremelydetrimentalto systemperform,asthe
CPUandI/O loadsthatcanbegeneratedin sucha situationcanquickly outweighthe load imposed
by system's realwork. In extremecases,thesystemmayactuallydo no usefulwork, spendingall its
resourcesonmoving pagesto andfrom memory.

4.5. Vir tual Memor y Performance Implications
While virtual memorymakesit possiblefor computersto moreeasilyhandlelargerandmorecomplex
applications,aswith any powerful tool, it comesataprice.Thepricein thiscaseis oneof performance
— avirtual memoryoperatingsystemhasalot moreto dothananoperatingsystemthatis notcapable
of virtual memory. Thismeansthatperformancewill neverbeasgoodwith virtual memorythanwith
thesameapplicationthatis 100%memory-resident.

However, this is noreasonto throw upone'shandsandgiveup.Thebene�tsof virtual memoryaretoo
greatto do that.And, with a bit of effort, goodperformanceis possible.Thething thatmustbedone
is to look at thesystemresourcesthatareimpactedby heavy useof thevirtual memorysubsystem.

4.5.1. Worst Case Performance Scenario

For a moment,take whatyou have readin this chapter, andconsiderwhatsystemresourcesareused
by extremelyheavy pagefault andswappingactivity:

• RAM — It standsto reasonthatavailableRAM will below (otherwisetherewould beno needto
pagefault or swap).

• Disk — While disk spacewould notbeimpacted,I/O bandwidthwould be.

• CPU — The CPU will be expendingcycles doing the necessaryprocessingto supportmemory
managementandsettingup thenecessaryI/O operationsfor pagingandswapping.

2. UnderRedHat Linux thesystemswapspaceis normallya dedicatedswappartition,thoughswap �les can

alsobecon�guredandused.
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Theinterrelatednatureof theseloadsmakesit easyto seehow resourceshortagescanleadto severe
performanceproblems.All it takesis:

• A systemwith too little RAM

• Heavy pagefault activity

• A systemrunningnearits limit in termsof CPUor disk I/O

At thispoint, thesystemwill bethrashing,with performancerapidlydecreasing.

4.5.2. Best Case Performance Scenario

At best,systemperformancewill presentaminimaladditionalloadto a well-con�guredsystem:

• RAM — Suf�cient RAM for all working setswith enoughleft over to handleany pagefaults3

• Disk — Becauseof thelimited pagefaultactivity, diskI/O bandwidthwouldbeminimally impacted

• CPU— Themajority of CPUcycleswill bededicatedto actuallyrunningapplications,insteadof
memorymanagement

From this, the overall point to keepin mind is that the performanceimpact of virtual memoryis
minimalwhenit is usedaslittle aspossible.This meansthattheprimarydeterminantof goodvirtual
memorysubsystemperformanceis having enoughRAM.

Next in line (but muchlower in relative importance)aresuf�cient disk I/O andCPUcapacity. How-
ever, theseresourcesonly help thesystemperformancedegrademoregracefullyfrom have faulting
andswapping;they do little to helpthevirtual memorysubsystemperformance(althoughthey obvi-
ouslycanplayamajorrole in overall systemperformance).

3. A reasonablyactive systemwill alwaysexperiencesomepagefaults,if for no otherreasonthanbecausea

newly-launchedapplicationwill experiencepagefaultsasit is broughtinto memory.
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Chapter 5.

Managing Stora ge

If thereis onething that takesup the majority of a systemadministrator's day, it would have to be
storagemanagement.It seemsthatdisksarealwaysrunningout of freespace,becomingoverloaded
with too much I/O activity, or failing unexpectedly. Therefore,it is vital to have a solid working
knowledgeof disk storagein orderto beasuccessfulsystemadministrator.

To start,let usseehow diskdevicesarenamedunderRedHat Linux.

5.1. Device Naming Conventions
As with all Linux-like operatingsystems,Red Hat Linux usesdevice �les to accessall hardware
(includingdisk drives).However, mostof theseoperatingsystemsuseslightly differentnamingcon-
ventionsto identify any attachedstoragedevices.Hereis how thesedevice �les arenamedunderRed
HatLinux.

5.1.1. Device Files

UnderRedHat Linux, thedevice �les for disk drivesappearin the /dev/ directory. The format for
each�le namedependson several aspectsof the actualhardware,andhow it hasbeencon�gured.
Herearetheseaspects:

• Device type

• Unit

• Partition

Wewill now exploreeachof theseaspectsin moredetail.

5.1.1.1. Device Type

The�rst two lettersof thedevice �le namerefer to thespeci�c typeof device. For disk drives,there
aretwo device typesthataremostcommon:

• sd — Thedevice is SCSI-based

• hd — Thedevice is IDE-based

SCSI and IDE are two different industrystandardsthat de�ne methodsfor attachingdevices to a
computersystem.The following sectionsbrie�y describethe characteristicsof thesetwo different
connectiontechnologies.

5.1.1.1.1. SCSI

Formally known as the Small ComputerSystemInterface,the SCSI standardde�nes a bus along
whichmultipledevicesmaybeconnected.A SCSIbusis aparallelbus,meaningthatthereis asingle
setof parallelwiresthatgo from device to device. Becausethesewiresaresharedby all devices,it is
necessaryto have a way of uniquelyidentifying andcommunicatingwith anindividual device. This
is doneby assigningeachdevice onaSCSIbusauniquenumericaddressor SCSIID.
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Impor tant

The number of devices that are supported on a SCSI bus depends on the width of the bus. Regular
SCSI supports 8 uniquely-addressed devices, while wide SCSI supports 16. In either case, you must
make sure that all devices are set to use a unique SCSI ID. Two devices sharing a single ID will cause
problems that could lead to data corruption before it can be resolved.

One other thing to keep in mind is that every device on the bus uses an ID. This includes the SCSI
controller. Quite often system administrators forget this, and unwittingly set a device to use the same
SCSI ID as the bus's controller. This also means that, in practice, only 7 (or 15, for wide SCSI) devices
may be present on a single bus, as each bus must include its own controller.

As technologicaladvanceshave taken place,the SCSIstandardhasbeenamendedto supportthem.
For instance,thenumberof wiresthatcarrieddataalongthebuswentfrom 8 (known simplyasSCSI)
to 16 (known aswide SCSI).As it becamepossibleto build fasterhardware,andthespeedat which
datacouldbetransferredincreased,thebusspeedincreasedfrom 5MB/secto asmuchas160MB/sec.
Thedifferentbusspeedsareidenti�ed by addingwordslike "fast","ultra", and"ultra-3" to thename
of theSCSIenvironmentbeingsupported.

Becauseof SCSI'sbus-orientedarchitecture,it is necessaryto properlyterminatebothendsof thebus.
Terminationisaccomplishedby placingaloadof thecorrectimpedanceoneachconductorcomprising
theSCSIbus.Terminationis anelectricalrequirement;without it, thevarioussignalspresenton the
buswould bere�ectedoff theendsof thebus,garblingall communication.

Many (but notall) SCSIdevicescomewith internalterminatorsthatcanbeenabledor disabledusing
jumpersor switches.Externalterminatorsarealsoavailable.

5.1.1.1.2. IDE

IDE standsfor IntegratedDrive Electronics.A laterversionof thestandard— known asEIDE (the
extra "E" standingfor "Enhanced")hasbeenalmostuniversallyadoptedin placeof IDE. However, in
normalconversationbothareknown asIDE. Like SCSI,IDE is aninterfacestandardusedto connect
devicesto computersystems.Like SCSI,IDE implementsabustopology.

However, therearedifferencesbetweenthe two standards.The most importantis that IDE cannot
matchSCSI's expandability, with eachIDE bussupportingonly two devices(known asa masterand
aslave).

5.1.1.2. Unit

Following the two-letterdevice type (sd , for example)areoneor two lettersdenotingthe speci�c
unit. Theunit designatorstartswith "a" for the�rst unit, "b" for thesecond,andsoon.Therefore,the
�rst harddrive onyoursystemmayappearashda or sda .

Tip

SCSI's ability to address large numbers of devices necessitated the addition of a second unit charac-
ter to support systems with more than 26 SCSI devices attached. Therefore, the �rst 26 SCSI hard
drives would be named sda through sdz , with the 27th named sdaa , the 28th named sdab , and so
on through to sddx .
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5.1.1.3. Partition

The�nal partof thedevice �le nameis anumberrepresentingaspeci�c partitiononthedevice,start-
ing with "1". Thenumbermaybeoneor two digits in length,dependingon thenumberof partitions
written to thespeci�c device.

Oncetheformatfor device �le namesis known, it is easyto understandwhateachrefersto:

• /dev/hda1 — The�rst partitionon the�rst IDE drive

• /dev/sdb12 — Thetwelfth partitionon thesecondSCSIdrive

• /dev/sdad4 — Thefourthpartitionon thethirtiethSCSIdrive

5.1.1.4. Whole-De vice Access

Thereareinstanceswhereit is necessaryto accesstheentiredevice, andnot just a speci�c partition.
This is normallydonewhenthedevice is notpartitioned,or doesnotsupportstandardpartitions(such
asaCD-ROM drive). In thesecases,thepartitionnumberis omitted:

• /dev/hdc — Theentirethird IDE device

• /dev/sdb — TheentiresecondSCSIdevice

However, mostdisk drivesusepartitions;the next sectionwill take a closerlook at this methodof
storagedivision.

5.2. Partitions
Partitionsareawayof dividing adiskdrive's storageinto distinctlyseparateregions.Usingpartitions
givesthesystemadministratormuchmore�e xibility in termsof allocatingstorage.

Becausethey areseparatefrom eachother, partitionscanhave differentamountsof spaceutilized,
andthatspacewill in noway impactthespaceutilizedby otherpartitions.For example,thepartition
holdingthe�les comprisingtheoperatingsystemwill notbeaffectedevenif thepartitionholdingthe
users'�les becomesfull. Theoperatingsystemwill still have freespacefor its own use.

Althoughit is somewhatsimplistic,from thisperspectiveyoucanthink of partitionsasbeingsimilarto
individualdiskdrives.In fact,someoperatingsystemsactuallyrefertopartitionsas"drives".However,
thisviewpoint is notentirelyaccurate;therefore,it is importantthatwelook atpartitionsmoreclosely.

5.2.1. Partition Attrib utes

Partitionsarede�ned by thefollowing attributes:

• Partition geometry

• Partition type

• Partition type�eld

Next, wewill exploretheseattributesin moredetail.
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5.2.1.1. Geometr y

A partition's geometryrefersto its physicalplacementonadiskdrive. In orderto understandgeome-
try, wemust�rst understandhow datais storedonadiskdrive.

As thenameimplies,adiskdrivecontainoneor morediskscoatedwith amagneticmaterial.It is this
materialthatactuallystoresthedata.Thesurfaceof eachdisk is readandwritten by a head, similar
in functionto theheadin a cassettetaperecorder.

Theheadfor eachdisk surfaceis attachedto anaccessarm, which allows theheadsto sweepacross
thesurfacesof thedisks.As thedisksrotateundertheheads,thesectionof thedisksundertheheadsat
any givenpositionof theaccessarmmake upacylinder(whenonly onedisksurfaceis involved,this
circularsliceof magneticmediais known asa track). Eachtrackmakingup eachcylinder is further
divided into sectors; these�x ed-sizedpiecesof storagerepresentthe smallestdirectly-addressable
itemson a disk drive. Therearenormallyhundredsof sectorspertrack.Present-daydisk drivesmay
have tensof thousandsof cylinders,representingtensof thousandsof uniquepositionsof theaccess
arm.

Partitionsarenormallyspeci�edin termsof cylinders,with thepartitionsizeis de�ned astheamount
of storagebetweenthestartingandendingcylinders.

5.2.1.2. Partition Type

Thepartitiontyperefersto thepartition's relationshipwith theotherpartitionsonthediskdrive.There
arethreedifferentpartitiontypes:

• Primarypartitions

• Extendedpartitions

• Logical partitions

Wewill now look at eachpartitiontype.

5.2.1.2.1. Primary Partitions

Primarypartitionsarepartitionsthattake up oneof thefour primarypartitionslotsin thedisk drive's
partitiontable.

5.2.1.2.2. Extended Partitions

Extendedpartitionsweredevelopedin responseto the needfor more than four partitionsper disk
drive. An extendedpartition can itself containmultiple partitions,greatlyextendingthe numberof
partitionspossible.

5.2.1.2.3. Logical Partitions

Logicalpartitionsarethosepartitionscontainedwithin anextendedpartition.

5.2.1.3. Partition Type Field

Eachpartitionhasatype�eld thatcontainsacodeindicatingthepartition's anticipatedusage.In other
words,if thepartitionis goingto beusedasaswappartitionunderRedHatLinux, thepartition's type
shouldbesetto 82 (which is thecoderepresentingaLinux swappartition).
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5.3. File System Basics
A diskdrive by itself providesaplaceto storedata,andnothingmore.In fact,by itself, theonly way
to accessdataonaharddrive is by eitherspecifyingthedata's physicallocation(in termsof cylinder,
head,andsector),or by its logical location(the65,321stblock)on thedisk.

What is neededis a way to moreeasilykeeptrack of thingsstoredon harddrives; a way of �ling
informationin aneasily-accessibleway.

Thatis theroleof the�le system.

5.3.1. An Overview of File Systems

File systems,asthenameimplies,treatdifferentsetsof informationas�les. Each�le is separatefrom
everyother. Overandabovetheinformationstoredwithin it, each�le includesadditionalinformation:

• The�le' s name

• The�le' s accesspermissions

• Thetime anddateof the�le' s creation,access,andmodi�cation.

While �le systemsin thepasthaveincludednomorecomplexity thanthatalreadymentioned,present-
day �le systemsinclude mechanismsto make it easierto group related�les together. The most
commonly-usedmechanismis thedirectory. Often implementedasa specialtypeof �le, directories
make it possibleto createhierarchicalstructuresof �les anddirectories.

However, while most�le systemshave theseattributesin common,they vary in implementationde-
tails, meaningthat not all �le systemscanbe accessedby all operatingsystems.Luckily, RedHat
Linux includessupportfor many popular�le systems,making it possibleto easily accessthe �le
systemsof otheroperatingsystems.

This is particularlyusefulin dual-bootscenarios,andwhenmigrating�les from oneoperatingsystem
to another.

Next, wewill examinesomeof �le systemsthatarefrequentlyusedunderRedHat Linux.

5.3.1.1. EXT2

Until recently, the ext2 �le systemhasbeenthe standardLinux �le systemfor RedHat Linux. As
such,it hasreceived extensive testing,andis consideredoneof the morerobust �le systemsin use
today.

However, thereis noperfect�le system,andext2 is noexception.Oneproblemthatis verycommonly
reportedis thatanext2 �le systemmustundergoalengthy�le systemintegrity checkif thesystemwas
notcleanlyshutdown. While this requirementis notuniqueto ext2, thepopularityof ext2, combined
with theadventof larger disk drives,meantthat �le systemintegrity checksweretaking longerand
longer. Somethinghadto bedone.

5.3.1.2. EXT3

The ext3 �le systembuilds uponext2 by addingjournalingcapabilitiesto the already-proven ext2
codebase.As a journaling�le system,ext3 alwayskeepsthe �le systemin a consistentstate,elimi-
natingtheneedfor �le systemintegrity checks.

This is accomplishedby writing all �le systemchangesto anon-diskjournal,whichis then�ushedon
a regularbasis.After anunexpectedsystemevent (suchasa power outageor systemcrash),theonly
operationthatneedsto take placeprior to makingthe�le systemavailableis to processthecontents
of thejournal;in mostcasesthis takesapproximatelyonesecond.
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Becauseext3's on-diskdataformatis basedonext2, it is possibleto accessanext3 �le systemonany
systemcapableof readingandwriting anext2 �le system(without thebene�t of journaling,however).
This canbea sizablebene�t in organizationswheresomesystemsareusingext3 andsomearestill
usingext2.

5.3.1.3. NFS

As thenameimplies,theNetwork File System(morecommonlyknown asNFS)is a �le systemthat
maybeaccessedvia anetwork connection.With other�le systems,thestoragedevicemustbedirectly
attachedto thelocal system.However, with NFSthis is not a requirement,makingpossiblea variety
of differentcon�gurations,from centralized�le systemservers,to entirelydisklesscomputersystems.

However, unlike theother�le systemsdiscussedhere,NFSdoesnotdictateaspeci�c on-diskformat.
Instead,it relieson theserver operatingsystem's native �le systemsupportto control theactualI/O
to local disk drive(s).NFS thenmakesthe �le systemavailable to any operatingsystemrunninga
compatibleNFSclient.

While primarily a Linux andUNIX technology, it is worth noting that NFS client implementations
exist for other operatingsystems,making NFS a viable techniqueto share�les with a variety of
differentplatforms.

5.3.1.4. ISO 9660

In 1987, the InternationalOrganizationfor Standardization(known as ISO) releasedinternational
standard9660. ISO 9660 de�nes how �les are representedon CD-ROMs. Red Hat Linux system
administratorswill likely seeISO 9660-formatteddatain two places:

• CD-ROMs

• FilescontainingcompleteISO 9660�le systems,meantto bewritten to CD-Ror CD-RW media

ThebasicISO 9660standardis ratherlimited in functionality, especiallywhencomparedwith more
modern�le systems.File namesmaybea maximumof eightcharacterslong andanextensionof no
morethanthreecharactersis permitted(oftenknown as8.3 �le names).However, variousextensions
to thestandardhavebecomepopularover theyears,amongthem:

• Rock Ridge— Usessome�elds unde�nedin ISO 9660to provide supportfeaturessuchaslong
mixed-case�le names,symboliclinks, andnesteddirectories(in otherwords,directoriesthatcan
themselvescontainotherdirectories)

• Joliet — An extensionof the ISO 9660standard,developedby Microsoft to allow CD-ROMs to
containlong �le names,usingtheUnicodecharacterset

RedHat Linux is ableto correctly interpretISO 9660�le systemsusingboth the Rock Ridgeand
Jolietextensions.

5.3.1.5. MSDOS

RedHat Linux alsosupports�le systemsfrom otheroperatingsystems.As the namefor themsdos
�le systemimplies,theoriginaloperatingsystemwasMicrosoft's MS-DOS®.As in MS-DOS,aRed
Hat Linux systemaccessingan msdos�le systemis limited to 8.3 �le names.Likewise, other �le
attributessuchaspermissionsandownershipcannotbe changed.However, from a �le interchange
standpoint,themsdos�le systemis morethansuf�cient to getthejob done.
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5.3.1.6. VFAT

The vfat �le systemwas �rst usedby Microsoft's Windows® seriesof operatingsystems.An im-
provementover the msdos�le system,�le nameson a vfat �le systemmay be longerthanmsdos's
8.3.However, permissionsandownershipstill cannotbechanged.

Now thatwe have seenwhich �le systemsaremostcommonlyusedunderRedHat Linux, let ussee
how they areused.

5.3.2. Mounting File Systems

In orderto accessany �le system,it is �rst necessaryto mountit. By mountinga �le system,you
directRedHatLinux to makeaspeci�c device (andpartition)availableto thesystem.Likewise,when
accessto aparticular�le systemis no longerdesired,it is necessaryto umountit.

In orderto mountany �le system,two piecesof informationmustbespeci�ed:

• A device �le representingthedesireddiskdrive andpartition

• A directoryunderwhich the mounted�le systemwill be madeavailable (otherwiseknown asa
mountpoint

Wehave alreadycoveredthedevice �les earlier(in Section5.1), sothefollowing sectionwill discuss
mountpointsin moredetail.

5.3.2.1. Mount Points

Unlessyou areusedto Linux (or Linux-like) operatingsystems,theconceptof a mountpoint will at
�rst seemstrange.However, it is oneof themostpowerful methodsof managing�les everdeveloped.
With many otheroperatingsystems,a full �le speci�cation includesthe �le name,somemeansof
identifying the speci�c directory in which the �le resides,anda meansof identifying the physical
device onwhich the�le canbefound.

With RedHat Linux, a slightly differentapproachis used.As with otheroperatingsystems,a full
�le speci�cationincludesthe �le' s nameandthedirectoryin which it resides.However, thereis no
explicit device speci�er.

Thereasonfor thisapparentshortcomingis themountpoint.Onotheroperatingsystems,thereis one
directoryhierarchyfor eachpartition.However, on Linux-like systems,thereis only onehierarchy
system-wideandthis singledirectoryhierarchycanspanmultiple partitions.The key is the mount
point. Whena �le systemis mounted,that �le systemis madeavailableasa setof subdirectories
underthespeci�edmountpoint.

This apparentshortcomingis actuallya strength.It meansthat seamlessexpansionof a Linux �le
systemis possible,with every directorycapableof actingasamountpoint for additionaldiskspace.

As anexample,assumea RedHat Linux systemcontaineda directoryfoo in its root directory;the
full pathto thedirectorywould be /foo . Next, assumethat this systemhasa partition that is to be
mounted,andthatthepartition's mountpoint is to be /foo . If thatpartitionhada �le by thenameof
bar.txt in its top-level directory, afterthepartitionwasmountedyou couldaccessthe�le with the
following full �le speci�cation:

/foo/bar.txt

In otherwords,oncethis partitionhasbeenmounted,any �le that is reador written anywhereunder
the /foo directorywill bereadfrom or written to thepartition.
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A commonly-usedmountpoint onmany RedHat Linux systemsis /home — thatis becauseall user
accounts'login directoriesnormally are locatedunder/home , meaningthat all users' �les canbe
written to adedicatedpartition,andnot �ll up theoperatingsystem's �le system.

Tip

Since a mount point is just an ordinary directory, it is possible to write �les into a directory that is later
used as a mount point. If this happens, what happens to the �les that were in the directory originally?

For as long as a partition is mounted on the directory, the �les are not accessible. However, they will
not be harmed, and can be accessed after the partition is unmounted.

5.3.2.2. Seeing What is Mounted

In additionto mountingandunmountingdisk space,it is possibleto seewhat is mounted.Thereare
severaldifferentwaysof doingthis:

• Viewing /etc/mtab

• Viewing /proc/mounts

• Issuingthedf command

5.3.2.2.1. Viewing /etc/mtab

The�le /etc/mtab is anormal�le that is updatedby themount programwhenever �le systemsare
mountedor unmounted.Hereis asample/etc/mtab :

/dev/sda3 / ext3 rw 0 0
none /proc proc rw 0 0
usbdevfs /proc/bus/usb usbdevfs rw 0 0
/dev/sda1 /boot ext3 rw 0 0
none /dev/pts devpts rw,gid=5,mode=620 0 0
/dev/sda4 /home ext3 rw 0 0
none /dev/shm tmpfs rw 0 0
automount(pid1006) /misc autofs rw,fd=5,pgrp=1006,minprot o=2,max pro to=3 0 0
none /proc/sys/fs/binfmt_mis c binfmt_misc rw 0 0

Eachline representsa �le systemthat is currentlymountedandcontainsthe following �elds (from
left to right):

• Thedevice speci�cation

• Themountpoint

• The�le systemtype

• Whetherthe�le systemis mountedread-only(ro ) or read-write(rw ), alongwith any othermount
options

• Two unused�elds with zerosin them(for compatibilitywith /etc/fstab )
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5.3.2.2.2. Viewing /proc/mounts

The /proc/mounts �le is partof theprocvirtual �le system.As with theother�les under/proc/ ,
mounts doesnot exist on any disk drive in your RedHat Linux system.Instead,these�les arerep-
resentationsof systemstatusmadeavailablein �le form. Using thecommandcat /proc/mounts ,
wecanview /proc/mounts :

rootfs / rootfs rw 0 0
/dev/root / ext3 rw 0 0
/proc /proc proc rw 0 0
usbdevfs /proc/bus/usb usbdevfs rw 0 0
/dev/sda1 /boot ext3 rw 0 0
none /dev/pts devpts rw 0 0
/dev/sda4 /home ext3 rw 0 0
none /dev/shm tmpfs rw 0 0
none /proc/sys/fs/binfmt_mis c binfmt_misc rw 0 0

As we can seefrom the above example,the format of /proc/mounts is very similar to that of
/etc/mtab . Therearea numberof �le systemsmountedthat have nothingto do with disk drives.
Among theseare the /proc/ �le systemitself (alongwith two other �le systemsmountedunder
/proc/ ), pseudo-ttys,andsharedmemory.

While theformatis admittedlynotveryuser-friendly, lookingat /proc/mounts is thebestwayto be
100%sureof seeingwhat is mountedon your RedHat Linux system.Othermethodscan,underrare
circumstances,beinaccurate.

However, mostof thetime you will likely usea commandwith moreeasily-read(anduseful)output.
Let uslook at thatcommandnext.

5.3.2.2.3. The df Command

While using/proc/mounts will let you know what�le systemsarecurrentlymounted,it doeslittle
beyondthat.Most of thetime you will bemoreinterestedin oneparticularaspectof the�le systems
thatarecurrentlymounted:

Theamountof freespaceon them.

For this,wecanusethedf command.Hereis somesampleoutputfrom df :

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/sda3 8428196 4280980 3719084 54% /
/dev/sda1 124427 18815 99188 16% /boot
/dev/sda4 8428196 4094232 3905832 52% /home
none 644600 0 644600 0% /dev/shm

Severaldifferenceswith /etc/mtab and/proc/mount areimmediatelyobvious:

• An easy-to-readheadingis displayed

• With theexceptionof thesharedmemory�le system,only disk-based�le systemsareshown

• Total size,usedspace,freespace,andpercentagein use�gures aredisplayed

That last point is probablythe most important,becauseevery systemadministratorwill eventually
have to dealwith asystemthathasrunoutof freediskspace.With df it is veryeasyto seewherethe
problemlies.
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5.3.3. Mounting File Systems Automaticall y with /etc/fstab

WhenaRedHatLinux systemis newly-installed,all thediskpartitionsde�ned and/orcreatedduring
the installationare con�gured to be automaticallymountedwhenever the systemboots.However,
what happenswhenadditionaldisk drivesareaddedto a systemafter the installationis done?The
answeris "nothing" becausethe systemwasnot con�gured to mountthemautomatically. However,
this is easilychanged.

Theanswerlies in the /etc/fstab �le. This �le is usedto controlwhatsystemsaremountedwhen
the systemboots,as well as to supply default valuesfor other �le systemsthat may be mounted
manuallyfrom time to time.Hereis asample/etc/fstab �le:

LABEL=/ / ext3 defaults 1 1
LABEL=/boot /boot ext3 defaults 1 2
none /dev/pts devpts gid=5,mode=620 0 0
LABEL=/home /home ext3 defaults 1 2
none /proc proc defaults 0 0
none /dev/shm tmpfs defaults 0 0
/dev/sda2 swap swap defaults 0 0
/dev/cdrom /mnt/cdrom iso9660 noauto,owner,kudzu,ro 0 0
/dev/fd0 /mnt/floppy auto noauto,owner,kudzu 0 0

Eachline representsone�le system,andcontainsthefollowing �elds:

• File systemspeci�er — For disk-based�le systems,eitheradevice �le, or adevice labelspeci�ca-
tion

• Mount point— Exceptswappartitions,this �eld speci�esthemountpoint to beusedwhenthe�le
systemis mounted

• File systemtype — The type of �le systempresenton the speci�ed device (notethat auto may
be speci�ed to selectautomaticdetectionof the �le systemto be mounted,which is handyfor
CD-ROMs anddiskettedrives)

• Mount options— A comma-separatedlist of optionsthatcanbeusedto controlmount 'sbehavior

• Dumpfrequency — If thedump backuputility is used,thenumberin this �eld will controldump's
handlingof thespeci�ed�le system

• File systemcheckorder— Controlsthe order in which the �le systemchecker fsck checksthe
integrity of the�le systems.

5.4. Adding/Remo ving Stora ge
Becausetheneedfor additionaldisk spaceis never-ending,a systemadministratoroftenwill needto
adddisk space,while oftenremoving older, smallerdrives.In this section,we will go over thebasic
processof addingandremoving storageonaRedHatLinux system.

5.4.1. Adding Stora ge

Theprocessof addingstorageto a RedHat Linux systemis relatively straightforward. Herearethe
basicsteps:

1. Installingthehardware

2. Partitioning

3. Formattingthepartition(s)
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4. Updating/etc/fstab

5. Modifying backupschedule

Let uslook at eachstepin moredetail.

5.4.1.1. Installing the Hardware

Beforeanythingelsecanbedone,thenew diskdrivehasto bein placeandaccessible.While thereare
many differenthardwarecon�gurationspossible,wewill go throughthetwo mostcommonsituations
— addingan IDE or SCSIdisk drive. Evenwith othercon�gurations,the basicstepsoutlinedhere
still apply.

Tip

No matter what storage hardware you use, you should always consider the load a new disk drive will
add to your computer's I/O subsystem. In particular, you should try to spread the disk I/O load over
all available channels/buses. From a performance standpoint, this is far better than putting all disk
drives on one channel and leaving another one empty and idle.

5.4.1.1.1. Adding IDE Disk Drives

IDE diskdrivesaremostlyusedin desktopandlower-endserversystems.Nearlyall systemsin these
classeshave built-in IDE controllerswith multiple IDE channels— normallytwo or four.

Eachchannelcansupporttwo devices— onemaster, andoneslave.Thetwo devicesareconnectedto
thechannelwith asinglecable.Therefore,the�rst stepis to seewhichchannelshave availablespace
for anadditiondiskdrive.Youwill �nd oneof threesituations:

• Thereis achannelwith only onediskdrive connectedto it

• Thereis achannelwith nodiskdrive connectedto it

• Thereis nospaceavailable

The �rst situationis usually the easiest,as it is very likely that the cablein placehasan unused
connectorinto which thenew disk drive canbeplugged.However, if thecablein placeonly hastwo
connectors(onefor thechannelandonefor thealready-installeddiskdrive), thenit will benecessary
to replacetheexisting cablewith a three-connectormodel.

Beforeinstallingthenew diskdrive,makesurethatthetwo diskdrivessharingthechannelareappro-
priatelycon�gured(oneasmasterandoneasslave).

The secondsituationis a bit moredif�cult, if only for the reasonthata cablemustbepurchasedin
orderto connectadisk drive to thechannel.Thenew disk drive maybecon�guredasmasteror slave
(althoughtraditionallythe�rst diskdrive onachannelis normallycon�guredasmaster).

In thethird situation,thereis nospaceleft for anadditionaldiskdrive.Youmustthenmakeadecision.
Do you:

• AcquireanIDE controllercard,andinstall it

• Replaceoneof theinstalleddiskdriveswith thenewer, largerone

Adding a controller card entailscheckinghardware compatibility, physicalcapacity, and software
compatibility. Basically, thecardmustbecompatiblewith your computer's busslots,theremustbe
anopenslot for it, andit mustbesupportedby RedHatLinux.

Replacingan installeddisk drive presentsa uniqueproblem:what to do with the dataon the disk?
Therearea few possibleapproaches:
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• Write thedatato a backupdevice andrestoreafterinstallingthenew diskdrive

• Useyour network to copy thedatato anothersystemwith suf�cient freespace,restoringthedata
afterinstallingthenew diskdrive

• Usethespaceoccupiedby a third diskdrive by:

1. Temporarilyremoving someotherdiskdrive

2. Temporarilyinstallingthenew diskdrive in its place

3. Copying thedatato thenew diskdrive

4. Removing theold disk drive

5. Replacingit with thenew disk drive

6. Reinstallingthetemporarilyremoveddiskdrive

• Temporarilyinstall theoriginaldiskdriveandthenew diskdrive in anothercomputer, copy thedata
to thenew diskdrive,andtheninstall thenew diskdrive in theoriginal computer

As youcansee,sometimesafair bit of effort mustbeexpendedto getthedata(andthenew hardware)
whereit needsto go.Next, wewill look at workingwith SCSIdisk drives.

5.4.1.1.2. Adding SCSI Disk Drives

SCSIdiskdrivesnormallyareusedin higher-endworkstationsandserversystems.Unlike IDE-based
systems,SCSIsystemsmayor may not have built-in SCSIcontrollers;somedo, while othersusea
separateSCSIcontrollercard.

Thecapabilitiesof SCSIcontrollers(whetherbuilt-in or not)alsovarywidely. It maysupplyanarrow
or wide SCSIbus.Thebusspeedmaybenormal,fast,ultra,utra2,or ultra160.

If thesetermsareunfamiliar to you,you will have to determinewhich termappliesto your hardware
con�gurationandselectanappropriatenew disk drive. Thebestresourcefor this informationwould
bethedocumentationfor your systemand/orSCSIadapter.

You mustthendeterminehow many SCSIbusesareavailableon your system,andwhich oneshave
availablespacefor a new disk drive. The numberof devicessupportedby a SCSIbuswill vary ac-
cordingto thebuswidth:

• Narrow (8-bit) SCSIbus— 7 devices(pluscontroller)

• Wide (16-bit) SCSIbus— 15devices(pluscontroller)

The�rst stepis to seewhichbuseshaveavailablespacefor anadditionaldiskdrive.Youwill �nd one
of threesituations:

• Thereis abuswith lessthanthemaximumnumberof disk drivesconnectedto it

• Thereis abuswith nodiskdrivesconnectedto it

• Thereis nospaceavailableonany bus

The�rst situationis usuallytheeasiest,asit is likely that thecablein placehasanunusedconnector
into which the new disk drive canbe plugged.However, if the cablein placedoesnot have an un-
usedconnector, it will benecessaryto replacetheexisting cablewith onethathasat leastonemore
connector.

The secondsituationis a bit moredif�cult, if only for the reasonthata cablemustbepurchasedin
orderto connectadiskdrive to thebus.

If thereis nospaceleft for anadditionaldiskdrive,youmustmake adecision.Do you:
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• Acquireandinstall aSCSIcontrollercard

• Replaceoneof theinstalleddiskdriveswith thenew one

Adding a controller card entailscheckinghardware compatibility, physicalcapacity, and software
compatibility. Basically, thecardmustbecompatiblewith your computer's busslots,theremustbe
anopenslot for it, andit mustbesupportedby RedHatLinux.

Replacingan installeddisk drive presentsa uniqueproblem:what to do with the dataon the disk?
Therearea few possibleapproaches:

• Write thedatato a backupdevice,andrestoreafterinstallingthenew disk drive

• Useyour network to copy the datato anothersystemwith suf�cient free space,andrestoreafter
installingthenew diskdrive

• Usethespaceoccupiedby a third diskdrive by:

1. Temporarilyremoving someotherdiskdrive

2. Temporarilyinstallingthenew diskdrive in its place

3. Copying thedatato thenew diskdrive

4. Removing theold disk drive

5. Replacingit with thenew disk drive

6. Reinstallingthetemporarilyremoveddiskdrive

• Temporarilyinstall theoriginaldiskdriveandthenew diskdrive in anothercomputer, copy thedata
to thenew diskdrive,andtheninstall thenew diskdrive in theoriginal computer

Onceyou have anavailableconnectorin which to plug thenew disk drive, you mustmake surethat
thedrive's SCSIID is setappropriately. To do this, you mustknow whatall of theotherdeviceson
thebus(includingthecontroller)areusingfor their SCSIIDs. Theeasiestway to do this is to access
the SCSIcontroller's BIOS. This is normally doneby pressinga speci�c key sequenceduring the
system's power-up sequence.You canthenview theSCSIcontroller's con�guration,alongwith the
devicesattachedto all of its buses.

Next, you mustconsiderproperbus termination.Whenaddinga new disk drive, the rule is actually
quitesimple— if thenew disk drive is the last (or only) device on thebus,it musthave termination
enabled.Otherwise,terminationmustbedisabled.

At thispoint,youcanmoveon to thenext stepin theprocess— partitioningyournew disk drive.

5.4.1.2. Partitioning

Oncethedisk drive hasbeeninstalled,it is time to createoneor morepartitionsto make thespace
availableto RedHat Linux. Thereareseveraldifferentwaysof doingthis:

• Usingthecommand-linefdisk utility program

• Usingparted , anothercommand-lineutility program

Althoughthetoolsmaybedifferent,thebasicstepsarethesame:

1. Selectthenew disk drive (thedrive's namecanbefoundby following thedevice namingcon-
ventionsoutlinedin Section5.1

2. View thediskdrive's partitiontable,to ensurethatthediskdrive to bepartitionedis, in fact,the
correctone
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3. Deleteany unwantedpartitionsthatmayalreadybepresenton thenew diskdrive

4. Createthenew partition(s),beingsureto specifythedesiredsizeand�le systemtype

5. Save yourchangesandexit thepartitioningprogram

Warning

When partitioning a new disk drive, it is vital that you are sure the disk drive you are about to partition
is the correct one. Otherwise, you may inadvertently partition a disk drive that is already in use, which
will result in lost data.

Also make sure you have decided on the best partition size. Always give this matter serious thought,
because changing it later will be much more dif�cult.

5.4.1.3. Formatting the Partition(s)

At this point, the new disk drive hasoneor morepartitionsthat have beenwritten to it. However,
beforethespacecontainedwithin thosepartitionscanbeused,thedisk drive must�rst beformatted.
By formatting,you areselectinga speci�c �le systemto be used— this is the stepthat turnsthat
blankspaceinto anEXT3 �le system,for example.As such,this is a pivotal time in the life of this
disk drive; thechoicesyou make herecannotbechangedlaterwithout goingthrougha greatdealof
work.

This is thetime to look at themkfs. � fstype � manpagefor the�le systemyou have selected.For
example,look at themkfs.ext3 manpageto seetheoptionsavailableto you whencreatinga new
ext3 �le system.In general,themkfs.* programsprovidereasonabledefaultsfor mostcon�gurations;
however herearesomeof theoptionsthatsystemadministratorsmostcommonlychange:

• Settingavolumelabelfor laterusein /etc/fstab

• On very largeharddisks,settinga lower percentageof spacereservedfor thesuper-user

• Settinganon-standardblocksizeand/orbytesperinodefor con�gurationsthatmustsupporteither
very largeor very small�les

• Checkingfor backblocksbeforeformatting

Thediskdrive is now properlycon�guredfor use.

Next, it is alwaysbestto double-checkyour work by manuallymountingthepartition(s)andmaking
sureeverything is in order. Onceeverythingchecksout, it is time to con�gure your RedHat Linux
systemto automaticallymountthenew �le system(s)whenever it boots.

5.4.1.4. Updating /etc/fstab

As outlined in Section5.3.3, you must add the necessaryline(s) to /etc/fstab in order to en-
surethat the new �le system(s)aremountedwhenever the systemreboots.Onceyou have updated
/etc/fstab , testyourwork by issuingan"incomplete"mount , specifyingonly thedevice or mount
point.Somethingsimilar to oneof thefollowing will besuf�cient:

mount /home
mount /dev/hda3

(Replacing/home or /dev/hda3 with themountpointor device for your speci�c situation.)

If the appropriate/etc/fstab entry is correct,mount will obtainthemissinginformationfrom it,
andcompletethe�le systemmount.
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At this point you canberelatively con�dent that thenew �le systemwill be therethenext time the
systemboots(althoughif youcanafford aquick reboot,it would nothurt to doso— just to besure).

Next, we will look at theoneof themostcommonly-forgottenstepsin the processof addinga new
�le system.

5.4.1.5. Modifying the Backup Schedule

Assumingthatthenew �le systemis morethanatemporarystoragearearequiringnobackups,this is
thetime to make thenecessarychangesto your backupproceduresto ensurethatthenew �le system
will be backed up. The exact natureof what you will needto do to make this happendependson
theway thatbackupsareperformedon your system.However, therearesomepointsto keepin mind
while makingthenecessarychanges:

• Considerwhattheoptimalfrequency of backupsshouldbe

• Determinewhatbackupstylewouldbemostappropriate(full backupsonly, full with incrementals,
full with differentials,etc.)

• Considertheimpactof thenew �le systemonyourbackupmediausage,particularlyasthenew �le
systemstartsto �ll

• Judgewhethertheadditionalbackupwill causethe backupsto take too long andstartusingtime
outsideof yourbackupwindow

• Make surethat thesechangesarecommunicatedto the peoplethat needto know (othersystem
administrators,operationspersonnel,etc.)

Onceall this is done,your new disk spaceis readyfor use.

5.4.2. Removing Stora ge

Removing diskspacefrom asystemis straightforward,with thestepsbeingsimilar to theinstallation
sequence(except,of course,in reverse):

1. Move any datato besavedoff thediskdrive

2. Remove thediskdrive from thebackupsystem

3. Remove thediskdrive's partitionsfrom /etc/fstab

4. Erasethecontentsof thediskdrive

5. Remove thediskdrive

As you cansee,comparedto theinstallationprocess,therearea few extrastepshere.

5.4.2.1. Moving Data Off the Disk Drive

Shouldtherebe any dataon the disk drive that mustbe saved, the �rst thing to do is to determine
wherethe datashouldgo. The decisionheredependsmainly on what is going to be donewith the
data.For example,if thedatais no longergoing to beactively used,it shouldbearchived,probably
in thesamemannerasyour systembackups.This meansthatnow is thetime to considerappropriate
retentionperiodsfor this �nal backup.

On theotherhand,if thedatawill still beused,thenthedatawill needto resideon thesystemmost
appropriatefor thatusage.Of course,if this is thecase,perhapsit wouldbeeasiestto movethedataby
simply reinstallingthediskdrive onthenew system.If youdo this,youshouldmakea full backupof
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thedatabeforedoingso— peoplehave droppeddisk drivesfull of valuabledata(losingeverything)
while doingnothingmorethanwalking acrossa room.

5.4.2.2. Erase the Contents of the Disk Drive

Nomatterwhetherthediskdrivehasvaluabledataornot,it isagoodideatoalwayseraseadiskdrive's
contentsprior to reassigningor relinquishingcontrolof it. While theobvious reasonis to make sure
thatno informationremainsonthediskdrive, it is alsoagoodtime to checkthediskdrive's healthby
performinga read-writetestfor badblockson theentiredrive.

Doing this underRedHat Linux is simple.After unmountingall of thedisk drive's partitions,issue
thefollowing command(while loggedin asroot):

badblocks -ws /dev/fd0

Youwill seethefollowing outputwhile badblocks runs:

Writing pattern 0xaaaaaaaa: done
Reading and comparing: done
Writing pattern 0x55555555: done
Reading and comparing: done
Writing pattern 0xffffffff: done
Reading and comparing: done
Writing pattern 0x00000000: done
Reading and comparing: done

In this example,a diskette (/dev/fd0 ) waserased;however, erasinga harddisk is donethe same
way, usingfull-device access(for example,/dev/hda for the�rst IDE harddisk)

Impor tant

Many companies (and government agencies) have speci�c methods of erasing data from disk drives
and other data storage media. You should always be sure you understand and abide by these require-
ments; in many cases there are legal rami�cations if you fail to do so. The example above should in
no way be considered the ultimate method of wiping a disk drive.

5.5. RAID-Based Stora ge
Oneskill thata systemadministratorshouldcultivateis theability to look at complex systemcon�g-
urations,andobserve thedifferentshortcomingsinherentin eachcon�guration.While this might, at
�rst glance,seemto bearatherdepressingviewpoint to take, it canbeagreatway to look beyondthe
shiny new boxesto somefutureSaturdaynight with all productiondown dueto a failure thatcould
easilyhave beenavoided.

With this in mind, let ususewhatwenow know aboutdisk-basedstorageandseeif wecandetermine
thewaysthatdisk drivescancauseproblems.First,consideranoutrighthardwarefailure:

A disk drive with four partitionson it diescompletely:whathappensto thedataon thosepartitions?
It is immediatelyunavailable(at leastuntil it canberestoredfrom arecentbackup,thatis).

A disk drive with a singlepartition on it is operatingat the limits of its designdueto massive I/O
loads:whathappensto applicationsthatrequireaccessto thedataon thatpartition?Theapplications
slow down becausethedisk drive cannotprocessreadsandwritesany faster.
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You have a large data�le that is slowly growing in size;soonit will be larger thanthe largestdisk
drive available for your system.What happensthen?The data�le (andits associatedapplications)
stoprunning.

Justoneof theseproblemscouldcrippleadatacenter, yetsystemadministratorsmustfacethesekinds
of issuesevery day. Whatcanbedone?

Fortunately, thereis onetechnologythatcanaddresseachoneof theseissues.And thenamefor that
technologyis RAID.

5.5.1. Basic Concepts

RAID is an acronym standingfor RedundantArray of IndependentDisks1. As the nameimplies,
RAID is away for multipledisk drivesto actasasinglediskdrive.

RAID techniqueswere�rst developedby researchersat theUniversityof California,Berkeley in the
mid-1980s.At thetime,therewasa largegapin pricebetweenthehigh-performancediskdrivesused
on the large computersinstallationsof theday, andthesmaller, slower disk drivesusedby thestill-
youngpersonalcomputerindustry. RAID wasviewedasamethodof having many lessexpensivedisk
drives�ll in for higher-pricedhardware.

More importantly, RAID arrayscanbeconstructedin differentways,andwill have differentcharac-
teristicsdependingon the �nal con�guration. Let us look at the differentcon�gurations(known as
RAID levels) in moredetail.

5.5.1.1. RAID Levels

The Berkeley researchersoriginally de�ned � ve different RAID levels and numberedthem "1"
through"5". In time, additionalRAID levels werede�ned by otherresearchersandmembersof the
storageindustry. Not all RAID levels wereequallyuseful;somewereof interestonly for research
purposes,andotherscouldnotbeeconomicallyimplemented.

In theend,therewerethreeRAID levelsthatendedupseeingwidespreadusage:

• Level 0

• Level 1

• Level 5

Thefollowing sectionswill discusseachof theselevels in moredetail.

5.5.1.1.1. RAID 0

The disk con�guration known asRAID level 0 is a bit misleading,as this is the only RAID level
that employs absolutelyno redundancy. However, even thoughRAID 0 hasno advantagesfrom a
reliability standpoint,it doeshaveotheradvantages.

A RAID 0 arrayconsistsof two or morediskdrives.Thedrivesaredividedinto chunks, whichrepre-
sentssomemultiple of thedrives' native block size.Datawritten to thearraywill bewritten, chunk
by chunk,to eachdrive in thearray. Thechunkscanbethoughtof asformingstripesacrosseachdrive
in thearray;hencetheothertermfor RAID 0: striping.

For example,with a two-drive arrayanda 4KB chunksize,writing 12KB of datato thearraywould
resultin thedatabeingwritten in three4KB chunksto thefollowing drives:

1. WhenearlyRAID researchbegan,theacronym stoodfor RedundantArray of InexpensiveDisks,but over

timethe"standalone"disksthatRAID wasintendedto supplantbecamecheaperandcheaper, renderingtheprice

comparisonmeaningless.
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• The�rst 4KB would bewritten to the�rst drive, into the�rst chunk

• Thesecond4KB would bewritten to theseconddrive, into thesecondchunk

• Thelast4KB would bewritten to the�rst drive, into thesecondchunk

5.5.1.1.1.1. Advantages to RAID 0

Comparedto a singlediskdrive, theadvantagesto RAID 0 are:

• Largertotalsize— RAID 0 arrayscanbeconstructedthatarelargerthanasinglediskdrive,making
it easierto storelargerdata�les

• Betterread/writeperformance— TheI/O loadona RAID 0 arraywill bespreadevenly amongall
thedrivesin thearray

• No wastedspace— All availablestorageonall drivesin thearrayareavailablefor datastorage

5.5.1.1.1.2. Disadvantages to RAID 0

Comparedto a singlediskdrive,RAID 0 hasthefollowing disadvantage:

• Lessreliability — Every drive in a RAID 0 arraymustbe operative in order for the arrayto be
available

Tip

If you have trouble keeping the different RAID levels straight, just remember that RAID 0 has zero
percent redundancy.

5.5.1.1.2. RAID 1

RAID 1 usestwo (althoughsomeimplementationssupportmore) identicaldisk drives.All datais
written to both drives, making them identical copiesof eachother. That is why RAID 1 is often
known asmirroring.

Whenever datais written to a RAID 1 array, two physicalwrites musttake place:oneto onedrive,
andoneto theother. Readingdata,on theotherhand,only needsto take placeonceandeitherdrive
in thearraycanbeused.

5.5.1.1.2.1. Advantages to RAID 1

Comparedto a singlediskdrive,aRAID 1 arrayhasthefollowing advantages:

• Improvedredundancy — Evenif onedrivein thearraywereto fail, thedatawouldstill beaccessible

• Improved readperformance— With both drives operational,readscan be evenly split between
them
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5.5.1.1.2.2. Disadvantages to RAID 1

Whencomparedto asingledisk drive,aRAID 1 arrayhassomedisadvantages:

• Reducedwrite performance— Becausebothdrivesmustbekeptup-to-date,all write I/O mustbe
performedby bothdrives,slowing theoverall processof writing datato thearray

• Reducedcostef�ciency — With oneentiredrive dedicatedto redundancy, the costof a RAID 1
arrayis at leastdoublethatof asingledrive

5.5.1.1.3. RAID 5

RAID 5 attemptsto combinethebene�tsof RAID 0 andRAID 1, while minimizing their respective
disadvantages.

Like RAID 0, a RAID 5 arrayconsistsof multiple disk drives,eachdividedinto chunks.This allows
aRAID 5 arrayto belargerthanany singledrive.And likeaRAID 1 array, aRAID 5 arrayusessome
diskspacein a redundantfashion,improving reliability.

However, theway RAID 5 worksis unlike eitherRAID 0 or 1.

A RAID 5 arraymustconsistof at leastthreeidentically-sizeddiskdrives(althoughmoredrivesmay
beused).Eachdrive is divided into chunksanddatais written to thechunksin order. However, not
every chunkis dedicatedto datastorageasit is in RAID 0. Instead,in anarraywith n disk drivesin
it, every nth chunkis dedicatedto parity.

Chunkscontainingparity make it possibleto recover datashouldoneof thedrivesin the arrayfail.
Theparity in chunkx is calculatedby mathematicallycombiningthedatafrom eachchunkx stored
on all theotherdrivesin thearray. If thedatain a chunkis updated,thecorrespondingparity chunk
mustberecalculatedandupdatedaswell.

Thisalsomeansthatevery timedatais writtento thearray, twodrivesarewrittento: thedriveholding
thedata,andthedrive containingtheparity chunk.

One key point to keepin mind is that the parity chunksarenot concentratedon any onedrive in
the array. Instead,they arespreadevenly throughall the drives.Even thoughdedicatinga speci�c
drive to containnothingbut parity is possible(and,in fact,this con�gurationis known asRAID level
4), the constantupdatingof parity asdatais written to the arraywould meanthat the parity drive
could becomea performancebottleneck.By spreadingthe parity informationthroughoutthe array,
this impactis reduced.

5.5.1.1.3.1. Advantages to RAID 5

Comparedto a singledrive,aRAID 5 arrayhasthefollowing advantages:

• Improvedredundancy — If onedrive in thearrayfails, theparity informationcanbeusedto recon-
structthemissingdatachunks,all while keepingthedataavailablefor use

• Improved readperformance— Dueto theRAID 0-like way datais dividedbetweendrivesin the
array, readI/O activity is spreadevenly betweenall thedrives

• Reasonablygoodcostef�ciency — For aRAID 5 arrayof n drives,only 1/nth of thetotalavailable
storageis dedicatedto redundancy
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5.5.1.1.3.2. Disadvantages to RAID 5

Comparedto a singledrive,aRAID 5 arrayhasthefollowing disadvantage:

• Reducedwrite performance— Becauseeachwrite to thearrayresultsin two writesto thephysical
drives(onewrite for thedataandonefor theparity),write performanceis worsethanasingledrive2

5.5.1.1.4. Nested RAID Levels

As shouldbeobviousfrom thediscussionof thevariousRAID levels,eachlevel hasspeci�c strengths
andweaknesses.It wasnot long beforepeoplebeganto wonderwhetherdifferentRAID levelscould
somehow becombined,producingarrayswith all of thestrengthsandnoneof theweaknessesof the
original levels.

For example,whatif thediskdrivesin aRAID 0 arraywereactuallyRAID 1 arrays?Thiswouldgive
theadvantagesof RAID 0's speed,with thereliability of RAID 1.

This is just thekind of thing thatcanbedone.Herearethemostcommonly-nestedRAID levels:

• RAID 1+0

• RAID 5+0

• RAID 5+1

BecausenestedRAID is usedin morespecializedenvironments,we will not go into greaterdetail
here.However, therearetwo pointsto keepin mindwhenthinkingaboutnestedRAID:

• Ordermatters— Theorderin whichRAID levelsarenestedcanhave a largeimpacton reliability.
In otherwords,RAID 1+0andRAID 0+1arenot thesame

• Costscanbehigh — If thereis any disadvantagecommonto all nestedRAID implementations,it
is oneof cost;thesmallestpossibleRAID 5+1 arrayis six disk drives(andevenmoredriveswill
berequiredfor largerarrays)

Now thatwehave exploredtheconceptsbehindRAID, let usseehow RAID canbeimplemented.

5.5.1.2. RAID Implementations

It is obvious from theprevioussectionsthatRAID requiresadditional"intelligence"over andabove
the usualdisk I/O processingfor individual drives. At the very least,the following tasksmust be
performed:

• Dividing incomingI/O requeststo theindividual disksin thearray

• Calculatingparity (for RAID 5), andwriting it to theappropriatedrive in thearray

• Monitoring theindividual disksin thearrayandtakingtheappropriateactionsshouldonefail

• Controlling the rebuilding of an individual disk in thearray, whenthatdisk hasbeenreplacedor
repaired

• Providing ameansto allow administratorsto maintainthearray(removing andaddingdrives,initi-
atingandhaltingrebuilds,etc.)

2. Thereis alsoan impact from the parity calculationsrequiredfor eachwrite. However, dependingon the

speci�c RAID 5 implementation,this impactcanrangefrom sizableto nearlynonexistent.
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Fortunately, therearetwo majormethodsthatmaybeusedto accomplishthesetasks.The next two
sectionswill describethem.

5.5.1.2.1. Hardware RAID

A hardwareRAID implementationusuallytakesthe form of a specializeddisk controllercard.The
card performsall RAID-relatedfunctionsand directly controlsthe individual drives in the arrays
attacheddirectly to it. With theproperdriver, thearraysmanagedby ahardwareRAID cardappearto
thehostoperatingsystemjustasif they wereregulardiskdrives.

Most RAID controllercardswork with SCSIdrives,althoughtherearesomeIDE-basedRAID con-
trollersaswell. In any case,theadministrative interfaceis usuallyimplementedin oneof threeways:

• Specializedutility programsthatrunasapplicationsunderthehostoperatingsystem

• An on-boardinterfaceusingaserialport that is accessedusinga terminalemulator

• A BIOS-like interfacethatis only accessibleduringthesystem's power-up testing

SomeRAID controllershave morethanonetype of administrative interfaceavailable.For obvious
reasons,a softwareinterfaceprovidesthemost�e xibility, asit allows administrative functionswhile
the operatingsystemis running.However, if you are going to boot Red Hat Linux from a RAID
controller, aninterfacethatdoesnot requirea runningoperatingsystemis a requirement.

Becausetherearesomany differentRAID controllercardson themarket, it is impossibleto go into
further detail here.The bestcourseof actionis to readthe manufacturer's documentationfor more
information.

5.5.1.2.2. Software RAID

SoftwareRAID is simply RAID implementedaskernel-or driver-level softwarefor a particularop-
eratingsystem.As such,it providesmore�e xibility in termsof hardwaresupport— aslong asthe
hardwareis supportedby theoperatingsystem,RAID arrayscanbecon�guredanddeployed.Thiscan
dramaticallyreducethe costof deploying RAID by eliminatingthe needfor expensive, specialized
RAID hardware.

BecauseRedHat Linux includessupportfor softwareRAID, the remainderof this sectionwill de-
scribehow it maybecon�guredanddeployed.

5.5.2. Creating RAID Arra ys

UnderRedHat Linux therearetwo waysthatRAID arrayscanbecreated:

• While installingRedHatLinux

• Manually, afterRedHatLinux hasbeeninstalled

Wewill next look into thesetwo methods.

5.5.2.1. While Installing Red Hat Lin ux

During the normal Red Hat Linux installationprocess,RAID arrayscan be created.This is done
duringthediskpartitioningphaseof theinstallation.To begin, youmustmanuallypartitionyourdisk
drivesusingDisk Druid . You will �rst needto createpartitionsof thetype"softwareRAID". These
partitionswill laterbecombinedto form thedesiredRAID arrays.
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Onceyou have createdall thepartitionsrequiredfor theRAID array(s)thatyou wish to create,you
mustthenusetheRAID buttonto actuallycreatethearrays.Youwill bepresentedwith a dialogbox
whereyou selectthearray's mountpoint, �le systemtype,RAID device name,RAID level, andthe
"softwareRAID" partitionsonwhich this arraywill bebased.

Oncethedesiredarrayshavebeencreated,theinstallationprocesscontinuesasusual.

Tip

For more information on creating software RAID arrays during the Red Hat Linux installation process,
refer to the Of�cial Red Hat Linux Customization Guide.

5.5.2.2. After Red Hat Lin ux Has Been Installed

CreatingaRAID arrayafterRedHatLinux hasbeeninstalledis abit morecomplex. As with theaddi-
tion of any typeof diskstorage,thenecessaryhardwaremust�rst beinstalledandproperlycon�gured.
Partitioningis abit differentfor RAID thanit is for singlediskdrives.Insteadof selectinga partition
typeof "Linux" (type83) or "Linux swap" (type82), all partitionsthatwill bepartof a RAID array
mustbesetto "Linux raidauto"(typefd). Next, it is necessaryto createthe/etc/raidtab �le. This
�le is responsiblefor the propercon�guration of all RAID arrayson your system.The �le format
(which is documentedin the raidtab manpage)is relatively straightforward. Hereis an example
/etc/raidtab entryfor aRAID 1 array:

raiddev /dev/md0
raid-level 1
nr-raid-disks 2
chunk-size 64k
persistent-superblock 1
nr-spare-disks 0

device /dev/hda2
raid-disk 0
device /dev/hdc2
raid-disk 1

Someof themorenotablesectionsin thisentryare:

• raiddev — Shows thespecialdevice �le namefor theRAID array3

• raid-level — De�nes theRAID level to usedusedby thisRAID array

• nr-raid-disks — Indicateshow many physicaldiskpartitionsareto bepartof thisarray

• nr-spare-disks — SoftwareRAID underRedHat Linux allows the de�nition of oneor more
sparediskpartitions;thesepartitionscanautomaticallytake theplaceof amalfunctioningdisk

• device , raid-disk — Together, they de�ne the physicaldisk partitionsthat will make up the
RAID array

Next, it is necessaryto actuallycreatetheRAID array. This is donewith themkraid program.Using
our example /etc/raidtab �le, we would createthe /dev/md0 RAID arraywith the following
command:

mkraid /dev/md0

3. NotethatsincetheRAID arrayis composedof partitioneddisk space,thedevice�le nameof a RAID array

doesnot re�ect any partition-level information.
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TheRAID array /dev/md0 is now readyto be formattedandmounted.This processis no different
thanthesingledrive approachoutlinedin Section5.4.1.2andSection5.4.1.3.

5.5.3. Day to Day Management of RAID Arra ys

Thereis little thatneedsto bedoneto keepaRAID arrayoperating.As longasnohardwareproblems
cropup,thearrayshouldfunctionjustasif it wereasinglephysicaldiskdrive.

However, just asa systemadministratorshouldperiodicallycheckthestatusof all disk driveson the
system,theRAID arraysshouldbecheckedaswell.

5.5.3.1. Checking Arra y Status With /proc/mdstat

The �le /proc/mdstat is theeasiestway to checkon thestatusof all RAID arrayson a particular
system.Hereis asamplemdstat (view with thecommandcat /proc/mdstat ):

Personalities : [raid1]
read_ahead 1024 sectors
md3 : active raid1 hda4[0] hdc4[1]

73301184 blocks [2/2] [UU]

md1 : active raid1 hda3[0] hdc3[1]
522048 blocks [2/2] [UU]

md0 : active raid1 hda2[0] hdc2[1]
4192896 blocks [2/2] [UU]

md2 : active raid1 hda1[0] hdc1[1]
128384 blocks [2/2] [UU]

unused devices: � none �

On this system,thereare four RAID arrays(all RAID 1). EachRAID arrayhasits own sectionin
/proc/mdstat andcontainsthefollowing information:

• TheRAID arraydevice name(minus/dev/ )

• Thestatusof theRAID array

• TheRAID array's RAID level

• The physicalpartitionsthat currently make up the array (followed by the partition's array unit
number)

• Thesizeof thearray

• Thenumberof con�gureddevicesversusthenumberof operative devicesin thearray

• Thestatusof eachcon�gureddevice in thearray(Umeaningthedevice is OK, and_ indicatingthat
thedevice hasfailed)

5.5.3.2. Rebuilding a RAID array with raidhotadd

Should/proc/mdstat show that a problemexists with oneof the RAID arrays,the raidhotadd
utility programshouldbeusedto rebuild thearray. Herearethestepsthatwouldneedto beperformed:

1. Determinewhichdiskdrive containsthefailedpartition

2. Correcttheproblemthatcausedthefailure(mostlikely by replacingthedrive)
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3. Partition thenew drive sothat thepartitionson it areidentical to thoseon theotherdrive(s)in
thearray

4. Issuethefollowing command:
raidhotadd � raid-device ��� disk-partition �

5. Monitor /proc/mdstat to watchtherebuild take place

Tip

Here is a command that can be used to watch the rebuild as it takes place:

watch -n1 cat /proc/mdstat

5.6. Monitoring Disk Space
Theonesystemresourcethatismostcommonlyover-committedis diskspace.Therearemany reasons
for this, rangingfrom applicationsnot cleaningup after themselves,to softwareupgradesbecoming
largerandlarger, to usersthatrefuseto deleteold emailmessages.

No matterwhatthereason,systemadministratorsmustmonitordiskspaceusageonanongoingbasis,
or facepossiblesystemoutagesandunhappy users.In this section,we will look at somewaysof
keepingtrackof disk space.

5.6.1. Using df

Theeasiestway to seehow muchfreedisk spaceis availableon a systemis to usethedf command.
Hereis anexampleof df in action:

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/sda3 8428196 4282228 3717836 54% /
/dev/sda1 124427 18815 99188 16% /boot
/dev/sda4 8428196 3801644 4198420 48% /home
none 644600 0 644600 0% /dev/shm

As wecansee,df listseverymounted�le system,andprovidesinformationsuchasdevicesize(under
the1k-blocks column),aswell asthespaceusedandstill available.However, theeasiestthing to
do is to simply scantheUse%columnfor any numbersnearing100%.

5.7. Implementing Disk Quotas
While it is alwaysgoodto beawareof disk usage,therearemany instanceswhereit is evenbetterto
have abit of controlover it. Thatis whatdiskquotascando.

Many timesthe�rst thing mostpeoplethink of whenthey think aboutdisk quotasis usingit to force
usersto keeptheir directoriesclean.While therearesiteswherethis maybethecase,it alsohelpsto
look at theproblemof disk spaceusagefrom anotherperspective. Whataboutapplicationsthat, for
onereasonor another, consumetoo muchdisk space?It is not unheardof for applicationsto fail in
waysthatcausethemto consumeall availabledisk space.In thesecases,disk quotascanhelp limit
thedamagecausedby sucherrantapplications,by forcing it to stopbefore nofreespaceis left on the
disk.
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5.7.1. Some Backgr ound on Disk Quotas

Disk quotasare implementedon a per-�le systembasis.In otherwords, it is possibleto con�gure
quotasfor /home (assuming/home is on its own �le system),while leaving /tmp withoutany quotas
atall.

Quotascanbeseton two levels:

• For individual users

• For individual groups

This kind of �e xibility makes it possibleto give eachusera small quotato handle"personal"�le
(suchasemail, reports,etc.),while allowing the projectsthey work on to have moresizablequotas
(assumingtheprojectsaregiventheir own groups).

In addition,quotascanbe set not just to control the numberof disk blocksconsumed,but also to
controlthenumberof inodes.Becauseinodesareusedto contain�le-related information,this allows
controlover thenumberof �les thatcanbecreated.

But beforewe canimplementquotas,we shouldhave a betterunderstandingof how they work. The
�rst stepin thisprocessis to understandthemannerin whichdiskquotasareapplied.Therearethree
majorconceptsthatyoushouldunderstandprior to implementingdisk quotas:

HardLimit

Thehardlimit de�nestheabsolutemaximumamountof diskspacethatauseror groupcanuse.
Oncethis limit is reached,no furtherdiskspacecanbeused.

SoftLimit

Thesoft limit de�nes themaximumamountof disk spacethatcanbeused.However, unlike the
hardlimit, thesoft limit canbeexceededfor acertainamountof time.Thattime is known asthe
graceperiod.

GracePeriod

Thegraceperiodis thetime duringwhich thesoft limit maybeexceeded.Thegraceperiodcan
beexpressedin seconds,minutes,hours,days,weeks,or months,giving thesystemadministrator
agreatdealof freedomin determininghow muchtimeto giveusersto gettheirdiskusagebelow
their soft limit.

With thesetermsin mind,wecannow begin to con�gure asystemto usediskquotas.

5.7.2. Enabling Disk Quotas

In orderto usediskquotas,youmust�rst enablethem.This processinvolvesseveralsteps:

1. Modifying /etc/fstab

2. Remountingthe�le system(s)

3. Runningquotacheck

4. Assigningquotas

Let uslook at thesestepsin moredetail.
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5.7.2.1. Modifying /etc/fstab

Using thetext editorof your choice,simply addtheusrquota and/orgrpquota optionsto the �le
systemsthatrequirequotas:

/dev/md0 / ext3 defaults 1 1
LABEL=/boot /boot ext3 defaults 1 2
none /dev/pts devpts gid=5,mode=620 0 0
LABEL=/home /home ext3 defaults,usrquota,grpq uota 1 2
none /proc proc defaults 0 0
none /dev/shm tmpfs defaults 0 0
/dev/md1 swap swap defaults 0 0

In thisexample,wecanseethatthe /home �le systemhasbothuserandgroupquotasenabled.

At this point you mustremounteach�le systemwhosefstab entryhasbeenmodi�ed. You maybe
ableto simply umount andthenmount the �le system(s)by hand,but if the �le systemis currently
in useby any processes,theeasiestthing to do is to rebootthesystem.

5.7.2.2. Running quotacheck

Wheneachquota-enabled�le systemis remounted,thesystemis now capableof working with disk
quotas.However, the�le systemitself is notyet readyto supportquotas.To dothis,youmust�rst run
quotacheck .

Thequotacheck commandexaminesquota-enabled�le systems,building a tableof thecurrentdisk
usagefor eachone.This table is thenusedto updatethe operatingsystem's copy of disk usage.In
addition,the�le system's disk quota�les areupdated(or created,if they donot alreadyexist).

In our example,thequota�les (namedaquota.group andaquota.user , andresidingin /home/ )
donotyet exist, sorunningquotacheck will createthem.Usethis command:

quotacheck -avug

Theoptionsusedin thisexampledirectquotacheck to:

• Checkall quota-enabled,locally-mounted�le systems(-a )

• Displaystatusinformationasthequotacheckproceeds(-v )

• Checkuserdiskquotainformation(-u )

• Checkgroupdiskquotainformation(-g )

Oncequotacheck has�nished running,you shouldseethequota�les correspondingto theenabled
quotas(userand/orgroup)in the root directoryof eachquota-enabled�le system(which would be
/home/ in ourexample):

total 44
drwxr-xr-x 6 root root 4096 Sep 14 20:38 .
drwxr-xr-x 21 root root 4096 Sep 14 20:10 ..
-rw------- 1 root root 7168 Sep 14 20:38 aquota.user
-rw------- 1 root root 7168 Sep 14 20:38 aquota.group
drwx------ 4 deb deb 4096 Aug 17 12:55 deb
drwx------ 9 ed ed 4096 Sep 14 20:35 ed
drwxr-xr-x 2 root root 16384 Jan 20 2002 lost+found
drwx------ 3 matt matt 4096 Jan 20 2002 matt

Now wearereadyto begin assigningquotas.



Chapter 5. Managing Storage 71

5.7.2.3. Assigning Quotas

Themechanicsof assigningdiskquotasarerelatively simple.Theedquota programis usedto edit a
useror groupquota:

Disk quotas for user ed (uid 500):
Filesystem blocks soft hard inodes soft hard
/dev/md3 6618000 0 0 17397 0 0

edquota usesa text editor (which canbe selectedby settingthe EDITOR environmentvariableto
thefull pathnameof your preferrededitor) to displayandchangethevarioussettings.Notethatany
settingleft at zeromeansno limit:

Disk quotas for user ed (uid 500):
Filesystem blocks soft hard inodes soft hard
/dev/md3 6617996 6900000 7000000 17397 0 0

In thisexample,usered(who is currentlyusingover6GBof diskspace)hasasoft limit of 6.9GBand
ahardlimit of 7GB.No softor hardlimit on inodeshasbeensetfor thisuser.

Tip

The edquota program can also be used to set the per-�le system grace period by using the -t option.

Although the mechanicsof this processaresimple,the hardestpart of the processalways revolves
aroundthelimits themselves.Whatshouldthey be?

A simplisticapproachwouldbeto simplydivide thediskspaceby thenumberof usersand/orgroups
usingit. For example,if the systemhasa 100GBdisk drive and20 users,eachuserwill begiven a
hardlimit of no morethan5GB4. Thatway, eachuserwould beguaranteed5GB (althoughthedisk
would be100%full at thatpoint).

A variationon this approachwould be to institutea soft limit of 5GB, with a hardlimit somewhat
above that— say7.5GB.This would have thebene�t of allowing usersto permanentlyconsumeno
morethantheir percentageof thedisk, but still permittingsome�e xibility whena userreaches(and
exceeds)their limit.

Whenusingsoft limits in thismanner, youareactuallyover-committingtheavailablediskspace.The
hardlimit is 7.5GB.If all 20 usersexceededtheir soft limit at thesametime,andattemptedto reach
their hard limits, that 100GBdisk would actuallyhave to be 150GBin orderto allow everyoneto
reachtheir hardlimit at thesametime.

However, in practicenoteveryonewill exceedtheir soft limit at thesametime,makingsomeamount
of overcommitmentareasonableapproach.Of course,theselectionof hardandsoft limits is up to the
systemadministrator, aseachsiteandusercommunityis different.

5.7.3. Managing Disk Quotas

Thereis little actualmanagementrequiredto supportdisk quotasunderRedHat Linux. Essentially,
all thatis requiredis:

4. Althoughit shouldbenotedthatLinux �le systemsareformattedwith acertainpercentage(by default,5%)

of diskspacereservedfor thesuper-user, makingthisexamplelessthan100%accurate.
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• Generatingdisk usagereportsat regular intervals (and following up with usersthat seemto be
having troubleeffectively managingtheirallocateddiskspace)

• Making surethatthediskquotasremainaccurate

Let uslook at thesestepsin moredetailbelow.

5.7.3.1. Repor ting on Disk Quotas

Creatinga disk usagereport entails running the repquota utility program.Using the command
repquota /home producesthis output:

*** Report for user quotas on device /dev/md3
Block grace time: 7days; Inode grace time: 7days

Block limits File limits
User used soft hard grace used soft hard grace
------------------------ ---- --- ---- ---- --- ---- --- ---- ---- --- ---- --- ---
root -- 32836 0 0 4 0 0
ed -- 6617996 6900000 7000000 17397 0 0
deb -- 788068 0 0 11509 0 0
matt -- 44 0 0 11 0 0

While thereportis easyto read,a few pointsshouldbeexplained.The -- displayedaftereachuser
is a quick way to seewhetherthe block or inode limits have beenexceeded.If eithersoft limit is
exceeded,a + will appearin placeof the - ; the �rst characterrepresentingthe block limit and the
secondrepresentingtheinodelimit.

Thegrace columnsarenormallyblank;if a particularsoft limit hasbeenexceeded,thecolumnwill
containa time speci�cationequalto the amountof time remainingon the graceperiod.Shouldthe
graceperiodexpire,none will appearin its place.

Oncea reporthasbeengenerated,therealwork begins.This is anareawherea systemadministrator
mustmake useof all thepeopleskills they possess.Quiteoftendiscussionsover disk spacebecome
emotional,aspeopleview quotaenforcementaseithermakingtheir job moredif�cult (or impossible),
thatthequotasappliedto themareunreasonablysmall,or thatthey just donot have thetime to clean
up their �les to getbelow theirquotaagain.

The bestsystemadministratorswill take many factorsinto accountin sucha situation.Is the quota
equitable,andreasonablefor the type of work beingdoneby this person?Doesthe personseemto
beusingtheirdiskspaceappropriately?Canyouhelpthepersonreducetheirdiskusagein someway
(by creatingabackupCD-ROM of all emailsoveroneyearold, for example)?

Approachingthesituationin a sensitive but �rm manneris oftenbetterthanusingyour authorityas
systemadministratorto forceacertainoutcome.

5.7.3.2. Keeping Quotas Accurate With quotacheck

Whenever a �le systemis notunmountedcleanly(dueto asystemcrash,for example),it is necessary
to run quotacheck . However, many systemadministratorsrecommendrunningquotacheck on a
regularbasis,evenif thesystemhasnot crashed.

Thecommandformatitself is simple;theoptionsusedhave beendescribedin Section5.7.2.2:

quotacheck -avug

The easiestway to do this is to usecron . From the root account,you caneitherusethe crontab
commandto schedulea periodicquotacheck or placea script �le thatwill run quotacheck in any
oneof thefollowing directories(usingwhichever interval bestmatchesyour needs):

• /etc/cron.hourly
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• /etc/cron.daily

• /etc/cron.weekly

• /etc/cron.monthly

Most systemadministratorschoosea weekly interval, thoughtheremay be valid reasonsto pick a
longeror shorterinterval, dependingon your speci�c conditions.In any case,it shouldbenotedthat
themostaccuratequotastatisticswill beobtainedby quotacheck whenthe�le system(s)it analyzes
arenot in active use.Youshouldkeepthis in mindwhenyouscheduleyourquotacheck script.

5.8. A Word About Backups. . .
One of the most importantfactorswhenconsideringdisk storageis that of backups.We have not
coveredthissubjecthere,becauseanin-depthsection(Section8.2) hasbeendedicatedto backups.
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Getting It Done





Chapter 6.

Managing Accounts and Groups

Managinguseraccountsandgroupsis anessentialpartof systemadministrationwithin anorganiza-
tion.But to manageuserseffectively, agoodsystemadministratormustunderstandwhatuseraccounts
andgroupsareandhow they work.

User accountsareusedwithin computerenvironmentsto verify the identity of the personusinga
computersystem.By checkingthe identity of a user, the systemis ableto determineif the useris
permittedto log into thesystemand,if so,which resourcestheuseris allowedto access.

Groupsarelogical constructsthatcanbeusedto clusteruseraccountstogetherfor aspeci�c purpose.
For instance,if a company hasa groupof systemadministrators,they canall beplacedin a system
administratorgroup with permissionto accesskey resourcesand machines.Also, throughcareful
group creationand assignmentof privileges,accessto restrictedresourcescan be maintainedfor
thosewhoneedthemanddeniedto others.

Theability for a userto accessa machineis determinedby whetheror not thatuser's accountexists.
Accessto anapplicationor �le is grantedbasedon thepermissionsettingsfor the �le. Thenatureof
the accessusershave to their own systemsandotherson the network shouldbe determinedby the
organization's systemadministrators.This helpsto ensurethe integrity of sensitive informationand
key resourcesagainstaccidentalor purposefulharmby users.

6.1. User Accounts, Groups, and Permissions
After anormaluseraccountis created,theusercanlog into thesystemandaccessany applicationsor
�les they arepermittedto access.RedHatLinux determineswhetheror notauseror groupcanaccess
theseresourcesbasedon thepermissionsassignedto them.

Thereare threepermissionsfor �les, directories,andapplications.The following lists the symbols
usedto denoteeach,alongwith abrief description:

• r — Indicatesthatagivencategory of usercanreada �le.

• w — Indicatesthatagivencategory of usercanwrite to a �le.

• x — Indicatesthatagivencategory of usercanexecutethe�le.

• A fourthsymbol(- ) indicatesthatnoaccessis permitted.

Eachof thethreepermissionsareassignedto threede�ned categoriesof users.Thecategoriesare:

• owner— Theownerof the�le or application.

• group— Thegroupthatownsthe�le or application.

• everyone— All userswith accessto thesystem.

Onecaneasilyview thepermissionsfor a�le by invokingalongformatlisting usingthecommandls
-l . For instance,if theuserjuan createsanexecutable�le namedfoo , theoutputof thecommand
ls -l foo would look like this:

-rwxrwxr-x 1 juan juan 0 Sep 26 12:25 foo

Thepermissionsfor this �le arelistedarelistedat thestartof theline, startingwith rwx . this �rst set
of symbolsde�ne owneraccess.thenext setof rwx symbolsde�ne groupaccess,with thelastsetof
symbolsde�ning accesspermittedfor all otherusers.
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This listing indicatesthat the �le is readable,writable,andexecutableby theuserwho owns the�le
(user juan ) as well as the group owning the �le (which is a groupnamedjuan ). the �le is also
world-readableandworld-executable,but not world-writable.

Oneimportantpoint to keepin mindregardingpermissionsanduseraccountsis thateveryapplication
run on RedHat Linux runsin the context of a speci�c user. typically, this meansthat if userjuan
launchesanapplication,theapplicationrunsusinguserjuan 's context. however, in somecasesthe
applicationmayneedmoreaccessin orderto accomplisha task.suchapplicationsincludethosethat
edit systemsettingsor log in users.for this reason,specialpermissionshave beencreated.

Therearethreesuchspecialpermissionswithin RedHatLinux. they areasfollows:

• setuid— usedonly for applications,thispermissionindicatesthattheapplicationrunsastheowner
of the �le andnot astheuserrunningtheapplication.it is indicatedby thecharacters in placeof
thex in theownercategory.

• setgid— usedonly for applications,thispermissionindicatesthattheapplicationrunsasthegroup
owning the �le andnot asthe grouprunningthe application.it is indicatedby the characters in
placeof thex in thegroupcategory.

• sticky bit — usedprimarily ondirectories,thisbit dictatesthata �le createdin thedirectorycanbe
removedonly by theuserwho createdthe�le. it is indicatedby thecharactert in placeof thex in
theeveryonecategory. in RedHat Linux thesticky bit is setby default on the /tmp/ directoryfor
exactly this reason.

6.1.1. Usernames and UIDs, Groups and GIDs

Anotherpoint worth noting is that useraccountandgroupnamesareprimarily for peoples'conve-
nience.Internally, the systemusesnumericidenti�ers. for users,this identi�er is known asa UID,
while for groupsthe identi�er is known as a GID. Programsthat make useror group information
available to userstranslatethe UID/GID valuesinto their morehuman-readablecounterparts.This
factis particularlyimportantwhenaccessingsharedmediaasdiscussedin Section6.5.2.1.

Sincesomesystem-level programson RedHat Linux run undera dedicatedUID, andsomedefault
systemaccountshave reservedUID numbers,all UIDs andGIDs below 500arereservedfor system
use.For moreinformationonthesestandardusersandgroups,seethechaptertitled UsersandGroups
in Of�cial RedHat LinuxReferenceGuide.

Whennew useraccountsareaddedusingausercreationtool suchas/usr/sbin/useradd , they are
assignedthe�rst availableUID andGID startingat500.

Usercreationtools arediscussedfurther into this chapter. But beforereviewing thesetools, let us
review the�les RedHatLinux usesto de�ne systemaccounts.

6.2. Files Contr olling User Accounts and Groups
On RedHat Linux, informationaboutuseraccountsandgroupsarestoredin several text �les within
the /etc/ directory. Whena systemadministratorcreatesnew useraccounts,these�les musteither
beeditedby handor applicationsmustbeusedto make thenecessarychanges.

Thefollowing sectiondocumentthe�les in the/etc/ directorythatstoreuserandgroupinformation
underRedHat Linux.

6.2.1. /etc/passwd

The/etc/passwd �le is world-readable,andcontainsalist of users,eachonaseparateline.Oneach
line is aseven�eld, colondelimitedlist whichcontainsthefollowing information:
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• Username— Thenametheusertypeswhenlogginginto thesystem.

• Password — This containstheencryptedpassword for theuser(or anx if shadow passwordsare
beingused— moreon this later).

• UserID (UID) — Thenumericalequivalentof theusernamewhich is referencedby thesystemand
applicationswhendeterminingaccessprivileges.

• Group ID (GID) — The numericalequivalentof the primarygroupnamewhich is referencedby
thesystemandapplicationswhendeterminingaccessprivileges.

• GECOS— TheGECOS1 �eld is optional,andis usedto storeextra information(suchastheuser's
full name).Multiple entriescanbestoredherein a commadelimitedlist. Utilities suchasfinger
accessthis �eld to provide additionaluserinformation.

• Homedirectory— Theabsolutepathto theuser's homedirectory, suchas/home/juan .

• Shell— Theprogramautomaticallylaunchedwhenever a userlogsin. This is usuallya command
interpreter(oftencalledashell). UnderRedHatLinux, thedefault valueis /bin/bash . If this �eld
is left blank,bin/sh is used.If it is setto a non-existent �le, thenthe userwill beunableto log
into thesystem.

Hereis anexampleof a /etc/passwd entry:

root:x:0:0:root:/root:/b in/b ash

This line shows thattheroot userhasashadow password,aswell asaUID andGID of 0. Theroot
userhas/root/ asahomedirectory, anduses/bin/bash for ashell.

For moreinformationabout/etc/passwd , typeman 5 passwd .

6.2.2. /etc/shadow

The/etc/shadow �le is readableonlyby therootuser, andcontainspasswordandoptionalpassword
aginginformation.As in the/etc/passwd �le, eachuser's informationis onaseparateline. Eachof
theselinesis anine�eld, colondelimitedlist includingthefollowing information:

• Username— Thenametheusertypeswhenlogging into thesystem.This allows the login appli-
cationto retrieve theuser's password (andrelatedinformation).

• Encryptedpassword — The13 to 24 characterpassword. Thepassword is encryptedusingeither
the crypt library function,or the md5 hashalgorithm.In this �eld, valuesotherthana validly-
formattedencryptedor hashedpassword areusedto controluserloginsandto show thepassword
status.For example,if thevalueis ! or * theaccountis locked,andtheuseris not allowed to log
in. If thevalueis !! apasswordhasnever beensetbefore(andtheuser, nothaving setapassword,
will not beableto log in).

• Datepassword last changed — Thenumberof dayssinceJanuary1, 1970(alsocalledtheepoch)
that the password was last changed.This information is usedfor the following password aging
�elds.

• Numberof daysbefore password canbechanged — Theminimumnumberof daysthatmustpass
beforethepassword canbechanged.

• Numberof daysbefore password change is required— Thenumberof daysthatmustpassbefore
thepassword mustbechanged.

• Numberof dayswarningbefore password change — Thenumberof daysbeforepassword expira-
tion duringwhich theuseris warnedof theimpendingexpiration.

1. GECOSstandsfor GeneralElectricComprehensiveOperatingSystem.
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• Numberof daysbefore the accountis disabled— The numberof daysafter a password expires
beforetheaccountwill bedisabled.

• Date sincethe accounthas beendisabled— The date(storedas the numberof dayssincethe
epoch)sincetheuseraccounthasbeendisabled.

• A reserved�eld — A �eld thatis ignoredin RedHatLinux.

Hereis anexampleline from /etc/shadow :

juan:$1$.QKDPc5E$SWlkjRW exrX Ygc98F. :119 56: 0:90 :5: 30:1 2197 :

This line shows thefollowing informationfor userjuan :

• Thepassword waslastchangedSeptember25,2002

• Thereis nominimumamountof time requiredbeforethepassword canbechanged

• Thepassword mustbechangedevery 90days

• Theuserwill getawarning� vedaysbeforethepassword mustbechanged.

• Theaccountwill bedisabled30daysafterthepassword expiresif no login attemptis made

• Theaccountwill expire onMay 24,2003

For moreinformationon the /etc/shadow �le, typeman 5 shadow .

6.2.3. /etc/group

The /etc/group is world-readable,andcontainsa list of groups,eachon a separateline. Eachline
is a four �eld, colondelimitedlist includingthefollowing information:

• Groupname— Thenameof thegroup.Usedby variousutility programsto identify thegroup.

• Grouppassword — If set,thisallows userswhoarenotpartof thegroupto join thegroupby using
thenewgrp commandandtyping thepassword storedhere.If a lower casex is in this �eld, then
shadow grouppasswordsarebeingused.

• Group ID (GID) — The numericalequivalent of the group name.It is usedby the systemand
applicationswhendeterminingaccessprivileges.

• Memberlist — A commadelimitedlist of usersin thegroup.

Hereis anexampleline from /etc/group :

general:x:502:juan,shell ey,b ob

This line shows that thegeneralgroupis usingshadow passwords,hasa GID of 502,andthat juan ,
shelley , andbob aremembers.

For moreinformationon /etc/group , typeman 5 group .

6.2.4. /etc/gshadow

The /etc/gshadow �le is readableonly by the root user, andcontainsan encryptedpassword for
eachgroup,aswell asgroupmembershipandadministratorinformation.Justasin the /etc/group
�le, eachgroup's informationis on aseparateline. Eachof theselinesis a four �eld, colondelimited
list includingthefollowing information:

• Groupname— Thenameof thegroup.Usedby variousutility programsto identify thegroup.
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• Encryptedpassword — The encryptedpassword for the group.If set,non-membersof the group
canjoin thegroupby typing thepassword for thatgroupusingthenewgrp command.If thevalue
is of this �eld ! thenno useris allowed to accessthegroupusingthenewgrp command.A value
of !! is treatedthesameasavalueof ! only it indicatesthatapasswordhasnever beensetbefore.
If thevalueis null, only groupmemberscanlog into thegroup.

• Groupadministrators — Groupmemberslistedhere(in acommadelimitedlist) canaddor remove
groupmembersusingthegpasswd command.

• Group members — Group memberslisted here (in a comma delimited list) are regular,
non-administrative membersof thegroup.

Hereis anexampleline from /etc/gshadow :

general:!!:shelley:juan, bob

This line shows that the general grouphasno password anddoesnot allow non-membersto join
usingthenewgrp command.In addition,shelley is a groupadministrator, and juan andbob are
regular, non-administrative members.

Sinceediting these�les by handraisesthe potentialfor syntaxerrors,it is recommendedthat the
applicationsprovidedwith RedHat Linux for this purposebeusedinstead.Thenext sectionreviews
theprimarytoolsfor performingthesetasks.

6.3. User Account and Group Applications
Therearetwo basictypesof applicationsonecanusewhenmanaginguseraccountsandgroupson
RedHat Linux systems:

• ThegraphicalUserManager application

• A suiteof commandline tools

FordetailedinstructionsonusingUserManager, seethechaptertitled UserandGroupCon�guration
in theOf�cial RedHat LinuxCustomizationGuide.

While both the User Manager applicationand the commandline utilities performessentiallythe
sametask,thecommandline toolshave theadvantageof beingscriptableandtherefore,moreeasily
automated.

The following table describessomeof the more commoncommandline tools usedto createand
manageusers:

Application Function

/usr/sbin/useradd Addsuseraccounts.This tool is alsousedto specifyprimaryand
secondarygroupmembership.

/usr/sbin/userdel Deletesuseraccounts.

/usr/sbin/usermod Editsaccountattributesincludingsomefunctionsrelatedto password
aging.For more�ne-grainedcontrol,usethepasswd command.
usermod is alsousedto specifyprimaryandsecondarygroup
membership.

passwd Setspasswords.Althoughprimarily usedto changea user's password,
it alsocontrolsall aspectsof password aging.
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Application Function

/usr/sbin/chpasswd Readsin a �le consistingof usernameandpasswordpairs,and
updateseachusers'password accordingly.

chage Changestheuser's password agingpolicies.Thepasswd command
canalsobeusedfor this purpose.

chfn Changestheuser's GECOSinformation.

chsh Changestheuser's default shell.

Table 6-1.UserManagementCommand Line Tools

The following table describessomeof the more commoncommandline tools usedto createand
managegroups:

Application Function

/usr/sbin/groupadd Addsgroups,but doesnotassignusersto thosegroups.Theuseradd
andusermod programsshouldthenbeusedto assignusersto agiven
group.

/usr/sbin/groupdel Deletesgroups.

/usr/sbin/groupmod Modi�es groupnamesor GIDs,but doesnot changegroup
membership.Theuseradd andusermod programsshouldbeusedto
assignusersto agivengroup.

gpasswd Changesgroupmembershipandsetspasswordsto allow non-group
memberswhoknow thegrouppassword to join thegroup.It is also
usedto specifygroupadministrators.

/usr/sbin/grpck Checkstheintegrity of the /etc/group and/etc/gshadow �les.

Table 6-2.Group ManagementCommand Line Tools

The tools listed thusfar provide systemadministratorsgreat�e xibility in controlling all aspectsof
useraccountsandgroupmembership.To learnmoreabouthow they work, refer to the manpage
for each.Theseapplicationsdo not, however, determinewhat resourcestheseusersandgroupshave
controlover. For this, thesystemadministratormustuse�le permissionapplications.

6.3.1. File Permission Applications

Permissionsfor �les, directories,andapplicationsarean integral part of managingresourceswithin
anorganization.The following tabledescribessomeof themorecommoncommandline toolsused
for this purpose.

Application Function

chgrp Changeswhichgroupownsagiven�le.

chmod Changesaccesspermissionsfor agiven�le. It is alsocapableof
assigningspecialpermissions.

chown Changesa �le' s ownership(andcanalsochangegroup).

Table 6-3.PermissionManagementCommandLine Tools

It is also possibleto alter theseattributes in GNOME and KDE graphicalenvironmentsby right-
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clicking on the desiredobjectandselectingProperties. The next sectionwill review what happens
whenanapplicationis usedto createuseraccountsandgroups.

6.4. The Process of Creating User Accounts
Whenyou createa useraccountusingtheUser Manager application,you canmanageall aspectsof
the useraccount.For detailedinstructionson usingUser Manager, seethe chaptertitled User and
GroupCon�guration in theOf�cial RedHat Linux CustomizationGuide. This sectionwill highlight
themulti-stepusercreationprocessnecessarywhenusingthecommandline tools.

Therearetwo stepsto creatingauserwith thecommandline toolsincludedwith RedHatLinux:

1. Issuetheuseradd commandto createa lockeduseraccount.

2. Unlock the accountby issuingthe passwd commandto assigna password andsetpassword
agingguidelines.

The following stepsillustratewhat happensif the command/usr/sbin/useradd juan is issued
onasystemthathasshadow passwordsenabled:

1. A new line for juan is createdin /etc/passwd . Theline hasthefollowing characteristics:

• It beginswith theusername,juan .

• Thereis anx for thepassword �eld indicatingthatthesystemis usingshadow passwords.

• A UID at or above 500 is created.(UnderRedHat Linux UIDs andGIDs below 500 are
reservedfor systemuse.)

• A GID ator above 500is created.

• TheoptionalGECOSinformationis left blank.

• Thehomedirectory(/home/juan/ ) is speci�ed.

• Thedefault shell is setto /bin/bash .

2. A new line for a groupnamedjuan is createdin /etc/shadow . The line hasthe following
characteristics:

• It beginswith theusername,juan .

• Two exclamationpoints(!! ) appearin thepassword �eld of the /etc/shadow �le, which
lockstheaccount.

• Thepassword is setto never expire.

3. A new line for agroupnamedjuan is createdin /etc/group . A groupbearingthesamename
asa useris calleda userprivate group. For moreinformationon userprivategroups,seethe
chaptertitled UsersandGroupsin theOf�cial RedHat LinuxReferenceGuide.

Theline createdin /etc/group hasthefollowing characteristics:

• It beginswith thegroupname,juan .

• An x appearsin the password �eld indicatingthat the systemis usingshadow grouppass-
words.

• TheGID matchestheonelistedfor userjuan in /etc/passwd .
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4. A new line for a groupnamedjuan is createdin /etc/gshadow . The line hasthe following
characteristics:

• It beginswith thegroupname,juan .

• Two exclamationpoints(!! ) appearin thepassword �eld of the /etc/gshadow �le, which
locksthegroup.

• All other�elds areblank.

5. A directoryfor userjuan is createdin the /home/ directory. This directoryis ownedby user
juan and group juan . However, it hasread,write, andexecuteprivilegesonly for the user
juan . All otherpermissionsaredenied.

6. The�les within the/etc/skel/ directory(whichcontaindefault usersettings)arecopiedinto
thenew /home/juan/ directory.

At thispoint,a lockedaccountcalledjuan existson thesystem.To activateit, theadministratormust
next assignapassword to theaccountusingthepasswd commandand,optionally, setpasswordaging
guidelines.

It is alsopossibleto con�gure theaccountsothatduringthe�rst log in, theuseris askedto createa
password.SeeSection6.4.2.

6.4.1. Password Security

Creatingstrongpasswords is importantfor the securityof the organization.Thereare two options
availableto enforcetheuseof goodpasswords:

• Thesystemadministratorcancreatepasswordsfor all users.

• The systemadministratorcan let the userscreatetheir own passwords,while verifying that the
passwordsareof acceptablequality.

Creatingpasswordsfor theusersensuresthatthepasswordsaregood,but it becomesa dauntingtask
astheorganizationgrows.

It alsoincreasestherisk of userswriting their passwordsdown.

For thesereasons,systemadministratorspreferto havetheusercreatetheirown passwords.However,
a goodsystemadministratoractively veri�es that thepasswordsaregoodand,in somecases,forces
usersto changetheirpasswordsperiodicallythroughpassword aging.

For guidelineson how to createstrongpasswordsandhow to setpassword agingpolicies,seethe
chaptertitled WorkstationSecurityin theOf�cial RedHat LinuxSecurityGuide.

6.4.2. New User Passwords

If passwordswithin an organizationarecreatedcentrallyby the administrator, addingnew usersto
theorganizationmeanstheadministratorsmustcon�gure theaccountsotheuseris askedto createa
password whenloggingin for the�rst time.

To con�gure a useraccountin this manner, follow thesesteps:

1. Createtheuseraccountusingtheuseradd command.— At this point theaccountis created,
but locked.

2. Forceimmediatepassword expiration — To do this. typethefollowing command:
chage -d 0
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This setsthevaluefor thedatethepassword waslastchangedto theepoch(January1, 1970).
This valueforcesimmediatepassword expirationnomatterwhatpassword agingpolicy, if any,
is in place.

3. Unlock theaccount— Therearetwo commonapproachesto this.Theadministratorcanassign
aninitial password:
/usr/sbin/usermod -p " 	 password 
 "

In theabove command,replace� password � with theinitial password.

Or, theadministratorcanassignanull password:
/usr/sbin/usermod -p ""

Caution

While using a null password is convenient for both the user and the administrator, there is a
slight risk that a third party can log in �rst and access the system. To minimize this threat, it
is recommended that administrators verify that user is ready to log in when they unlock the
account.

In eithercase,uponinitial log in, theuseris promptedfor anew password.

6.5. Managing User Resour ces
Creatinguseraccountsis only partof a systemadministrator's job. Managementof userresourcesis
alsoessential.Therefore,threepointsmustbeconsidered:

• Who canaccessshareddata.

• Whereusersaccessthis data.

• Whatbarriersarein placeto preventabuseof resources.

This sectionwill brie�y review eachof thesetopics.

6.5.1. Who Can Access Shared Data

Theidentity of thosewho canaccessa givenapplication,�le, or directoryon a systemis determined
by its permissions.By default,RedHatLinux placesreasonablepermissionson the�le system.

For instance,the /tmp directory, which is world-writable,alsohasthesticky bit set.This meansthat
only theuserwhowritesa �le to thedirectorycandeleteit. Thispreventsotherusersfrom mistakenly
or maliciouslydeletingthe�les of others.

Anotherexamplearethepermissionsassignedby default to a user's homedirectory. Only theowner
of thehomedirectorycancreateor view �les there.Otheruserson thesystemaredeniedall access.
This increasesuserprivacy andpreventspossiblemisappropriationof personal�les.

But therearemany situationswheremultiple usersmayneedaccessto thesameresourceson a ma-
chine.In thiscase,carefulcreationof sharedgroupsmaybenecessary.

6.5.1.1. Groups and Shared Data

As mentionedin the introduction,groupsarelogical constructsthat canbe usedto clusteruserac-
countstogetherfor a speci�c purpose.When managinguserswithin an organization,it is wise to
identify whatdatashouldbeaccessedby certaindepartments,whatdatashouldbedeniedto others,
andwhat datashouldbe sharedby all. Determiningthis will aid in creatingan appropriategroup
structure,alongwith permissionsappropriatefor theshareddata.
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For instance,let ussaythattheAccountsReceivabledepartmentneedsto maintaina list of accounts
thataredelinquenton their payments.They mustalsosharethatlist with theCollectionsdepartment.
If bothAccountsReceivableandCollectionspersonnelareplacedin a groupcalledaccounts , this
informationcanthenbe placedin a shareddirectory(ownedby groupaccounts ) with groupread
andwrite permissionson thedirectory.

6.5.1.2. Determining Group Structure

Someof thechallengesfacingsystemadministratorswhencreatingsharedgroupsare:

• Whatgroupsto create?

• Who to put in agivengroup?

• Whattypeof permissionsshouldthesesharedresourceshave?

A commonsenseapproachto thesequestionsis helpful. For instance,it is often bestto mirror the
organizationalstructurewhencreatinggroups.For instance,if thereis a Financedepartment,then
createagroupcalledfinance , andmakeall Financepersonnelmemberof thatgroup.If the�nancial
informationis too sensitive for thecompany at large,but vital for seniorof�cials within the organi-
zation,thengranttheseniorof�cials grouppermissionto accessthedirectoriesanddatausedby the
�nance departmentby addingall seniorof�cials to the finance group.

It is alsogoodto err on thesideof cautionwhengrantingpermissionsto users.This way, sensitive
informationis lesslikely to fall into thewronghands.

By approachingthegroupstructurefor anorganizationin this way, theneedfor accessto sharedata
within theorganizationcanbesafelyandeffectively met.

6.5.2. Where Users Access Shared Data

Whensharingdataamongusers,it is commonpracticeto have a centralserver (or groupof servers)
thatexport certaindirectoriesto othermachineson thenetwork. This waydatais storedin oneplace;
synchronizingdatabetweenmultiplemachinesis not necessary.

Oneof thebestwaysto sharedirectoriesunderRedHat Linux is to useNFS.For moreinformation
on mountingandexporting directoriesusingNFS,seethechaptertitled NetworkFile System(NFS)
in theOf�cial RedHat LinuxCustomizationGuide.

If your network includesotherplatforms,you may also �nd it necessaryto sharedirectoriesusing
Samba.Seethe chaptertitled Sambain the Of�cial RedHat Linux CustomizationGuidefor more
information.

Unfortunately, oncedatais sharedbetweenmultiplecomputersonanetwork, thepotentialfor con�icts
in �le ownershipcanarise.

6.5.2.1. The UID/GID Conundrum

As mentionedin Section6.1.1, useraccountand group namesare primarily for peoples'conve-
nience.All other applicationsand processeson the systemonly operateon UIDs and GIDs. This
fact is normallytransparentto users,until a useraccessesa sharedvolume.If the /etc/passwd and
/etc/group �les on the�le server andtheuser's machinediffer in theUIDs or GIDs they contain,
improperapplicationof permissionscanleadto securityissues.

For example,if userjuan hasaUID of 500onadesktopcomputer, �les juan createsona �le server
will becreatedwith ownerUID 500.However, if userbob logsin locally to the�le server, andbob 's
accountalsohasaUID of 500,bob will have full accessto juan 's �les, andvice versa.



Chapter 6. Managing Accountsand Groups 87

Oneof thebestwaysto avoid this issueis to centrallymanagethe /etc/passwd and/etc/group
�les usingNetworkInformationServices(NIS), LightweightDirectoryAccessProtocol (LDAP), or
Hesiod. This way all userson thenetwork sharethe sameuserdatabaseandownershipcon�icts on
sharedvolumesareeliminated.

Caution

Although it is a good idea to centralize the information contained in /etc/passwd using these mecha-
nisms, for security reasons it is not a good idea to use them to centralize the information contained in
the /etc/shadow or the /etc/gshadow �les . Instead, consider using Kerberos for this purpose. See
the chapter titled Kerberos in the Of�cial Red Hat Linux Customization Guide for more information on
how to accomplish this.

6.5.2.2. Home Directories

Anotherissuefacingadministratorsis whetheror not usersshouldhavecentralizedhomedirectories.

By default, RedHat Linux createshomedirectoriesfor new usersin the /home/ directory. This is
�ne for standalonemachines,but within an organization,it may be helpful to usersto have home
directoriescentralized.

Theprimaryadvantageof centralizinghomedirectorieson a network-attachedserver is that if a user
logsinto any machineonthenetwork, they will beableto accessthe�les in theirhomedirectory. The
disadvantageis that if thenetwork goesdown, usersacrosstheentireorganizationwill beunableto
getto their �les.

In somesituations(suchaslaptops),having centralizedhomedirectoriesmaynot bepractical.But if
theadministratordeemsit appropriate,eitherNIS or LDAP (in conjunctionwith NFS)is aneffective
meansof implementingcentralizedhomedirectories.

6.5.3. What Barrier s Are in Place To Prevent Abuse of Resour ces

Carefulorganizationof groupsandassignmentof permissionsfor sharedresourcesis oneof themost
importantthingsanadministratorcando to prevent abuseamonguserswithin anorganization.This
way thosewhoshouldnothave accessto sensitive resourcesaredeniedaccess.

But thebestguardagainstabuseof resourcesis alwayssustainedvigilanceon thepartof thesystems
administrator.
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Chapter 7.

Printer s and Printing

Printersareanessentialresourcefor creatinga hard copy— a physicalreproductionusingpaper—
of documentsandcollateralfor business,academic,andhomeusers.It hasbecomeanindispensable
peripheralin all levelsof businessandinstitutionalcomputing.This chapterwill discussthevarious
printersavailableandcomparetheirusesin differentcomputingenvironments.It will thendiscussthe
con�gurationof RedHat Linux to work with local andnetworkedprinters.

7.1. Types of Printer s
Like any othercomputerperipheral,thereareseveral typesof printersavailablefor your use.Some
printers employ technologiesthat mimic manual typewriter-style functionality, while othersuse
sprayedorganicink or electrically-charged powdermedium.Printerhardwareinterfaceswith aPCor
network using parallel, serial, or datanetworking protocols.Thereare several factorsto consider
whenevaluatingprintersfor procurementanddeploymentin your computingenvironment.

Thefollowing sectionsdiscussthevariousprintertypesandtheprotocolsthatprintersuseto commu-
nicatewith computers.

7.1.1. Printing Considerations

Thereareseveralaspectsto factorinto printerevaluations.Thefollowing speci�essomeof themost
commoncriteriawhenevaluatingyourprintingneeds.

7.1.1.1. Function

Evaluatingyour organizationalneedsandhow a printer servicesthoseneedsis the essentialcriteria
in determiningthe right type of printer for your environment.The most importantquestionto ask
is "Whatdo we need?". Sincetherearespecializedprintersfor eithertext, images,or any variation
thereof,youshouldbecertainthatyouprocuretheright tool for yourpurposes.

For example,if your requirementscall for high-quality color imageson professional-gradeglossy
paper, it is recommendedto usea dye-sublimationor thermalwax transfercolor printer thana laser
or impactprinter.

Conversely, a laseror inkjet printersarewell-suitedfor printing roughdraftsor documentsintended
for internaldistribution (suchhigh-volumeprintersareusuallycalledworkgroupprinters).Determin-
ing theneedsof theeverydayuserallows administratorsto determinetheright printerfor thejob.

Otherfactorsto considerarefeaturessuchasduplexing — theability of theprinter to print on both
sidesof apieceof paper. Traditionally, printerscouldonly print ononesideof thepage(calledsimplex
printing).Mostprintermodelstodaydonothavethis featureby default (or it maybeableto simulatea
manualduplexing methodwhichforcestheuserto �ip thepaperthemselves).Somemodelsoffer add-
onhardwarefor duplexing; however suchadd-onscandrive one-timecostsupconsiderably. However
duplex printingmayreducecostsover timeby reducingtheamountof paperusedto print documents,
thusreducingrecurringconsumablescosts.

Anotherfactorto consideris papersize.Mostprintersarecapableof handlingletter (8 1/2" x 11") and
legal (8 1/2" x 14") sizedpaper. If certaindepartments(suchasmarketingor design)havespecialized
needssuchascreatingpostersor banners,therearelarge-formatprinterswhich canhandletabloid
(11" x 17") sizesor larger.

Additionally, high-endfeaturessuchas network modulesfor workgroupand remotesite printing
shouldalsobeconsideredduringevaluation.Moreinformationaboutnetworkedprintingcanbefound
in Section7.7.
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7.1.1.2. Cost

Costis anotherfactorto considerwhenevaluatingprinters.However, simplydeterminingtheone-time
costassociatedwith thepurchaseof theprinter itself is not enoughof a determinant.Thereareother
coststo consider, suchasconsumables, partsandmaintenance,andprinteradd-ons.

Consumablesis ageneraltermfor printingsupplies.Ink andpaperarethetwo mostcommonprinting
consumables.Ink is thematerialthattheprinterprojectsontothemedium(thepaper).

Ink is, itself, a generalizedterm,asnot all printersfunctionusingstandard,water-basedinks. Laser
printersusepowder, while impactprintersuseribbons.Therearespecializedprintersthatheattheink
beforeit is transferredontopaper, while othersspraytheink in smalldropsontotheprintingsurface.
Ink replacementcostsvarywidely anddependonwhethertheink canberecharged(re�lled) by hand
or if it requiresa full replacementof theink cartridge (theink housing).

Therearealsovarioustypesof paperor print mediumto choosefrom. For mostprinting needs,a
wood-pulpbasedpapermediumis suf�cient. However, thereare variationsof paperthat are rec-
ommended(or required)for certainprinters.For example,creatingaccurateprintsof digital images
requireaspecialglossypapersuitablefor highexposureto naturalor arti�cial lighting aswell asaccu-
racy; suchqualitiesareknown ascolorfastness. For archival-qualitydocumentsthatrequiredurability
andaprofessionallevel of legibility (suchascontracts,résumés,andpermanentrecords),amatted(or
non-glossy)papermediumshouldbe used.The stock (or thickness)of paperis also important,as
someprintersdonot feedpapercompletelystraightduringtheprintingprocess,whichcancausejams
onplainpaperprinters.Someprinterscanalsoprint on transparencies— athin �lm thatallows light
from aprojectorto passthroughit anddisplaytheresultingimprintedimageonto aprojectedsurface
for presentationsandlectures.Specializedpaperssuchasthosenotedherecanaffect consumables
costs,andshouldbetakenin considerationwhenevaluatingprintingneeds.

7.2. Impact Printer s
Impactprintersaretheoldestprint technologiesstill in active production.Someof thelargestprinter
vendorscontinueto manufacture,market, andsupportimpactprinters,parts,andsupplies.Impact
printersaremostfunctionalin specializedenvironmentswherelow-costprinting is essential.Thetwo
mostcommonformsof impactprintersaredot-matrixanddaisy-wheel.

7.2.1. Dot-Matrix Printer s

The technologybehind dot-matrix printing is quite simple. The paperis pressedagainsta drum
(a rubber-coated cylinder) and is intermittently pulled forward as printing progresses.The
electromagnetically-driven print headmovesacrossthepaperandstrikestheprinter ribbonsituated
betweenthepaperandprintheadpin. Theimpactof theprintheadagainsttheprinter ribbonimprints
ink dotson thepaperwhich form human-readablecharacters.

Dot-matrixprintersvary in print resolutionandoverall qualitywith either9 or 24-pinprintheads.The
morepinsperinch,thehighertheprint resolution.Mostdot-matrixprintershadamaximumresolution
around240dpi (dotsperinch).While this resolutionis notashigh asthosepossiblein laseror Inkjet
printers,thereis onedistinctadvantageto dot-matrix(or any form of impact)printing. Becausethe
the printheadstrikesthe surfaceof the paperwith enoughforce to embedcharacterson thepage,it
is idealfor environmentsthatfrequentlyprint on carboncopy, specialmulti-sheeteddocumentswith
carbonon the undersidethat will createa mark on thesheetunderneathit whenenoughpressureis
applied.Retailersandsmallbusinessesoftenusecarboncopy asreceiptsor bills of sale.
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7.2.2. Daisy-wheel Printer s

If you have ever seenor worked with a manualtypewriter before,thenyou understandthe techno-
logical conceptbehinddaisy-wheelprinters.Thesetypesof printershave printheadscomposedof
multi-platedmetallic or plasticwheelscut into petals. Eachpetalhasa letter (in capitalandlower-
case),number, or punctuationmark on it that is raised.Whenthe petal is struckagainstthe printer
ribbon,theresultingletteris embeddedin ink ontothepaper. Daisy-wheelprintersareloud andslow.
They cannotprint graphics,cannotchangefontsunlessthewheelis physicallyreplacedwith awheel
of adifferentfont, andaregenerallynotusedin moderncomputingenvironments.However, RedHat
Linux doesincludetheCommonUNIX PrintingSystem(CUPS),whichhasacomprehensive printer
compatibilitylist in caseyourenvironmentrequiresuseof daisy-wheelprinters.

7.2.3. Line Printer s

Anothertypeof impactprintersomewhatrelatedto daisy-wheelis theline printer, whichhasmultiple
columnsof characterslined up insteadof a petaledwheel.As theroller movesthepaperforwardone
line, theappropriatecharactersstrike a ribbononto thepaper, causinganentireline to beprintedat
onetime, ratherthanonecharacteror areaof text. Line printersaremuchfasterthandot-matrixor
daisy-wheelprinting; however, they arequiteloud andproducelower print quality.

7.2.4. Impact Printer Consumab les

Ink ribbonsandpaperaretheprimaryrecurringcostsof impactprinters.Of all theprintertypes,how-
ever, impactprintershaverelatively low consumablecosts.Impactprintersrequireacontinuous,uncut
reamof paperthathasperforationsbetweeneachpage.Pre-punchedholeson eithersideof thepage
helpthepapermoveagainsttheprint drumsmoothly, preventingpaperjamsor print misalignment.

7.3. Inkjet Printer s
inkjet is oneof themostpopularprinting technologiestoday. Therelative low costof theprintersand
multi-purposeprintingabilitiesmake it agoodchoicefor smallbusinessesandhomeof�ces.

Inkjetsusequick-drying,water-basedinks anda printheadwith a seriesof small nozzlesthat spray
ink on thesurfaceof thepaper. Theprintheadassemblyis drivenby a belt-fedmotor thatmovesthe
print headacrossthepaper.

Inkjets wereoriginally manufacturedto print in monochrome(black andwhite) only. However, the
printheadhassincebeenexpandedandthe nozzlesincreasedto accommodatecyan, magenta,and
yellow. This combinationof colors(calledCMYK) allows for printing imageswith nearlythesame
quality asa photodevelopmentlab usingcertaintypesof coatedpaper. Whencoupledwith crispand
highly readabletext print quality, inkjet printersarea soundall-in-onechoicefor monochromeor
colorprintingneeds.

7.3.1. Inkjet Consumab les

Inkjet printerstendto below-costandscaleslightly upwardbasedonprint quality, extra features,and
abilities to print on larger formatsthanthe standardlegal or letter papersizes.While the one-time
costof purchasinganinkjet is lower thanotherprintertypes,thereis thefactorof inkjet consumables
thatmustbeconsidered.Becausedemandfor inkjetsis largeandspansthecomputingspectrumfrom
hometo enterprise,theprocurementof consumablescanbecostly. Notethatwith mostCMYK inkjet
printers,separateink cartridgesfor eachcolor mustbe purchased,althoughsomeuseonecartridge
for CMY andanothercartridgefor K (black).
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Someinkjet manufacturersalsorequireyouto usespeciallytreatedpaperfor printinghigh-qualityim-
agesanddocuments.Suchpaperusesa moderateto high glosscoatingformulatedto absorbcolored
inks, which preventsclumping(the tendency for water-basedinks to collect in certainareaswhere
colorsblend,causingmuddinessor dried ink blots) or banding(wherethe print outputhasstriped
pattern's of extraneouslineson theprintedpage.Consulttheprintermanufacturermanualaboutrec-
ommendedpapers.

7.4. Laser Printer s
An oldertechnologythaninkjet, laserprintersareanotherpopularalternative to legacy impactprint-
ing. Laserprintersareknown for their high volumeoutputandlow cost-per-page.Laserprintersare
oftendeployed in enterprisesasa workgroupor departmentalprint center, whereperformance,dura-
bility, andoutputrequirementsarea constant.Becauselaserprintersservicetheseneedsso readily
(andat a reasonablecost-per-page),thetechnologyis widely regardedastheworkhorseof enterprise
printing.

Laserprinterssharemuchof thesame(or similar) technologiesasphotocopiers.Mechanizedrollers
andgearspull asheetof paperfrom apapertrayandthroughacharge roller, which infusesthepaper
with anelectrostaticcharge.Thepaperthenpassesthrougha printing drum,which is itself inversely
chargedandscannedby a laserthat emitsthe print contentsacrossthe drum,discharging the drum
at pointscorrespondingto text andimagepoints.The laserreceives the print informationfrom the
laserprinter's microprocessor, which in somecasescanbe a powerful RISC(ReducedInstruction
SetComputer)architectureprocessorusedfor complex imagerenderingof print jobs.Theprocessor
rasterizes(or createsbitmapimagesfrom vectorprimitivesand/ortypographical/layoutexpressions)
theprint job anddirectsthelaserto recreatea reproductionontothedrum.Then,asthepaperpasses
throughthe drum, the charge of the paperreactswith the inverselycharged drum. Toner (special
powderedink) is sprinkledon the drum andis pulled off of the drum asthe paperpassesthrough.
Finally, the paperis passedthroughfusingrollers, which heatthe paperandmeltsthe toner(which
would otherwiseslideoff the pageasit exits theprinter) onto thepaper. Thepaperexits the printer
literally hot off thepress.

7.4.1. Color Laser Printer s

Color laserprintersare an emerging technologycreatedby printer manufacturerswhoseaim is to
collectthefeaturesof laserandinkjet technologyintoamulti-purposeprinterpackage.Thetechnology
is basedon traditionalmonochromelaserprinting, but usesadditionaltechnologiesto createcolor
imagesand documents.Insteadof usingblack toner only, color laserprintersusea CMYK toner
combination.The print drum eitherrotateseachcolor andlays the tonerdown onecolor at a time,
or laysall four colorsdown ontoa plateandthenpassesthepaperthroughthedrum,transferringthe
completeimageontothepaper. Color laserprintersalsoemploy fuseroil alongwith theheatedfusing
rolls, which further bondsthe color tonerto the paperandcangive varying degreesof glossto the
image�nish.

Becauseof its increasedfeatures,colorlaserprintersaretypically twice(orseveraltimes)asexpensive
asa monochromelaserprinter. In calculatingthetotal costof ownershipwith regardsto printing re-
sources,someadministratorsmaywishto separatemonochrome(text) andcolor(image)functionality
to adedicatedmonochromelaserprinterandadedicatedinkjet printer, respectively.

7.4.2. Laser Consumab les

Dependingon thetypeof laserprinterdeployed,consumablecostsusuallyare�x edandscaleevenly
with increasedusageor print job volumeovertime.Tonercomesin cartridgesthatareusuallyreplaced
outright;however, somemodelscomewith re�llable cartridges.Color laserprintersrequireonetoner
cartridgefor eachof thefour colors.Additionally, color laserprintersrequirefuseroils to bondtoner
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ontopaperandwastetonerbottlesto capturetonerspillover. Theseaddedsuppliesraisetheconsum-
ablescostof color laserprinters;however, it is worth notingthatsuchconsumables,on average,last
about6000pages,which is much greaterthancomparableinkjet or impact consumablelifespans.
Papertypeis lessof anissuein laserprinters,which meansbulk purchasesof regularxerographicor
photocopy paperis acceptablefor mostprint jobs;however, if you planto print high-qualityimages,
youshouldopt for glossypaperfor aprofessional�nish.

7.5. Other Printer Types
Thereareothertypesof printersavailable,mostlyspecial-purposeprintersfor professionalgraphics
or publishingorganizations.Thesetypesof printersarenot for generalpurposeuse,however. Because
they arerelegatedto nicheuses,their prices(one-timeandrecurringconsumablescosts)arehigher,
asrelative to impact,laser, andinkjet printers.

ThermalWaxPrinters

Usedmostly for businesspresentationtransparenciesandfor color proo�ng (creatingtestdocu-
mentsandimagesfor closequality inspectionbeforesendingoff masterdocumentsto bepressed
onindustrialfour-coloroffsetprinters).Thermalwaxprintersusesheet-sized,beltdrivenCMYK
ribbonsandspecially-coatedpaperor transparencies.The printheadcontainsheatingcontacts
thatmelt eachcoloredwaxontothepaperasit is rolled throughtheprinter.

Dye-SublimationPrinters

Usedin organizationssuchasservicebureaus— whereprofessionalquality documents,pam-
phlets,and presentationsare more important than consumablescosts— dye-sublimation(or
dye-sub)printersarethe workhorsesof quality CMYK printing. The conceptsbehinddye-sub
printersaresimilar to thermalwaxprintersexceptfor theuseof diffusive plasticdye�lm instead
of coloredwax astheink element.Theprintheadheatsthecolored�lm andvaporizestheimage
ontospeciallycoatedpaper.

Dye-subis quite popularin the designandpublishingworld aswell as the scienti�c research
�eld, whereprecisenessanddetailarerequired.Suchdetailandprint qualitycomesataprice,as
dye-subprintersarealsoknown for their highcosts-per-page.

Solid Ink Printers

Usedmostly in the packagingandindustrialdesignindustries,solid ink printersareprizedfor
theirability to print onseveralpaperstocks.Solid ink printers,asthenameimplies,usehardened
ink sticksthatthataremeltedandsprayedthroughsmallnozzlesontheprinthead.Theink is then
sentthrougha fuserroller which furtherabsorbstheink ontothepaper.

Thesolid ink printer is ideal for prototypingandproo�ng new designsfor productpackages;as
such,mostservice-orientedbusinesseswould not �nd aneedfor suchanicheprintertype.

7.6. Printer Langua ges and Technologies
Beforetheadvent of laserandinkjet technology, impactprinterscouldonly print standard,justi�ed
text with novariationin lettersizeor font style.Today, printersareableto processcomplex documents
with embeddedimages,charts,andtablesin multiple framesandin several languages,all in oneprint
job. Suchcomplexity mustadhereto someformatconventions.This is whatspurredthedevelopment
of thepage descriptionlanguage (or PDL) — a specializeddocumentformattinglanguagespecially
madefor computercommunicationwith printers.

Over the years,printer manufacturershave developedtheir own proprietarylanguagesto describe
documentformats.However, suchproprietarylanguagesareappliedonly to theprintersthattheman-
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ufacturerscreatedthemselves.If, for example,you wereto senda print-ready�le usinga proprietary
PDL to a professionalpress,therewas no guaranteethat your �le would be compatiblewith the
printer's machines.Theissueof portability cameinto question.

Xerox®developedtheInterpress™protocolfor their line of printers,but full adoptionof thelanguage
by therestof theprintingindustrywasnever realized.Two originaldevelopersof Interpressleft Xerox
andformedAdobe®,asoftwarecompany cateringmostlyto electronicgraphicsanddocumentprofes-
sionals.At Adobe,they developeda widely-adoptedPDL calledPostScript™, which usesa markup
languageto describetext formattingandimageinformationthat couldbe processedby printers.At
thesametime, theHewlett-Packard®Company developedthePrinter Control Language™ (or PCL)
for usein theirubiquitousLaserandinkjet printerlines.PostscriptandPCLarewidely adoptedPDLs
andaresupportedby mostprintermanufacturers(alongwith theprinter's own proprietarylanguages,
whenavailable).

PDLs work on the sameprincipleascomputerprogramminglanguages.Whena documentis ready
for printing,thePCor workstationtakestheimages,typographicalinformation,anddocumentlayout,
andusesthemasobjectsthat form instructionsfor theprinter to process.Theprinter thentranslates
thoseobjectsinto rasters — a seriesof scannedlines that form an imageof the document(called
RasterImage Processingor RIP), andprints the outputonto the pageasoneimage,completewith
text andany graphicsincluded.Thiswork-�o w makesprintingdocumentsof any complexity uniform
andstandard,allowing for little or no variation in printing from oneprinter to the next. PDLs are
designedto beportableto any format,andscalableto �t severalpapersizes.

Choosingtheright printer is a matterof determiningwhatstandardsthevariousdepartmentsin your
organizationhave adoptedfor their needs.Most departmentsuseword processingandotherproduc-
tivity softwarethatusethe postscriptlanguagefor outputtingto printers.However, if your graphics
departmentrequirePCL or someproprietaryform of printing,you musttake that into consideration,
aswell.

7.7. Networked Versus Local Printer s
Dependingon organizationalneeds,it may beunnecessaryto assignoneprinter to eachmemberof
your organization.Suchoverlapin expenditurecaneatinto allottedbudgets,leaving lesscapitalfor
othernecessities.While local printersattachedvia parallelor USB cableto every workstationarean
idealsolution,it is not oftenfeasibleeconomically.

Printermanufacturershave addressedthis needby developingdepartmental(or workgroup)printers.
Thesemachinesareusuallydurable,fast,andhave long-life consumables.Workgroupprintersusually
areattachedto aprint server, astandalonedevice (suchasa recon�guredworkstation)whichhandles
print jobsandroutesoutputto theproperprinterwhenavailable(although,someprintersincludebuilt-
in or add-onnetwork interfacesthateliminatetheneedfor adedicatedprint server).Print serverscan
useeither the InternetPrinting Protocol (IPP) available in RedHat Linux via the CommonUNIX
Printing System(CUPS)or throughSamba.Sambais particularlyusefulfor heterogeneousenviron-
mentswheredepartmentsmay usedifferentoperatingsystems.More informationaboutcon�guring
RedHat Linux for useasaprint servercanbefoundin Section7.9.

7.8. Printer Con�guration and Setup
Onceyou have evaluatedyour needsandhave procuredyour printersandsupplies,it is now time
to deploy themin your computingenvironment.RedHat Linux hasmany utilities designedto ease
the deployment cycle and get your organizationprinting quickly. Red Hat Linux includesseveral
con�guration tools for printing and networking that you can use in a graphicalor commandline
environment.Additionally, the con�guration tools includedcanbeadministeredremotelyfor added
convenienceif issuesarisewhile you areaway.

ThePrinter Con�guration Tool is autility for RedHatLinux thatallows administratorsto add,edit,
andcon�gureprinterhardwareto work in alocalor networkedenvironment.Theinterfaceis designed
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to make printersetupandadministrationlesscomplex thaneditingcon�guration �les manually. Ad-
ministratorscanusethePrinter Con�guration Tool on local printersattachedto workstations,and
evensharesuchprintersto otherusersonthenetwork. ThePrinter Con�guration Tool usesanIPP-
compatiblebackendwell-suitedfor network printing. Figure7-1 shows the Printer Con�guration
Tool in action.

Figure7-1.The Printer Con�guration Tool

7.8.1. An Example Setup

If you areadministratinga local network andwish to allow usersto print to a laserprinter, themost
ideal solution would be a laserprinter with an Ethernetport to hook up to your network. If you
have multiple printers(or a printer without network accessin the hardware),you cancreatea print
server thathandlesall print jobsandqueuesthe jobsbasedon arbitrarycriteria.A decommissioned
workstationor server is a perfectlysuitablemachineto be re-purposedfor print serving.Plug your
printer (by parallelport or USB, if supported)into your server, install RedHat Linux, andchoose
an installationtype thatwill install theproperprinter serviceson your system.If you desirea more
streamlineselectionof packagesfor the print server, choosea Custom installationtype. If you are
notsurewhatpackagesyouwill need,choosetheServer installationtype,whichwill install all the
packagesneededto con�gure a printer andsetupa connectionto sharethe printer to clientson the
network via Sambaor theprinter daemon.For moreinformationaboutinstalling RedHat Linux on
yoursystem,referto theOf�cial RedHat Linux InstallationGuide.

Onceyou have your systemrunningRedHat Linux, you cannow begin printer con�guration. You
mayuseeitherthetext or graphicalversionof thePrinter Con�guration Tool (youmusthave theX
Window System[or X] installedandloadedin orderto usethegraphicalversion).Startthetool at a
shellpromptby typing redhat-config-printer-tui for the text version.For thegraphicalver-
sion,if youhave thegraphicaldesktoploaded,chooseMain Menu => SystemSettings=> Printing
or typeredhat-config-printer atashellprompt.

Note

The Printer Con�guration Tool saves any printer con�gur ations made to the �le /etc/printcap . If
you have any printer con�gur ations that you wish to add outside of the Printer Con�guration Tool ,
you must add them to the �le /etc/printcap.loc al , or it will be deleted whenever you run the tool
or reboot your server.

To adda new printer:

1. Click theNewbuttonandtypeaqueuename.Thenameshouldbedescriptive enoughto distin-
guishitself with otherprintersor network resources(suchasworkgroup_laser or third-
floor_inkjet ).
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2. Choosea printerQueueType from the list. Sinceyou arecon�guring a print server, you will
mostlikely choosea Local Printer Device sincetheprinterwill beattachedphysicallyto the
server. For con�guring JetDirectprintersor printersattachedto Windows(via SMB) or Netware
(Novell) machines,refer to the chaptercalled"Printer Con�guration" in the Of�cial RedHat
LinuxCustomizationGuide.

3. You have the option to selectthe Printer Device shown, rescanyour devices for the correct
device,or createyour own customdevice.This will bethe /dev entrythatrepresentstheinter-
facebetweenthedevicedriverandtheprinteritself. In mostinstances,thedevicewill benamed
/dev/lp0 .

4. Now you canchoosea Printer Dri ver by selectingone from the extensive list. Choosethe
printer make and model, and selectthe driver. Drivers marked with an asterisk(*) are rec-
ommendeddrivers. If you arecon�guring a remoteprinter or a printer that doesnot have a
correspondingdriver for its make andmodel, the safestchoicewould be Postscript Printer
(for JetDirectprinters,Raw Print Queueis recommended).

5. Print a testpageto make sureyour printeris working properly.

Oncethe printer and print server is installedandcon�gured properly, you shouldcon�gure client
computersto accesstheprint server. Theinstructionsarethesameasthoseto con�gure theprinteron
theprint server; however, insteadof a local printer, you shouldchoosea UNIX Printer queuetype
andtype the print server hostnameandport (usually631) into the appropriate�elds.Clients should
now beableto begin printing.

Any post-installcon�gurationonprintersor theprint servercanbedonevia thePrinterCon�guration
Tool by clicking Edit andchoosingtheDri ver Options.

Figure7-2.Dri ver Options

You cancon�gure printer elementssuchaspapersize,Postscriptpre-renderingin the print driver
itself (to dealwith internationalglyphssuchasAsian characterson a non-Asiancharacterprinter),
pagesize, and more.For more information on driver options,refer to the Of�cial RedHat Linux
CustomizationGuide.

7.9. Printer Sharing and Access Contr ol
Now thatyourprinter(s)arecon�guredandreadyfor use,youcannow begin to furthercustomizeyour
print serversto shareto clients.By default, all clientsonyour network will beablesendrequestsand
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jobsto yournew print server. Moreover, sincemodernprint serversusetheInternetPrintingProtocol,
any requestsfrom the Internetareacceptedaswell, which canbecomea securityissue.You should
have your �re wall con�guredto block port 631,on which theRedHat Linux printingsystemlistens.
You can further con�gure the server to restrict accessof printersto certainusersor groups.Such
restrictionson resourcesis termedaccesscontrol. RedHat Linux hasseveral facilitiesfor restricting
accessto server resources.

7.9.1. Printer Sharing with LPRng and the /etc/hosts.lpd File

For pure Linux or Linux/UNIX environments, printer sharing can be controlled using the
/etc/hosts.lpd �le. This �le is not createdby default; asroot, createthe �le /etc/hosts.lpd
on the machineto which the printer is attached.On separatelines in the �le, addthe IP addressor
hostnameof eachmachinewhichshouldhaveprintingprivileges:

falcon.example.com
pinky.example.com
samiam.example.com
pigdog.example.com
yeti.example.com

Finally, restartthe lpd printerdaemonby issuingthecommand/sbin/service lpd restart (as
root).

7.9.2. Printer Sharing with CUPS and lpadmin

Printersharingfor Linux/UNIX environmentscanalsobecontrolledusingthe lpadmin command.

Becauselpadmin is partof CUPS,youmust�rst ensurethatyoursystemis con�guredto useCUPS
asthedefault printingsystem.To dothis, launchthePrinter SystemSwitcher applicationby execut-
ing thecommandredhat-switch-printer andselectingCUPS.

OnceCUPShasbeenselectedasthedefault printingsystem,you canthenuselpadmin to make the
necessarychange.For example,to allow only afew selectusersto useyourexpensive graphicalinkjet
printer, run thefollowing command:

lpadmin -p graphic_inkjet -u allow:bob,ted,alice

Note that only the users you specify will be able to print to the graphic_inkjet printer.
Root and other users will not be able to accessit. The resulting entry will be added to
/etc/cups/printers.conf :


 Printer graphic_inkjet �

Info This printer was modified by the lpadmin command
Location Dustbin or Black Hole
DeviceURI file:/dev/null
State Idle
Accepting Yes
JobSheets none none
AllowUser bob
AllowUser ted
AllowUser alice


 /Printer �

You canedit this �le in a text editor to modify or addelementsto the accesscontrol list, suchas
hostnames.For moreinformationonusinglpadmin , typeman lpadmin atashellprompt.
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7.9.3. Printer Sharing with Samba

If you aresettingup a print server in a heterogeneousenvironmentwhereusersrun variousoper-
ating systems(suchasLinux andWindows), you canrestrictprinter accessusingSamba.The cen-
tral point for con�guration of Sambaservices(including �le sharingandadministration)is the �le
/etc/samba/smb.conf . Thefollowing is anexampleof settingupsharingfor Windows clientsand
Linux clientsusingSamba.

# NOTE: If you have a BSD-style print system there is no need to
# specifically define each individual printer
[printers]

comment = All Printers
path = /var/spool/samba
printer = raw
browseable = no

# Set public = yes to allow user 'guest account' to print
guest ok = no
writable = no
printable = yes

In the exampleabove, browsing hasbeenturnedoff, so clientsmustexplicitly con�gure the device
insteadof being able to browse the printer via Windows Network Neighborhood. Set the �ag to
yes to allow browsing.Also, setguest ok = no to yes to allow guestmachinesto print to your
print server. SinceWindows userswill probablyusethe Windows-supportedprint driversandsend
thebinaryprint jobs to theprinter, thesettingprinter = raw is usedso that theprint server does
notuseits own �lters on top of theWindows print driver �lter , potentiallycorruptingtheoutput.

To restrictcertainusersaccessto printing services,the valid users option shouldbe added.For
example,to allow print accessonly to userfred andthegroup@design , setguest ok to no and
addthefollowing line:

valid users = fred @design

If your sambaserviceis alreadystartedor running, you should restartit eachtime you edit the
/etc/samba/smb.conf �le by typing /sbin/service smb restart at ashellprompt.

7.10. Additional Resour ces
Printingcon�gurationandnetwork printing is abroadtopicrequiringknowledgeandexperiencewith
bothhardware,networking,andsystemadministration.Formoredetailedinformationaboutdeploying
printerservicesin your environments,referto following resources.

7.10.1. Installed Documentation

• lpadmin manpage— Con�gure RedHatLinux print serviceswith thisutility.

• smb.conf manpage— Con�gure printersharingusingSMB/CIFSwith thiscon�guration�le.

• /usr/share/doc/cups- � version � — Thedocumentcollectionfor theCommonUNIX Print-
ing System(CUPS),anInternetPrintingProtocol-compliantsystemfor UNIX andLinux.
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7.10.2. Useful Websites

• http://www.webopedia.com/TERM/p/printer.html — Generalde�nition of printersanddescriptions
of printertypes.

• http://www.linuxprinting.org — A databaseof documentsaboutprinting,alongwith a databaseof
nearly1000printerscompatiblewith Linux printing facilities.

• http://www.tldp.org/HOWTO/Printing-HOWTO/index.html — TheLinux Printing-HOWTO from
theLinux DocumentationProject.

7.10.3. Related Books

• NetworkPrinting by Matthew GastandToddRadermacher;O'Reilly & Associates,Inc. — Com-
prehensive informationonusingLinux asaprint server in heterogeneousenvironments.

• TheOf�cial RedHat Linux CustomizationGuideandOf�cial RedHat Linux ReferenceGuideby
RedHat bothcover networking andprinting topicsandaregoodsourcesof informationif you run
into any issues.
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Thinking About the Unthinkab le





Chapter 8.

Planning for Disaster

Disasterplanningis asubjectthatis easyfor asystemadministratorto forget— it is notpleasantand
it alwaysseemsthat thereis somethingelsemorepressingto do. However, letting disasterplanning
slideis oneof theworstthingsyoucando.

Although it is often the dramaticdisasters(suchas �re, �ood, or storm) that �rst cometo mind,
themoremundaneproblems(suchasconstructionworkerscuttingcables)canbe just asdisruptive.
Therefore,thede�nition of adisasterthatasystemadministratorshouldkeepin mindisany unplanned
eventthatdisruptsthenormaloperationof yourorganization.

While it would beimpossibleto list all thedifferenttypesof disastersthatcouldstrike, we will look
at the leadingfactorsthatarepart of eachtypeof disaster. In this way, you canstartlooking at any
possibleexposurenotin termsof its likelihood,but in termsof thefactorsthatcouldcausethatdisaster.

8.1. Types of Disaster s
In general,therearefour differentfactorsthatcantriggeradisaster. Thesefactorsare:

• Hardwarefailures

• Softwarefailures

• Environmentalfailures

• Humanerrors

Wewill now look at eachfactorin moredetail.

8.1.1. Hardware Failures

Hardwarefailuresareeasytounderstand— thehardwarefails,andwork grindsto ahalt.Whatismore
dif�cult to understandis thenatureof thefailures,andhow your exposureto themcanbeminimized.
Herearesomeapproachesthatyoucanuse:

8.1.1.1. Keeping Spare Hardware

At its simplest,exposuredueto hardwarefailurescanbereducedby having sparehardwareavailable.
Of course,this approachassumestwo things:

• Someoneon-sitehasthe necessaryskills to diagnosethe problem,identify the failing hardware,
andreplaceit.

• A replacementfor thefailing hardwareis available.

Theseissuesarecoveredin moredetailbelow.

8.1.1.1.1. Having the Skills

Dependingon your pastexperienceandthehardwareinvolved,having thenecessaryskills might be
anon-issue.However, if youhave notworkedwith hardwarebefore,youmightconsiderlooking into
local communitycollegesfor introductorycourseson PCrepair. While sucha courseis not in andof
itself suf�cient to prepareyoufor tacklingproblemswith anenterprise-level server, youwill learnthe
basics(properhandlingof toolsandcomponents,basicdiagnosticprocedures,andsoon).
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Tip

Before taking the approach of �rst �xing it yourself, make sure that the hardware in question:

• Is not still under warranty

• Is not under a service/maintenance contract of any kind

If you attempt repairs on hardware that is covered by a warranty and/or service contract, you are
likely violating the terms of these agreements, and jeopardizing your continued coverage.

However, even with minimal skills, it might be possibleto effectively diagnoseandreplacefailing
hardware— if youchooseyour stockof replacementhardwareproperly.

8.1.1.1.2. What to Stock?

This questionillustratesthemulti-facetednatureof anything relatedto disasterrecovery. Whencon-
sideringwhathardwareto stock,herearesomeof theissuesyou shouldkeepin mind:

• Maximumallowabledowntime

• Theskill requiredto affect a repair

• Budgetavailablefor spares

• Storagespacerequiredfor spares

• Otherhardwarethatcouldutilize thesamespares

Eachof theseissueshasabearingonthetypesof sparesthatshouldbestocked.For example,stocking
completesystemswould tendto minimizedowntimeandrequireminimal skills to install, but would
bemuchmoreexpensive thanhaving aspareCPUandRAM moduleonashelf.However, thisexpense
mightbeworthwhileif yourorganizationhasseveraldozenidenticalserversthatcouldbene�t from a
singlesparesystem.

No matterwhatthe�nal decision,thefollowing questionis inevitable,andis discussednext.

8.1.1.1.2.1. How Much to Stock?

Thequestionof sparestocklevels is alsomulti-faceted.Herethemainissuesare:

• Maximumallowabledowntime

• Projectedrateof failure

• Estimatedtime to replenishstock

• Budgetavailablefor spares

• Storagespacerequiredfor spares

• Otherhardwarethatcouldutilize thesamespares

At oneextreme,for a systemthat canafford to be down a maximumof two days,anda sparethat
might beusedoncea yearandcouldbereplenishedin a day, it would make senseto carryonly one
spare(andmaybeevennone,if youwerecon�dent of your ability to secureasparewithin 24hours).

At theotherendof thespectrum,a systemthatcouldafford to bedown no morethana few minutes,
anda sparethatmight beusedoncea month(andcouldtake severalweeksto replenish)might mean
thatahalf dozenspares(or more)shouldbeon theshelf.
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8.1.1.1.3. Spares That Are Not Spares

Whenis a sparenot a spare?Whenit is hardware that is in day-to-dayuse,but is alsoavailableto
serve asasparefor a higher-priority systemshouldtheneedarise.This approachhassomebene�ts:

• Lessmoney dedicatedto "non-productive" spares

• Thehardwareis known to beoperative

Thereare,however, downsidesto this approach:

• Normalproductionof thelower-priority taskis interrupted

• Thereis anexposureshouldthelower-priority hardwarefail (leaving nosparefor thehigher-priority
hardware)

Giventheseconstraints,theuseof anotherproductionsystemasasparemaywork, but thesuccessof
thisapproachwill hingeonthesystem'sspeci�c workload,andhow thesystem'sabsencewill impact
overall datacenteroperations.

8.1.1.2. Service Contracts

Servicecontractsmake the issueof hardwarefailuressomeoneelse's problem.All that is necessary
for you to do is to con�rm thata failure has,in fact,occurredandthat it doesnot appearto have a
software-relatedcause.You thenmake a telephonecall, andsomeoneshows up to make thingsright
again.

It seemsso simple.But aswith mostthingsin life, thereis moreto it thanmeetsthe eye. Hereare
somethingsthatyouwill needto considerwhenlooking at aservicecontract:

• Hoursof coverage

• Responsetime

• Partsavailability

• Availablebudget

• Hardwareto becovered

Wewill exploreeachof thesedetailsmorecloselybelow.

8.1.1.2.1. Hours of Coverage

Different servicecontractsareavailable to meetdifferent needs;oneof the big variablesbetween
differentcontractsrelatesto thehoursof coverage.Unlessyou arewilling to paya premiumfor the
privilege,youcannotcall just any time andexpectto seea technicianatyourdoorashorttime later.

Instead,dependingonyour contract,youmight �nd thatyoucannotevenphonetheservicecompany
until aspeci�c day/time,or if youcan,they will notdispatcha technicianuntil theday/timespeci�ed
for yourcontract.

Mosthoursof coveragearede�ned in termsof thehoursandthedaysduringwhicha technicianmay
bedispatched.Someof themorecommoncoveragehoursare:

• MondaythroughFriday, 9:00to 17:00

• MondaythroughFriday, 12/18/24hourseachday (with the startandstoptimesmutually agreed
upon)

• MondaythroughSaturday(or MondaythroughSunday),sametimesasabove
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As youmightexpect,thecostof acontractincreaseswith thehoursof coverage.In general,extending
thecoverageMondaythroughFridaywill costlessthanaddingonSaturdayandSundaycoverage.

But evenherethereis apossibilityto reducecostsif youarewilling to dosomeof thework.

8.1.1.2.1.1. Depot Service

If your situationdoesnot requireanything morethantheavailability of a technicianduringstandard
businesshoursandyou have suf�cient experienceto beableto determinewhat is broken,you might
considerlooking at depotservice. Known by many names(including walk-in serviceanddrop-off
service), manufacturersmayhaveservicedepotswheretechnicianswill work onhardwarebroughtin
by customers.

Depotservicehasthebene�t of beingasfastasyou are.You do not have to wait for a technicianto
becomeavailableandshow upatyourfacility. Depottechniciansnormallywork atthedepotfull-time,
meaningthattherewill besomeoneto work on yourhardwareassoonasyoucangetit to thedepot.

Becausedepotserviceis doneat a centrallocation,thereis a betterchancethat any partsthat are
requiredwill beavailable.Thiscaneliminatetheneedfor anovernightshipment,or waiting for apart
to bedrivenseveralhundredmilesfrom anotherof�ce thatjusthappensto have thatpartin stock.

Therearesometrade-offs, however. Themostobviousis thatyou cannotchoosethehoursof service
— you get servicewhen the depotis open.Anotheraspectto this is that the technicianswill not
work pasttheir quitting time,soif your systemfailedat 16:30on a Fridayandyou got thesystemto
thedepotby 17:00,it will likely not beworkedon until thetechniciansarrive at work thefollowing
Mondaymorning.

Another trade-off is that depotservicedependson having a depotnearby. If your organizationis
locatedin a metropolitanarea,this is likely not going to be a problem.However, organizationsin
morerural locationswill �nd thatadepotmaybea long drive away.

Tip

If considering depot service, take a moment and consider the mechanics of actually getting the
hardware to the depot. Will you be using a company vehicle or your own? If your own, does your
vehicle have the necessary space and load capacity? What about insurance? Will more than one
person be necessary to load and unload the hardware?

Although these are rather mundane concerns, they should be addressed before making the decision
to use depot service.

8.1.1.2.2. Response Time

In additionto the hoursof coverage,many serviceagreementsspecifya level of responsetime. In
otherwords,whenyoucall requestingservice,how longwill it bebeforea technicianarrives?As you
might imagine,a fasterresponsetime equatesto amoreexpensive serviceagreement.

Therearelimits to theresponsetimesthatareavailable.For instance,thetravel time from themanu-
facturer's of�ce to your facility hasa largebearingon theresponsetimesthatarepossible1. Response
times in the four hour rangeareusually consideredamongthe quicker offerings.Slower response

1. And this would likely be considereda best-caseresponsetime, as techniciansusuallyareresponsiblefor

territoriesthatextendaway from their of�ce in all directions.If you areat oneendof their territoryandtheonly

availabletechnicianis at theotherend,theresponsetimewill beevenlonger.
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timescanrangefrom eighthours(which becomeseffectively "next day" servicefor a standardbusi-
nesshoursagreement),to 24 hours.As with every otheraspectof a serviceagreement,even these
timesarenegotiable— for theright price.

Note

Although it is not a common occurrence, you should be aware that service agreements with re-
sponse time clauses can sometimes stretch a manufacturer's service organization beyond its ability
to respond. It is not unheard of for a very busy service organization to send somebody — anybody —
on a short response-time service call just to meet their response time commitment. This person can
then appear to diagnose the problem, calling "the of�ce" to have someone bring in "the right part".

In fact, they are just waiting for a technician that is actually capable of handling the call to arrive.

While it might be understandable to see this happen under extraordinary circumstances (such as
power problems that have damaged systems throughout their service area), if this is a consistent
method of operation you should contact the service manager, and demand an explanation.

If your responsetime needsarestringent(andyour budgetcorrespondinglylarge), thereis oneap-
proachthatcancut your responsetimesevenfurther— to zero.

8.1.1.2.2.1. Zero Response Time — Having an On-Site Technician

Given the appropriatesituation(you are oneof the biggestcustomersin the area),suf�cient need
(downtime of any magnitudeis unacceptable),and �nancial resources(if you have to ask for the
price,youprobablycannotafford it), youmightbeacandidatefor a full-time, on-sitetechnician.The
bene�tsof having a technicianalwaysstandingby areobvious:

• Instantresponseto any problem

• A moreproactive approachto systemmaintenance

Asyoumightexpect,thisoptioncanbeveryexpensive,particularlyif yourequireanon-sitetechnician
24X7.But if this approachis appropriatefor your organization,you shouldkeepa numberof points
in mind in orderto gainthemostbene�t.

First, an on-site technicianwill needmany of the resourcesof a regular employee, such as a
workspace,telephone,appropriateaccesscardsand/orkeys,andsoon.

On-sitetechniciansarenotveryhelpful if they donothave theproperparts.Therefore,makesurethat
securestorageis setasidefor the technician's spareparts.In addition,make surethat the technician
keepsa stockof partsappropriatefor your con�guration,andthat thosepartsarenot "cannibalized"
by othertechniciansfor their customers.

8.1.1.2.3. Parts Availability

Obviously, theavailability of partsplaysa largerole in limiting yourorganization's exposureto hard-
warefailures.In thecontext of a serviceagreement,theavailability of partstakeson anotherdimen-
sion,asthe availability of partsappliesnot only to your organization,but to any othercustomerin
the manufacturer's territory that might needthosepartsaswell. Anotherorganizationthat haspur-
chasedmoreof themanufacturer's hardwarethanyoumight getpreferentialtreatmentwhenit comes
to gettingparts(andtechnicians,for thatmatter).

Unfortunately, thereis little thatcanbedonein suchcircumstances,shortof workingout theproblem
with theservicemanager.
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8.1.1.2.4. Available Budget

As outlinedabove, servicecontractsvary in priceaccordingto thenatureof the servicesbeingpro-
vided.Keepin mind that the costsassociatedwith a servicecontractarea recurringexpense;each
time thecontractis dueto expireyouwill needto negotiateanew contractandpayagain.

8.1.1.2.5. Hardware to be Covered

Hereis anareawhereyoumightbeableto helpkeepcoststo aminimum.Considerfor amomentthat
you have negotiateda serviceagreementthat hasanon-sitetechnician24X7, on-sitespares— you
nameit. Every singlepieceof hardwareyou have purchasedfrom this vendoris covered,including
thePCthat thecompany receptionistusesto surf theWebwhile answeringphonesandhandingout
visitor badges.

DoesthatPCreallyneedto havesomeoneon-site24X7?Evenif thePCwerevital to thereceptionist's
job, thereceptionistonly worksfrom 9:00to 17:00;it is highly unlikely that:

• ThePCwill bein usefrom 17:00to 09:00thenext morning(not to mentionweekends)

• A failureof this PCwill benoticed,exceptbetween09:00and17:00

Therefore,paying to enablehaving this PC servicedin the middle of a Saturdaynight is simply a
wasteof money.

Thething to do is to split up theserviceagreementsuchthatnon-criticalhardwareis groupedsepa-
ratelyfrom themorecritical hardware.In thisway, costscanbekeptaslow aspossible.

Note

If you have twenty identically-con�gured servers that are critical to your organization, you might be
tempted to have a high-level service agreement written for only one or two, with the rest covered by a
much less expensive agreement. Then, the reasoning goes, no matter which one of the servers fails
on a weekend, you will say that it is the one eligible for high-level service.

Do not do this. Not only is it dishonest, most manufacturers keep track of such things by using serial
numbers. Even if you �gure out a way around such checks, you will spend far more after being
discovered than you will by simply being honest and paying for the service you really need.

8.1.2. Software Failures

Software failurescan result in extendeddowntimes.For example,customersof a highly-available
computersystemrecentlyexperiencedthis �rsthand when a bug in the time handlingcodeof the
computer'soperatingsystemresultedin everycustomer'ssystemcrashingatacertaintimeof acertain
day. While thisparticularsituationis amorespectacularexampleof asoftwarefailurein action,other
software-relatedfailuresmaybelessdramatic,but still asdevastating.

Softwarefailurescanstrike in oneof two areas:

• In theoperatingsystem

• In applications

Eachtypeof failurehasits own speci�c impact;wewill exploreeachin moredetailbelow.
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8.1.2.1. Operating System Failures

In this type of failure, the operatingsystemis responsiblefor the failure.The type of failurescome
from two mainareas:

• Crashes

• Hangs

Themainthingto keepin mindaboutoperatingsystemfailuresis thatthey takeouteverythingthatthe
computerwasrunningat thetimeof thefailure.As such,operatingsystemfailurescanbedevastating
to production.

8.1.2.1.1. Crashes

Crashesoccurwhentheoperatingsystemexperiencesanerrorconditionfrom whichit cannotrecover.
Thereasonsfor crashescanrangefrom an inability to handleanunderlyinghardwareproblem,to a
bug in kernel-level code.Whenanoperatingsystemcrashes,thesystemmustberebootedin orderto
continueproduction.

8.1.2.1.2. Hangs

Whentheoperatingsystemstopshandlingsystemevents,thesystemgrindsto a halt. This is known
asa hang. Hangscanbecausedby deadlocks (two resourceconsumerscontendingfor resourcesthe
otherhas)andlivelocks (two or moreprocessesrespondingto eachother's activities, but doing no
usefulwork), but theendresultis thesame— acompletelackof productivity.

8.1.2.2. Application Failures

Unlikeoperatingsystemfailures,applicationfailurescanbemorelimited in thescopeof theirdamage.
Dependingon thespeci�c application,a singleapplicationfailing might impactonly oneperson.On
theotherhand,if it is aserverapplicationservicingalargepopulationof clientapplications,thefailure
couldbemuchmorewidespread.

8.1.3. Envir onmental Failures

Eventhoughthehardwareis runningperfectly, andeven thoughthesoftwareis con�gured properly
andis working asit should,problemscanstill occur. Themostcommonproblemsthatoccuroutside
of thesystemitself have to dowith thephysicalenvironmentin which thesystemis running.

Environmentalissuescanbebrokeninto four majorcategories:

• Building integrity

• Electricity

• Air conditioning

• Weatherandtheoutsideworld
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8.1.3.1. Building Integrity

For suchaseeminglysimplestructure,abuilding performsagreatmany functions.It providesshelter
from theelements.It providesthepropermicro-climatefor thebuilding's contents.It hasmechanisms
to provide power andto protectagainst�re andtheft/vandalism.Performingall thesefunctions,it is
not surprisingthatthereis agreatdealthatcangowrongwith a building. Herearesomepossibilities
to consider:

• Roofscanleakinto datacenters.

• Variousbuilding systems(suchaswater, sewer, or air handling)canfail, renderingthe building
uninhabitable.

• Floorsmayhave insuf�cient load-bearingcapacityto hold everythingyou want to put in thedata
center.

It is importantto have a creative mind whenit comesto thinking aboutthedifferentwaysbuildings
canfail. Thelist above is only meantto startyou thinkingalongtheproperlines.

8.1.3.2. Electricity

Becauseelectricity is the lifeblood of any computersystem,power-relatedissuesareparamountin
themind of systemadministratorseverywhere.Thereareseveraldifferentaspectsto power; we will
cover themin moredetailbelow.

8.1.3.2.1. The Security of Your Power

First,it is necessaryto determinehow secureyournormalpowersupplymaybe.Justlikenearlyevery
otherdatacenter, youprobablyobtainyourpowerfromalocalpowercompany via powertransmission
lines.Becauseof this,therearelimits to whatyoucandoto makesurethatyourprimarypowersupply
is assecureaspossible.

Tip

Organizations located near the boundaries of a power company might be able to negotiate connec-
tions to two different power grids:

• The one servicing your area

• The one from the neighboring power company

The costs involved in running power lines from the neighboring grid are sizable, making this an option
only for larger organizations. However, such organizations �nd that the redundancy gained outweigh
the costs in many cases.

The main thingsto checkarethe methodsby which the power is broughtonto your organization's
propertyand into the building. Are the transmissionlines above groundor below? Above-ground
linesaresusceptibleto:

• Damagefrom extremeweatherconditions(ice,wind, lightning)

• Traf�c accidentsthatdamagethepolesand/ortransformers

• Animalsstrayinginto thewrongplaceandshortingout thelines

Below-groundlineshave their own uniqueshortcomings:
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• Damagefrom constructionworkersdiggingin thewrongplace

• Flooding

• Lightning (thoughmuchlesssothanabove-groundlines)

Continueto tracethe power lines into your building. Do they �rst go to an outsidetransformer?Is
thattransformerprotectedfrom vehiclesbackinginto it or treesfalling on it? Are all exposedshutoff
switcheslocked?

Onceinsideyour building, could the power lines (or the panelsto which they attach)be subjectto
otherproblems?For instance,couldaplumbingproblem�ood theelectricalroom?

Continuetracingthepowerinto thedatacenter;is thereanythingelsethatcouldunexpectedlyinterrupt
yourpowersupply?For example,is thedatacentersharingacircuit with non-datacenterloads?If so,
theexternalloadmight onedaytrip thecircuit's overloadprotection,takingdown thedatacenteras
well.

8.1.3.2.2. Power Quality

It is not enoughto ensurethat thedatacenter's power sourceis assecureaspossible.You mustalso
be concernedwith the quality of the power beingdistributed throughoutthe datacenter. Thereare
severalfactorsthatmustbeconsidered:

Voltage

Thevoltageof theincomingpowermustbestable,with novoltagereductions(oftencalledsags,
droops, or brownouts) or voltageincreases(oftenknown asspikesandsurges).

Waveform

Thewaveformmustbeacleansinewave,with minimalTHD (TotalHarmonicDistortion).

Frequency

Thefrequency mustbestable(mostcountriesuseapower frequency of either50Hzor 60Hz).

Noise

Thepower mustnot includeany RFI (RadioFrequency Interference)or EMI (Electro-Magnetic
Interference)noise.

Current

Thepower mustbesuppliedat acurrentratingsuf�cient to run thedatacenter.

Power supplieddirectly from the power company will not normally meetthe standardsnecessary
for a datacenter. Therefore,somelevel of power conditioningis usuallyrequired.Thereareseveral
differentapproachespossible:

SurgeProtectors

Surgeprotectorsdojustwhattheirnameimplies— they �lter surgesfromthepowersupply. Most
donothingelse,leaving equipmentvulnerableto damagefrom otherpower-relatedproblems.

Power Conditioners

Powerconditionersattemptamorecomprehensive approach;dependingon thesophisticationof
theunit, powerconditionersoftencantake careof mostof thetypesof problemsoutlinedabove.
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Motor-GeneratorSets

A motor-generatorsetis essentiallya largeelectricmotorpoweredby yournormalpowersupply.
Themotor is attachedto a large �ywheel, which is, in turn, attachedto a generator. Themotor
turnsthe�ywheel andgenerator, whichgenerateselectricityin suf�cient quantitiesto runthedata
center. In thisway, thedatacenterpower is electricallyisolatedfrom outsidepower, meaningthat
mostpower-relatedproblemsareeliminated.The �ywheel alsoprovidestheability to maintain
power throughshortoutages,asit takesseveral secondsfor the �ywheel to slow to thepoint at
which it canno longergeneratepower.

UninterruptiblePower Supplies

Sometypesof UninterruptiblePower Supplies(morecommonlyknown asUPSs) includemost
(if not all) of theprotectionfeaturesof apower conditioner2.

With thelasttwo technologieslistedabove,wehavestartedin onthetopicmostpeoplethink of when
they think aboutpower — backuppower. In thenext section,we will look at differentapproachesto
providing backuppower.

8.1.3.2.3. Backup Power

Onepower-relatedtermthatnearlyeveryonehasheardis thetermblackout. A blackout is acomplete
lossof electricalpower, andmaylastfrom a fractionof asecondto weeks.

Becausethelengthof blackoutscanvary sogreatly, it is necessaryto approachthetaskof providing
backuppower usingdifferenttechnologiesfor differentlengthsof blackouts.

Tip

The most frequent blackouts last, on average, no more than a few seconds; longer outages are much
less frequent. Therefore, concentrate �rst on protecting against blackouts of only a few minutes in
length, then work out methods of reducing your exposure to longer outages.

8.1.3.2.3.1. Providing Power For the Next Few Seconds

Sincethe majority of outageslast only a few seconds,your backuppower solutionmusthave two
primarycharacteristics:

• Veryshorttime to switchto backuppower (known astransfertime)

• A runtime(thetime thatbackuppower will last)measuredin secondsto minutes

Thebackuppower solutionsthatmatchthesecharacteristicsaremotor-generatorsetsandUPSs.The
�ywheel in themotor-generatorsetallows thegeneratorto continueproducingelectricityfor enough
time to ride out outagesof a few seconds.Motor-generatorsetstendto bequite largeandexpensive,
makingthemapracticalsolutionfor mid-sizedandlargerdatacenters.

However, anothertechnologycan�ll in for thosesituationswhereamotor-generatorsetis tooexpen-
sive,aswell ashandlinglongeroutages.

2. We will discussUPSsin moredetail in Section8.1.3.2.3.2.
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8.1.3.2.3.2. Providing Power For the Next Few Minutes

UPSscanbe purchasedin a variety of sizes— small enoughto run a single low-end PC for � ve
minutes,or largeenoughto power anentiredatacenterfor anhouror more.

UPSsaremadeupof thefollowing parts:

• A transferswitch for switchingfrom theprimarypower supplyto thebackuppower supply

• A battery, for providing backuppower

• An inverter, which converts the DC currentfrom the batteryinto the AC currentrequiredby the
datacenterhardware

Apart from thesizeandbatterycapacityof theunit, UPSscomein two basictypes:

• Theof�ine UPSusesits inverterto generatepower only whentheprimarypower supplyfails.

• TheonlineUPSusesits inverterto generatepowerall thetime,poweringtheinvertervia its battery
only whentheprimarypower supplyfails.

Eachtypehastheir advantagesanddisadvantages.Theof�ine UPSis usuallylessexpensive, because
theinverterdoesnothaveto beconstructedfor full-time operation.However, aproblemin theinverter
of anof�ine UPSwill gounnoticed(until thenext power outage,thatis).

onlineUPSstendto bebetterat providing cleanpower to yourdatacenter;afterall, anonlineUPSis
essentiallygeneratingpower for you full time.

But nomatterwhattypeof UPSyouchoose,youmustproperlysizetheUPSto youranticipatedload
(therebyensuringthat the UPShassuf�cient capacityto produceelectricity at the requiredvoltage
andcurrent),andyou mustdeterminehow long you would like to beableto run your datacenteron
batterypower.

To determinethis information,you must�rst identify thoseloadsthatwill beservicedby theUPS.
Go to eachpieceof equipmentanddeterminehow muchpower it draws (this is normally listednear
theunit's power cord).Write down thevoltage,watts,and/oramps.Onceyou have these�gures for
all of thehardware,you will needto convert themto VA (Volt-Amps).If you have a wattagenumber,
you cansimply usethelistedwattageastheVA; if you have amps,multiply it by volts to getVA. By
addingtheVA �gures youcanarrive at theapproximateVA ratingrequiredfor theUPS.

Note

Strictly speaking, this approach to calculating VA is not entirely correct; however, to get the true VA
you would need to know the power factor for each unit, and this information is rarely, if ever, provided.
In any case, the VA numbers you will obtain from this approach will re�ect worst-case values, leaving
a large margin of error for safety.

Determiningruntimeis moreof abusinessquestionthanatechnicalquestion— whatsortsof outages
areyou willing to protectagainst,andhow muchmoney areyou preparedto spendto do so?Most
sitesselectruntimesthatarelessthananhouror two at most,asbattery-backed power becomesvery
expensive beyondthispoint.

8.1.3.2.3.3. Providing Power For the Next Few Hours (and Beyond)

Oncewe get into power outagesthataremeasuredin days,thechoicesgetevenmoreexpensive. At
thispoint thetechnologiesarelimited to generatorspoweredby sometypeof engine— dieselandgas
turbine,primarily.
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At this point, your optionsarewide open,assumingyour organizationhassuf�cient funds.This is
alsoan areawhereexpertsshouldhelp you determinethe bestsolutionfor your organization.Very
few systemadministratorswill havethespecializedknowledgeto plantheacquisitionanddeployment
of thesekindsof power generationsystems.

Tip

Portable generators of all sizes can be rented, making it possible to have the bene�ts of generator
power without the initial outlay of money necessary to purchase one. However, keep in mind that
in disasters affecting your general vicinity, rented generators will be in very short supply and very
expensive.

8.1.3.2.4. Planning for Extended Outages

While a blackout of � ve minutesis little morethananinconvenienceto thepersonnelin a darkened
of�ce, whataboutanoutagethatlastsanhour?Five hours?A day?A week?

The fact is, at somepoint even if the datacenteris operatingnormally, an extendedoutagewill
eventuallyaffect yourorganization.Considerthefollowing points:

• Whatif thereis nopower to maintainenvironmentalcontrolin thedatacenter?

• Whatif thereis nopower to maintainenvironmentalcontrolin theentirebuilding?

• Whatif thereis nopower to operatepersonalworkstations,thetelephonesystem,thelights?

Thepoint hereis thatyour organizationwill needto determineat whatpointanextendedoutagewill
justhaveto betolerated.Or if thatis notanoption,yourorganizationwill needto reconsiderits ability
to functioncompletelyindependentlyof on-sitepower for extendedperiods,meaningthatvery large
generatorswill beneededto power theentirebuilding.

Of course,even this level of planningcannottake placein a vacuum.It is very likely thatwhatever
causedthe extendedoutageis likely affecting the world outsideof your organization,andthat the
outsideworld will starthaving an affect on your organization's ability to continueoperations,even
givenunlimitedpower generationcapacity.

8.1.3.3. Heating, Ventilation, and Air Conditioning

Heating,Ventilation,andAir Conditioning(HVAC) systemsusedin today's of�ce buildings arein-
crediblysophisticated.Oftencomputercontrolled,theHVAC systemis vital to providing a comfort-
ablework environment.

Datacentersusuallyhave additionalair handlingequipment,primarily to remove theheatgenerated
by themany computersandassociatedequipment.Failuresin anHVAC systemcanbedevastatingto
thecontinuedoperationof a datacenter. And given their complexity andelectro-mechanicalnature,
thepossibilitiesfor failurearemany andvaried.Herearea few examples:

• Theair handlingunits(essentiallylargefansdrivenby largeelectricmotors)canfail dueto electri-
caloverload,bearingfailure,belt/pulley failure,etc.

• The cooling units (often calledchillers) canlosetheir refrigerantdueto leaks,or canhave their
compressorsand/ormotorsseize.
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Again,HVAC repairandmaintenanceis averyspecialized�eld thattheaveragesystemadministrator
shouldleaveto theexperts.If anything,asystemadministratorshouldmakesurethattheHVAC equip-
mentservingthedatacenteris checkedfor normaloperationonadaily basis(if notmorefrequently),
andis maintainedaccordingto themanufacturer's guidelines.

8.1.3.4. Weather and the Outside World

Therearesometypesof weatherthatwill obviouslycauseproblemsfor asystemadministrator:

• Heavy snow andice canprevent personnelfrom gettingto the datacenter, andcaneven clog air
conditioningcondensers,resultingin elevateddatacentertemperaturesjust whenno oneis ableto
getto thedatacenterto take corrective action.

• High winds can disrupt power and communications,with extremely high winds actually doing
damageto thebuilding itself.

Thereareothertypesof weatherthancanstill causeproblems,evenif they arenotaswell known. For
example,exceedinglyhigh temperaturescanresultin overburdenedcoolingsystems,andbrownouts
or blackoutsasthelocal power grid becomesoverloaded.

Although thereis little that canbedoneaboutthe weather, knowing the way that it canaffect your
datacenteroperationscanhelpyou to keeprunningevenwhentheweatherturnsbad.

8.1.4. Human Errors

It hasbeensaid that computersreally are perfect.The reasoningis that if you dig deeplyenough,
behindevery computererror you will �nd the humanerror that causedit. In this section,we will
explorethemorecommontypesof humanerrorsandtheir impacts.

8.1.4.1. System Administrator Errors

Systemadministratorssometimesmake unnecessarywork for themselveswhenthey arenot careful
aboutwhat they aredoing.During thecourseof carryingout day-to-dayresponsibilities,systemad-
ministratorshavemorethansuf�cient accessto thecomputersystems(not to mentiontheirsuper-user
accessprivileges)to mistakenly bringsystemsdown.

Systemadministratorseithermakeerrorsof miscon�guration,or errorsduringmaintenance.

8.1.4.1.1. Miscon�gur ation Errors

Systemadministratorsmustoftencon�gure variousaspectsof acomputersystem.This con�guration
might include:

• Email

• Useraccounts

• Network

• Applications

The list could go on quite a bit longer. The actualtaskof con�guration variesgreatly;sometasks
requireediting a text �le (usingany oneof a hundreddifferent con�guration �le syntaxes),while
othertasksrequirerunningacon�gurationutility.

The fact that thesetasksareall handleddifferently is merely an additionalchallengeto the basic
fact thateachcon�guration taskitself requiresdifferentknowledge.For example,theknowledgere-
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quiredto con�gure a mail transportagentis fundamentallydifferentfrom theknowledgerequiredto
con�gure anew network connection.

Given all this, perhapsit shouldbe surprisingthat so few mistakes areactuallymade.In any case,
con�gurationis, andwill continueto be,a challengefor systemadministrators.Is thereanything that
canbedoneto make theprocesslesserror-prone?

8.1.4.1.1.1. Change Control

Thecommonthreadof every con�guration changeis thatsomesortof a changeis beingmade.The
changemaybelarge,or it maybesmall.But it is still a change,andshouldbetreatedin a particular
way.

Many organizationsimplementsometype of a changecontrol process.The intent is to help system
administrators(andall partiesaffectedby thechange)to managetheprocessof change,andto reduce
theorganization's exposureto any errorsthatmayoccur.

A changecontrolprocessnormallybreaksthechangeinto differentsteps.Hereis anexample:

Preliminaryresearch

Preliminaryresearchattemptsto clearlyde�ne:

• Thenatureof thechangeto take place.

• Its impact,shouldthechangethesucceed.

• A fallbackposition,shouldthechangefail.

• An assessmentof whattypesof failuresarepossible.

Preliminaryresearchmight includetestingthe proposedchangeduringa scheduleddowntime,
or it maygosofar asto includeimplementingthechange�rst on aspecialtestenvironmentrun
ondedicatedtesthardware.

Scheduling

Here,thechangeis examinedwith aneye toward theactualmechanicsof implementation.The
schedulingbeingdonehereincludesoutlining the sequencingandtiming of thechange(along
with thesequencingandtiming of any stepsnecessaryto backthechangeout shoulda problem
arise),aswell asensuringthatthetime allottedfor thechangeis suf�cient anddoesnot con�ict
with any othersystem-level activity.

Theproductof thisprocessis oftenachecklistof stepsfor thesystemadministratorto usewhile
makingthechange.Includedwith eachstepareinstructionsto performin orderto backout the
changeshouldthestepfail. Estimatedtimesareoften included,makingit easierfor thesystem
administratorto determinewhetherthework is onscheduleor not.

Execution

At this point, the actualexecutionof the stepsnecessaryto implementthe changeshouldbe
straightforward andanti-climactic.Thechangeis eitherimplemented,or (if troublecropsup) it
is backedout.

Monitoring

Whetherthe changeis implementedor not, the environment is monitoredto make surethat
everythingis operatingasit should.

Documenting

If thechangehasbeenimplemented,all existingdocumentationis updatedto re�ect thechanged
con�guration.



Chapter 8. Planning for Disaster 117

Obviously, not all con�guration changesrequirethis level of detail. Creatinga new useraccount
shouldnot requireany preliminary research,and schedulingwould likely consistof determining
whetherthe systemadministratorhasa sparemomentto createthe account.Executionwould be
similarly quick; monitoringmight consistof ensuringthat theaccountwasusable,anddocumenting
would probablyentailsendinganemailto theuser's manager.

But asthe con�guration changesbecomemorecomplex, a moreformal changecontrol processbe-
comesnecessary.

8.1.4.1.2. Mistakes Made During Maintenance

This typeof errorcanbeinsidiousbecausethereis usuallysolittle planningandtrackingdoneduring
day-to-daymaintenance.Systemadministratorsseethe resultsof this kind of errorevery day, espe-
cially from the many usersthat swearthey did not changea thing — the computerjust broke. The
userthatsaysthisusuallydoesnot rememberwhatthey did,andwhenthesamethinghappensto you,
youwill probablynot rememberwhatyoudid, either.

Thekey thing to keepin mind is thatyou mustbeableto rememberwhatchangesyou madeduring
maintenanceif youaretobeableto resolveany problemsquickly. A full-blown changecontrolprocess
is simply not realistic for the hundredsof small thingsdoneover the courseof a day. What canbe
doneto keeptrackof the101smallthingsasystemadministratordoesevery day?

Theansweris simple— takesnotes.Whetherit is donein anotebook,a PDA, or ascommentsin the
affected�les, take notes.By trackingwhatyou have done,you will standa betterchanceof seeinga
failureasbeingrelatedto achangeyourecentlymade.

8.1.4.2. Operations Personnel Errors

Operatorshave a differentrelationshipwith anorganization's computersthansystemadministrators.
Operatorstendto haveamoreformal tie to thecomputers,usingthemin waysthathavebeendictated
by others.Therefore,the typesof errors that an operatormight make differ from thosea system
administratormightmake.

8.1.4.2.1. Failure to Follow Procedures

Operatorsshouldhave setsof proceduresdocumentedandavailablefor nearlyevery actionthey per-
form3. It mightbethatanoperatordoesnot follow theproceduresasthey arelaid out.Theremightbe
severalreasonsfor this:

• The environmentwaschangedat sometime in the past,andthe procedureswerenever updated.
Now theenvironmentchangesagain,renderingtheoperator's memorizedprocedureinvalid. At this
point, even if the procedureswereupdated(which is unlikely, given the fact that they werenot
updatedbefore)thisoperatorwill notbeawareof it.

• Theenvironmentwaschanged,andno proceduresexist. This is just a moreout-of-controlversion
of theprevioussituation.

• Theproceduresexist andarecorrect,but theoperatorwill not (or cannot)follow them.

3. If theoperatorsatyourorganizationdonothaveasetof operatingprocedures,work with them,yourmanage-

ment,andyour usersto get themcreated.Without them,a datacenteris out of control,andlikely to experience

severeproblemsin thecourseof day-to-dayoperations.
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Dependingonthemanagementstructureof yourorganization,youmightnotbeableto domuchmore
thancommunicateyour concernsto theappropriatemanager. In any case,makingyourselfavailable
to dowhatyoucanto helpresolve theproblemis thebestapproach.

8.1.4.2.2. Mistakes Made During Procedures

Evenif theoperatorfollows theprocedures,andeven if theproceduresarecorrect,it is still possible
for mistakesto bemade.If this happens,thepossibilityexists that theoperatoris careless(in which
casetheoperator's managementshouldbecomeinvolved).

Anotherexplanationis that it wasjust a mistake. In thesecases,the bestoperatorswill realizethat
somethingis wrong andseekassistance.Alwaysencouragethe operatorsyou work with to contact
theappropriatepeopleimmediatelyif they suspectsomethingis wrong.Althoughmany operatorsare
highly-skilled andable to resolve many problemsindependently, the fact of the matteris that this
is not their job. And a problemthat is madeworseby a well-meaningoperatorwill harmboth that
person's career, andyourability to quickly resolve whatmight originally havebeenasmallproblem.

8.1.4.3. Service Technician Errors

Sometimesthe very peoplethat are supposedto help you keepyour systemsreliably runningcan
actuallymake thingsworse.This is not dueto any conspiracy; it is simply that anyoneworking on
any technologyfor any reasonrisksrenderingthattechnologyinoperable.Thesameeffect is at work
whenprogrammers�x onebug,but endupcreatinganother.

8.1.4.3.1. Improperly-Repaired Hardware

In this case,thetechnicianeitherfailed to correctlydiagnosetheproblemandmadeanunnecessary
(anduseless)repair, or thediagnosiswascorrect,but therepairwasnot carriedout properly. It may
bethatthereplacementpartwasitself defective, or thattheproperprocedurewasnot followedwhen
therepairwascarriedout.

This is why it is importantto beawareof whatthetechnicianis doingatall times.By doingthis,you
cankeepaneye out for failuresthatseemto berelatedto theoriginalproblemin someway. Thiswill
keepthetechnicianontrackshouldtherebeaproblem;otherwisethereis achancethatthetechnician
will view this fault asbeingnew andunrelatedto theonethatwassupposedly�x ed.In thisway, time
will notbewastedchasingthewrongproblem.

8.1.4.3.2. Fixing One Thing and Breaking Another

Sometimes,even thougha problemwasdiagnosedandrepairedsuccessfully, anotherproblempops
up to take its place.TheCPUmodulewasreplaced,but theanti-staticbagit camein wasleft in the
cabinet,blocking thefanandcausinganover-temperatureshutdown. Or thefailing disk drive in the
RAID arraywas replaced,but becausea connectoron anotherdrive wasbumpedandaccidentally
disconnected,thearrayis still down.

Thesethingsmight be the resultof chroniccarelessness,or an honestmistake. It doesnot matter.
Whatyou shouldalwaysdo is to carefully review therepairsmadeby thetechnicianandensurethat
thesystemis workingproperlybeforeletting thetechnicianleave.

8.1.4.4. End-User Errors

Theusersof a computercanalsomake mistakesthatcanhave seriousimpacts.However, dueto their
normallyunprivilegedoperatingenvironment,usererrorstendto beerrorsthataremorelocalized.
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8.1.4.4.1. Improper Use of Applications

Whenapplicationsareusedimproperly, variousproblemscanoccur:

• Filesinadvertentlyoverwritten

• Wrongdatausedasinput to anapplication

• Filesnot clearlynamedandorganized

• Filesaccidentallydeleted

The list could go on, but this is enoughto illustrate the point. Due to usersnot having super-user
privileges,themistakesthey makeareusuallylimited to theirown �les. As such,thebestapproachis
two-pronged:

• Educateusersin theproperuseof theirapplicationsandin proper�le managementtechniques

• Make surebackupsof users'�les aremaderegularly, andthattherestorationprocessis asstream-
lined andquickaspossible

Beyondthis, thereis little thatcanbedoneto keepusererrorsto aminimum.

8.2. Backups
Backupshave two majorpurposes:

• To permitrestorationof individual �les

• To permitwholesalerestorationof entire�le systems

The�rst purposeis thebasisfor thetypical �le restorationrequest:a useraccidentallydeletesa �le,
andasksthatit berestoredfrom thelatestbackup.Theexactcircumstancesmayvary somewhat,but
this is themostcommonday-to-dayusefor backups.

The secondsituationis a systemadministrator's worst nightmare:for whatever reason,the system
administratoris staringathardwarethatusedto beaproductive partof thedatacenter. Now, it is little
morethana lifelesschunkof steelandsilicon. The thing that is missingis all thesoftwareanddata
you andyour usershave assembledover theyears.Supposedlyeverythinghasbeenbacked up. The
questionis: hasit?

And if it has,will youbeableto restoreit?

8.2.1. Diff erent Data: Diff erent Backup Needs

If you look at thekindsof data4 processedandstoredby a typical computersystem,youwill �nd that
someof thedatahardlyever changes,andsomeof thedatais constantlychanging.

Thepaceat whichdatachangesis crucialto thedesignof abackupprocedure.Therearetwo reasons
for this:

• A backupis nothingmorethanasnapshotof thedatabeingbackedup.It is a re�ection of thatdata
at aparticularmomentin time.

4. We areusingthe termdata in this sectionto describeanything that is processedvia backupsoftware.This

includesoperatingsystemsoftware,applicationsoftware,aswell asactualdata.No matterwhat it is, asfar as

backupsoftwareis concerned,it is all simplydata.
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• Datathat changesinfrequentlycanbe backed up infrequently;datathat changesmorefrequently
mustbebackedupmorefrequently.

Systemadministratorsthathaveagoodunderstandingof theirsystems,users,andapplicationsshould
beableto quickly groupthedataon their systemsinto differentcategories.However, herearesome
examplesto getyou started:

OperatingSystem

This dataonly changesduringupgrades,theinstallationof bug-�x es,andany site-speci�cmod-
i�cations.

Tip

Should you even bother with operating system backups? This is a question that many system
administrators have pondered over the years. On the one hand, if the installation process is
relatively easy, the application of bug-�x es and customizations are well documented and easily
reproducible, simply reinstalling the operating system may be a viable option.

On the other hand, if there is the least doubt that a fresh installation can completely recreate
the original system environment, backing up the operating system is the best choice.

ApplicationSoftware

Thisdatachangeswhenever applicationsareinstalled,upgraded,or removed.

ApplicationData

Thisdatachangesasfrequentlyastheassociatedapplicationsarerun.Dependingonthespeci�c
applicationandyourorganization,thiscouldmeanthatchangestake placesecond-by-second,or
onceat theendof each�scal year.

UserData

Thisdatachangesaccordingto theusagepatternsof yourusercommunity. In mostorganizations,
thismeansthatchangestake placeall thetime.

Basedon thesecategories(andany additionalonesthatarespeci�c to yourorganization),youshould
have aprettygoodideaconcerningthenatureof thebackupsthatareneededto protectyourdata.

Note

You should keep in mind that most backup software deals with data on a directory or �le system level.
In other words, your system's directory structure will play a part in how backups will be performed.
This is another reason why it is always a good idea to carefully consider the best directory structure
for a new system, grouping �les and directories according to their anticipated usage.

8.2.2. Backup Technologies

RedHat Linux comeswith several differentprogramsfor backingup andrestoringdata.By them-
selves, theseutility programsdo not constitutea completebackupsolution.However, they canbe
usedasthenucleusof suchasolution,andassuch,warrantsomeattention.
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8.2.2.1. tar

The tar utility is well known amongUNIX systemadministrators.It is the archiving methodof
choicefor sharingad-hocbits of sourcecodeand �les betweensystems.The tar implementation
includedwith RedHatLinux is GNU tar , oneof themorefeature-richtar implementations.

Backingupthecontentsof adirectorycanbeassimpleasissuingacommandsimilar to thefollowing:

tar cf /mnt/backup/home-backup. tar /home/

Thiscommandwill createanarchive calledhome-backup.tar in /mnt/backup/ . Thearchive will
containthecontentsof the /home/ directory. Thearchive �le canbecompressedby addinga single
option:

tar czf /mnt/backup/home-backup .tar .gz /home/

Thehome-backup.tar.gz �le is now gzip compressed.

Therearemany otheroptionsto tar ; to learnmoreaboutthem,readthe tar manpage.

8.2.2.2. cpio

Thecpio utility is anothertraditionalUNIX program.It is anexcellentgeneral-purposeprogramfor
moving datafrom oneplaceto anotherand,assuch,canservewell asabackupprogram.

Thebehavior of cpio is abit differentfrom tar . Unlike tar , cpio readsthe�les it is to processvia
standardinput. A commonmethodof generatinga list of �les for cpio is to useprogramssuchas
find whoseoutputis thenpipedto cpio :

find /home | cpio -o � /mnt/backup/home-backup. cpi o

This commandcreatesa cpio archive calledhome-backup.cpio in the/mnt/backup directory.

Therearemany otheroptionsto cpio ; to learnmoreaboutthemseethecpio manpage.

8.2.2.3. dump/restore : Not Recommended!

Thedump andrestore programsareLinux equivalentsto theUNIX programsof thesamename.As
such,many systemadministratorswith UNIX experiencemayfeel thatdump andrestore areviable
candidatesfor a goodbackupprogramunderRedHat Linux. Unfortunately, thedesignof theLinux
kernelhasmovedaheadof dump'sdesign.Hereis LinusTorvald's commenton thesubject:

From: Linus Torvalds
To: Neil Conway
Subject: Re: [PATCH] SMP race in ext2 - metadata corruption.
Date: Fri, 27 Apr 2001 09:59:46 -0700 (PDT)
Cc: Kernel Mailing List � linux-kernel At vger Dot kernel Dot org �

[ linux-kernel added back as a cc ]

On Fri, 27 Apr 2001, Neil Conway wrote:
��� I'm surprised that dump is deprecated (by you at least ;-)). What to
� use instead for backups on machines that can't umount disks regularly?

Note that dump simply won't work reliably at all even in 2.4.x: the buffer
cache and the page cache (where all the actual data is) are not
coherent. This is only going to get even worse in 2.5.x, when the
directories are moved into the page cache as well.
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So anybody who depends on "dump" getting backups right is already playing
Russian roulette with their backups. It's not at all guaranteed to get the
right results - you may end up having stale data in the buffer cache that
ends up being "backed up".

Dump was a stupid program in the first place. Leave it behind.

� I've always thought "tar" was a bit undesirable (updates atimes or
� ctimes for example).

Right now, the cpio/tar/xxx solutions are definitely the best ones, and
will work on multiple filesystems (another limitation of "dump"). Whatever
problems they have, they are still better than the _guaranteed_(*) data
corruptions of "dump".

However, it may be that in the long run it would be advantageous to have a
"filesystem maintenance interface" for doing things like backups and
defragmentation..

Linus

(*) Dump may work fine for you a thousand times. But it _will_ fail under
the right circumstances. And there is nothing you can do about it.

Giventhis problem,theuseof dump/restore is stronglydiscouraged.

8.2.3. Backup Software: Buy Versus Build

Now thatwehave seenthebasicutility programsthatdo theactualwork of backingupdata,thenext
stepis to determinehow to integratetheseprogramsinto anoverall processthatdoesthe following
things:

• Schedulesbackupsto runat thepropertime

• Managesthelocation,rotation,andusageof backupmedia

• Workswith operators(and/orroboticmediachangers)to ensurethatthepropermediais available

• Assistsoperatorsin locatingthemediacontaininga speci�c backupof aspeci�c �le

As you cansee,a real-world backupsolutionentailsmuchmorethanjust typinga tar command.

Mostsystemadministratorsat this point look atoneof two solutions:

• Createanin-housedevelopedbackupsystemfrom scratch

• Purchaseacommercially-developedsolution

Eachapproachhasits goodandbadpoints.Given thecomplexity of thetask,anin-housesolutionis
not likely to handlesomeaspects(mostnotablymediamanagement)very well. However, for some
organizations,this might notbeashortcoming.

A commercially-developedsolutionis morelikely to be highly functional,but may alsobe overly-
complex for the organization's presentneeds.That said, the complexity might make it possibleto
stickwith onesolutionevenastheorganizationgrows.

As youcansee,thereis noclear-cut methodfor decidingonabackupsystem.Theonly guidancethat
canbeofferedis to askyou to considerthesepoints:
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• Changingbackupsoftwareis dif�cult; onceimplemented,you will beusingthebackupsoftware
for a long time.After all, you will have long-termarchive backupsthatyou will needto beableto
read.Changingbackupsoftwaremeansyou musteitherkeeptheoriginal softwarearound,or you
mustconvert your archive backupsto becompatiblewith thenew software.

• Thesoftwaremustbe100%reliablewhenit comesto backingupwhatit is supposedto, whenit is
supposedto.

• Whenthe time comesto restoreany data— whethera single�le, or anentire�le system— the
backupsoftwaremustbe100%reliable.

Althoughthissectionhasdealtwith abuild-or-buy decision,thereis, in fact,anotherapproach.There
areopensourcealternativesavailable,andoneof themis includedwith RedHat Linux.

8.2.3.1. The Advanced Maryland Automatic Network Disk Archiver (AMANDA)

AMANDA is a client/server basedbackupapplicationproducedby theUniversity of Maryland.By
having a client/server architecture,a singlebackupserver (normallya fairly powerful systemwith a
greatdealof free spaceon fastdisks,andcon�gured with the desiredbackupdevice) canbackup
many client systems,whichneednothingmorethantheAMANDA client software.

This approachto backupsmakesa greatdealof sense,asit concentratesthoseresourcesneededfor
backupsin onesystem,insteadof requiringadditionalhardware for every systemrequiringbackup
services.AMANDA's designalsoservesto centralizetheadministrationof backups,makingthesys-
temadministrator's life thatmucheasier.

TheAMANDA server managesa pool of backupmedia,androtatesusagethroughthepool in order
to ensurethat all backupsare retainedfor the administrator-dictatedtimeframe.All mediais pre-
formattedwith datathat allows AMANDA to detectwhetherthe propermediais available or not.
In addition,AMANDA canbe interfacedwith robotic mediachangingunits, making it possibleto
completelyautomatebackups.

AMANDA canuseeithertar or dump to dotheactualbackups(althoughunderRedHatLinux using
tar is preferable,dueto theissueswith dump raisedin Section8.2.2.3). As such,AMANDA backups
donot requireAMANDA in orderto restore�les — adecidedplus.

In operation,AMANDA is normally scheduledto run oncea day during the datacenter's backup
window. The AMANDA server connectsto the client systems,and directs the clients to produce
estimatedsizesof thebackupsto bedone.Onceall theestimatesareavailable,theserver constructsa
schedule,automaticallydeterminingtheorderin whichsystemswill bebackedup.

Oncethebackupsactuallystart,thedatais sentover thenetwork from theclient to theserver, whereit
is storedonaholdingdisk.Onceabackupis complete,theserverstartswriting it out from theholding
disk to thebackupmedia.At thesametime, otherclientsaresendingtheir backupsto theserver for
storageon the holding disk. This resultsin a continuousstreamof dataavailable for writing to the
backupmedia.As backupsarewritten to thebackupmedia,they aredeletedfrom theserver's holding
disk.

Onceall backupshave beencompleted,the systemadministratoris emaileda report outlining the
statusof thebackups,makingreview easyandfast.

Shouldit benecessaryto restoredata,AMANDA containsa utility programthatallows theoperator
to identify the�le system,date,and�le name(s).Oncethis is done,AMANDA identi�es thecorrect
backupmedia,accesses,and restoresthe desireddata.As statedearlier, AMANDA's designalso
makesit possibleto restoredataeven without AMANDA's assistance,althoughidenti�cation of the
correctmediawould beaslower, manualprocess.

Thissectionhasonly toucheduponthemostbasicAMANDA concepts.If youwould like to domore
researchon AMANDA, your RedHat Linux systemhasadditionalinformation.To learnmore,type
thefollowing commandfor a list of documentation�les availablefor AMANDA:

rpm -qd amanda-server
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(Note that this commandwill only work if you have installedthe amanda RPMson your RedHat
Linux system.)

YoucanalsolearnmoreaboutAMANDA from theAMANDA websiteat http://www.amanda.org/.

8.2.4. Types of Backups

If you were to ask a personthat was not familiar with computerbackups,most would think that
a backupwassimply an identicalcopy of thedataon thecomputer. In otherwords,if a backupwas
createdTuesdayevening,andnothingchangedonthecomputerall dayWednesday, thebackupcreated
Wednesdayeveningwould beidenticalto theonecreatedonTuesday.

While it is possibleto con�gure backupsin this way, it is likely that you would not. To understand
moreaboutthis, we �rst needto understandthedifferenttypesof backupsthatcanbecreated.They
are:

• Full backups

• Incrementalbackups

• Differentialbackups

8.2.4.1. Full Backups

The typeof backupthatwasdiscussedat thebeginning of this sectionis known asa full backup. A
full backupis simplyabackupwhereeverysingle�le is writtento thebackupmedia.As notedabove,
if thedatabeingbackedupnever changes,every full backupbeingcreatedwill bethesame.

Thatsimilarity is dueto thefactthata full backupdoesnotcheckto seeif a �le haschangedsincethe
lastbackup;it blindly writesit to thebackupmediawhetherit hasbeenmodi�ed or not.

This is the reasonwhy full backupsarenot doneall the time — every �le is written to the backup
media.Thismeansthatagreatdealof backupmediais usedevenif nothinghaschanged.Backingup
100gigabytesof dataeachnightwhenmaybe10megabytesworth of datahaschangedis notasound
approach;that is why incrementalbackupswerecreated.

8.2.4.2. Incremental Backups

Unlike full backups,incrementalbackups�rst look to seewhethera �le' s modi�cation time is more
recentthanits lastbackuptime.If it is not,that�le hasnotbeenmodi�ed sincethelastbackupandcan
beskippedthis time. On theotherhand,if themodi�cation dateis morerecentthanthe lastbackup
date,the�le hasbeenmodi�ed andshouldbebackedup.

Incrementalbackupsareusedin conjunctionwith anoccasionalfull backup(for example,a weekly
full backup,with daily incrementals).

Theprimaryadvantagegainedby usingincrementalbackupsis thattheincrementalbackupsrunmore
quickly thanfull backups.Theprimarydisadvantageto incrementalbackupsis thatrestoringany given
�le maymeangoingthroughoneor moreincrementalbackupsuntil the�le is found.Whenrestoring
acomplete�le system,it is necessaryto restorethelastfull backupandevery subsequentincremental
backup.

In an attemptto alleviate the needto go throughevery incrementalbackup,a slightly differentap-
proachwasimplemented.This is known asthedifferential backup.
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8.2.4.3. Diff erential Backups

Differentialbackupsaresimilar to incrementalbackupsin thatbothbackuponly modi�ed �les. How-
ever, differential backupsare cumulative— in other words,with a differential backup,if a �le is
modi�ed andbacked up on Tuesdaynight, it will alsobebacked up on Wednesdaynight (even if it
hasnot beenmodi�ed since).

Of course,all newly-modi�ed �les will bebackedupaswell.

Like the backupstrategy usedwith incrementalbackups,differential backupsnormally follow the
sameapproach:a singleperiodicfull backupfollowedby morefrequentdifferentialbackups.

Theaffect of usingdifferentialbackupsin this way is that thedifferentialbackupstendto grow a bit
over time (assumingdifferent �les aremodi�ed over the time betweenfull backups).However, the
bene�t to differentialbackupscomesatrestorationtime— atmost,thelatestfull backupandthelatest
differentialbackupwill needto berestored.

8.2.5. Backup Media

We have beenvery carefulto usethe term"backupmedia"throughoutthe previous sections.There
is a reasonfor that.Most experiencedsystemadministratorsusuallythink aboutbackupsin termsof
readingandwriting tapes,but todaythereareotheroptions.

At one time, tapedevices were the only removable mediadevices that could reasonablybe used
for backuppurposes.However, this haschanged.In the following sectionswe will look at the most
popularbackupmedia,andreview theiradvantagesaswell astheirdisadvantages.

8.2.5.1. Tape

Tapewasthe�rst widely-usedremovabledatastoragemedium.It hasthebene�tsof low mediacost,
andreasonably-goodstoragecapacity. However, tapehassomedisadvantages— it is subjectto wear,
anddataaccesson tapeis sequentialin nature.

Thesefactorsmeanthat it is necessaryto keeptrack of tapeusage(retiring tapesoncethey have
reachedthe endof their useful life), andthat searchingfor a speci�c �le on tapecanbe a lengthy
proposition.

Ontheotherhand,tapeis oneof themostinexpensive massstoragemediaavailable,andit hasa long
historyof reliability. Thismeansthatbuilding agood-sizedtapelibrary neednotconsumealargepart
of yourbudget,andyou cancounton it beingusablenow andin thefuture.

8.2.5.2. Disk

In yearspast,disk driveswould never have beenusedasa backupmedium.However, storageprices
havedroppedto thepointwhere,in somecases,usingdiskdrivesfor backupstoragedoesmakesense.

Theprimaryreasonfor usingdiskdrivesasabackupmediumwouldbespeed.Thereis nofastermass
storagemediumavailable.Speedcanbea critical factorwhenyour datacenter's backupwindow is
short,andtheamountof datato bebackedup is large.

But disk storageis not theidealbackupmedium,for a numberof reasons:

• Disk drivesarenotnormallyremovable.Onekey factorto aneffective backupstrategy is to getthe
backupsoutof yourdatacenterandinto off-sitestorageof somesort.A backupof yourproduction
databasesitting on a disk drive two feetaway from thedatabaseitself is not a backup;it is a copy.
And copiesarenot very usefulshouldthe datacenterandits contents(including your copies)be
damagedor destroyedby someunfortunatesetof circumstances.
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• Disk drivesareexpensive (at leastcomparedto otherbackupmedia).Theremaybecircumstances
wheremoney truly is no object,but in all othercircumstances,theexpensesassociatedwith using
disk drivesfor backupmeanthatthenumberof backupcopieswill bekept low to keeptheoverall
costof backupslow. Fewer backupcopiesmeanlessredundancy shoulda backupnot bereadable
for somereason.

• Disk drivesarefragile.Evenif youspendtheextramoney for removablediskdrives,their fragility
canbea problem.If you drop a disk drive, you have lost your backup.It is possibleto purchase
specializedcasesthatcanreduce(but notentirelyeliminate)thishazard,but thatmakesanalready-
expensive propositionevenmoreso.

• Disk drivesarenotarchival media.Evenassumingyouareableto overcomeall theotherproblems
associatedwith performingbackupsonto disk drives, you shouldconsiderthe following. Most
organizationshave variouslegal requirementsfor keepingrecordsavailablefor certainlengthsof
time.Thechanceof gettingusabledatafrom a 20-year-old tapeis muchgreaterthanthechanceof
gettingusabledatafrom a 20-year-old disk drive. For instance,would you still have thehardware
necessaryto connectit to yoursystem?Anotherthing to consideris thatadisk drive is muchmore
complex thana tapecartridge.Whena 20-year-old motorspinsa 20-year-old disk platter, causing
20-year-old read/writeheadsto �y over the platter surface,what are the chancesthat all these
componentswill work �a wlesslyaftersitting idle for 20years?

Note

Some data centers back up to disk drives and then, when the backups have been completed,
the backups are written out to tape for archival purposes. In many respects this is similar to how
AMANDA handles backups.

All this said,therearestill someinstanceswherebackingup to disk drivesmight make sense.In the
next sectionwewill seehow they canbecombinedwith anetwork to form aviablebackupsolution.

8.2.5.3. Network

By itself, a network cannotact asbackupmedia.But combinedwith massstoragetechnologies,it
canserve quite well. For instance,by combininga high-speednetwork link to a remotedatacen-
ter containinglarge amountsof disk storage,suddenlythe disadvantagesaboutbackingup to disks
mentionedearlierareno longerdisadvantages.

By backingupoverthenetwork, thediskdrivesarealreadyoff-site,sothereis noneedfor transporting
fragilediskdrivesanywhere.With enoughnetwork bandwidth,thespeedadvantageyoucangetfrom
diskdrivesis maintained.

However, this approachstill doesnothingto addressthematterof archival storage(thoughthesame
"spin off to tapeafter the backup"approachmentionedearliercanbe used).In addition,the costs
of a remotedatacenterwith a high-speedlink to themaindatacentermake this solutionextremely
expensive. But for thetypesof organizationsthatneedthekind of featuresthis solutioncanprovide,
it is acostthey will gladly pay.

8.2.6. Stora ge of Backups

Oncethebackupsarecomplete,whathappensthen?Theobviousansweris thatthebackupsmustbe
stored.However, whatis notsoobviousis exactlywhatshouldbestored— andwhere.

To answerthesequestions,wemust�rst considerunderwhatcircumstancesthebackupswill beused.
Therearethreemainsituations:
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1. Small,ad-hocrestorationrequestsfrom users

2. Massive restorationsto recover from adisaster

3. Archival storageunlikely to ever beusedagain

Unfortunately, thereareirreconcilabledifferencesbetweennumbers1 and2.Whenauseraccidentally
deletesa�le, they would like it backimmediately. This impliesthatthebackupmediais nomorethan
a few stepsaway from thesystemto which thedatais to berestored.

In thecaseof adisasterthatnecessitatesacompleterestorationof oneor morecomputersin yourdata
center, if the disasterwasphysicalin nature,whatever it wasthat destroyed your computerswould
alsodestroy thebackupssitting a few stepsaway from thecomputers.This would beavery badstate
of affairs.

Archival storageis lesscontroversial;sincethechancesthat it will ever beusedfor any purposeare
ratherlow, if thebackupmediawaslocatedmilesaway from thedatacentertherewould beno real
problem.

The approachestaken to resolve thesedifferencesvary accordingto the needsof the organization
involved.Onepossibleapproachis to storeseveraldaysworth of backupson-site;thesebackupsare
thentakento moresecureoff-site storagewhennewer daily backupsarecreated.

Anotherapproachwould beto maintaintwo differentpoolsof media:

• A datacenterpool usedstrictly for ad-hocrestorationrequests

• An off-site pool usedfor off-site storageanddisasterrecovery

Of course,having two pools implies the needto run all backupstwice, or to make a copy of the
backups.This can be done,but doublebackupscan take too long, and copying requiresmultiple
backupdrivesto processthecopies(andaprobably-dedicatedsystemto actuallyperformthecopy).

Thechallengefor asystemadministratoris to strikeabalancethatadequatelymeetseveryone's needs,
while ensuringthatthebackupsareavailablefor theworstof situations.

8.2.7. Restoration Issues

While backupsare a daily occurrence,restorationsare normally a less frequentevent. However,
restorationsareinevitable;they will benecessary, soit is bestto beprepared.

Theimportantthing to do is to look at thevariousrestorationscenariosdetailedthroughoutthis sec-
tion, anddeterminewaysto testyour ability to actuallycarry themout. And keepin mind that the
hardestoneto testis themostcritical one.

8.2.7.1. Restoring From the Bare Metal

Thephrase"restoringfrom thebaremetal"is systemadministrator's wayof describingtheprocessof
restoringa completesystembackupontoa computerwith absolutelyno dataof any kind on it — no
operatingsystem,noapplications,nothing.

Althoughsomecomputershave theability to createbootablebackuptapes,andto actuallybootfrom
themto starttherestorationprocess,thePCarchitectureusedin mostsystemsrunningRedHatLinux
donot lendthemselvesto this approach.However, somealternativesareavailable:

Rescuedisks

A rescuedisk is usuallya bootableCD-ROM that containsenoughof a Linux environmentto
performthe mostcommonsystemadministrationtasks.The rescuedisk environmentcontains
thenecessaryutilities to partitionandformatdisk drives,thedevice driversnecessaryto access
thebackupdevice,andthesoftwarenecessaryto restoredatafrom thebackupmedia.
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Reinstall,followedby restore

Herethebaseoperatingsystemis installedjust asif a brand-new computerwerebeinginitially
setup.Oncetheoperatingsystemis in placeandcon�guredproperly, theremainingdisk drives
canbepartitionedandformatted,andthebackuprestoredfrom thebackupmedia.

RedHatLinux supportsbothof theseapproaches.In orderto beprepared,youshouldtry abaremetal
restorefrom timeto time(andespeciallywhenever therehasbeenany signi�cant changein thesystem
environment).

8.2.7.2. Testing Backups

Every typeof backupshouldbetestedon a periodicbasisto make surethatdatacanbereadfrom it.
It is a factthatsometimesbackupsareperformedthatare,for onereasonor another, unreadable.The
unfortunatepart in all this is thatmany timesit is not realizeduntil datahasbeenlost andmustbe
restoredfrom backup.

The reasonsfor this can rangefrom changesin tapedrive headalignment,miscon�guredbackup
software,andoperatorerror. No matterwhat the cause,without periodictestingyou cannotbesure
thatyouareactuallygeneratingbackupsfrom whichdatacanberestoredatsomelatertime.

8.3. Disaster Recovery
As a quick thoughtexperiment,thenext time you arein your datacenter, look around,andimagine
for a momentthat it is gone.And not just thecomputers.Imaginethat theentirebuilding no longer
exists.Next, imaginethatyour job is to getasmuchof thework thatwasbeingdonein thedatacenter
goingin somefashion,somewhere,assoonaspossible.Whatwould youdo?

By thinkingaboutthis,youhavetakenthe�rst stepof disasterrecovery. Disasterrecoveryis theability
to recover from anevent impactingthefunctioningof your organization's datacenterasquickly and
completelyaspossible.Thetypeof disastermayvary, but theendgoalis alwaysthesame.

Thestepsinvolvedin disasterrecovery arenumerousandwide-ranging.Herewewill presenta high-
level overview of theprocess,alongwith key pointsto keepin mind.

8.3.1. Creating, Testing, and Implementing a Disaster Recovery Plan

A backupsite is vital, but it is still uselesswithout a disasterrecovery plan.A disasterrecovery plan
dictatesevery facetof theprocess,includingbut not limited to:

• What eventsdenotepossibledisasters,andwhat peoplein the organizationhave the authorityto
declareadisaster, andtherebyput theplaninto effect

• Thesequenceof eventsnecessaryto preparethebackupsiteonceadisasterhasbeendeclared

• Therolesandresponsibilitiesof all key personnelwith respectto carryingout theplan

• An inventoryof thenecessaryhardwareandsoftwarerequiredto restoreproduction

• A schedulelisting thepersonnelthatwill bestaf�ng thebackupsite,includinga rotationschedule
to supportongoingoperationswithout burningout thedisasterteammembers

• Thesequenceof eventsnecessaryto moveoperationsfrom thebackupsiteto therestored/new data
center

Disasterrecovery plansoften�ll multiple looseleafbinders.This level of detail is vital becausein the
eventof anemergency, theplanmaywell betheonly thing left from your previousdatacenter(other
thanthelastoff-site backups,of course)to helpyou rebuild andrestoreoperations.



Chapter 8. Planning for Disaster 129

Suchanimportantdocumentdeservesseriousthought(andpossiblyprofessionalassistanceto create).

And oncesuchan importantdocumentis created,theknowledgeit containsmustbe testedperiodi-
cally. Testinga disasterrecovery planentailsgoingthroughtheactualstepsof theplan:goingto the
backupsite andsettingup the temporarydatacenter, runningapplicationsremotely, andresuming
normaloperationsafterthe"disaster"is over. Most testsdonot attemptto perform100%of thetasks
in theplan; insteada representative systemandapplicationis selectedto be relocatedto thebackup
site,andreturnedto normaloperationat theendof thetest.

Note

Although it is an overused phrase, a disaster recovery plan must be a living document; as the data
center changes, the plan must be updated to re�ect those changes. In many ways, an out-of-date
disaster recovery plan can be worse than no plan at all, so make it a point to have regular (quarterly,
for example) reviews and updates of the plan.

8.3.2. Backup Sites: Cold, Warm, and Hot

Oneof themostimportantaspectsof disasterrecovery is to have a locationfrom which therecovery
cantakeplace.Thislocationis known asabackupsite. In theeventof adisaster, abackupsiteis where
yourdatacenterwill berecreated,andwhereyouwill operatefrom, for thelengthof thedisaster.

Therearethreedifferentstylesof backupsites:

• Cold backupsites

• Warmbackupsites

• Hot backupsites

Obviously thesetermsdo not refer to the temperatureof the backupsite. Instead,they refer to the
effort requiredto begin operationsat thebackupsitein theeventof adisaster.

A cold backupsite is little more thanan appropriatelycon�gured spacein a building. Everything
requiredto restoreserviceto your usersmustbeprocuredanddeliveredto thesitebeforetheprocess
of recovery canbegin. As you canimagine,thedelaygoingfrom a cold backupsiteto full operation
canbesubstantial.

Cold backupsitesaretheleastexpensive sites.

A warm backupsite is alreadystocked with hardware representinga reasonablefacsimileof that
foundin your datacenter. To restoreservice,thelastbackupsfrom your off-site storagefacility must
bedelivered,andbaremetalrestorationcompleted,beforetherealwork of recovery canbegin.

Hot backupsiteshave a virtual mirror imageof your currentdatacenter, with all systemscon�gured
andwaitingonly for thelastbackupsof your userdatafrom youroff-site storagefacility. As you can
imagine,ahot backupsitecanoftenbebroughtup to full productionin nomorethana few hours.

A hot backupsiteis themostexpensive approachto disasterrecovery.

Backupsitescancomefrom threedifferentsources:

• Companiesspecializingin providing disasterrecovery services

• Otherlocationsownedandoperatedby your organization

• A mutualagreementwith anotherorganizationto sharedatacenterfacilitiesin theeventof adisaster

Eachapproachhasits goodandbadpoints.For example,contractingwith a disasterrecovery �rm
oftengivesyouaccesstoprofessionalsskilledin guidingorganizationsthroughtheprocessof creating,
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testing,andimplementingadisasterrecoveryplan.As youmight imagine,theseservicesdonotcome
withoutcost.

Usingspacein anotherfacility ownedandoperatedby yourorganizationcanbeessentiallyazero-cost
option,but stockingthebackupsiteandmaintainingits readinessis still anexpensive proposition.

Craftinganagreementto sharedatacenterswith anotherorganizationcanbeextremelyinexpensive,
but long-termoperationsundersuchconditionsareusuallynotpossible,asthehost's datacentermust
still maintaintheir normalproduction,makingthesituationstrainedat best.

In theend,theselectionof a backupsitewill bea compromisebetweencostandyour organization's
needfor thecontinuationof production.

8.3.3. Hardware and Software Availability

Your disasterrecovery planmustincludemethodsof procuringthenecessaryhardwareandsoftware
for operationsat thebackupsite.A professionally-managedbackupsitemayalreadyhaveeverything
you need(or you mayneedto arrangetheprocurementanddelivery of specializedmaterialsthesite
doesnot have available);on theotherhand,a cold backupsitemeansthata reliablesourcefor every
singleitem mustbeidenti�ed. Oftenmanufacturerswill work with organizationsto craft agreements
for thespeedydelivery of hardwareand/orsoftwarein theeventof adisaster.

8.3.4. Availability of Backups

Whenadisasteris declared,it is necessaryto notify youroff-site storagefacility for two reasons:

• To have thelastbackupsbroughtto thebackupsite

• To arrangeregularbackuppickupanddropoff to thebackupsite(in supportof normalbackupsat
thebackupsite)

Tip

In the event of a disaster, the last backups you have from your old data center are vitally important.
Consider having copies made before anything else is done, with the originals going back off-site as
soon as possible.

8.3.5. Network Connectivity to The Backup Site

A datacenteris not of muchuseif it is totally disconnectedfrom the restof the organizationthat
it serves. Dependingon the disasterrecovery plan and the natureof the disasteritself, your user
communitymight be locatedmiles away from the backupsite. In thesecases,goodconnectivity is
vital to restoringproduction.

Anotherkind of connectivity to keepin mind is thatof telephoneconnectivity. You mustensurethat
thereare suf�cient telephonelines available to handleall verbal communicationwith your users.
Whatmight have beena simpleshoutover a cubiclewall maynow entaila long-distancetelephone
conversation;soplanonmoretelephoneconnectivity thanmightat �rst appearnecessary.
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8.3.6. Backup Site Staf�ng

Theproblemof staf�ng abackupsiteis multi-dimensional.Oneaspectof theproblemis determining
the staf�ng necessaryto run the backupdatacenterfor aslong is necessary. While a skeletoncrew
maybeableto keepthingsgoingfor a shortperiodof time,asthedisasterdragson morepeoplewill
berequiredto maintaintheeffort neededto run undertheextraordinarycircumstancessurroundinga
disaster.

This includesensuringthatpersonnelhave suf�cient time off to unwind,andpossiblytravel backto
theirhomes.If thedisasterwaswide-rangingenoughto affectpeoples'homesandfamilies,additional
time mustbeallottedto allow themto managetheir own disasterrecovery. Temporarylodgingnear
thebackupsitewill benecessary, alongwith thetransportationrequiredto getpeopleto andfrom the
backupsiteandtheir lodgings.

Oftenadisasterrecovery planincludeson-siterepresentative staff from all partsof theorganization's
usercommunity. Thisdependsontheability of yourorganizationto operatewith aremotedatacenter.
If userrepresentativesmustwork at thebackupsite,similaraccommodationsmustbemadeavailable
for them,aswell.

8.3.7. Moving Back Toward Normalc y

Eventually, all disastersend.Thedisasterrecovery planmustaddressthisphaseaswell. Thenew data
centermustbeout�tted with all thenecessaryhardwareandsoftware;while thisphaseoftendoesnot
havethetime-criticalnatureof thepreparationsmadewhenthedisasterwasinitially declared,backup
sitescostmoney every day they arein use,so economicconcernsdictatethat the switchover go as
quickly aspossible.

Thelastbackupsfrom thebackupsitemustbemadeanddeliveredto thenew datacenter. After they
arerestoredontothenew hardware,productioncanbeswitchedover to thenew datacenter.

At this point the backupdatacentercanbe decommissioned,with the dispositionof all temporary
hardwaredictatedby the�nal sectionof theplan.Finally, a review of theplan's effectivenessis held,
with any changesrecommendedby thereviewing committeeintegratedinto theplan.
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