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Welcometo the Of cial RedHat Linux SecurityGuide

The Of cial RedHat Linux SecurityGuideis designedo assistusersof RedHat Linux in learning
the processand practiceof securingworkstationsand seners againstlocal and remoteintrusion,
exploitation, and maliciousactvity. The Of cial RedHat Linux SecurityGuide detailsthe planning
andthe tools involved in creatinga secureccomputingervironmentfor the datacenter workplace,
andhome.With the properknowledge,vigilance,andtools, systemsunningRedHat Linux canbe
bothfully functionalandsecuredrom mostcommonintrusionandexploit methods.

Intr oduction

This guidediscusseseveral security-relatedopicsin greatdetail,including:

- Firewalls

- Encryption

- SecuringCritical Services
- Virtual Private Networks
+ IntrusionDetection

We would like to thank Thomas Rude for his generouscontritutionsto this manual.He wrote the
Vulnerability AssessmentndincidentResponsehaptersRockon, “farmerdude."

This manualassumeshatyou have anadwancedknowledgeof RedHat Linux. If you area new user
or have basicto intermediateknonvledgeof RedHat Linux andwould like moreinformationabout
how to useRedHatLinux, pleaseeferto thefollowing guideswhichdiscusghefundamentahspects
of RedHat Linux in greaterdetailthanthe Of cial RedHat Linux SecurityGuide

- Ofcial RedHat Linux Installation Guidefor informationregardinginstallation

- Ofcial RedHatLinuxGettingStartedGuideto learnabouthow to useRedHat Linux andits mary
applications

- Ofcial RedHat Linux CustomizatiorGuidefor moredetailedinformationaboutcon guring Red
Hat Linux to suit your particularneedsasa user This guideincludessomeservicesthat are dis-
cussedfrom a securitystandpoint)n the Of cial RedHat Linux SecurityGuide

- Ofcial RedHat Linux RefeenceGuideprovidesdetailedinformationsuitedfor moreexperienced
usersto referto whenneededasopposedo step-by-stepnstructions.

HTML and PDF versions of all Ofcial Red Hat Linux manuals are available online at
http://wwwredhat.com/docs/.

Note

Although this manual re ects the most current information possible, you should read the Red Hat
Linux Release Notes for information that may not have been available prior to our documentation
being naliz ed. They can be found on the Red Hat Linux CD #1 and online at:

http:/iwww.redha t.c om/docs/ menuals/ li nux
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1. Document Conventions

Whenyou readthis manual,you will seethatcertainwordsarerepresentedh differentfonts, type-
facessizes,andweights.This highlightingis systematicgifferentwordsarerepresenteth the same
styleto indicatetheirinclusionin aspeci c catgory. Thetypesof wordsthatarerepresentethis way
includethefollowing:

command

Linux commandgandotheroperatingsystemcommandsywhenused)arerepresentethis way.
This style shouldindicateto you that you cantype the word or phraseon the commandline
andpress[Enter] to invoke a command Sometimesa commandcontainswords thatwould be
displayedn adifferentstyleontheir own (suchas lenames).In thesecasesthey areconsidered
to bepartof thecommandsotheentirephrasewill bedisplayedasacommandFor example:

Usethecat testfile commando view thecontentf a le, namedestfile ,inthecurrent
working directory
filename

Filenamesdirectorynamespaths andRPM packagemamesarerepresentethis way. This style
shouldindicatethat a particular le or directory exists by that nameon your Red Hat Linux
systemExamples:

The.bashrc  le in yourhomedirectorycontainsbashshellde nitions andaliasesor yourown
use.

The/etc/fstab le containanformationaboutdifferentsystemdevicesand lesystems.
Installthewebalizer ~RPMif youwantto useaWebsenerlog le analysisprogram.

application

This styleshouldindicateto you thatthe programnameds anend-useapplication(asopposed
to systemsoftware).For example:

UseMozilla to browsethe Weh

[key]
A key onthekeyboardis shavn in this style. For example:
To use[Tab] completion,type in a characterand then pressthe [Tab] key. Your terminalwill
displaythelist of les in thedirectorythatstartwith thatletter

[key]-[combination]
A combinationof keystrolesis representeéh thisway. For example:
The[Ctrl]-[Alt]-[Backspace]key combinationwill exit your graphicalsessiorandreturnyouto
thegraphicallogin screeror theconsole.

text found on a GUI interface

A title, word, or phrasefound on a GUI interfacescreenor window will be shavn in this style.
Whenyou seetext shavn in this style, it is beingusedto identify a particularGUI screeror an
elementnaGUI screen(suchastext associatedvith a checkboxor eld). Example:

SelectheRequire Password checkboxf youwouldlike yourscreenseerto requireapassverd
beforestopping.
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top level of amenuon a GUI screenor window

Whenyou seeaword in this style, it indicatesthattheword is thetop level of a pulldovn menu.
If youclick ontheword onthe GUI screentherestof the menushouldappearFor example:

UnderFile on a GNOME terminal,you will seethe New Tab option thatallows you to open
multiple shellpromptsin the samewindow.

If you needto typein a sequenc®f commanddrom a GUI menu,they will beshawn like the
following example:

Goto Main Menu Button (onthe Panel)=> Programming => Emacsto startthe Emacstext
editor

button on a GUI screenor window
Thisstyleindicateghatthetext will befoundonaclickablebuttononaGUI screenFor example:
Click onthe Back buttonto returnto thewebpageyou lastviewed.

computer output

Whenyou seetext in this style, it indicatestext displayedby thecomputeronthecommandine.
You will seeresponseto commandsyou typedin, error messagesandinteractve promptsfor
yourinput duringscriptsor programsshavn this way. For example:

Usethels commando displaythe contentsof adirectory:

$Is
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responséo the command(in this case the contentsof the directory)is
shavnin this style.
prompt

A prompt,which is a computers way of signifying thatit is readyfor you to input something,
will beshawn in this style. Examples:

$

#

[stephen@maturin stephen]$
leopard  login:

user input

Text thatthe userhasto type, eitheronthe commandine, or into a text box ona GUI screenjs
displayedn this style.In thefollowing example,text is displayedn this style:

To bootyour systeminto thetext basednstallationprogram you will needto typein thetext
commandattheboot: prompt.

Additionally, we useseveraldifferentstratgiesto drav yourattentionto certainpiecesof information.
In orderof how critical the informationis to your system,theseitemswill be marked asnote, tip,
important,caution,or awarning.For example:

Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.
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@

The directory /usr/share/doc contains additional documentation for packages installed on your
system.

olmpor tant

If you modify the DHCP con gur ation le , the changes will not take effect until you restart the DHCP
daemon.

@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

AWarning

If you choose not to partition manually, a server installation will remove all existing partitions on all
installed hard drives. Do not choose this installation class unless you are sure you have no data you
need to save.

2. More to Come

TheOf cial RedHat Linux SecurityGuideis partof RedHat's groving commitmento provide useful
andtimely supporto RedHatLinux usersAs new toolsandsecuritymethodologiesrereleasedthis
guidewill beexpandedo includethem.

2.1. Send in Your Feedback

If you spota typo in the Of cial RedHat Linux SecurityGuide or if you have thoughtof a way
to malke this manualbetter we would love to hearfrom you! Pleasesubmita reportin Bugzilla
(http:/iwwwredhat.com/bgzilla) againsthe componenthl-sg

Be sureto mentionthemanuals identi er:
rhl-sg(EN)-8.0-Print-RHI (2002-08-30T11:29-0400)

If you mentionthis manualsidenti er, wewill know exactly which versionof theguideyou have.

If you have a suggestiorfor impraving the documentationiry to be asspeci c aspossible.If you
have found an error, pleaseincludethe sectionnumberand someof the surroundingtext sowe can
nd it easily
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Chapter 1.
Security Overview

Becausef theincreasedelianceon powerful, networked computergo helprun businesseandkeep

track of our personalinformation,industrieshave beenformedaroundthe practiceof network and

computersecurity Enterpriseshave solicited the knowvledge and skills of securityexpertsto prop-

erly audit systemsandtailor solutionsto t the operatingrequirement®f the organizationBecause
mostorganizationsaredynamicin nature with workersaccessingompay IT resourcesocally and

remotely the needfor securecomputingenvironmentshasbecomemorepronounced.

Unfortunately mostorganizationgaswell asindividual users)regard securityasan afterthoughta
procesghatis overlooked in favor of increasegower, productvity, andbudgetaryconcernsProper
securityimplementationis oftenenactedpostmortem"— afteranunauthorizedntrusionhasalready
occurredSecurityexpertsagreethattheright measuretakenprior to connectinga siteto anuntrusted
network suchasthe Internetis aneffective meansof thwartingmostattemptsatintrusion.

1.1. What is Computer Security?

Computersecurityis ageneratermthatcoversawide areaof computingandinformationprocessing.
Industriesthatdependon computersystemsandnetworks to conductdaily businesgransactionand
acces<rucialinformationregardtheir dataasanimportantpartof their overall assetsSeveral terms
andmetricshave enterecdur daily businesdives,suchastotal costof ownership(TCO)andquality of
service(QoS).In thosemetrics,industriescalculateaspectsuchasdataintegrity andhigh-availability
aspartof their planningandprocessnanagementosts.In someindustries suchaselectroniccom-
merce theavailability andtrustworthinessof datacanbethe differencebetweersuccessndfailure.

1.1.1. How did Computer Security Come about?

Mary readersmay recall the movie "Wargames" starringMatthev Broderickin his portrayalof a
high schoolstudenthatbreaksinto the United StatesDepartmenbf Defensg(DOD) supercomputer
andinadwertentlycauses nucleamwarthreat.In this movie, Broderickuseshis modemto dial into the
DOD computer(calledWOPR)andplaysgameswith thearti cially intelligentsoftware controlling
all of the nuclearmissile silos. The movie wasreleasedduring the "cold war" betweenthe former
Soviet Union andthe United States,andwas considereda successn its theatricalreleasein 1983.
Thepopularityof themovie inspiredmary individualsandgroupsto begin implementingsomeof the
methodshatthe youngprotagonisusedto crackrestrictedsystemsincludingwhatis knovn aswar
dialing — a methodof searchingphonenumbersfor analogmodemconnectionsn ande ned area
codeandphonepre x combination.

More than 10 yearslater, aftera four-year multi-jurisdictional pursuitinvolving the FederalBureau
of Investigation(FBI) andthe aid of computerprofessionalacrossthe country infamouscomputer
cracler Kevin Mitnick wasarrestecandchagedwith 25 countsof computerandaccesslevice fraud

thatresultedin an estimatedJS$80Million in lossesof intellectualpropertyandsourcecodefrom

Nokia, NEC, SunMicrosystemsNovell, Fujitsu,andMotorola.At thetime, the FBI consideredt the

largestsingle computeirelatedcriminal offensein U.S. history He was corvicted andsentencedo

a combined68 monthsin prisonfor his crimes,of which he sened 60 monthsbeforehis paroleon

January21, 2000.He hasbeenfurther barredfrom usingcomputersor doing ary computeirelated
consultinguntil 2003. Investigatorssay that Mitnick was an expertin social engineering— using
humanbeingsto gainaccesgo passwrdsandsystemaisingfalsi ed credentials.

Informationsecurityhasevolved over the yearsdueto the increasingrelianceon public networks to
disclosepersonal, nancial, and otherrestrictedinformation. Thereare numerousnstancesuchas
the Mitnick andthe VladamirLevin casethat promptedorganizationsacrossall industriesto rethink
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theway they handleinformationtransmissioranddisclosureThe popularityof the Internetwasone
of themostimportantdevelopmentghatpromptedanintensi ed effort in datasecurity

An ever-groving numberof peopleareusingtheir personatomputergo gainaccesso theresources
thattheInternethasto offer. Fromresearctandinformationretrieval to electronicmail andcommerce
transactionthe Internethasbeenregardedas one of the mostimportantdevelopmentsof the 20th
century

The Internetandits earlierprotocols,howvever, weredevelopedasa trust-basedsystem.Thatis, the
InternetProtocolwasnotdesignedo besecuren itself. Thereareno appravedsecuritystandard$uilt
into the TCP/IP communicationstack,leasing it opento potentiallymalicioususersandprocesses
acrosghenetwork. Moderndevelopmentshave madelnternetcommunicatiormoresecureput there
arestill severalincidentsthatgainnationalattentionandalertusto thefactthatnothingis completely
safe.

1.1.2. Computer Security Timeline

Several key eventscontritutedto the birth andrise of computersecurity The following lists someof
the mostimportanteventsthatbroughtattentionto computerandinformationsecurityandits impor
tancetoday

1.1.2.1. The 1960s

Studentsat the Massachusettsistitute of Technology(MIT) form the TechModel RailroadClub
(TMRC), which coin the term "hacler" in the context it is known todayandbegin exploring and
programminghe schools PDP-1mainframecomputersystem.

- TheDoD createghe AdvancedResearcliProjectsAgengy Network (ARPANet), which gainspop-
ularity in researctandacademicirclesasa conduitfor the electronicexchangeof dataandinfor-
mation.This pavestheway for the creationof the carriernetwork known todayasthe Internet.

- KenThompsordevelopsthe UNIX operatingsystemwidely hailedasthe most"haclerfriendly"
OS becauseof its accessibladevelopertools and compilersand its supportve usercommunity
Aroundthe sametime, DennisRitchie developsthe C programmindanguagearguablythe most
popularhackinglanguagen computethistory

1.1.2.2. The 1970s

- Bolt, Beranek,and Newman, a computingresearchand developmentcontractorfor government
andindustry developsthetelnetprotocol,a public extensionof the ARPANet. This opensdoorsto
public useof datanetworks oncerestrictedto governmentcontractorsandacademiaesearchers.
Telnet,thoughiis alsoarguablythemostinsecureprotocolfor public networks,accordingo several
securityresearchers.

- Steve JobsandSteve Wozniakfound Apple Computerandbegin marketingthe PersonaComputer
(PC).The PCis the springboardor seseral malicioususersto learnthe craft of crackingsystems
remotelyusingcommonPC communicatiorhardware suchasanalogmodemsandwar dialers.

- Jim Ellis and Tom TruscottcreateUSENET, a bulletin-boardstyle systemfor electroniccommu-
nicationbetweendisparateusers USENET quickly becomeonethe mostpopularforumsfor the
exchangeof ideasin computing networking, and,of course cracking.
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1.1.2.3. The 1980s

- IBM developsand markets PCsbasedon the Intel 8086 microprocessora relatively inexpensie
architecturehatbroughtcomputingfrom the of ce to thehome.This senesto commodifythe PC
asa commonandaccessibldouseholdool thatwasfairly powerful andeasyto use aidingin the
proliferationof suchhardvarein thehomesandof ces of malicioususers.

« The TransmissiorControl Protocol,developedby Vint Cerf, is split into two separatgarts.The
InternetProtocolis bornof this split, andthe combinedT CP/IP protocolbecomeshe standardor
all Internetcommunicatiortoday

- Basedondevelopmentsn theareaof phreaking or exploring andhackingthetelephonesystem,the
magazine2600: TheHadker Quarterlyis createdandbegins discussioron topicssuchashacking
computersandcomputemetworksto a broadaudience.

- The4l4gang(namedafterthe areacodewherethey lived andhacled from) areraidedby author
ities after a nine-daycrackingspreewherethey breakinto systemsrom suchtop-secretocations
astheLos AlamosNationalLaboratory a nuclearweapongesearchacility.

- The Legion of Doom andthe ChaosComputerClub aretwo pioneeringhacler groupsthatbegin
exploiting vulnerabilitiesin computersaandelectronicdatanetworks.

+ TheComputefFraudandAbuseAct of 1986wasvotedinto law by congresdasedntheexploits of
lan Murphy, alsoknown asCaptainZap,who broke into military computersstoleinformationfrom
compary merchandiserderdatabasesndusedrestrictedgovernmenttelephoneswitchboardgo
male phonecalls.

- Basedon the ComputerFraudand AbuseAct, the courtswere ableto corvict RobertMorris, a
graduatestudent for unleashinghe Morris Worm to over 6,000vulnerablecomputersconnected
to the Internet.The next mostprominentcaseruled underthis actwasHerbertZinn, a high-school
dropoutwho cracled andmisusedsystemselongingto AT&T andthe DoD.

- Basedon concernsthat the Morris Worm ordeal could be replicated,the ComputerEmegeny
Respons@eam(CERT) is createdo alertcomputerusersof network securityissues.

Clifford Stoll writes The Cudkoo's Egg, Stoll's accountof investigatingcraclers who exploit his
system.

1.1.2.4. The 1990s

- ARPANetis decommissionedirafc fromthatnetwork is transferredo theInternet.

Linus Torvaldsdevelopsthe Linux kernelfor usewith the GNU operatingsystem;thewidespread
developmentand adoptionof Linux is largely dueto the collaborationof usersand developers
communicatingia the Internet.Becausef its rootsin Unix, Linux is mostpopularamongshack-
ersandadministratorsvho foundit quite usefulfor building securealternatvesto legag seners
runningproprietary(closed-sourcedperatingsystems.

- ThegraphicaMebbrowseris createcandsparksanexponentiallyhigherdemandor publicInternet
access.

+ Vladimir Levin andaccomplicesllegally transferUS$10Million in fundsto several accountsy
crackinginto the CitiBank centraldatabaselevin is arrestedby Interpol and almostall of the
mong is recovered.

Possiblythe most heraldedof all haclersis Kevin Mitnick, who hacled into several corporate
systemsstealingeverything from personalinformation of celebritiesto over 20,000credit card
numbersandsourcecodefor proprietarysoftware.Heis caughtandconvictedof wire fraudchages
andsenes5 yearsin prison.
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+ Kevin Poulserandanunknavn accomplicerigs radio stationphonesystemso win carsandcash
prizes.He s corvictedfor computerandwire fraudandis sentencedo 5 yearsin prison.

- The storiesof hackingandphreakingbecomeegend,and several prospectie haclersconeneat
theannualDefConcorventionto celebratéhackingandexchangedeasbetweerpeers.

- A 19-yearold Israelistudents arrestecandcorvicted for coordinatingnumerousreak-insto US
governmentsystemsduringthe Persian-Gulton ict. Military of cials call it "the mostorganized
andsystematiattack"on governmentsystemsn US history

+ USAttorney GeneralaneReno,in respons¢o escalatedecuritybreaches governmensystems,
establisheshe NationallnfrastructureProtectionCenter

- British communicationsatellitesaretaken over andransomedy unknavn offenders.The British
governmenteventuallyseizescontrol of the satellites.

1.1.3. Security Today

In Februaryof 2000,a Distributed Denial of Service(DDoS) attackwasunleashean several of the
mostheavily-traf ck ed siteson the Internet.The attackrendered/ahoo.comgnn.comamazon.com,
fbi.gov, andseveralothersitescompletelyunreachabléo normalusersasit tied up routersfor several
hourswith large-bytelCMP paclet transfers,also called a ping ood. The attackwas broughton
by unknavn assailantaising specially created widely available programsthat scannedvulnerable
network seners, installedclient applicationscalledtrojanson the seners,andtimed an attackwith
every infectedsener ooding thevictim sitesandrenderinghemunavailable.Many blametheattack
onfundamentala ws in the way routersandthe protocolsusedarestructuredo acceptall incoming
data,no matterwhereor for whatpurposethe pacletsaresent.

This bringsusto thenew millennium,atime whereanestimatedi00Million peopleuseor have used
theInternetworldwide. At the sametime:

« Onary givenday, thereareanestimatedl42majorincidencef vulnerability exploits reportedto
the CERT CoordinationCenterat Carngjie Mellon University [source:http://wwwcert.og]

+ In 2001 alone,the numberof CERT reportedincidencesdoubledto 52,658from 21,756in 2000
[source:http://wwwcert.og]

- The searchengine Google nds 2,040,000Web pagescontaining the term hadcers [source:
http://wwwgoogle.com]

« Theworldwide economidmpactof thethreemostdangerousnternetVirusesof thelasttwo years
wasa combinedUS$13.2Billion andrising (dueto the insidiousnatureof the still-actve Nimda
worm) [source:http://wwwcomputereconomics.com]

Computersecurityhasbecomea quanti ableandjusti able expenseor all IT budgetsOrganizations
thatrequiredataintegrity andhigh availability elicit the skills of systemadministratorsdevelopers,
andengineerdo ensure24x7 reliability of their systemsservicesandinformation.To fall victim to

malicioususersprocessesr coordinatedattackss a directthreatto the succes®f the organization.

Unfortunatelysystemandnetwork securitycanbeadif cult propositionyequiringanintricateknowl-
edgeof how anorganizatiorregards uses manipulatesandtransmitsts information.Understanding
theway anorganization(andthepeoplethatmake uptheorganizationjconductusinesss paramount
to implementinga propersecurityplan.

1.1.4. Standar dizing Security

Enterprisedn everyindustryrely onregulationsandrulesthataresetby standardsnakingbodiessuch
asthe AmericanMedical Association(AMA) or the Instituteof ElectricalandElectronicsEngineers
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(IEEE). The sameidealshold true for informationsecurity Many securityconsultantsand vendors
agreeuponthe standardsecuritymodelknown asCIA, or Con dentiality, Integrity, and Availability.
Thisthree-tierednodelis a generallyacceptedcomponento assessingsksto sensitve information
andestablishingsecuritypolicy. Thefollowing describeghe CIA modelin greatedetail:

« Con dentiality — Sensitve informationmustbe availableonly to a setof pre-de nedindividuals.
Unauthorizedransmissiorandusageof informationshouldbe restricted For example,con den-
tiality of informationensureshata customers personabr nancial informationis notobtainedby
anunauthorizedndividual for maliciouspurposesuchasidentity theft or creditfraud.

- Integrity — Informationshouldnot bealteredin waysthatrenderit incompleteor incorrect.Unau-
thorizedusersshouldberestrictedrom the ability to modify or destry sensitve information.

Availability — Information shouldbe accessibleo authorizedusersary time thatit is needed.
Availability is a warrantythat information can be obtainedwith an agreed-uporfrequeng and
timeliness This is oftenmeasuredn termsof percentageandagreedo formally in ServicelLevel
Agreement{SLAs) usedby network serviceprovidersandtheir enterpriselients.

1.2. Security Controls

Computersecurityis often divided into three distinct mastercategories,commonlyreferredto as
contols:

« Physical
« Technical
- Administratve

Thesethreebroadcateoriesde ne the main objectives of propersecurityimplementationWithin
thesecontrolsaresub-catgoriesthatfurtherdetailthe controlsandhow to implementhem.

1.2.1. Physical Controls

Thephysicalcontrolis theimplementatiorof securitymeasureé ade ned structureusedto deteror
preventunauthorizedccesgo sensitve material. Examplesof physicalcontrolsare:

- Closed-circuisurweillancecameras
- Motion or thermalalarmsystems

- Securityguards

- PicturelDs

+ Lockedanddead-boltedteeldoors

1.2.2. Technical Controls

Thetechnicalcontrolusestechnologyasa basisfor controllingtheaccesandusageof sensitve data
throughouta physicalstructureandover a network. Technicalcontrolsarefar-reachingin scopeand
encompassuchtechnologiess:

+ Encryption
- Smartcards
- Network authentication
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+ Accesscontrollists (ACLS)
« File integrity auditingsoftware

1.2.3. Administrative Contr ols

Administrative controlsde ne the humanfactorsof security It involvesall levels of personneivithin
an organizationand determinesvhich usershave accesgo whatresourcegndinformationby such
meansas:

- Trainingandawareness

- Disastempreparednesandrecovery plans

+ Personnetecruitmentandseparatiorstratgies
- Personnetegistrationandaccounting

1.3. Conclusion

Now thatyou have learneda bit aboutthe origins, reason@ndaspect®f security you candetermine
the appropriatecourseof actionwith regardsto RedHat Linux. It is importantto knowv whatfactors
andconditionsmale up securityin orderto planandimplementa properstratgy. With thisinforma-
tion in mind, the procescanbeformalizedandthe pathbecomeglearerasyou delve deepeiinto the
speci csof the securityprocess.
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Attac kers and Risks

In orderto plan andimplementa good securitystratgy, you should rst be aware of someof the
issueswhich determinedmotivatedattaclers exploit to compromisesystemsBeforedetailingthese
issuesye will de ne theterminologyusedwhenidentifying anattacler.

2.1. Hackers and Crackers

The modernmeaningof thetermhadcer hasorigins datingbackto the 1960sandthe Massachusetts
Institute of Technology(MIT) Tech Model RailroadClub, which designedrain setsof large scale
and intricate detail. Hacler was a nameusedfor club memberswho discorered a clever trick or
workaroundfor aproblem.

Thetermhacler hassincecometo describeeverythingfrom computerbuffs to gifted programmers.
A commontrait amongmosthaclersis a willingnessto explorein detailhov computersystemsand

networksfunctionwith little or nooutsidemotivation.Opensourcesoftwaredevelopersoftenconsider
themselesandtheir colleagueaclersandusetheword asa termof respect.

Haclerstypically follow aform of the hadcer ethicwhich dictatesthatthe questfor informationand
expertiseis essentiaandthat sharingthis knowledgeis the haclers duty to the community During

this questfor knowledge, somehaclers enjoy the academicchallengesof circumwenting security
controlson computersystemsFor this reasonthe pressoften usesthe termhacler to describethose
whoillicitly accessystemsandnetworkswith unscrupulousmalicious,or criminalintent. Themore
accurateterm for this type of computerhacler is cracker — a term createdby haclersin the mid-

1980sto differentiatethe two communities.

2.1.1. Shades of Grey

Therearelevels of distinctionto describandividualswho nd andexploit vulnerabilitiesin systems
andnetworks. They aredescribedy theshadeof hatthatthey "wear" whenperformingtheir security
investigationsandthis shadéds indicative of theirintent.

The white hat hadcer is onewho testsnetworks and systemso examinetheir performanceandde-
terminehow vulnerablethey areto intrusion.Usually white hathaclers cracktheir own systemsor
the systemsof a client who hasspeci cally emplged them for the purposeof securityauditing.
Academicresearcherandprofessionasecurityconsultantsretwo examplesof white hathaclers.

A blac hat hadker is synorymouswith a cracler. In generalcraclersarelessfocusedon program-
ming andtheacademisideof breakinginto systemsThey oftenrely on availablecrackingprograms
andexploit well knowvn vulnerabilitiesin systemgo uncover sensitve informationfor personabain
ortoinict damageonthetamgetsystemor network.

Thegrey hathadcer, ontheotherhand hastheskills andintentof awhite hathaclerin mostsituations
but useshis knowledgefor lessthannoblepurpose®n occasionA grey hathacler canbethoughtof
asawhite hathacler who wearsa black hatattimesto accomplisthis own agenda.

Grey hathaclerstypically subscribeo anotheiform of thehacler ethic,which saysit is acceptabléo
breakinto systemsaslong asthe hacler doesnot committheft or breachcon dentiality. Somewould
amgue,however thattheactof breakinginto a systemis in itself unethical.

Regardlesf theintent of the intruder it is importantto know the weaknessea cracler will likely
attemptto exploit. Theremaindeof the chaptewill focusontheseissues.



18 Chapter 2. Attackers and Risks

2.2. Threats To Network Security

By breakingdown a network into its basicsggments,we candeterminetherisks andde ne whatis
necessarjo preventunauthorizedccess.

2.2.1. Insecure Architectures

A miscon gurednetwork is a primaryentrypointfor unauthorizedisersLeaving atrust-basedopen

local network vulnerableto the highly-insecurdnternetis muchlike leaving a door ajarin a crime-

riddenneighborhooé@— nothingmayhapperfor anarbitraryamountof time, but eventuallysomeone
will exploit the opportunity

2.2.1.1. Broadcast Networks

Systemadministratorften fail to realizethe importanceof networking hardware in their security
schemasSimplehardware suchashubsandroutersrely on the broadcasbr non-switchedorinciple;
thatis, wheneer anodetransmitsdataacrosghe network to arecipientnode the hubor routersends
abroadcasbf the datapacletsuntil the recipientnoderecevesandprocessethe data.This method
is the mostvulnerableto addresgesolutionprotocol (arp) or mediaaccessontrol (MAC) address
spoo ng by bothoutsideintrudersandunauthorizediserson local nodes For adviceon choosinghe
right networking hardwareandtopology referto Chapter8.

2.2.1.2. Centraliz ed Servers

Another potential networking pitfall is the use of centralizedcomputing.A commoncost-cutting
measurdor mary businessess to consolidateall servicego a singlepowerful machine This canbe
cornvenientbecauset is easierto manageand costsconsiderablyjlessthanmultiple-serer con gu-
rations.However, a centralizedsener introducesa single point of failure on the network. So if the
centralsener is compromisedit may renderthe network completelyuseles®r worse,proneto data
manipulationor theft. In thesesituationsa centralsener becomesan an opendoor, allowing access
to the entirenetwork. Referto Chapter8 for moreinformationaboutnetwork sggmentatiorandhow
they helpyou avoid anincident.

2.2.1.3. No Firewall

The leastlikely, but still common,mistale amongadministratorandhomeusersis the assumption
thattheirnetwork is inherentlysecureand,thus,they forgotheimplementatiorof a re wall or network
paclet ltering service.The installationof a dedicatedre wall, whetherstandaloneor aspart of a
senerthatwill actasagatevay, is crucialto segmentinginternalandexternalnetwork trafc. Leaving
the internalnetwork exposedto the Internet,especiallyif the connectiorto the Internetis constant,
is an openinvitation to ary Internetuserthathappendo nd the network's external IP addressA
cracler canpotentiallyactasanodeon yourinternalnetwork or take over machine®n thenetwork to
actasa proxy. Firewalls canhelp preventthis by usingpaclet Itering, portforwarding,or Network
AddressTranslation(NAT). They canalsoactasaproxy betweertheinternalnetwork andthelnternet,
further buffering the private network from the Internet.Refusingto implementa re wall or, perhaps
moreimportantly settingup a re wall incorrectly leavesa network completelyvulnerable Referto
Chapter7 for moreinformationon con guring a re wall for your network.

2.2.2. Network Encryption

Passverd-protectedapplicationsand servicesare soundmeansof protectinga network. However,
thesepasswrdsshouldnever be passedver public networks unencryptedThis is becauseraclers
usereadablyavailable tools to sniff network trafc for datasuchas passwrdsto gain accesso
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privatenetworksandservicesUnfortunatelymary applicationsandservicegsuchastelnetandFTP)
transmitpasswverdsin plain text (alsoknown asclear text) which makesthem vulnerableto these
network snifng applications.

Encryptionis ageneramethodof scramblingdata,suchaspasswverds,in orderto protectit in theevent
of interception Dependingon theencryptionmethodused it couldconcevably take acracler several
thousandyearsto decryptthe datausing corventionalmethods Most encryptionmethodsare done
betweerthe client applicationandthe sener, makingthe processransparento all users.However,
encryptionis somethinghatmostpeopledo not understandAdministratorsfeel thatit is a nuisance
to integrateinto their network servicesgventhough,in mostcasesencryptingnetwork trafc canbe
arelatively simpleprocedureThe adwantage®f usingencryptionvastly outweighits liabilities.

2.2.3. Wireless Local Area Networks (WLANS)

The popularityof mobile technologyhaspromptedengineergo develop new waysof connectingo
andcommunicatingvith others Cellularandradio-frequeng (RF) technologyhasusheredanewv age
of wirelesscommunicatiorthat boastscompetitve speedsand functionality comparedo wired or
cabledcommunicatiorsolutions.

The recentlEEE 802.11bwirelessprotocol (wi- ) hasbecomean industry standardfor usersthat
needamoremobilenetworking solution.The802.11bstandardise2.4 GHz Direct Sequenc&pread
Spectrum(DSSS)frequenyg for communicationlt alsouses40-bit Wired EquivalentPrivagy (WEP)
encryptionof all datatrafc. It seemgo betheidealsolutionfor usersvho move frequentlyor do not
have accesdo traditionalRJ-450r RJ-11cablinglines.

Therehave beerrecenteportshowever, thatdisputetherelatve securityof 802.11bandotherWLAN
technologiesOne major dravback of wirelessnetworking is that mostwirelessnetwork interface
cards(NICs) mustbe operatedin promiscuousnode— that is, datapaclets must continually be
broadcastn orderfor the wirelessNIC to transmitandreceve the paclets that are intendedfor it.
Moreover, the WEP encryptionbuilt into 802.11bNICs and AccessPointsis, by mary estimates,
aweakform of encryptionthat canbe cracled usingstandardlesktopor laptopPCs.Many WLAN
administratorslo notevenenablehe WEPencryptionmakingtheability to interceptdataeveneasier
For generalinformationon wirelesssecurity referto Chapter8.

2.3. Threats To Server Security

Sener securityis asimportantas network securitybecauseseners canhold mostor all of the or-
ganizatiors vital information.If a seneris compromisedall of its contentsmay becomeavailable
for thecracler to stealor manipulateat will. Therearemary waysthata sener canbe cracled. The
following sectiongdetailsomeof themainissues.

2.3.1. Unused Services and Open Ports

By default, mostoperatingsystemsnstall several piecesof commonlyusedsoftware.RedHat Linux,
for example,caninstall up to 1200 applicationandlibrary packagesn a singleinstallation.While
mostsener administratorswill not opt to install every single packagein the distribution, they will
install a baseinstallationof packagesincluding several sener applications.

A commonoccurrenceamongsystemadministratorss to install an operatingsystemwithout know-
ing whatis actuallybeinginstalled.This canbetroublesomeasmostoperatingsystemawill notonly
install the applications put alsosetupa basecon guration andturn serviceson. This cancauseun-
wantedservicessuchastelnet, DHCPR, or DNS to be runningon a sener or workstationwithout the
administratorealizingit, leadingto unwantedtrafc to the sener or evena pathinto the systemfor
craclers.SeeChapter5 for informationon closingportsanddisablingunusedservices.
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2.3.2. Unpatc hed Services

Mostsenerapplicationghatareincludedin adefault RedHatLinux installationaresolid, thoroughly
testedpiecef software.Many of thesenerapplicationhave beenin usein productionervironments
for mary yearsandtheir codehasbeenthoroughlyre ned andmary of thebugshave beenfoundand
x ed.

However, thereis no suchthing asperfectsoftware,andthereis alwaysroomfor furtherre nement.
Moreover, newer software is often not as rigorously testedas one might expect, due to its recent
arrival to productionervironmentsor becausédt may not be as popularas other sener software.
Developersandsystemadministratorften nd exploitablebugsin sener applicationsandpublish
theinformationon bug trackingandsecurity-relatedvebsitessuchasthe Bugtragmailing list or the
ComputerEmegeny Responsdeamwebsite.CERT and Bugtragnormally alertinterestedparties
of the vulnerabilities.However, even then, it is up to systemadministratorso patchand x these
bugs wheneer they are madepublic, as craclers also have accesgo thesevulnerability tracking
servicesandwill usesuchinformationto crackunpatchedsystemswvherever they can.Goodsystem
administratiomequiresvigilance,constantrackingof bugs,andpropersystemmaintenancéo ensure
asecurecomputingervironment.

2.3.3. Inattentive Administration

Similar to sener applicationswvhich languishunpatchedy developersareadministratorsvho fail to

patchtheir systemar aretoo ignorantto do so.Accordingto the SystenAdministation Networkand

Securitylnstitute(SANS, the primarycauseof computersecurityvulnerabilityis to "assignuntrained
peopleto maintainsecurityandprovide neitherthetrainingnor thetime to male it possibleto do the
job."* This appliesasmuchto inexperiencecadministratorssit doesto overcon dentor amotivated
administrators.

Someadministratordail to patchtheir senersandworkstationswhile othersfail to watchlog mes-
sagedrom their systemkernelor from network trafc. Anothercommonerroris to leave the default
passwerdsor keys in servicesthat have suchauthenticatiormethodsbuilt into them.For example,
somedatabasekeave default administratiorpasswerdsunderthe assumptiorthatthe systemadmin-
istratorwill changethisimmediatelyuponcon guration. Evenaninexperienceccracler canusethe
widely-knovn default passverd to gainadministratre privilegesto thedatabaseThesearejustafew-
examplesof inattentve administratiorthatcaneventuallyleadto acompromisedystem.

2.3.4. Inherentl y Insecure Services

Even the mostvigilant organizationthat doestheir job well and keepsup with their daily responsi-
bilities canfall victim to vulnerabilitiesif the servicesthey choosefor their network areinherently
insecure Therearecertainserviceshatweredevelopedunderthe assumptiorthatthey will beused
over trustednetworks; however, this assumptiorfalls shortassoonasthe servicebecomesvailable
over thelnternet.

Someexamplesof inherentlyinsecureservicesncludesenersthatrequirepassverdsor passphrases
for authenticatior(in itself, a securefeature),but fail to encryptthe passwrdsasthey aresentover
thewire to theauthenticatingervice.TelnetandFTP aretwo suchservicesA paclet snifng device
setbetweera remoteuserandthe telnetsener caneasilybe setto stealpassverds (especiallyif the
telnetuserhappendo switchto anadministratie userduringatelnetsession).

Theservicesotedabore canalsomoreeasilyfall prey to whatthesecurityindustrytermstheman-in-
the-middleattack.In this typeof attack,acracler redirectsnetwork trafc by tricking acracledname
sener on the network to point to his machineinsteadof the intendedsener. Oncesomeoneopens
a remotesessionto that sener, the attacler's machineactsas an invisible conduit, sitting quietly

1. Sourcehttp://www.sans.ag/nevlook/resourcesteors.htnl
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betweerthe remoteserviceandthe unsuspectingisercapturinginformation. This way a cracler can
gatheradministratie passwerdsandraw datawithout eitherthe sener's or the users knowledge.

Anotherexampleof insecureservicesarenetwork le systemsandinformationservicessuchasNFS
or NIS which are developedexplicitly for LAN usagebut are, unfortunately extendedto include
WANSs (for remoteusers) NFS doesnot, by default, have ary authenticatioror securitymechanisms
con guredthatwill preventa cracler from simply mountingthe NFS shareandaccessingrything
containedtherein.NIS, as well, hasvital information that must be known by every computeron
a network, including passwrds and le permissionswithin a plain text ACSII or DBM (ASCII-
derved)databaseA cracler cantake this databasend nd thepasswrdsof eachandevery useron
anetwork, includingtheadministratar

2.4. Threats To Workstation and Home PC Security

WorkstationandhomePCsmaynotbeasproneto attackasnetworksor seners,but they maycontain
sensitve information,suchas credit cardinformation, thatwould be damagingf stolen.They may
alsobeusedby attaclersasa "slave” machinein coordinatedattackswithout the users knowvledge.
Knowing thevulnerabilitiesof your workstationcansave you theheadachef having to reinstallyour
operatingsystem— or having your administratodo it for you.

2.4.1. Bad Passwords

Bad passwrdsarenotinvalid whenrunningRedHat Linux. However, a badpasswerd is oneof the
easiestwvaysfor an attacler to gain accesgo a system.For moreon how to avoid commonpitfalls
whencreatinga passverd, seeSection4.3.

2.4.2. Vulnerab le Client Applications

Althoughanadministratomayhave afully secureandpatchedsener, thatdoesnotmeanthatremote
usersare securewhenaccessingt. For instancejf the sener offers Telnetor FTP servicesover a
public network, an attacler cancapturethe plain text usernameandpasswrdsasthey passover the
network, andthenusetheaccountnformationto accesshe remoteusers workstation.

Evenwhenusingsecureprotocols,suchas SHH, aremoteusermay be vulnerableto certainattacks
if they do not keeptheir client applicationsupdated For instancey.1 SSHclientsarevulnerableto

an X-forwardingattackfrom maliciousSSHseners.Onceconnectedo the sener, the attacler can
quietly captureary keystrokesandmouseclicks madeby the client over the network. This problem
was x edin thev.2 SSHprotocol,but it is up to the userto keeptrack of whatapplicationshave such
vulnerabilitiesandupdatethemasnecessary

Chapter4 will discussn more detail what stepsadministrator@andhomeusersshouldtake to limit
the vulnerability of computemorkstations.
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Chapter 3.
Security Updates

As securityexploits in software arediscorered, the softwnaremustbe x edto closethe possiblese-

curity risk. If the packages partof anof cial RedHatLinux distribution thatis currentlysupported,
RedHat, Inc. is committedto releasingof cial updatedpackageshat x securityholesassoonas

possiblelf theannouncemertf thesecurityexploit is accompaniegvith a patch(or sourcecodethat

x esthe problem),the patchis appliedto the RedHat Linux packagetestedby the quality assur

anceteam,andreleasedsanof cial errataupdatelf theannouncemerdoesnotincludea patch,a

RedHat Linux developerwill work with the maintainerof the packageo x the problem.After the

problemis x ed,it is testedandreleasedsanof cial errataupdate.

If you areusinga packagefor which a securityerratareportis releasedit is highly recommended
thatyou updateto the securityerratapackagesssoonasthey arereleasedo minimizethetime your
systemis exploitable.

Not only doyouwantto updateto thelatestpackageshat x ary securityexploits, but you alsowant
to male surethe latestpackageslo not containfurtherexploits suchasatrojanhorse A cracler can
easilyrehuild a versionof a packaggwith the sameversionnumberasthe onethatis supposedo x

the problem)but with a differentsecurityexploit in the packageandreleasdt onthe Internet.If this
happensusingsecuritymeasuresuchasverifying les againsthe original RPM will not detectthe
exploit. Thus,it is very importantthatyou only downloadRPMsfrom of cial sourcessuchasfrom
RedHat, Inc., andcheckthe signatureof the packageto make sureit washbuilt by the of cial source.

RedHat offerstwo waysto retrieve of cial securityupdates:

1. Downloadfrom RedHat Network
2. Downloadedfrom theof cial RedHatLinux Erratawebsite

3.1. Using Red Hat Network

Red Hat Network allows you to automatemost of the updateprocesslt determineswvhich RPM
packagesrenecessaryor your systemdowvnloadsthemfrom a securerepository veri es the RPM
signatureto make surethey have not beentamperedwith, andupdateshem.The packagenstall can
occurimmediatelyor canbe schedulediuringa certaintime period.

RedHat Network requiresyou to provide a SystemPro le for eachmachinethatyou wantupdated.
The SystemPro le containshardware andsoftwareinformationaboutthe system.This information

is keptcon dential andnot give to anyoneelse.lt is only usedto determinewhich errataupdatesare

applicableo eachsystemWithoutit, RedHat Network cannotdeterminevhetheryour systenneeds
updatesWhena securityerrata(or ary type of errata)is releasedRedHat Network will sendyou

anemailwith a descriptionof the errataaswell aswhich of your systemsareaffected.To apply the

update you canusethe Red Hat Update Agent or schedulehe packageo be updatedthroughthe

websitehttp://rhn.redhat.com.

To learnmoreaboutthe bene ts of RedHat Network, referto the RedHat NetworkRefeenceGuide
availableat http://wwwredhat.com/docs/mans#RHNework/ or visit http://rhn.redhat.com.

3.2. Using the Errata Website

When securityerratareportsare releasedthey are publishedon the of cial RedHat Linux Errata
websiteavailable at http://wwwredhat.com/apps/suppertata/. From this page,selectthe product
andversionfor your system andthenselectsecurity at the top of the pageto displayonly RedHat
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Linux SecurityAdvisories.If the synopsisof oneof the advisoriesdescribes packagaisedon your
systemglick onthe synopsigor moredetails.

Thedetailspagedescribeshe securityexploit andary specialinstructionsthatmustbe performedn
additionto updatingthe packageo x thesecurityhole.

To download the updatedpackage(s)click on the packagename(s)and save to the harddrive. It
is highly recommendedhat you createa new directory suchas /tmp/updates  and save all the
downloadedpackageso it.

All of cial RedHat Linux packagesresignedwith the RedHat, Inc. GPGkey. The RPM utility in

RedHat Linux 8.0 automaticallytries to verify the GPGsignatureof an RPM beforeinstallingit. If

you do not have the RedHat, Inc. GPGkey installed,install it from a securestaticlocationsuchas
anof cial RedHatLinux distribution CD-ROM.

Assumingthe CD-ROM is mountedn /mnt/cdrom , usethefollowing commando importit into the
keyring:

rpm --import Imnt/cdrom/RPM-GPG-KEY

To displayallist of all keys installedfor RPM veri cation, executethe command:
rpm -ga  gpg-pubkey*

For theRedHat, Inc. key, the outputwill include:

gpg-pubkey-db42a60e-37ea 5438

To displaydetailsabouta speci ¢ key, usetherpm -gi followed by the outputfrom the previous
command:

rpm -gi  gpg-pubkey-db42a60e-37e  a5438

It is extremelyimportantthatyou verify the signatureof the RPM les beforeinstallingthem.This
stepensureshatthey have not beenaltered(suchasa trojan horsebeinginsertedinto the packages)
fromtheof cial RedHat, Inc. releasef thepackagesTo verify all thedovnloadedpackagesitonce:

rpm -K /tmp/updates/*.rpm

For eachpackageif the GPGkey veri es successfullyit shouldreturngpg OKin the output.

After verifying the GPGkey anddownloadingall thepackagesssociatewith theerratareport,install
themasroot ata shellprompt.For example:

rpm -Uvh /tmp/updates/*.rpm

If theerratareportscontainedary specialinstructionsyemembeto executethemaccordingly If the
securityerratapackagesontaineda kernelpackagebe sureto rebootthe machineto enablethe nev
kernel.
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Chapter 4.
Workstation Security

Securinga Linux environmentbeginswith theworkstation.Whetheryou arelocking dowvn your own
personaimachineor securingan enterprisesystem soundsecuritypolicy begins with the individual
computerAfter all, acomputemetwork is only assecureasthe wealestnode.

4.1. Evaluating Workstation Security

Whenevaluatingthe securityof a RedHat Linux workstation,considerthefollowing:

- BlIOSand Boot Loader Security— Canan unauthorizeduserphysically accesghe machineand
bootinto singleuseror rescuemodewithouta passverd?

+ Passwod Security— How securearethe useraccountpasswrdsonthemachine?

- Administative Contiols— Who hasanaccounbnthesystemandhowv muchadministratie control
dothey have?

AvailableNetworkServices— Whatservicesrelisteningfor request$rom thenetwork andshould
they berunningatall?

- PersonalFirewalls— Whattypeof rewall, if ary, is necessary?

SecurityEnhancedCommunicatiorifools— Whattools shouldbe usedto communicateébetween
workstationsandwhatshouldbe avoided?

4.2. BIOS and Boot Loader Security

Passverd protectionfor theBIOS andthebootloadercanpreventunauthorizedisersvho have phys-
ical accesgo your systemgrom bootingfrom removable mediaor attainingroot throughsingleuser
mode.But the securitymeasuresneshouldtake to protectagainstsuchattacksdepend$othon the
sensitvity of theinformationthe workstationholdsandthelocationof themachine.

For instancejf a machineis usedin atradeshav andcontainsno sensitve information,thanit may
not be critical to prevent suchattacks However, if anemplo/ee’s laptopwith private, non-passward
protectedSSHkeys for thecorporatenetwork is left unattendedtthatsametradeshaw, it canleadto
amajorsecuritybreechwith rami cationsfor the entirecompas.

On the otherhand,if the workstationis locatedin a placewhereonly authorizedor trustedpeople
have accessthensecuringhe BIOS or thebootloadermaynotbenecessargtall.

4.2.1. BIOS Passwords
Thefollowing arethetwo primaryreasongor passverd protectingthe BIOS of a computet:

1. PreventChanges To BIOS Settings-- If anintruderhasaccesdo the BIOS, they cansetit to
boot off of a diskette or CD-ROM. This makesit possiblefor themto enterrescuemodeor
singleusermode,which in turn allows themto seednefariousprogramson the systemor copy
sensitve data.

1. SincesystemBlOSesdiffer betweenmanuficturers somemay not supportpasswrd protectionof either
type,while othersmay supportonetypeandnotthe other
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2. PreventBootingthe System- SomeBIOSesallow you to passverd protectthe boot process
itself. Whenactiated,anattacler would be forcedto entera password for the BIOS to launch
thebootloader

Becausehe methoddor settinga BIOS passwerd vary betweercomputemanufcturersyou should
consultthe manualfor your computer

If you forgetthe BIOS passwerd, it can often be reseteitherwith jumperson the motherboardbr
by disconnectinghe CMOS battery However, you shouldcheckthe manualfor your computeror
motherboardeforeattemptingthis procedure.

4.2.2. Boot Loader Passwords
Thefollowing arethe primaryreasongor passverd protectinga Linux bootloader:

1. PreventAccesslo SingleUser Mode— If an attacler canbootinto singleusermode,he be-
comestherootuser

2. Prevent AccessTo the GRUB Console— If the machineusesGRUB asits boot loader an
attacler canusethe editthe commands interfaceto changets con gurationor to gatherinfor-
mationusingthecat command.

3. PreventAccessio Non-Secur Opemting Systems— If it is adualbootsystemanattacler can
selectat boot time an operatingsystem,suchas DOS, which ignoresaccesscontrolsand le
permissions.

Therearetwo bootloadersthat ship with RedHat Linux, GRUB andLILO. The next two sections
will describenow to passverd protecttheseapplications.

4.2.2.1. Password Protecting GRUB

You cancon gure GRUB to addresghe rst two issuedistedin Section4.2.2by addinga passverd
directive to its con guration le. To dothis, rst decideonapasswerd,thenopenashellprompt,log
in asroot, andtype:

/sbin/grub-md5-crypt

When prompted type the GRUB passwerd and press[Enter]. This will returnan MD5 hashof the
passwverd.

Next, editthe GRUB con guration le: /boot/grub/grub.conf .Openthe le andbelov thetime-
outline in themainsectionof the documentaddthefollowing line:
password --md5 password-hash

Replacgpassword-hash  with thevaluereturnedby /sbin/grub-md5-crypt 2

The next time you bootthe system the GRUB menuwill notlet you accesghe editor or command
interfacewithout rst pressindp] followedby the GRUB passwvord.

Unfortunately this solution does not prevent an attacler from booting into a non-secure
operatingsystemin a dual boot environment. For this you needto edit a different part of the
/boot/grub/grub.conf le.

Look for thetite  line of the non-secureperatingsystemandadda line thatsayslock directly
beneattit.

2. GRUB also acceptsplain text passwerds, but it is recommended/ou use the md5 version because
/boot/grub/grub.conf is world-readabléy default.
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For aDOS systemhe stanzashouldbegin somethindike thefollowing:

title DOS
lock

AWarning

You must have a password line in the main section of the /boot/grub/grub.co nf le for this to work
properly. Otherwise an attacker will be able to access the editor interface and remove the lock line.

If youwishto have a differentpassverd for a particularkernelor operatingsystemaddalock line
to the stanz&ollowed by a passwverd line.

Eachstanzayou protectwith a unique passverd shouldbegin with lines similar to the following
example:

title DOS
lock
password --md5 password-hash

Finally, remembethat the /boot/grub/grub.conf le is world-readableby default. It is a good
ideato changehis, asit hasnoaffectonthefunctionalityof GRUB, by typing thefollowing command
asroot:

chmod 600 /boot/grub/grub.conf

4.2.2.2. Password Protecting LILO

LILO is a muchsimplerboot loaderthan GRUB and doesnot offer a commandinterface, so you
neednotworry aboutanattacler gaininginteractve accesso the systembeforethe kernelis loaded.
However, thereis still a dangerin bootingin single-usemodeor bootingto an insecureoperating
system.

Youcancon gure LILO to askfor apasswverd beforebootingevery operatingsystemor kernelonthe
systemby addinga passverd directive in theglobally. To do this, openaterminal,log in asroot, and
edit/etc/lilo.conf . Beforethe rst image stanzaaddapasswrd directive similarto this:

password= password

In theabove directive, replacetheword password  with your passverd.

OImpor tant

Anytime you edit /etc/lilo.conf , you must run the /sbin/lilo -v -v_command for the changes
to take affect. If you have con gured a password and anyone other than root can read the le, LILO
will install, but will alert you that the permissions on the con gur ation le are wrong.

If you do not want a global passverd, you can apply the passwerd directve to a stanzalisted in
letcllilo.conf for ary kernelor operatingsystento which youwish to restrictaccessTo dothis,
addthe passverd directive immediatelybelov theimage line. When nished, the stanzawill begin
similar to thefollowing:
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image=/boot/vmlinuz- vers ion
password= password

If youwantto allow bootinga kernelor operatingsystemwithout passverd veri cation, but do not
wantto allow usersto addargumentswithout a passverd, you canaddtherestricted directve on
theline below the password line within the stanzaSucha stanzawill begin similar to this:

image=/boot/vmlinuz- vers ion
password= password
restricted

If you usetherestricted directive, you musthave apasswrd line in the stanza.

AWarning

The /etc/lilo.conf le is world-readable. If you are password protecting LILO, it essential that you
only allow root to read and edit the le since all passwords are in plain text. To do this, type the
following command as root:

chmod 600 /etc/lilo.conf

4.3. Password Security

Passvordsarethe primary way RedHat Linux veri es thatthe userlogging into the systemis who
heclaimsto be.Thisis why passwerd securityis enormouslyimportantfor protectionof theuser the
workstation andthe network.

For securitypurposesthe RedHat Linux installationprogramdefaultsto usingthe Message-Digest
Algorithm (MD5) andshadev passwerds. It is highly recommendedhatyou do not alter theseset-
tings.

If you deselecMD5 passwrdsduring installation,the older Data EncryptionStandad (DES) for-
matis used.This format limits passwerdsto eight alphanumericharactempassverds (disallaving
punctuatiorandotherspecialcharactersandprovidesa modest6-bit level of encryption.

If you deselecshadav passwverds,all userpasswrdswill be storedasa one-way hashin theworld-

readablele /etc/passwd . This opensup your systemto of ine passwerd crackingattacks.If an
intrudercangainaccesdo the machineasaregularuser hecanview the/etc/passwd  le andrun

ary numberof passwerd crackingprogramsagainstit on his own machine.If thereis aninsecure
passwrdin the le, it is only amatterof time beforethe passverd cracler discoversit.

Shadw passwrds eliminate this type of attack by storing the passwerd hashesin the le
letc/shadow  whichis readableonly by therootuser

This forcesa potentialattacler to attemptpasswerd crackingremotelyby logging into a network
serviceonthemachine suchasSSHor FTP. This sortof brute-forceattackis muchslower andleaves
an olvious trail as hundredsof failed login attemptswill appearin thelog les. Of course,if the
cracler startsanattackin themiddle of the nightandyou have weakpasswrds,he may have gained
accesdeforedavn.

Beyond mattersof formatandstorages theissueof content.The singlemostimportantthing a user
candoto protecthisaccounis createa strongpassverd, which male it lesssusceptibleéo a passverd
crackingattack.
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4.3.1. Creating Strong Passwords
Whencreatinga passwverd, it is agoodideato follow theseguidelines:

Do Not Do the Following:

- Do Not UseOnly Words or Numbes — You shouldnever usesolely numbersor wordsin a
passverd.

Someexamplesincludethefollowing:
. 8675309

.+ juan

- hackme

« Do Not Use Rec@nizableWbrds — Wordssuchas propernamesgdictionarywords, or even
termsfrom television shaws or novels shouldbe avoided, even if they are bookendedwith
numbers.

. johnl
. DS-9
- mentatl23

- Do NotUseWbrdsin ForeignLanguajes— Passvord crackingprogramsoftencheckagainst
word lists thatencompasslictionariesof mary languagesRelying on foreign languagegor
securepasswordsis of little use.

Someexamplesincludethefollowing:
. cheuesara
- bienvenidol
+ 1dumbkopf

- Do Not UseHacker Terminola@y — If you think you areelite because/ou usehacler termi-
nology— alsocalled|337 (LEET) speak— in your passwerd, think again.Many word lists
includeLEET speak.

Someexamplesincludethefollowing:
- H4XO0R
. 1337

« Do NotUsePersonallnformation— Steerclearof personalnformation.If theattacler knows
whoyouare,they will have aneasiettime guring outyourpasswerdif it includesnformation
suchas:

- Yourname

- Thenamef pets

- Thenamesf family members
- Any birth dates

+ Your phonenumberor zip code
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« Do Not Invert Recgnizable Words — Good passwerd checlers always reverse common
words,soinvertinga badpassverd doesnot malke it ary moresecure.

Someexamplesincludethefollowing:
- ROX4H

.+ nauj

- 9-DS

» Do Not Write Down Your Passwod — Never storeyour passverd on paper It is muchsafer
to memorizeit.

+ Do Not Usethe SamePasswod For All Machines— It is importantthatyou malke separate
passwrdsfor eachmachine.This way if onesystemis compromisedall of your machines
will notbeimmediatelyatrisk.

Do the Following:

- Make the Passwod At LeastEight Charactess Long— The longerthe passwerd is, the bet-
ter. If you are using MD5 passwerds, it shouldbe 15 characterdong or longer With DES
passwrds,usethemaximumlength— eightcharacters.

» Mix Upperand Lower CaseLettess — RedHat Linux is casesensitve, so by mixing cases,
youwill enhancehestrengthof the passvord.

+ Mix Lettels and Numbes — Adding numbersto passwerds, especiallywhenaddedto the
middle (notjustat the beginning or the end),canenhanceassverd strength.

+ IncludeNon-Alphanumeri€haractels — Specialcharactersuchas&, $,and cangreatly
improve the strengthof a passverd.

- Pick a Passwod You Can Remember— The bestpasswverd in theworld doesyou little good
if you cannotremembeit. Souseacroryms or othermnemoniadevicesto aid in memorizing
passwerds.

With all theserules,it may seemdif cult to createa passverd meetingall of the criteriafor good
passwerdswhile avoiding the traits of a bad one.Fortunately thereare somesimple stepsone can
take to generate memorablesecurepassverd.

4.3.1.1. Secure Password Creation Methodology

Therearemary methodspeopleuseto createsecurepasswords. One of the more popularmethods
involvesacroryms. For example:

- Think of amemorableghrasesuchas:

"over thehills andfar avay, to grandmotherfiousewe go."

Next, turnit into anacrorym (includingthe punctuation).
othafa,tgmhwg.

« Add compleity by substitutingnumbersand symbolsfor lettersin the acrorym. For example,

substitute7 fort andtheatsymbol(@ for a:
o7h@f@,7gmhwg.
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- Add morecompleity by capitalizingatleastoneletter suchasH.
o7H@f@,7gmHwg.
- Finally, do not usethe examplepasswrd abose on ary of your systems.

While creatingsecurepassverdsis imperatie, managinghemproperlyis alsoimportant,especially
for systemadministratorswithin larger organizationsThe next sectionwill detailgoodpracticesor
creatingandmanaginguserpassvwerdswithin anorganization.

4.3.2. Creating User Passwords Within an Organization

If therearea signi cant numberof usersin an organization the systemadministratothastwo basic
optionsavailableto force the useof goodpasswrds.They cancreatepasswrdsfor theuser or they
canlet theusercreatehis own passverds,while verifying the passwrdsareof acceptableguality.

Creatingthe passwerdsfor the usersensureshatthe passwverdsaregood,but it becomes daunting
taskasthe organizationgrows. It alsoincreasesherisk of userswriting their passverdsdown.

For thesereasonssystemadministratorgpreferto have the usercreatetheir own passwerds, but ac-
tively verify thatthe passwerdsaregoodand,in somecasesforce usersto changetheir passverds
periodicallythroughpassverd aging.

4.3.2.1. Forcing Strong Passwords

To protectthe network from intrusion it is a good idea for systemadministratorsto verify that
the passwerds usedwithin an organizationare strong ones.When a useris asled to createor
changehis passwerd, he can use the commandline applicationpasswd, which is PAM aware
and will thereforecheckto seeif the password is easyto crack or too shortin length via the
pam_cracklib.so Pluggable Authenticatiormanayer (PAM) module.SincePAM is customizable,
it is possibleto add further passverd integrity checlers, suchas pam_passwdqc (available from
http://wwwopenvall.com/passwdqg/or to write your own module. For a list of available PAM
modules,see http://wwwkernel.pg/pub/linw/libsfpam/modiles.html. For more information about
PAM, seethe chaptertitled Pluggable AuthenticationModules(PAM) in the Of cial RedHat Linux
RefeenceGuide

It shouldbe noted,however, that the checkperformedon passwrds at the time of their creation
will not discorer bad passverds as effectively asrunninga passverd crackingprogramagainstthe
passwerdswithin the organization.

Therearemary passwerd crackingprogramsavailablefor RedHat Linux, althoughnoneship with
the operatingsystemBelow is a brief list of someof themorepopularpassverd crackingprograms:

- John The Ripper — A fast and exible passwrd cracking program. It allows the use of
multiple word lists and is capable of brute-force passvord cracking. It is available at
http://wwwopenvall.com/johr.

. Cradk — Perhaps the most well known passwerd cracking software, Crack is
also very fast, though not as easy to use as John The Ripper It can be found at
http://wwwusers.dircon.co.uk/~cryptodlex.html

+ Slurpie — Slurpie is similar to John The Ripper and Crack except it is designedto run
on multiple computers simultaneously creating a distributed passwerd cracking attack.
It can be found along with a numberof other distributed attack security evaluation tools at
http://wwwussrback.com/distritted.htm
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AWarning

Always get authorization in writing before attempting to crack passwords within an organization.

4.3.2.2. Password Aging

Passverd agingis anothertechniqueusedby systemadministratorgo defendagainstadpassverds
within an organization.Passvord aging meansthat after a setamountof time, usually 90 days,the
userwill be promptedto comeup with a nev passwrd. The theorybehindthis is thatif a useris
forcedto changehis passwverd periodically a cracled passverd is only usefulto an intruderfor a
limited amountof time. The downsideto passverd aging,however, is thatusersare morelikely to
write their passverdsdown.

Their aretwo primary waysto enforcepassverd agingunderRedHat Linux. you canusethe com-
mandchage or thegraphicalapplicationUser Manager.

The-M optionof thechage commandspeci esthe maximumnumberof daysthe passverd is valid.
So,for instancejf youwanta users passvord to expire in 90 days,typethefollowing command:

chage -M 90 username

In theabore commandreplaceusername with thenameof theuser If youdonotwantthepassverd
to expire, it is traditionalto usea valueof 99999 afterthe-M option(this equatedo alittle over273
years).

If wantto usethe graphicalUser Manager applicationto createpassverd agingpolicies,go to the

Main Menu Button (on the Panel)=> SystemSettings=> Users& Groups or type the command
redhat-config-users atashellprompt(for example,in anXTermor a GNOME terminal).Click

on the Userstab, selectthe userfrom the userlist, andclick Properties from the button menu(or

chooserile => Propertiesfrom the pull-dovn menu).

Thenclick thePassword Inf o tabandenterthenumberof daysbeforethe password expires,asshavn
in Figure4-1

User Data|Acccunt Info| Password lnfo|Groups |

User last changed password on: Sat Aug 24 2002

Enable password expiration
Days before change allowed: |0
Days before change required: 3_90
Days warning before change: |0

Days before account inactive: |0

‘ X cancel ‘ ‘ P ok ‘

Figure 4-1. User Passvord Info Pane

For moreinformationon usingthe User Manager to do this, seethe chaptettitled Userand Group
Con gurationin the Of cial RedHat Linux CustomizatiorGuide
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4.4, Administrative Contr ols

When administeringa homemachine the userwill have to performsometasksasthe root useror
by acquiringeffective root privilegesvia a setuidprogram,suchassudo or su. A setuidprogramis
onethatoperatewith the userID (UID) of the owner of programratherthanthe useroperatingthe
program.Suchprogramsaredenoteddy alower cases in theownersectionof along formatlisting.

For a systemadministratgrhowever, choicesmustbe madeasto how muchadministratie access
eachuserswithin the organizationshould have to their machine.Througha PAM module called

pam_console.so , someactvities normally resered only for the root user suchasrebootingand

mountingremovablemediaareallowedfor the rst usertologin atthephysicalconsolgseethechap-
tertitled Pluggable AuthenticationrModules(PAM) in the Of cial RedHat Linux RefeenceGuidefor

moreonthepam_console.so module).However, otherimportantsystemadministratiortaskssuch
asalteringnetwork settings,con guring a nev mouse,or mountingnetwork devicesareimpossible
without administratie accessAs a resultsystemadministratorsnustdecidehov muchto trustthe

userson their network.

4.4.1. Allowing Root Access

If theuserswithin anorganizatiorareatrusted computersasvy group,thenallowing themrootaccess
may not be a badthing. Allowing root accesausersmeansthat minor issuedlike addingdevicesor
con guring network interfacescanbe handledby theindividual user leaving systemadministrators
freeto dealwith network securityandotherimportantissues.

Onthe otherhand,giving root accesgo individual userscanleadto the following issuegto namea
few):

« Machine Miscon guration — Userswith root accessanmiscon guretheir machinesandrequire
assistancer worse,openup securityholeswithout knowing it.

- RunlInsecue Services— Userswith root accessnay run insecuresenerson their machine such
asFTPor telnet,potentiallyputtingusernameandpasswverdsatrisk asthey passover the network
in theclear

+ RunningEmail AttachmentsAs Root— Althoughrare,emailvirusesthateffect Linux do exist. The
only time they areathreat,however, is whenthey arerun by therootuser

4.4.2. Disallo wing Root Access

If anadministratois uncomfortablellowing usergo log in asrootfor theseor otherreasonstheroot
passwerd shouldbe keptsecretandaccesgo runlevel oneor singleusermodeshouldbe disalloved
throughbootloaderpassverd protection(seeSection4.2.2for moreonthistopic).

Table4-1 shavs waysanadministratorcanfurtherensurethatrootloginsaredisalloved:

Method | Description Effects Does Not Effect
Disabling | Editthe Preventsrootacceswia Sincethis only effectsthe
root SSH | /etc/ssh/sshd_config the OpenSSHuit of OpenSSHsuiteof tools,no
logins. le andsetthe tools. Thefollowing otherprogramsareeffected
PermitRootLogin programsareprevented by this setting.
parameteto no. from accessingheroot
account:
ssh
scp
sftp
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Method | Description Effects Does Not Effect
Changing| Editthe/etc/passwd  le | Preventsaccesgo theroot | Programshatdo not
theroot | andchangeheshellfrom shellandlogstheattempt. | requireashell,suchas
shell. /bin/bash  to Thefollowing programs | FTPclients,mail clients,
/sbin/nologin arepreventedfrom andmary setuid
accessingheroot programs.
account: Thefollowing programs
login arenot preventedfrom
gdm accessingheroot
kdm account:
xdm sudo
su FTPclients
ssh Email clients
scp
sftp
Disabling | An empty Preventsaccesgo theroot | Programghatdo notlog
root letc/securetty le accountvia theconsoleor | in asroot, but perform
access | preventsrootloginonary | thenetwork. The administratie tasks
via ary devicesattachedo the following programsare throughthroughsetuidor
console | computer preventedfrom accessing | othermechanisms.
device therootaccount: Thefollowing programs
(tty). login arenot preventedfrom
gdm accessingheroot
kdm account:
xdm su
Othernetwork services sudo
thatopenatty ssh
scp
sftp
UsePAM | Editthe le for thetamget Preventsrootaccesso Programsandserviceghat
to limit servicein the network serviceghatare | arenotPAM aware.
root letc/pam.d/  directory PAM aware.
acces$o | Make surethe Thefollowing servicesare
services. | pam_listfile.so is preventedfrom accessing
requiredfor authentication.| therootaccount:
SeeSectiord.4.2.4for FTPclients
moredetails. Email clients
login
gdm
kdm
xdm
ssh
scp
sftp
Any PAM awareservices

Table 4-1. Methods of Disabling the Root Account

4.4.2.1. Disabling the Root Shell

If theadministratodoesnotwishfor usersto log in directly asroot, he cansettherootaccount shell
to /shin/nologin in the /etc/passwd  le. Thiswill preventaccesgo the root accountthrough

commandshatrequireashell,suchasthesu andthessh commands.
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olmpor tant

Programs that do not require access to the shell, such as email clients or the sudo command, can
still access the root account.

4.4.2.2. Disabling Root Logins

To further enforcethis, he candisableroot logins at the consoleby editing the /etc/securetty

le. This le lists all devicestheroot useris allowedto log into. If the le doesnot exist at all, the
root usercanlog in throughary communicatiordevice on the systemwhetherit by via the console
or araw network interface.This is dangeroudecauseéf con gured in this way, a usercould telnet
into his machineasroot, sendinghis passverd in plain text over the network. By default, Red Hat
Linux's /etc/securetty le only allows theroot userto log at the consolephysicallyattachedo

themachineTo preventroot from loggingin, remove the contentsof this le by typing thefollowing

command:

echo > /etc/securetty

AWarning

A blank /etc/securetty le does not prevent the root user from logging in remotely using the
OpenSSH suite of tools because the console is not opened until after authentication.

4.4.2.3. Disabling Root SSH Logins

To preventroot logins via the SSHprotocol,you will needto edit the SSHdaemors con guration
le: /etc/sshisshd_config . Changeheline thatsays:

# PermitRootLogin yes

To readasfollows:

PermitRootLogin no

4.4.2.4. Disabling Root Using PAM

PAM allovs  great e Xxibility in derying speci ¢ accounts via the
/lib/security/pam_listfile.so module.This allows the administratorto point the moduleat
alist of usersthatarenot allowedto log in. Below is anexampleof how the moduleis usedfor the
FTP servicein the /etc/pam.d/ftp PAM con guration le (the\ charactemtthe endof the rst

of the rst line is not necessaryf thedirectie is all on oneline):

auth required lNib/security/pam_listfi les o item=user \
sense=deny file=/etc/ftpusers onerr=succeed
Thistells PAM to consultthe le /etc/ftpusers anddery ary userlistedaccesgo theservice The

administratoiis freeto changethe nameof this le andcankeepseparatdists for eachserviceor use
onecentrallist to dery accesso multiple services.
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If the administratoiwantsto dery accesgo multiple serviceshe canadda similar line to the PAM
con guration services,such as /etc/pam.d/pop and /etc/pam.d/imap for mail clients or
letc/pam.d/ssh for SSHclients.

For moreinformationaboutPAM, seethe chaptettitied Pluggable AuthenticationModules(PAM) in
theOf cial RedHat Linux RefeenceGuide

4.4.3. Limiting Root Access

Often,ratherthancompletelydery accesgo theroot user theadministratomaywishto allow access
only via setuidprogramssuchassu or sudo .

4.4.3.1. The su Command

Whena usertypesthe commandsu sheis promptedfor the root passwrd and,after authentication,
givenarootshellprompt.

Onceloggedin via thesu commandthe useris the root userandhasabsoluteadministratie access
to the system.n addition,oncea userhasattainedroot, it is possiblein somecasegor themto use
thesu commando changeto ary otheruseron the systemwithoutbeingpromptedor a passverd.

Becausehisprogramis sopowerful, administratorsnaywishto limit whohasaccess$o thecommand.
Oneof the simplestwaysto do this is to add usersto the specialadministratie groupcalledwheel
To dothis, typethefollowing commandasroot:

usermod -G wheel username

To usethe User Manager for this purposego to the Main Menu Button (on the Panel)=> System
Settings=> Users& Groupsor typethecommandedhat-config-users atashellprompt.Select
theUserstab, selectheuserfrom theuserlist, andclick Propertiesfrom the buttonmenu(or choose
File => Propertiesfrom the pull-dovn menu).

Thenselectthe Groupstabandclick onthewheelgroup,asshavn in Figure4-2.

User Data |Account Info | Password Inf0| Groups

Select the groups that the user will be a member of:
LT uucp E
[ vesa

[ webalizer .
1 wine .
[[1 wnn

[ xfs -

Primary Group: |juan »

‘ M cancel H &QK ‘

Figure 4-2. User GroupsPane
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Next openthe PAM con guration le for su, /etc/pam.d/su  , in atext editorandremove thecom-
ment[#] from thefollowing line:

auth  required  /lib/security/pam_wheel. so use_uid

Doing thiswill permitonly membersf theadministratie groupwheel to usethe program.

Note

The root user is part of the wheel group by default.

4.4.3.2. The sudo Command

The sudo commandoffers anotherapproachfor giving trustedusersadministratie accessWhen
a trusteduser precedesan administratie commandwith sudo, he is promptedfor his passverd.

Then,onceauthenticate@ndassuminghatthe commands permitted,the administratle command
is executedasif by therootuser

Thebasicformatof thesudo commands asfollows:
sudo command

In the abore example,command would be replacesby a commandnormally resered for the root
user suchasmount .

OImpor tant

Users of the sudo command should take extra care to log out when they walk away from their machine
since sudoers can use the command again without being asked for a password until a v e minute
period has passed. This setting can be altered via the con gur ation le, /etc/sudoers

The sudo commandallows for a high degree of e xibility. For instance,only userslisted in the
letc/sudoers  con guration le areallowedtousethesudo commandandthecommands executed
in their shell, not root's. This meanshe root shell canbe completelydisabled,asshovn in Section
4421

The sudo commandalso provides a comprehense audit trail. Each successfuluthentications
loggedto the le /var/log/messages andcommandhat wasissuedalongwith the issuers user
nameis loggedto the le /var/log/secure

Anotheradwantageof thesudo commands thatanadministratorcanallow differentusersaccesgo
speci c commanddaseddn their needs.

All commandsxecutedvia sudo arerecordedn the/var/log/secure le, aswell asall attempts
to usethesudo command.

Administratorswantingto editthesudo con guration le, /etc/sudoers , shouldusethevisudo .

To give someonédull administratre privileges,typevisudo andaddaline similarto thefollowing in
theuserprivilege speci cationsection:

juan ALL=(ALL) ALL

This examplestateghattheuser juan , canusesudo from ary hostandexecuteary command.
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Theexamplebelow illustratesthegranularitypossiblewhencon guring sudo :

%users localhost=/sbin/shutdow n -h now

This examplestateshatarny usercanissuethe commandsbin/shutdown -h now aslongasthey
issueit from theconsole.

Themanpagefor sudoers hasadetailedlisting of optionsfor this le.

4.5, Available Network Services

While useraccesdo administratre controlsis animportantissuefor systemadministratorswithin
anorganization keepingtabson which network servicess of paramountmportanceto aryonewho
installsandoperates Linux system.

Mary servicesunderLinux behae asnetwork seners.If anetwork serviceis runningonamachine,
thena sener applicationcalleda daemoris listeningfor connection®n oneor morenetwork ports.
Eachof thesesenersshouldbetreatedaspotentialavenueof attack.

4.5.1. Risks To Services
Network servicesanposemary risksfor Linux systemsBelow is alist of someof theprimaryissues:

- Buffer Over ow Attadks — Serviceswhich connectto portsnumber0 through1023mustrun as
anadministratie user If the applicationhasan exploitablebuffer over ow, anattacler could gain
accesdo the systemasthe userrunningthe daemon Becauseexploitable buffer over ows exist,
craclerswill useautomatedoolsto identify systemawith vulnerabilitiesandoncethey have gained
accessthey will useautomatedootkitsto maintaintheir accesgo the system.

- Denial of ServiceAttadks (DoS)— By ooding a servicewith requestsa denialof serviceattack
canbring a systemto a screechindnaltasit triesto log andanswereachrequest.

« Script Vulnerability Attads — If a sener is usingscriptsto executesener-side actions,as Web
senerscommonlydo, a cracker canmountan attackimproperlywritten scripts. Thesescriptvul-
nerabilityattackscouldleadto a buffer over ow conditionor allow theattacler to alter les onthe
system.

To limit exposureto attacksover the network all serviceghatareunusedshouldbe turnedoff.

4.5.2. Identifying and Con guring Services

To enhancesecurity mostnetwork servicesinstalledwith RedHat Linux areturnedoff by default.
Thereare,however somenotableexceptions:

- Ipd — A printersener, requiredby thelpr command.
« portmap — A necessargomponenfor theNFS,NIS, andotherRPCprotocols.

- xinetd — A supersener thatcontrolsconnectiongo a hostof subordinateseners,suchaswu-
ftpd , vsftpd ,telnet , andsgi-fam (whichis necessarjor the Nautilus le manager).

- sendmail — The Sendmaimail transportagentis enabledy default, but only listensfor connec-
tionsonthelocalhost.

- sshd — TheOpenSSHsener, whichis asecureeplacementor Telnet.
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Whendeterminingwhetheror notto leave theseservicesunning,it is bestto usecommonsenseand
erronthesideof caution.For instancejf youdonotown aprinter donotleavelpd runningwith the
assumptiorihatonedayyou might buy one.Thesameis truefor portmap . If youdo notmountNFS
volumesor useNIS (theypbind service) thenturn portmapshouldbedisabled.

RedHat Linux shipswith threeprogramsdesignedo switch serviceson or off. They are Sewices
Con guration Tool, ntsysy, andchkconfig . For informationon usingthesetools, seethe chapter
titled Contolling Accesgo Servicesn the Of cial RedHat Linux CustomizatiorGuide

If you are not surewhat purposea servicehas,the Sewices Con guration Tool hasa description
eld, illustratedin Figure4-3, thatmaybeof someuse.

File Actions Edit Runlevel Help

a C-ﬁ:-’:l ;ﬂult fﬁt Sto
Currently Running in Runlevel: 5 Editing Runlevel: 5
[
[ winbind
wine
] wu-ftpd
xinetd
[] vppasswdd

The vsftpd FTP server serves FTP connections. It
uses normal, unencrypted usernames and
passwords for authentication.

&

Restart

AN

You must enable xinetd to use this service.

Figure 4-3.User GroupsPane

But checkingto seewhich network servicesarecon gured to startat boottime is not enough Good
systemadministratorshouldalsocheckwhich portsareopenandlistening.SeeSection5.8for more
onthis subject.

4.5.3. Insecure Services

Potentiallyary network serviceis insecureThis is why turning unusedservicesoff is soimportant.
Exploits for servicesarerevealedandpatchedoutinely But you mustremembethe importanceof
keepingthe packagesssociateavith ary givenserviceupdatedSeefor moreon thisissue.

Somenetwork protocolsareinherentlymoreinsecurethanothers.Theseincludeary serviceswvhich
do thefollowing:
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+ PassUsernamesind Passwodsin Plain Text — Mary olderprotocols,suchasTelnetandFTR do
notencrypttheauthenticatiorsessiorandshouldbe avoidedwheneer possible.

+ PassSensitivdnformationin Plain Text — Protocolgthatpassthe usernameandpassverd in plain
text alsopassverythingtransferedetweerthesenerandclientin plaintext. TheseincludeTelnet,
FTR HTTP (httpd ), andSMTP (sendmail ).

Mary network le systemssuchasNFS and SMB, also passinformation over the network in
plain text. It is the users responsibilitywhen usingtheseprotocolsto limit whattype of datais
transmitted.

Remotememorydump services like netdump , passthe contentsof memoryover the network.
Memory dumpscancontainpasswrdsor, even worse,databasentriesand othersensitve infor-
mation.

Otherservicedike finger andrwhod revealinformationaboutusersof the system.
Exampleof inherentlyinsecureservicesncludesthefollowing:

« rlogin
« rsh

. telnet
- vsftpd
« wu-ftpd

All remotelogin andshellprogramgrlogin , rsh , andtelnet ) shouldbe avoidedin favor of SSH.
(seeSection4.7 for moreinformationaboutsshd ).

FTPis notasinherentlydangerouso thesecurityof thesystemasremoteshells,but FTPsenersmust
carefullycon guredandmonitoredto avoid problems.

Serviceswhich shouldbe carefullyimplementedandbehinda re wall include:

- finger

+ identd

+ netdump

» netdump-server
+ nfs

+ portmap

+ rwhod

+ sendmail

+ smb(Samba)
+ yppasswdd

« ypserv

+ ypxfrd
Thenext sectiondiscussesoolsavailableto setup asimple re wall.
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4.6. Personal Firewalls
Oncethenecessaryetwork servicesarecon gured, it is importantto implementa re wall.

Firewalls preventnetwork pacletsfrom accessinghe network interfaceof the systemlIf arequesis
madeto aportthatis blocked by a re wall, therequestill beignored.If aserviceis listeningonone
of theseblocked ports,it will notreceve the pacletsandis effectively disabled For thisreasongcare
shouldbe taken whencon guring a re wall to block accesgo portsnotin use,while not blocking
accessgo portsusedby con gured services.

For mostusersthebesttoolsfor con guring asimple re wall arethetwo straight-forvard, graphical
rewall con gurationtoolswhich shipwith RedHat Linux: Security Level Con guration Tool and
GNOME Lokkit .

Both of thesetoolsperformthe sametask— they createbroadiptables  rulesfor ageneral-purpose
rewall. Thedifferencebetweerthemis in theirapproactio performingthis task.The Security Level
Con guration Toolisa rewall controlpanel,while GNOME Lokkit presentsheuserwith aseries
of questionsn awizard-typeinterface.

For moreinformationabouthow to usetheseapplicationsand what optionsthey offer, referto the
chaptercalledBasicFirewall Con gurationin the Of cial RedHat Linux CustomizatiorGuide

Foradwancedusersandseneradministratorsmanuallycon guring a re wall with iptables  islikely
thebestoption.Referto Chapter7 for moreinformation.For acomprehense guideto theiptables
commandconsultthe chaptettitled Firewallsandiptables  in theOf cial RedHat Linux Refeence
Guide

4.7. Security Enhanced Communication Tools

As the sizeandpopularityof the Internethasgrown, sohasthe threatfrom communicatiorintercep-
tion. Over the years,tools have beendevelopedto encryptcommunicationsasthey aretransferred
over thenetwork.

RedHat Linux shipswith two basictoolsthatusehigh-level, public-key-cryptography-bsedencryp-
tion algorithmsto protectinformationasit travels over the network.

+ OpenSSH— A freeimplementatiorof the SSHprotocolfor encryptingnetwork communication.

« GnuPrivacyGuard (GPG)— A freeimplementatiorof the PGP(PrettyGoodPrivagy) encryption
applicationfor encryptingdata.

OpenSSHs a saferway to accessa remotemachineand replacesolder, unencryptedserviceslike
telnet andrsh . OpenSSHncludesa network servicecalledsshd andthreecommandine client
applications:

+ ssh — A securaemoteconsoleaccesglient.
+ scp — A securaemotecopy command.
- sftp — A securgpseudo-ftpelientthatallows interactive le transfersessions.

It is highly recommendedhatary remotecommunicatiorwith Linux systemsoccurusingthe SSH
protocol.For moreinformationaboutOpenSSHseethe chaptertitied OpenSSHn the Of cial Red
Hat Linux CustomizatiorGuide For moreinformationaboutthe SSHProtocol,seethe chaptettitled
SSHProtocolin theOf cial RedHat Linux RefeenceGuide
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olmpor tant

Although the sshd service is inherently secure, the service must be kept up-to-date to prevent secu-
rity threats.

GPGis agreatway to keepprivatedataprivate.It canbeusedbothto emailsensitve dataover public
networks andto protectsensitve dataon harddrives.

For more information aboutusing GPG, seethe appendixtitied Getting Startedwith Gnu Privacy
Guard in theOf cial RedHat Linux CustomizatiorGuide
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When a systemis usedas a sener on a public network, it becomesa tamget for attacks.For this
reasonhardeningthe systemandlocking down servicess of paramounimportancefor the system
administratar

Beforedelvinginto thesespeci c issuesyou shouldreview the following generatips for enhancing
sener security:

- Keepall servicesup to dateto protectagainsthelatestthreats.
« Usesecureprotocolswheneer possible.

- Sene only onetype of servicepermachinewheneer possible.
- Monitor all senerscarefullyfor suspiciousactiity.

5.1. Securing Services With TCP Wrapper s and xinetd

TCPwrappes provide accesgontrolto a variety of servicesMost modernnetwork servicessuchas
SSH,Telnet,andFTPR, make useof TCPwrappersa programthatis designedo standguardbetween
anincomingrequestindtherequestedervice.

Thebene tsofferedby TCPwrappersareenhanceavhenthe/usr/lib/libwrap.a library is used
in conjunctionwith xinetd , a superservicethat providesadditionalaccesslogging, binding, redi-
rectionandresourceutilization control.

More informationon con guring TCPwrappersandxinetd canbefoundin the chaptettitted TCP
Wrappes andxinetd  in theOf cial RedHat Linux RefeenceGuide

Thefollowing subsectionsvill assumebasicknowledgeof eachtopic andfocuson speci ¢ security
options.

5.1.1. Enhancing Security With TCP Wrapper s

TCPwrappersarecapableof muchmorethanderying accesgo servicesThis sectionwill illustrate

how it canbe usedto sendconnectionbannerswarn of attacksfrom particularhosts,andenhance
loggingfunctionality For athoroughlist of TCP wrapperfunctionalityandcontrollanguageseethe

manpagefor hosts_options

5.1.1.1. TCP Wrapper s and Connection Banners

Sendingclientconnectiongo a serviceanintimidatingbanneiis agoodway to disguisewhatsystem
the sener is runningwhile letting a potentialattacler know that systemadministratoiis vigilant. To
implementa TCPwrappersannerfor a service usethebanner option.

This exampleimplementsa bannerfor wu-ftpd . To begin you mustcreatea bannerle. It canbe
arywhereon the systemput it mustbearsamenameasthe daemonThis examplewe will namethe
le /etc/banners/in.ftpd

Thecontentsf the le will look like this:
220-Hello, %c

220-All  activity on ftp.example.com is logged.
220-Act up and you will be banned.
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The %c token suppliesa variety of client information, suchas the usernameand hostnamepr the
usernamend|P addresgo male the connectioreven moreintimidating. The Of cial RedHat Linux
RefeenceGuidehasa list of othertokensavailablefor TCPwrappers.

For this bannerto be presentedto incoming connections,add the following line to the
letc/hosts.allow le:

in.ftpd : ALL : banners /etc/banners/

5.1.1.2. TCP Wrapper s and Attac k Warnings

If aparticularhostor network hasbeencaughtattackingthesener, TCPwrappersanbeusedto warn
of subsequerdttacksirom thathostor network via the spawn directive.

In this example,assumehata cracler from the 206.182.68.0/24etwork hasbeencaughtattempting
to attackthe sener. By placing the following line in the /etc/hosts.deny le, the connection
attemptis deniedandloggedinto aspecial le:

ALL : 206.182.68.0 : spawn /bin/  'date’ %c %d >> /var/log/intruder_alert

The %dtoken suppliesthe nameof the servicethatthe attacler wastrying to access.
To allow theconnectiorandlog it, placethespawn directive in the/etc/hosts.allow le.

Note

Since the spawn directive executes any shell command, you can create a special script to notify you
or execute a chain of commands in the event that a particular client attempts to connect to your
server.

5.1.1.3. TCP Wrapper s and Enhanced Logging

If certaintypesof connectionsareof moreconcernthanothers thelog level canbe elevatedfor that
servicevia theseverity  option.

In this example,assumernyoneattemptingto connecto port 23 (the Telnetport) on our FTP sener
is acracler. To denotethis,placeawarning ag in thelog les insteadof thedefault ag, info , and
dery theconnection.

To dorthis, placethefollowing line in /etc/hosts.deny
in.telnetd : ALL : severity warning

Thiswill usethe defaultauthpriv  loggingfacility, but elevatethe priority from the default valueof
info towarning .

5.1.2. Enhancing Security With xinetd

Thexinetd is anothemusefultool for controlaccessts subordinateservicesThis sectionwill focus
on how xinetd canbe usedto seta trap serviceand control the amountof resourcesary given
xinetd  servicecanusein orderto thwart denialof serviceattacks.For a morethoroughlist of the
optionsavailable,seethe manpagedor xinetd andxinetd.conf
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5.1.2.1. Setting a Trap

Oneimportantfeatureof xinetd is its ability to addhoststo a globalno_access list. Hostson this
list aredeniedsubsequentonnectiongo servicesmanagedy xinetd for a speci edlengthof time
or until xinetd is restartedThis is accomplishedisingthe SENSORattribute. This techniquels an
easyway to block hostsattemptingto port scanthe sener.

The rst stepin settingup a SENSORs to choosea serviceyou do notplanonusing.For thisexample,
Telnetwill beused.

Editthe le /etc/xinetd.d/telnet andchangetheline flags line to read:
flags = SENSOR

Add thefollowing line within the braces:
deny_time = 30

Thiswill dery thehostthatattemptedo connecto the port for 30 minutes.Otheracceptablealues
for thedeny_time attribute are FOREVER which keepsthebanin effectuntil xinetd s restarted,
andNEVER, which allows the connectiorandlogsit.

Finally, thelastline shouldread:
disable = no

While using SENSORSs a goodway to detectand stop connectiondrom nefarioushosts,it hastwo
dravbacks:

- It will notwork againststealthscans.

+ An attacler who knows you are running SENSORcan mount a denial of serviceattackagainst
particularhostsby forging their IP addresseandconnectingo theforbiddenport.

5.1.2.2. Controlling Server Resour ces

Anotherimportantfeatureof xinetd s its ability to controlthe amountof resourceservicesunder
its control canutilize.

It doesthis by way of thefollowing directives:

« cps = number_of_connections wait_period — Dictatesthe connectionsallowed
to theservicepersecondThis directve acceptonly integervalues.

. instances = number_of_connections — Dictatesthe total numberof connectionsal-
lowedto aservice This directve acceptsitheraninteger valueor UNLIMITED.

. per_source = number_of connections — Dictatesthe connectionsllowedto a service
by eachhost.This directve acceptitheranintegervalueor UNLIMITED.

« rlimit_as = number[K|M] — Dictatesthe amountof memoryaddressspacethe service
canoccuyy in kilobytesor megabytesThisdirective acceptsitheranintegervalueor UNLIMITED.

« rlimit_cpu = number_of seconds — Dictatesthe amountof time in secondghata ser
vice mayoccupy the CPU.This directve accepteitheranintegervalueor UNLIMITED.

Using thesedirectves can help prevent ary one xinetd  servicefrom overwhelmingthe system,
resultingin adenialof service.
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5.2. Securing Portmap

Theportmap serviceis a dynamicport assignmentlaemorfor RPCservicessuchasNIS andNFS.
It hasweak authenticatiormechanismsnd hasthe ability to assigna wide rangeof portsfor the
servicest controls.For thesereasonsit is dif cult to secure.

If you arerunningRPCservicesyou shouldfollow somebasicrules.

5.2.1. Protect portmap With TCP Wrapper s

It is importantto use TCP wrappersto limit which networks or hostshave accesgo the portmap
servicesinceit hasno built-in form of authentication.

Further useonly IP addressewhenlimiting accesgo the service Avoid thesehostnamesasthey can
bemorevia DNS poisoningandothermethods.

5.2.2. Protect portmap With iptables

Tofurtherrestrictaccess$o theportmap servicejt isagoodideato addiptables  rulesto thesener,
restrictingaccesgo speci ¢ networks.

Below is anexampleof aniptables commandhatallows TCP connectiongo portmap , listening
onport111,from the192.168.0/24etwork exclusiely. All otherpacletsaredropped.

iptables -A INPUT -p tcp -s! 192.168.0.0/24 --dport 111 -j DROP
To similarly limit UDPtrafc, usethefollowing command.

iptables -A INPUT -p udp -s! 192.168.0.0/24 --dport 111 -j DROP

5.3. Securing NIS

NIS standsfor Network Information Service.lt is an RPCservicecalledypserv  which is usedin
conjunctiorwith portmap andotherrelatedservicego distribute mapsof usernamegasswerds,and
othersensitve informationto ary computerclaimingto bewithin its domain.

An NIS seneris comprisedf severalapplicationsThey includethefollowing:

« Jusr/shin/rpc.yppasswdd — Also calledtheyppasswdd service thisdaemorallows usergo
changetheir NIS passwerds.

« lusr/sbin/rpc.ypxfrd — Also calledtheypxfrd  service this daemons responsibldor NIS
maptransfersoverthe network.

« lusr/sbin/yppush — This application propagateschangedNIS databasedso multiple NIS
seners.

« Jusr/shin/ypserv — Thisis theNIS senerdaemon.

NIS is ratherinsecureby todaysstandardslt hasno hostauthenticatiormechanism&ndpassesll
of its informationin cleartext, includingpasswerd hashesAs aresult,extremecaremustbetakento
setup anetwork thatusesNIS. Furthercomplicatingthe situation the default con gurationof NIS is
inherentlyinsecure.

It is recommendethataryoneplanningto implementanNIS sener rst secureheportmap service
asoutlinedin Section5.2, thenaddresgollowing issues.
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5.3.1. Carefull y Plan the Network

BecauseNIS passesensitve informationunencryptedver the network, it is importantthe service
berunbehinda re wall andona sgmentedandsecurenetwork. Any time NIS informationis passed
over aninsecurenetwork, it risksbeinginterceptedCarefulnetwork designin theseregardscanhelp
preventseveresecuritybreaches.

5.3.2. Use a Password-Like NIS Domain Name and Hostname

Any machinewithin anNIS domaincanusecommandso extractinformationfrom thesenerwithout
authenticationaslong asthe userknows the NIS sener's DNS hostnamendNIS domainname.

Forinstanceif someoneitherconnectslaptopcomputeiinto thenetwork or breaksnto thenetwork
from outside(and managego spoofaninternal IP address}he following commandwill reveal the
[etc/passwd  map:

ypcat -d NIS_domain -h DNS_hostname  passwd

If this attacleris arootuser they canobtainthe/etc/shadow  le by typingthefollowing command:

ypcat -d NIS_domain -h DNS_hostname  shadow

Note

If Kerberos is used, the /etc/shadow  le is not stored within an NIS map.

To male accesgo NIS mapsharderfor an attacler, createa randomstring for the DNS hostname,
suchas o7hfawtgmhwg.domain.com . Similarly, createa different randomized\IS domainname.
Thiswill make it muchmoredif cult for anattacler to accessheNIS sener.

5.3.3. Edit the /varlyp/secure net s File

NIS will listento all networksif the /var/yp/securenets le doesnotexist, asis the caseaftera
defaultinstallation,or is blank. Oneof the rst thing you shoulddo is put netmask/netark pairsin
the le sothatypserv will only respondo requestsrom the propernetwork.

AWarning

Never start an NIS server for the rst time without creating the /var/yp/securenets le.
Below is asampleentryfrom a/var/yp/securenets le:
255.255.255.0 192.168.0.0

Thistechniquedoesnot provide protectionfrom an|P spoo ng attack,but it doesat leastplacelimits
onwhatnetworkstheNIS senerwill service.
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5.3.4. Assign Static Ports and Use

All of the senersrelatedto NIS canbe assignedspeci c portsexceptfor rpc.yppasswdd — the
daemorthatallows usergo changeheirlogin passwerds.Assigningportsto theothertwo NIS sener
daemonsypc.ypxfrd andypserv , allows you to create rewall rulesto further protectthe NIS
senerdaemongrom intruders.

To dothis, addthefollowing linesto /etc/sysconfig/network

YPSERV_ARGS="-p 834"
YPXFRD_ARGS="-p 835"

Thefollowing iptables  rulescanbe issuedto enforcewhich network the sener will listento for
theseports:

iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 834 -j DROP
iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 835 -j DROP

@,

Refer to Chapter 7 for more information about implementing re walls with iptables ~commands.

5.3.5. Use Kerberos Authentication

Oneof the mostglaring aws inherentwhenNIS is usedfor authentications thatwheneer a user
logs into a machinea passwerd hashfrom the /etc/shadow ~ mapis sendover the network. If an
intrudergainsaccesdgo an NIS domainandsniffs network trafc, usernamesndpassword hashes
canbe quietly collected With enoughtime a passverd crackingprogramcanguessveakpassverds,
andtheattacler hasa valid login on the network.

SinceKerberosusing secret-ky cryptographyno passverd hashesre ever sentover the network,
makingthe systemfar moresecure For more aboutKerberos seethe chaptettitled Kerbeosin the
Of cial RedHat Linux RefeenceGuide

5.4. Securing NFS

The Network File Systemor NFSis an RPC serviceusedin conjunctionwith portmap andother
relatedservicego provide network accessiblenountpointsfor clientmachinesFor moreinformation
on how NFSworks, seethe chaptertitied NetworkFile Systen{NFS)in the Of cial RedHat Linux
RefeenceGuide For moreinformationaboutcon guring NFS, referto the Of cial RedHat Linux
CustomizatiorGuide Thefollowing subsectionsvill assuméasicknowvledgeof NFS.

It is recommendethataryoneplanningto implementanNFSsener rst securgheportmap service
asoutlinedin Section5.2, thenaddresgollowing issues.

5.4.1. Carefull y Plan the Network

Because\NFS passesll informationunencryptecdver the network, it is importantthe servicebe run
behinda re wall andonasegmentecandsecurenetwork. Any time informationis passeaver NFSan
insecurenetwork, it risksbeinginterceptedCarefulnetwork designin theseregardscanhelp prevent
securitybreaches.
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5.4.2. Beware of Syntax Errors

TheNFSsener determinesvhich le systemso exportandwhoto exportthesedirectorieso via the
letclexports le. Becarefulnotto addextraneouspacesvheneditingthis le.

Forinstancethefollowing line in the/etc/exports le shareshedirectory/tmp/nfs/  tothehost
my.example.com  with readandwrite permissions.

Itmp/nfs/ my.example.com(rw)

This line in the /etc/exports le, on the other hand, sharesthe samedirectory to the host
my.example.com  with read-only permissionsand sharesis to the world with read and write
permissionglueto a singlespaceafterthe hostname.

Itmp/nfs/ my.example.com  (rw)

It is goodpracticeto checkary con gured NFSsharesy usingthefollowing commando verify they
arecorrectlycon gured:

showmount -e hostname

5.4.3. Do Not Use the no_root_squash  Option

By default, NFS sharechangeroot-ovned les to usernfsnobody . This preventsuploadingof pro-
gramswith the setuidbit set.

5.5. Securing Apache HTTP Server

TheApacheHTTP Seneris oneof themoststableandsecureserviceghatshipswith RedHatLinux.a
Therearean overwhelmingnumberof optionsandtechniqueswvailableto securethe ApacheHTTP
Sener— too numerougo delwe into deeplyhere.

It is importantif you are con guring ApacheHTTP Sener to read the documentatioravailable
for the application.This includesthe the chaptertitied Apace HTTP Serverin the Ofcial Red
Hat Linux Refeence Guide the chapter titted Apadhe HTTP Secue Server Con guration
in the Ofcial Red Hat Linux CustomizationGuide and the Stronghold manuals,available at
http://wwwredhat.com/docs/mansétonghdd/.

Below is alist of con guration optionsadministratorshouldbe carefulusing.

5.5.1. FollowSymLinks

Thisdirective is enabledy default, sobe carefulwhereyou createsymboliclinks to in thedocument
rootof theWebsener. For instanceijt is abadideato provide a symboliclink to/ .

5.5.2. The Indexes Directive

Thisdirective is enabledby default, but maynotbe desirablelf you do notwantuserso browse les
onthesener, it is bestto remove this directie.
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5.5.3. The UserDir Directive
TheUserDir directive is disabledby default becausé cancon rm thepresencef auseraccounbn
thesystemlf youwishto enableuserdirectorybronsingon thesener, usethefollowing directves:

UserDir  enabled
UserDir disabled  root

Thesedirectives activate userdirectory browsing for all userdirectoriesotherthan/root . If you
wishto addusersto thelist of disabledaccountsadda spacedelimitedlist of userson the UserDir
disabled line.

5.5.4. Do Not Remove the IncludesNoExec Directive

By default, the sener-sideincludesmodulecannotexecutecommandsit is ill advisedto changethis
settingunlessyou absolutelyhave to, asit could potentiallyenablean attacler to executecommands
onthesystem.

5.5.5. Restrict Permissions for Executab le Directories
Be certainto only allow write permissiongor the root useronly for ary directorycontainingscripts
or CGls.This canbeaccomplishedby typing thefollowing commands:

chown  directory_name
chmod 755  directory_name

Also, always verify thatary scriptsyou arerunningwork asintendedbefore putting theminto pro-
duction.

5.6. Securing FTP

TheFile TransportProtocol(FTP)is anolder TCP protocoldesignedo transferles over anetwork.
Becausall transactionsvith the sener, including userauthenticationareunencryptedit is consid-
eredaninsecureprotocolandshouldbe carefullycon gured.

RedHat Linux providesfour FTPseners.

- gssftpd — A kerberizedFTP daemorwhich doesnot passauthenticatiorinformationover the
network.

- RedHat Content Accelerator (tux ) — A kernel-spac&Vebsenerwith FTP capabilities.
- vsftpd — A simpli ed, securityorientedimplementatiorof the FTP service.

« wu-ftpd — A highly con gurable,full-featuredFTP daemon.

Thefollowing securityguidelinesarefor settingupthewu-ftpd andvsftpd  services.

OImpor tant

If you activate both the wu-ftpd and vsftpd services, xinetd  will only activate vsftpd because it
comes rst alphabetically.
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5.6.1. FTP Warning Banner

Returninga customizedbannerto FTP clientswhenthey connectis a goodidea,asit helpsdisguise
whatsystenthe FTPseneris runningon. You cansendbannergo incomingconnectiongitherusing
TCPwrappersasdescribedn Section5.1.1.1or asdescribedelaw.

Forvsftpd , addthefollowing line to its xinetd  con guration le, /etc/xinetd.d/vsftpd
banner /etc/banners/warning.msg

Forwu-ftpd addtheexactsameline to its con guration le, /etc/ftpaccess
Thecontentof thebannerle for vsftpd  shouldlook somethindike this:

220-Hello, all  activity on ftp.example.com is logged.

Note

The 220- is not necessary when in the banner le for wu-ftpd .

5.6.2. FTP Greeting Banner

After login all usersare presentedvith a greetingbanner By default, this bannerincludesversion
informationusefulto craclerstrying to identify weaknessei a system.

To changethegreetingbannerfor wu-ftpd , addthefollowing directie to /etc/ftpusers
greeting  text insert_greeting_here
To changethegreetingbannerfor vsftpd , addthefollowing directive to /etc/vsftpd.conf

ftpd_banner= insert_greet ing_ here

5.6.3. Anonymous Access

For bothwu-ftpd  andvsftpd , the presencef the var/ftp/ directoryactivatesthe anorymous
account.

The easiestway to createthis directory is to install the anonftp  packageThis packagesetsthe
directory tree up for the anorymoususerand setsup the permissiongo read-onlyfor anorymous
users.

By default the anorymoususercannotwrite to ary directories.

@Caution

If enabling anonymous access to an FTP server, be careful where you store sensitive data.
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5.6.3.1. Anon ymous Upload

If youwantto allow anorymoususersto upload,it is recommendegtou createa write-only directory
within /var/ftp/pub/

To dothistype:
mkdir  /var/ftp/pub/upload

Next changethe permissionsso that anorymous userscannotseewhat is within the directory by
typing:
chmod 733 /var/ftp/pub/upload

A long formatlisting of thedirectoryshouldlook like this:

drwxr--r-- 2 root ftp 4096 Aug 20 18:26 upload

AWarning

Administrators who allow anonymous users to read and write in directories often nd that their server
become a repository of stolen software.

5.6.4. User Accounts

Becausé-TPpassesinencryptedisernameandpasswerdsoverinsecurenetworksfor authentication,
it is agoodideato dery systemusersaccesgo the sener from their useraccounts.

To disableuseraccountsn wu-ftpd , addthefollowing directive to /etc/ftpusers
deny-uid *
To disableuseraccountsn vsftpd , addthefollowing directive to /etc/vsftpd.conf

local_enable=NO

5.6.4.1. Restricting User Accounts

The easiestvay to disablea speci ¢ group of accountssuchasthe root userandthosewith sudo
privilegesfrom accessingh FTP sener is to usea PAM list le asdescribedn Section4.4.2.4 The
PAM con guration le forwu-ftpd  is /etc/pam.d/ftp . ThePAM con guration le for vsftpd is
/etc/pam.d/vsftpd

It is alsopossibleto performthis testwithin eachservicedirectly.
To disablespeci c useraccountsn wu-ftpd , addtheusernameo /etc/ftpusers
To disablespeci c useraccountsn vsftpd , addtheusernameo /etc/vsftpd.ftpusers
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5.6.5. Use TCP Wrapper s To Contr ol Access
You canuseTCPwrappergo controlaccesso eitherFTP daemorasoutlinedin Section5.1.1

5.6.6. Use xinetd To Contr ol the Load

You canusexinetd to control the amountof resourceshe FTP sener consumesandto limit the
effectsof denialof serviceattacks SeeSection5.1.2for moreon how to dothis.

5.7. Securing Sendmail

Sendmailis a Mail TransportAgent (MTA) that usesthe Simple Mail TransportProtocol(SMTP)
to deliver electronicmessagebetweerotherMTAs andto emailclientsor delivery agentsAlthough
mary MTAs arecapableof encryptingtrafc betweeroneanothermostdo not, sosendingemailover
ary public networksis consideredininherentlyinsecureform of communication.

For more in formation about how email works and an overviev of common con guration
settings,seethe chaptertitled Email in the Ofcial RedHat Linux RefeenceGuide This section
assumes basicknowledge of how to generatea valid /etc/mail/sendmail.cf by editing the
letc/mail/sendmail.mc andrunningthem4commandasexplainedin the Of cial RedHat Linux
RefeenceGuide

It is recommendethataryoneplanningto implementa Sendmaikener addresshefollowing issues.

5.7.1. Limiting Denial of Service Attack

Becausef the natureof email,a determinedattacler can ood the sener with mail fairly easilyand
causea denialof service By settinglimits to thefollowing directivesto /etc/mail/sendmail.mc
the effectivenes=f suchattackswill belimited limited.

» confCONNECTION_RATE_THROTTLE— The numberof connectionghe sener canreceve per
secondBy default, Sendmaibdoesnotlimit thenumberof connectionslf alimit is setandreached,
furtherconnectionsaredelayed.

+ confMAX_DAEMON_CHILDREN- The maximumnumberof child processeshat canbe spavned
by the sener. By defaultt, Sendmaildoesnot assigna limit to the numberof child processedf a
limit is setandreachedfurtherconnectionsredelayed.

« confMIN_FREE_BLOCKS— The minimum numberof free blackswhich mustbe availablefor the
senerto acceptmail. Thedefaultis 100blocks.

+ confMAX_HEADERS_LENGTH- The maximumacceptablsize(in bytes)for amessagéeader
« confMAX_MESSAGE_SIZE— Themaximumacceptableaize(in bytes)for ary onemessage.

5.7.2. NFS and Sendmail
Never putthemail spooldirectory /var/spool/mail/ ,onanNFSsharedvolume.

BecauséNFSdoesnotmaintaincontrolover userandgrouplDs, two or moreuserscanhave thesame
UID andthereforereciese andreadeachothers mail.
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5.7.3. Mail-only Users

To help preventlocal userexploits on the Sendmaikener, it is bestfor mail usersto only accesshe
Sendmaikener usingan Email program.Shellaccount®n the mail sener shouldnotbeallowedand
all usershellsin the/etc/passwd  le shouldbesetto /bin/false (with the possibleexceptionof
therootuser

5.8. Verifying Which Ports Are Listening

Onceyou have con gured serviceson the network, it is importantto keeptabson which portsare
actuallylisteningto the systemsietwork interfaces Any openportscanbe evidenceof anintrusion.

Therearetwo basicapproachefor listing the portsthatarelisteningon the network. Thelessreliable
approachs to querythenetwork stackby typingcommandsuchasnetstat  -an orlsof -i . This
methodis lessreliablesincethe programdoesnot connecto themachinefrom the network, but rather
checksto seewhatis running.For this reasontheseapplicationsarefrequenttagetsfor replacement
by attaclers.In this way, craclersattemptto cover their tracksif they opennetwork ports.

A morereliableway to checkwhich portsarelisteningon the network by usinga port scannesuch
asnmap.

Thefollowing commandssuedfrom the consoledeterminesvhich portsarelisteningfor TCP con-
nectionsfrom the network:

nmap -sT -O localhost

Theoutputof thiscommandookslike thefollowing:

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Interesting ports on localhost.localdomain (127.0.0.1):

(The 1596 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

111/tcp open sunrpc

515/tcp open printer

834/tcp open unknown

6000/tcp open X11

Remote OS guesses: Linux Kernel 2.4.0 - 2.5.20, Linux 2.5.25 or Gentoo 1.2 Linux 2.4.19
rc7)

Nmap run completed -- 1 IP address (1 host up) scanned in 5 seconds

This outputshavs the systemis runningportmap dueto the presencef the sunrpc  service.How-
ever, thereis alsoamysteryserviceon port 834.To checkif the portis associateavith theof cial list
of known servicestype:

cat /etc/services | grep 834

This commandeturnsno output.This indicatesthatwhile the portis in thereseredrange(meaning
0 through1023)andrequiresroot accesso open,it is notassociateavith aknown service.

Next, you cancheckfor informationaboutthe port usingnetstat ~ or Isof . To checkfor port 834
usingnetstat , usethefollowing command:

netstat -anp | grep 834
Thecommandeturnsthefollowing output:

tcp 0 0 0.0.0.0:834 0.0.0.0:* LISTEN 653/ypbind

rcl-
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The presenceof the openportin netstat  is reassuringpecause cracler openinga port surrepti-
tiously on a hacled systemwould likely not allow it to be revealedthroughthis commandAlso, the
[p] optionrevealstheprocessd (PID) of theservicewhich openedheport,in this casetheopenport
belonggo ypbind (NIS), whichis anRPCservicehandledn conjunctionwith theportmap service.

Thelsof commandevealssimilarinformationsinceit is alsocapableof linking openportsto ser
vices:

Isof -i | grep 834

Below is therelevant portion of the outputfor thiscommand:

ypbind 653 0 7u  IPv4 1319 TCP *:834 (LISTEN)
yphind 655 0 7u  IPv4 1319 TCP *:834 (LISTEN)
ypbind 656 0 7u  IPv4 1319 TCP *:834 (LISTEN)
yphind 657 0 7u  IPv4 1319 TCP *:834 (LISTEN)

As you cansee thesetoolstell canreveal alot aboutthe statusof the servicesunningon amachine.
Thesetools are e xible and can provide a wealth of information aboutnetwork servicesand con-
guration. Consultingthe manpagesfor Isof , netstat , nmap, andservices is thereforehighly
recommended.
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Organizationswith several satelliteof ces often connectto eachotherwith dedicatedines for ef -
cieng andprotectionof sensitve datain transit. For example,mary businessesiseframerelay or
AsynchronousTransferMode (ATM) lines asan end-to-enchetworking solutionto link oneof ce
with others.This canbe an expensve proposition,especiallyfor small or mediumsizedbusinesses
(SMBs)thatwantto expandwithout payingthe high costsassociateavith enterprise-heel, dedicated
digital circuits.

Engineershave developeda cost-efective solutionto this problemin the form of Virtual Private
NetworkgVPNs).Following the samefunctionalprinciplesasdedicatedtircuits, Virtual PrivateNet-
works allow for securedligital communicatiorbetweentwo parties(or networks), creatinga Wide
AreaNetwork (WAN) from existing LANs. Whereit differs from framerelayor ATM is in its trans-
port medium.VPNs transmitover IP or datagram(UDP) layers,makingit a secureconduitthrough
the Internetto an intendeddestination Most free software VPN implementationsncorporateopen
standardppensourceencryptionto furthermaskdatain transit.

Someorganizationeemplg hardware VPN solutionsto augmentecurity while othersusethe soft-
wareor protocol-basednplementationsThereareseveralvendorswith hardwareVPN solutionssuch
asCisco,Nortel,IBM, andCheckpointThereis afree software-based/PN solutionfor Linux called
FreeS/\&n thatutilizesa standardizedP SecmplementationTheseVPN solutionsactasspecialized
routersthat sit betweerthe IP connectionfrom oneof ce to anotherWhena paclet is transmitted
from aclient, it sendst throughtherouteror gatevay, which thenaddsheadeiinformationfor rout-
ing and authenticatiorcalled the AuthenticationHeader(AH) andtrailer informationfor CRC le
integrity andsecuritycalledthe EncapsulatiorsecurityPayload(ESP).

With sucha heightenedevel of security a cracler mustnot only intercepta paclet, but decryptthe
paclet aswell (which, in the caseof mostVPNs, usuallyemplq atriple DataEncryptionStandard
(3DES)192-bitcypher).Intruderswho emplgy aman-in-the-middleattackbetweersener andclient
mustalsohave accesso thekeys exchangedor authenticatingessionsVPNsaresecureandeffective
meango connectmultiple remotenodesto actasauni ed Intranet.

6.1. VPNs and Red Hat Linux

RedHat Linux usersand administratorshave variousoptionsin termsof implementinga software
solutionto securetheir WAN. Thereare, howvever, two methodsof implementingVPN and VPN-

equialentconnectionshatcurrentlyshipwith RedHatLinux. Oneequialentsolutioninvolvesusing
OpenSSHasa tunnelbetweentwo remotenodes.This solutionis a soundalternatve to telnet,rsh,
andotherremotehostcommunicatiorprotocols but doesnot completelyaddresghe usability needs
of all corporatetelecommutersAnothersolutionthatis more adherento the de factode nition of

a VPN is Crypto IP Encapsulatio{CIPE), a methodof connectingremoteLANSs to functionasa
uni ed network.

6.2. Crypto IP Encapsulation (CIPE)

CIPEis a VPN implementatiordevelopedprimarily for Linux. CIPE usesencryptedP pacletsthat

are encapsulatedor "wrapped",in datagram(UDP) paclets. Paclets are given destinationheader
informationandareencryptedisingthedefault CIPE encryptionmechanismthentransferredver IP

asUDP pacletsvia its own virtual device (cipchx ) over a carriernetwork (suchasthe Internet)to an

intendedremotenode.Thefollowing gure shaws atypical CIPE setupconnectingwo Linux-based
networks:
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Local Area Network
IP: 192.168.1.0/24

D

Internet
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Firewall
eth0: lan.example.com
eth1: 192.168.1.1
cipchb0: 10.0.1.1

=im

Remote Machine
eth0: 24.96.83.xx
cipch0: 10.0.1.2

Figure 6-1. A Network and RemoteClient Connectedby CIPE

Thediagramshaws a network running CIPE on the re wall, anda remoteclient machineactingasa
CIPE-enabledhode.The CIPE connectionactsasa tunnelthroughwhich all Intranet-boundiatais
routedbetweenremotenodes.All datais encryptedusing dynamically-generate128-bit keys, and
canbefurther compressedor large le transfersor to tunnelX applicationsto a remotehost.CIPE
canbe con gured for communicatiorbetweentwo or more CIPE-enabled.inux machinesandalso
hasnetwork driversfor Win32-basedperatingsystems.

6.2.1. Why Use CIPE?
Thereareseveralreasonsvhy CIPEwould bea smartchoicefor securityandsystemsadministrators:

« RedHatLinux shipswith CIPE,soit is availableto all RedHatLinux edgemachinegfor example,
re walls or gatevays)thatyouwishto connecto your Intranet.RedHat Linux alsoincludesCIPE-
supportedencryptionciphersin its generadistribution.

- CIPE supportsencryptionusing eitherof the standardBlow sh or IDEA encryptionalgorithms.
Dependingon encryptionexportregulationsin your country you may usethedefault (Blow sh) to
encryptall CIPEtrafc onyour Intranet.

- BecauseCIPEis softwarebasedary oldermachinethatis ableto run RedHat Linux canbecomea
CIPEgatavay, saving anorganizatiorfrom having to purchasexpensve dedicated/PN hardware
simply to connectwo LANSs securely

- CIPEis actvely developedto work in conjunctionwith IP Tables |P Chains,andotherrules-based
rewalls. Simple peeracceptancef incoming CIPE UDP pacletsis all thatis neededo coexist
with existing re wall rules.

« Administratorscancon gure CIPEthroughtext les.

6.2.2. CIPE Installation
Theinstallationof CIPE is equialentto installing a nev network interfaceunderLinux. The CIPE

RPMcontainscon guration les foundin /etc/cipe/ , theCIPEdaemor{/usr/sbin/ciped-cb ),
network scriptsthatloadthekernelmoduleandactvates/deatvates the CIPEinterface(if*-cipcb ),
andsamplecon guration les foundin /usr/share/doc/cipe- version  /samples/ .Thereis

alsoa detailedtexinfo pageexplainingthe CIPE protocol.
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This guide detailsa samplecon guration involving a workstationclient that wishesto connectse-
curelyto aremoteLAN with a CIPE gatevay. The workstationusesa dynamiclP addreswia cable
modemconnectionwhile theCIPE-enabledatevay machineemplo/sthe192.168.1.0/24ange This
is whatis knowvn asa"typical" CIPE con guration. Thefollowing diagramillustratesthe network ar-
chitecturefor this CIPE con guration:

Figure 6-2. Typical CIPE Server and Client Con guration

Installing CIPE betweenthe client andthe CIPE sener will allow for a securedpeerto-peercon-
nectionusingthe Internetasa mediumfor transmissiorof WAN trafc. The client workstationwill
thentransfera le throughthenternetto the CIPE-enabledre wall, whereeachpacletwill betimes-
tampedencryptedandgiventhepeeraddres®f thereceving CIPE-enabledre wall. Thedestination
rewall thenreadsthe headerinformation, stripsit, andsendsit throughto the remoteLAN router
to bethenroutedto its destinatiomnode.This processs seamlesandcompletelytransparento end
usersThemajority of thetransactioris donebetweerthe CIPE-enablegeers.

6.2.3. CIPE Server Con guration

To setupthe CIPE sener, simply install the RPM packagerom the RedHat Linux disc or via Red
Hat Network.

Olmpor tant

If you are using an older version of Red Hat Linux and/or have an older version of CIPE, you should
upgrade to the latest version.

The next step is to copy the sample con guration les from /usr/share/doc/cipe-
version /samples (where version is the version of CIPE installed on your system)to
letc/cipe/ . Oncethey arecopied,you will needto edit the /etc/cipe/options.cipch x (X is
incrementaktartingfrom 0, for thosewho wish to have morethanoneCIPE connectioronthe CIPE
sener) le to includeyour LAN subnetaddresseand publicly routable re wall IP addressesThe
following is the exampleoptions  le includedwith the RedHat Linux CIPE RPM which, for this
example,is renamedo options.cibcb0
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# Surprise, this file allows comments (but only on a line by themselves)
# This is probably the minimal set of options that has to be set
# Without a "device" line, the device is picked dynamically

# the peer's |IP address
ptpaddr 6.5.4.3

# our CIPE device's IP address
ipaddr 6.7.8.9

# my UDP address. Note: if you set port O here, the system will pick
# one and tell it to you via the ip-up script. Same holds for IP 0.0.0.0.
me bigred.inka.de:6789

# ..and the UDP address we connect to. Of course no wildcards here.
peer blackforest.inka.de:654 3

# The static key. Keep this file  secret!
# The key is 128 bits in hexadecimal notation.
key XXXXXXXXKXKXXKXXXXKXXKX XXX XXX

Theptpaddr istheremoteLAN's CIPEaddressTheipaddr is theworkstations CIPEIP address.
Themeaddresss theclient's publicly routablelP addresshatsendshe UDP pacletsoverthelnternet,
while peer is the publicly routablelP addresof CIPE sener. Note that the client workstations IP
addresss 0.0.0.0becausét usesa dynamicconnectionThe CIPE clientwill handlethe connection
to the hostCIPE sener. Thekey eld (representedy X's; your key shouldbe secret)is the shared
statickey. This key mustbe the samefor both peersor connectiorwill not be possible SeeSection
6.2.6for informationon how to generate sharedstatickey for your CIPEmachines.

Hereis the edited/etc/cipe/options.cipcb0 thatthe client workstationwill use:
ptpaddr 10.0.1.2

ipaddr 10.0.1.1

me 0.0.0.0

peer LAN.EXAMPLE.COM:6969

key 1234560urlittlesecret789 Osh hhh

Hereis the/etc/cipe/options.cipcb0 le forthe CIPEsener:
ptpaddr 10.0.1.1

ipaddr 10.0.1.2

me LAN.EXAMPLE.COM:6969

peer 0.0.0.0

key 1234560urlittlesecret789 Osh hhh

6.2.4. Con guring Clients for CIPE

After successfullycon guring the CIPE sener andtestingfor functionality you cannow deply the
connectioron theclientmachine.

The CIPE clientshouldbe ableto connectanddisconnecthe CIPE connectiorin anautomatedvay.
Therefore CIPE containsbuilt-in mechanism$o customizesettingsfor individual uses For example,
aremoteemplo/eecanconnecto the CIPEdevice onthe LAN by typing the following:

Isbin/ifup cipcb0

The device shouldautomaticallycomeup, andary re wall rulesandroutinginformationshouldbe
executedalongwith theconnectionTheremoteemplg/eeshouldbe ableto terminatethe connection
with thefollowing:
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/sbin/ifdown cipch0

Con guring clients requiresthe creation of localized scripts that are run after the device has

loaded. The device con guration itself can be con gured locally via a usercreated le called

letc/sysconfig/network-scripts/ifcfg-cipcb0 . This le containspiecesof parameters
that determinewhetherthe CIPE connectionoccursat boot-timeand what the nameof the CIPE

device is, among other things. The following is the ifcfg-cipch0 le for a remote client

connectingo theLAN A CIPEsener:

# These first four should be self explanatory. Change as required.
DEVICE=cipcb0

ONBOOT=yes

BOOTPROTO=none

USERCTL=no

# This is the device for which we add a host route to our CIPE peer through.
# You may hard code this, but if left blank, we punt and try to guess from

# the routing table in the /etc/cipel/ip-up.local file.
PEERROUTEDEV=
# Weneed to use internal DNS when connected via cipe. These may change,

# but for now, they are correct as of 20010604.
DNS=192.168.1.254

The CIPE device is namedcipcb0 . The CIPE device will be loadedat boot-time (con gured via
the ONBOOTeld) andwill notusea bootprotocol(for example,DHCP)to receve an|P addresdor
thedevice. The PEERROUTEDE¥Id determineghe CIPE sener device namethatthe clientwill be
connectingo. If nodeviceis speci edin this eld, onewill be determinedafterthe device hasbeen
loaded.

If your internal networks arebehinda rewall (always a good policy), you needto setrulesto al-
low the CIPE interfaceon the client machineto sendandreceve UDP paclets. Referto Chapter?
for information on con guring a rewall for Red Hat Linux. For our example, IP tablesrules are
implemented.

Note

Clients should be con gured such that all localized parameters are placed in a user-created le called
Jetc/cipefip-up. loc al . The local parameters should be reverted when the CIPE session is shut
down using /etc/cipe/ip-down. loc al .

Firewalls shouldbe con gured on client machinesto acceptthe CIPE UDP encapsulategaclets.
Rulesmay vary widely, but the basicacceptancef UDP pacletsis requiredfor CIPE connectiity.
Thefollowing IP tablesrulesallow UDP pacletsfor the CIPE connectiorfor the remoteclient con-
nectingto the LAN; the nal rule addslP Masqueradingo allow theremoteclientto communicateo
theLAN andthelnternet:

/sbin/modprobe iptables

Isbin/service iptables stop

Isbin/iptables -P INPUT REJECT

Isbin/iptables -F INPUT

Isbin/iptables -A INPUT -j ACCEPT-p udp -s 10.0.1.1
Isbin/iptables -A INPUT -j ACCEPT-i cipchO
Isbin/iptables -A INPUT -j ACCEPT-i Ilo

Isbinfiptables -t nat -A POSTROUTINGs 192.168.0.0/24 -0 eth0 -j MASQUERADE
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Youmustalsoaddroutingrulesto the clientmachineto accesshe nodesbehindthe CIPE connection
asif they wereon the local network. This can be doneby runningthe route command.For our
example,the clientworkstationwould needto addthe following network route:

route add -net 192.168.1.0 netmask 255.255.255.0 gw 10.0.1.2

Thefollowing shavs the nal /etc/cipe/ip-up.local scriptfor theclientworkstation:
#l/bin/bash -v
it [ -f /Jetc/sysconfiginetwork- scri pts/ ifc fg-$ 1 ] ; then
Jetc/sysconfig/network-sc ript sfi fcfg -$1

else

cat EOT | logger
Cannot find config file  ifcfg-$1. Exiting.
EOF

exit 1

fi

if [ -n ${PEERROUTEDEV}]; then
cat EOT | logger
Cannot find a default route to send cipe packets through!
Punting and hoping for the best.
EOT
# Use routing table to determine peer gateway
export PEERROUTEDEV='/shin/rout e -n | grep 70.0.0.0 | head -n 1\
| awk '{ print $NF }"

i HHHHHHEEHHHHHEE | T HHE R A B
# Add The routes for the remote local area network #
T HEH R I S S R

route add -host 10.0.1.2 dev $PEERROUTEDEV
route add -net 192.168.1.0 netmask 255.255.255.0 dev $1

i BRI SHEEE P S S p
# IP TABLES Rules to restrict traffic #
HHHH G T HHEE R A B

/sbin/modprobe iptables

/sbin/service iptables stop

Isbin/iptables -P INPUT REJECT

Isbin/iptables -F INPUT

Isbin/iptables -A INPUT -j ACCEPT-p udp -s 10.0.1.2

/shin/iptables -A INPUT -j ACCEPT-i $1

Isbin/iptables -A INPUT -j ACCEPT-i lo

Isbin/iptables -t nat -A POSTROUTINGs 192.168.0.0/24 -0 eth0 -j MASQUERADE

6.2.5. Customizing CIPE

CIPE canbe con gured in numerousways, from passingparameter&s command-linearguments
whenstartingciped to generatingnew sharedstatickeys. This allows a securityadministratorthe
exibility to customizeCIPE sessionso ensuresecurityaswell asincreasgroductvity. Thefollow-
ing chartdetailssomeof the command-lingparametersvhenrunningciped .
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Note

The most common parameters should be placed in the /etc/cipe/options. ci pchx le for auto-
matic loading at runtime. Be aware that any parameters passed at the command-line as options will
override respective parameters set in the /etc/cipe/options .c ipc bx con guration le.
Parameter Description
arg Passesmgumentdo the/etc/cipe/ip-up initialization script
cttl Setsthe CarrierTime To Live value;recommendegalueis 64
debug Booleanvalueto enabledehigging
device Namesthecipedevice
ipaddr Publicly-routabldP addres®f the CIPE machine
ipdown Chooseanalternatdp-down scriptthanthedefault
/etc/cipel/ip-down
ipup Chooseanalternatep-up  scriptthanthe default/etc/cipe/ip-down
key Specifyasharedstatickey for CIPEconnection
maxerr Numberof errorsallowablebeforethe CIPEdaemomuits
me UDP addres®of the CIPEmachine
mtu Setthe device maximumtransferunit
nokey Do notuseencryption
peer Thepeers CIPEUDP address
ping SetCIPE-speci c(non-ICMP)keepale ping intenal
socks IP addressindport numberof the SOCKSsener for proxy connections
tokey Setdynamickey lifetime; defaultis 10 minutes(600seconds)
tokxc Timeoutvaluefor sharedey exchangegefaultis 10 seconds
tokxts Sharedkey exchangeiimestampgimeoutvalue;defaultis 0 (no
timestamps)
toping Timeoutvaluefor keepalve pings;defaultis O

Table 6-1. CIPE Parameters

6.2.6. CIPE Key Management

As previously mentioned CIPE incorporates securecombinationof staticlink keys andencrypted
trafc to createa securetunnelover carriernetworks suchasthe Internet.The useof static,link keys

providesa commonpoint of referencefor two CIPE-enabledhetworksto passinformationsecurely
Therefore,it is imperatve that both CIPE-enabledhetwork gatevays sharethe exact samekey, or

CIPEcommunicatiorwill notbe possible.

6.2.6.1. Generating CIPE Keys
GeneratingCIPE keys requiresknovledge of whatkind of keys are compatible Randomalphanu-
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mericgeneratorslo not work. Statickeys mustbe 128-bit,32-charactestrings.Thesecanbe created
by piping anarbitrary le or outputtedprocesghroughthe mdssumcommandFor example:

ps -auxw | md5sum

Placethis key in the /etc/cipe/options.cipch0 le for all CIPEsenersandclients.
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Firewalls

Informationsecurityis commonlythoughtof asa processandnota product.However, standardsecu-
rity implementationsisuallyemplgy someform of dedicatednechanisnio controlaccesgrivileges
andrestrictnetwork resourceso userswho areauthorizedjdenti able, andtraceableRedHat Linux

includesseveral powerful toolsto assistadministratorandsecurityengineeravith network-level ac-
cesscontrolissues.

Asidefrom VPN solutionssuchasCIPEor IPSeqdiscusseth Chapte6), re walls areoneof thecore
componentsf network securityimplementationSeveralvendoranarket re wall solutionscateringto

all levels of themarlketplace from homeusersprotectingonePCto datacentersolutionssafguarding
vital enterpriseinformation. Firewalls canbe standalonéhardware solutions,suchas re wall appli-
ancedy Cisco,Sonicvall, andNokia. Therearealsoproprietarysoftware re wall solutionsdeveloped
for homeandbusinessnarketsby vendorssuchasCheckpointMcAfee, andSymantec.

Apartfrom thedifferencesetweerhardwareandsoftware re walls, therearealsodifferencesn the
way re walls functionthatseparat@nesolutionfrom anotherTable7-1 detailsthreecommontypes

of rewalls andhow they function:

Method

Description

Advantages

Disad vantages

NAT

NetworkAddress
Translation(NAT) places
internalnetvwork IP
subnetwrks behindoneor
asmallpool of externallP
addressesnasqueradingll
requestdo onesource
ratherthanseveral

Canbecon gured
transparentlyo machines
onalLAN

Protectionof mary
machinesindservices
behindoneor more
externallP address(es),
simplifying administration
duties

Restrictionof useraccess
to andfrom theLAN canbe
con gured by openingand
closingportsonthe NAT
re wall/gatevay

Cannotpreventmalicious
actvity onceusersconnect
to aserviceoutsideof the

rewall.

aLAN. It canreadand

Doesnot requireary

Paclet | Paclet ltering rewalls Customizableéhroughthe | Cannotlter pacletsfor
Filter readeachdatapaclet that iptables  front-end contentike proxy re walls
passesvithin andoutsideof | utility Processepacletsatthe

protocollayer, but cannot

procesPacletsby header | customizatiorontheclient | Iter pacletsatan
informationand lters the | side,asall network applicationlayer
paclet basedn setsof actvity is ltered atthe Comple network

programmableules
implementedy the re wall
administratarTheLinux
kernelhasbuilt-in paclet
Itering functionality
throughthenet Iter kernel
subsystem.

routerlevel ratherthanat
theapplicationlevel

Sincepacletsarenot
transmittedhrougha proxy,
network performances
fasterdueto direct
connectiorfrom clientto
remotehost

architecturesanmale
establishingaclet Itering
rulesdif cult, especiallyif
coupledwith IP
masqueadingor local
subnetsandDMZ networks
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Method | Description Advantages Disad vantages
Proxy | ProxyFirewalls Iter all Givesadministrators Proxiesareoften

request®f acertain
protocolor typefrom LAN
clientsto aproxy machine,
whichthenmalesthose

controloverwhat
applicationsandprotocols
functionoutsideof the
LAN

applicationspeci ¢
(HTTR telnet,etc.)or
protocolrestricted(most
proxieswork with TCP

requestgo the Interneton Someproxy senerscan | connectederviceonly)
behalfof thelocal client. A | cachedatasothatclients Applicationservices
proxy machineactsasa canaccesdrequently cannotrun behinda proxy,
buffer betweermalicious requestediatafrom the soyour applicationseners
remoteusersandthe local cacheratherthan mustusea separatéorm
internalnetwork client having to usethelnternet | of network security
machines. connectiorto requesit, Proxiescanbecomea
whichis corvenientfor network bottleneckasall
cuttingdown on requestandtransmissions
unnecessargandwidth arepassedhroughone
consumption sourceratherthandirect
Proxyservicesanbe clientto remoteservice

loggedandmonitored
closely allowing tighter
controlover resource
utilization onthe network

connections

Table 7-1. Firewall Types

7.1. Net Iter and iptables

TheLinux kernelfeaturesa powerful networking subsystentallednet lter. The net lter subsystem
provides statefulor statelespaclet Itering aswell asNAT andIP masqueradingervicesNet I-
ter alsohasthe ability to manglelP headerinformation for adwancedrouting and connectionstate
management\et lter is controlledthroughtheiptables  executable.

7.1.1. iptables  Overview

Thepowerand e xibility of net Iter isimplementedhroughtheiptables
line tool is similarin syntaxto its predecesspipchains ; however, iptables  useghenet Iter sub-
systemto enhancenetwork connectioninspectionandprocessingwhereaspchains  usedintricate
rule setsfor Itering sourceand destinationpaths,aswell asconnectionportsfor both. iptables
featuresadvancedlogging, pre- and post-routingactions,network addressranslation,and port for-
wardingall in onecommand-linenterface.

This sectionprovidesanoverviev of IPTables For moredetailedinformationaboutiptables
totheOf cial RedHat Linux RefeenceGuide

interface.Thiscommand-

, refer

7.1.2. Using iptables

The rst stepin usingiptables
mand:

is to starttheiptables  service.This canbe donewith the com-

service iptables start
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AWarning

The IPChains and IP6Tables services must be turned off to use the IPTables service with the following
commands:

service  ipchains  off

service  ip6tables off

To male IPTablesstartby default when&er the systemis booted,you mustchangerunlevel statuson
the serviceusingchkconfig

chkconfig --level 345 ip6tables on

Thesyntaxof iptables  is separatedhto tiers. Themaintier is the chain. A chainspeci esthe state
atwhich apaclet will bemanipulatedFor example:

iptables -P OUTPUTACCEPT

The OUTPUTchain speci es ary paclets that originatefrom insidea LAN andtravels outside(for

example,to a remotewebsite).In the exampleabove, the rule statesthat all paclets coming from

the insideto the outsideof the local network is allowed to passthroughthe re wall. This is usually
anacceptableule for administratordecausehe likelihood of dangerougpacletsgoing out into an
untrustedcarriernetwork suchasthe Internetis small comparedo maliciouspacletsgoinginto the
localnetwork. Thethreebuilt-in chainsof iptables  (thatis, thechainsthataffectevery pacletwhich

traversesanetwork) areINPUT, OUTPUT, andFORWNARD. Thesechainsarepermanenandcannot
bedeletedwhereasiserde ned chainscanbe.

Somebasicrulesestablishedrom the outsetcanaid asa foundationfor building moredetaileduser
de ned rules. For example,you may want to allow all connectionsoriginating from the inside by
default andthencustomizeuniquecaseswith their own rule sets.Acceptingall OUTPUThy defaultis
a sufcient foundationto build uponregardingoutboundconnectionslt is alsorecommendedhat,
by default, all incoming connectionsbe deniedby your rewall. The following rule will block all
incomingconnections:

iptables -P INPUT REJECT

Additionally, it isrecommendethatary forwardedpadets— network traf ¢ thatis to beroutedfrom
the rewall to its destinatiornode— be deniedaswell, to restrictinternalclientsfrom inadwertent
exposureto the Internet(for example,if aLAN useraccidentallyturnson a serviceon somearbitrary
port, thenyour network becomesvulnerablebecausef that machines service).To do this, usethe
following rule:

iptables -P FORWARIREJECT

After settingbasicrules,you cannow createnew rulesfor your particularnetwork andsecurityre-
quirementsThefollowing sectionswill outlinesomecommonrulesyoumayimplementn thecourse
of building youriptables  rewall.

7.1.2.1. Saving and Restoring IPTables Rules

Firewall rulesareonly valid for thetime the computetis on. If you rebootyour systemthe ruleswill
be automatically ushed andreset.To save your rulessothatthey will loadlater usethe following
command:

service iptables save
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Theruleswill be storedin the le /etc/sysconfig/iptables andwill be appliedwheneer the
serviceis started restartedor the machinerebooted.

7.1.3. INPUT Filtering

Keepingremoteattaclers out of a LAN is animportantaspectof network security if not the most
important. The integrity of a LAN should be protectedfrom malicious remoteusersthroughthe
useof stringent rewall rules. In the following example, The LAN (which usesa private classC
192.168.1.0/24P range)rejectstelnetaccesgrom theoutside . Therule for thislookslike thefollow-

ing:
iptables -A INPUT -p tcp --sport telnet -j REJECT

Therule rejectsall outsidetcp connectionausingthe telnetprotocol(typically port 23) with a con-
nection refused errormessageRulesusingthe--sport or--dport  optionscanuseeitherport
numbersor commonservicenamesSo, usingboth--sport  telnet and--sport 23 areaccept-
able.

Note

There is a distinction between the REJECTand DROParget actions. The REJECTtarget denies access
and returns a connection  refused error to users who attempt to telnet  users. The DROP as the
name implies, simply drops the packet without any warning to telnet  users. Administrators can use
their own discretion when using these targets; however, to avoid user confusion and attempts to
continue connecting, the REJECTtarget is recommended.

Theremay be timeswhen certainusersrequireremoteaccesgo the LAN from the road or from a
eld of ce. Secureservicessuchas SSHand CIPE, canbe usedfor encryptedremoteconnection
to LAN servicesFor administratorsvith PPP-basedesourcegsuchas modembanksor bulk ISP
accounts)dialupaccessanbe usedto circument re wall barrierssecurelyasmodemconnections
aretypically behinda re wall/gatevay becaus¢hey aredirectconnectionsHowever, for remoteusers
with broadbandconnectionsspecialcasescan be made.You cansetiptables  INPUT to accept
connectiondrom remoteSSH and CIPE clients. For example,to allow remoteSSH accesgo the
LAN, thefollowing maybeused:

iptables -A INPUT -p tcp --sport 22 -j ACCEPT
CIPEconnectiorrequestgrom the outsidecanbe acceptedvith the following command:
iptables -A INPUT -p udp -i cipcb0 -j  ACCEPT

SinceCIPE usesits own virtual device which transmitsdatagram(UDP) paclets, the rule allows the
cipcb0 interfacefor incomingconnectionsinsteadof sourceor destinatiorports(thoughthey can
beusedin placeof device options).For informationaboutusingCIPE, referto Chapter6.

Thereareotherservicesor whichyou mayneedto de ne INPUT rules.Referto the Of cial RedHat
Linux RefeenceGuidefor comprehensk informationoniptables  andits variousoptions.

7.1.4. OUTPUTFIltering

Theremaybeinstancesvhenanadministratomustblock certainuserson theinternalnetwork from
making outboundconnectionsPerhapshe administratorintendsto curtail malicioustrojansfrom
contactingtheir intendedhostsor wantsto keepan emplg/ee from misusingnetwork resourcegor
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inappropriateor illicit reasonsln thesecasesspecializedrules can be establishedusing OUTPUT
actionin iptables . TheOUTPUTactionplacesestrictionson outbounddata.

Supposean administratomoticesheary amountsof network trafc on port 6699 (a commonlyused
portfor peerto-peer le sharingservices)To stopthetrafc andconsere bandwidthfor legitimate
businesgurposesthe administratorcanblock LAN usersfrom communicatingon this port. After a
thoroughexaminationof whatotherserviceamaybeadwerselyaffectedby the blockageof port 6699,
theadministratocanaddthefollowing rule to the re wall andeffectively block outboundrafc from
the sourceport:

iptables -A OUTPUT-p TCP --sport 6699 -j REJECT

More elaboraterules can be createdthat control accesgo speci ¢ subnetspr even speci ¢ nodes,
within a LAN. You can also restrict certain dubious servicessuch as trojans, worms, and other
client/serer virusesfrom contactingtheir sener. For example,therearesometrojansthat scannet-
worksfor serviceson portsfrom 31337to 31340(calledtheelite portsin crackinglingo). Sincethere
areno legitimate servicegshat communicatevia thesenon-standargborts,blockingit caneffectively
diminish the chanceghat potentially infected nodeson your network independentlicommunicate
with theirremotemasterseners.

iptables -A OUTPUT-o ethO -p tcp --dport 31337 --sport 31337 -j DROP

7.1.5. FORWARBNd NAT Rules

Mostorganizationsreallottedalimited numberof publicly routablelP addresseBom their ISP Due
to this limited allowance,administratorsnust nd creatve waysto shareaccesgo Internetservices
without giving scarcelP addresseso every nodeon the LAN. Using classC private IP addresss
the commonway to allow all nodeson a LAN to properly accessetwork servicesinternally and
externally Edgerouters(suchas re walls) canreceve incomingtransmissiongrom the Internetand
routethebits to theintendedLAN node;atthe sametime, it canalsorouteoutgoingrequestsrom a
LAN nodeto the remotelnternetservice.This forwardingof network trafc canbecomedangerous
attimes,especiallywith the availability of moderncrackingtoolsthatcanspoofinternal IP addresses
and make the remoteattacler's machineact as a nodeon your LAN. To prevent this, iptables
providesroutingandforwardingpoliciesthatyou canimplementto preventaberranusageof network
resources.

The FORWARPolicy allows anadministratotto controlwherepacletscanberouted.For example,to
allow forwardingfor anentireinternallP addressange thefollowing rule canbeset:

iptables -A FORWARDi ethl -j ACCEPT

Note

By default, IPv4 policy in Red Hat Linux kernels disables support for IP forwarding, which prevents
boxes running Red Hat Linux from functioning as dedicated edge routers. To enable IP forwarding,
run the following command or place it in your re wall initialization script:

echo "1" > /proc/sys/net/ipv4/ip_forwa rd

FORWARRUlescanbeimplementedo restrictcertaintypesof trafc to the LAN only, suchaslocal
network le shareshroughNFSor SambaThe following rulesrejectoutsideconnectiongdo Samba
shares:
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iptables -A FORWARDp tcp --sport 137:139 - DROP
iptables -A FORWARDp udp --sport 137:139 -j DROP

To take the restrictionsa stepfurther you canblock all outsideconnectionghat attemptto spoof
private IP addressangesto in Itrate your LAN. If aLAN usesthe192.168.1.0/24ange,arule can
setthe Internetfacingnetwork device (for example,ethO)to dropary pacletsto thatdevice with an
addressn your LAN IP range.Becauset is recommendedo rejectforwardedpacletsasa default
policy, ary otherspoofedP addreswill berejectedautomatically

iptables  -A FORWARDp tcp -s 192.168.1.0/24 - eth0 -] DROP
iptables  -A FORWARDp udp -s 192.168.1.0/24 - eth0 -] DROP

Rulescanalsobe setto routetrafc to certainmachinessuchasa dedicatedHTTP or FTP sener,
preferablyone that is isolatedfrom the internal network on a DMZ. To seta rule for routing all
incomingHTTP requestgo a dedicatedHTTP sener at IP addressl0.0.4.2andport 80 (outsideof
the 192.168.1.0/24angeof the LAN), network addresgranslation(NAT) callsa PREROUTINGable
to forwardthepacletsto theproperdestinatior( the\ denotes continuatiorof aone-linecommand):

iptables -t nat -A PREROUTING-i eth0 -p tcp --dport 80 \
-j DNAT-to 10.0.4.2:80

With this commandall HTTP connectiongo port 80 from the outsideof the LAN will beroutedto
the HTTP sener on a separateetwork from the restof the internalnetwork. This form of network
segmentatiorcanprove saferthanallowing HT TP connectiongo a machineon the network.

7.2. ip6tables

The introductionof the next-generationinternetProtocol, called IPv6, expandsbeyond the 32-bit
addresdimit of IPv4 (or IP). IPv6 supportsl28-bitaddresseand,assuch,carriernetworks thatare
IPv6 avareareableto address larger numberof routableaddressethanIPv4.

RedHat Linux supportdPv6 re wall rulesusingtheNet Iter 6 subsystenandtheip6tables  com-
mand.The rst stepin usingip6tables is to startthe IP6Tablesservice.This canbe donewith the
command:

service ip6tables start

AWarning

The IPChains and IPTables services must be turned off to use the IP6Tables service using the fol-
lowing commands:

service  ipchains  stop

service  iptables stop

To malke IP6Tablesstartby default wheneer the systemis booted,you mustchangerunlevel status
onthe serviceusingchkconfig

chkconfig --level 345 ip6tables on
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The syntaxis identicalto iptables  in every aspectexceptthatip6tables  supports128-bit ad-
dressesFor example, SSH connectionson a IPv6-avare network sener can be enabledwith the
following rule:

ip6tables -A INPUT -i ethO -p tcp -s 3ffe:fff:100::11/128 --dport 22 4\
ACCEPT

For more information about IPv6 networking, refer to the IPv6 Information Page at
http://wwwipv6.og.

7.3. Additional Resour ces

Thereareseveralaspectso re wallsandtheLinux Net Iter subsystenthatcouldnotbecoveredhere.
For moreinformation,referto thefollowing resources.

7.3.1. Installed Documentation

« TheOfcial RedHat Linux RefeenceGuide hasa comprehense chapteron iptables,including
de nitions for all commandptions.

- Theiptables manualpagecontainsa brief summaryof thevariousoptions,aswell.

7.3.2. Useful Websites

« http://wwwnet lter.org — Theof cial homepag®f the Net Iter/iptables  project.

+ http://wwwredhat.com/supportseur@sheworking/ re wall.ntml — RedHat Supportre wall re-
sourcepage.

+ http://wwwtldp.olg — TheLinux DocumentatiorProjectcontainsseveral usefulguidesrelatingto
re wall creationandadministration.

7.3.3. Related Documentation

- Linux Firewalls, by RobertZiegler, containsa wealth of informationon building re walls using
both 2.2 kernelipchains  aswell asNet Iter andiptables . Additional securitytopicssuchas
remoteaccessssuesandIntrusionDetectionSystemsarealsocavered.
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Chapter 8.
Hardware and Network Protection

The bestpracticebeforedepla/ing a machineinto a productionervironmentor connectingyour net-
work to the Internetis to determineyour organizationaheedsand how securitycan t into there-
guirementastransparenthaspossible Sincethemaingoalof Of cial RedHatLinux SecurityGuide
is to explainhow to secureRedHat Linux operatingsystema moredetailedexaminationof hardvware
andphysicalnetwork securityis beyond the scopeof this documentHowever, this chapteris a brief
overview of establishingsecuritypolicieswith regardto hardware andphysicalnetworks. Important
factorsto considerarehow computingneedsandconnectiity requirements into theoverall security
stratgy. Thefollowing explainssomeof thesefactorsin detail.

Connectivityis the methodby which an administratorintendsto connectdisparateresourcen
a network. An administratormay useEthernet(hubbedor switchedCAT-5/RJ-45cabling),token
ring, 10-base-Zoaxialcable,or even cable-freg(wireless,802.1k ) technologiesDependingon
which mediuman administratorchoosesgcertainmediaand network topologiesrequirecomple-
mentarytechnologiesuchashubs routers switchesbasestationsandaccesgoints.Determining
afunctionalnetwork architecturewill allow aneasiemdministratie processf securityissuesarise.

- Computinginvolves morethanjust workstationsrunningdesktopsoftware. Modernorganizations
requiremassve computationapowerandhighly-availableserviceswhich canincludemainframes,
compute/semr clusters,powerful workstations and specializedappliancesWith theseorganiza-
tional requirementshowever, comeincreasedusceptibilityto hardware failure, naturaldisasters,
andtamperingor theft of equipment.

Fromthesegenerakonsiderationsadministratorgangetabetterview of implementationThedesign
of a computingervironmentwill thenbe basedon both organizationaheedandsecurityconsidera-
tions— atrue,"ground-up"implementatiorthat placespriority on bothfactors.

8.1. Secure Network Topologies

The foundationof a LAN is the topolagy, or network architecture A topologyis the physicaland
logical layout of a LAN in termsof resourceprovided, distancebetweennodes,and transmission
medium.Dependingipontheneedf theorganizatiorthatthe network will servicethereareseveral
choicesavailablefor network implementationEachtopology hasits adwantagesandsecurityissues
thatnetwork architectshouldregardwhendesigningtheir network layout.

8.1.1. Physical Topologies

As de ned by the Institute of Electricaland ElectronicsEngineerg|IEEE), therearethreecommon
topologiedfor physicalconnectiorof a LAN.

8.1.1.1. Ring Topology

TheRingtopologyconnecteachnodeby exactly two connectionsThis creates ring structurevhere
eachnodeis accessibldo the othereitherdirectly by its two physically closestneighboringnodes
and indirectly throughthe physicalring. Token Ring, FDDI, and SONET networks are connected
in this fashion(with FDDI utilizing a dual-ringtechnique)however, thereareno commonEthernet
connectionasing this physicaltopology so rings are not commonlydeplo/ed exceptin legag or
institutionalsettingswith alargeinstalledbaseof nodes(for example,a university).
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8.1.1.2. Linear Bus Topology

Thelinear bustopologyconsistof nodeswhich connecto a terminatedmainlinearcable(the back-
bone).Thelinearbustopologyrequirestheleastamountof cablingandnetworking equipmentmak-
ing it the mostcost-efective topology However, the linear bus depend®n the backbonebeingcon-
stantlyavailable,makingit a singlepoint-of-failureif it hasto betaken off-line or is severed.Linear
bustopologiesarecommonlyusedn peerto-peerL ANs usingco-axial(coax)cablingand50-93ohm
terminatorsat bothendsof thebus.

8.1.1.3. Star Topology

The Star topologyincorporates centralpoint wherenodesconnectandthroughwhich communica-
tion is passedThis centerpointcalled a hub canbe either broadcasteddr switched This topology
doesintroducea singlepoint of failurein the centralizedhetworking hardwarethatwill connectthe
nodes.However, becausef this centralizationnetworking issuesthat affect segmentsor the entire
LAN itself is easilytraceabléo this onesource.

8.1.2. Transmission Considerations

In a broadcasnetwork, a nodewill senda paclet that traversesthroughevery othernodeuntil the
recipientacceptshe paclet. Every nodein the network will concevably receve this paclet of data
until therecipientprocessethe paclet. In abroadcashetwork, all pacletsaresentin this manner

In a switchednetwork, paclets are not broadcastedput are processedn the switchedhub which,
in turn, will createa direct connectionbetweenthe sendingand recipientnodesusing the unicast
transmissiorprinciples. This eliminatesthe needto broadcaspacletsto eachnode,thuslowering
trafc overhead.

The switchednetwork also preventspaclets from beinginterceptedoy maliciousnodesor users.n

a broadcashetwork, sinceeachnoderecevesthe paclet enrouteto its destinationmalicioususers
cansettheir Ethernetdevice to promiscuousnodeandacceptall paclets regardlessof whetheror

not the datais intendedfor them.Oncein promiscuousnode,a sniffer applicationcanbe usedto

Iter,, analyze andreconstrucpacletsfor passwrds,personaldata,andmore. Sophisticatedniffer

applicationswill storesuchinformationin atext le and,perhapsgven sendthe informationto an

arbitrarysource(for example,themalicioususers emailaddress).

A switchednetwork requiresanetwork switch,aspecializegieceof hardwarewhichreplacesherole
of thetraditionalhubin whichall nodesonaLAN areconnectedSwitchesstoreMAC addressesf all
nodeswithin aninternaldatabasewhich it usesto performits directrouting. Severalmanutcturers,
including Cisco SystemsLinksys, and Netgearoffer varioustypesof switcheswith featuressuch
as 10/100-Base-Tcompatibility gigabit Ethernetsupport,and supportfor Carrier SensingMultiple
AccessandCollision Detection(CSMA/CD) which is ideal for high-trafc networks becausét will
gueueconnectionganddetectwhenpacletscollide in transit.

8.1.3. Wireless Networks

An emeqing issuefor enterprisegodayis that of mobility. Remoteworkers, eld techniciansand
executivesrequireportablesolutionsjncludinglaptops PersonaDigital Assistant§PDAs), andwire-
lessaccesdo network resourcesThe IEEE hasestablished standard$odyfor the 802.11wireless
speci cation,which establishestandards$or wirelessdatacommunicatiorthroughoutall industries.
Thecurrentstandardn practicetodayis the 802.11bspeci cation.

The 802.11bspeci cationis actuallya group of standardggoverning wirelesscommunicationand
accessontrol at the 2.4 GHz communicatiorband. This speci cation hasalreadybeenadoptedat
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an industry level, and several vendorsmarlet 802.11b(also called W-Fi) accessand compatibil-
ity asa value-addedeatureof their core offerings. Consumersiave alsoembracedhe standardor
small-ofce/lhome-ofce (SOHO)networks. The popularityhasalsoextendedfrom LANs to MANs
(MetropolitanAreaNetworks),especiallyin populatedareasvhereaconcentratiorof wirelessaccess
points(WAPs) areavailable. Therearealsowirelessinternetserviceproviders (WISPs)that caterto
frequenttravelerswho requirebroadbandnternetaccesso conductbusinessemotely

The 802.11bspeci cation allows for direct, peerto-peerconnectionsetweennodeswith wireless
NICs. This loosegroupingof nodes,called an ad hoc network, is ideal for quick connectionshar

ing betweentwo or more nodes but introducesscalabilityissuesthat are not suitablefor long-term
wirelessconnectity.

A moresuitablesolutionfor wirelessaccessn x ed structuress to install one or more WAPs that
connectto the traditionalnetwork andallowing wirelessnodesto connectto throughthe WAP asif
it wereon the Ethernet-mediatedetwork. The WAP effectively actsasa bridgerouterbetweerthe
nodesconnectedo it andtherestof the network.

8.1.3.1. 802.11b Security

Althoughwirelessnetworking is comparablen speedandcertainlymoreconvenientthantraditional
wired networking mediums,there are somelimitations to the speci cation that warrantsthorough
considerationThe mostimportantof theselimitationsis in its securityimplementation.

In theexcitementof successfullydeplaing an802.1k network, mary administratorsail to exercise
eventhemostbasicsecurityprecautionsSinceall 802.11bnetworking is doneusinghigh-bandadio-
frequeny (RF) signals,the datatransmittedis easily accessibleo ary userwith a 802.11bNIC, a
wirelessnetwork scanningtool suchas NetStumbler or Wellenreiter, and commonsnifng tools
suchasdsniff andsnort . To preventsuchaberranusageof privatewirelessnetworks,the802.11b
standardusesthe Wired Equivaleny Privagy (WEP) protocol, which is an RC4-based4- to 128-
bit encryptedkey sharedbetweereachnodeor betweerthe AP andthe node.This key will encrypt
transmissionanddecryptincomingpacletsdynamicallyandtransparentlyAdministratorsoftenfail

to employ this shared-ky encryptionschemehowever; eitherthey forgetto do soor choosenotto do

sobecausef performancelegradation(especiallyover long distances)EnablingWWEP on awireless
network cangreatlyreducethe possibility of datainterception.

Relyingon WEP, however, is still nota soundenoughmeansof protectionagainstdeterminednali-

cioususersTherearespecializedutilities whosepurposess to crackthe RC4 WEP encryptionalgo-

rithm andexposeshesharedey. AirSnort andWEP Crack aretwo suchspecializedpplicationsTo

protectagainsthis, administratorshouldadhereto strict policiesregardingusageof wirelessmeth-
odsto accessensitve information.Administratoramaychoosdo augmenthesecurityof wirelessby

restrictingconnectiity to SSHor VPN connectionswhich introducesanadditionalencryptionlayer
abore the WEP encryption.Usingthis policy, a malicioususeroutsideof the network thatcracksthe
WEP encryptionhasto additionallycrackthe VPN or SSHencryptionwhich, dependingon the en-
cryptionmethod,canemplg up to triple-strengthl68-or 192-bitDES algorithmencryption(3DES)
or proprietaryalgorithmsof even greaterstrength. Administratorswho apply thesepolicies should
certainlyrestrictplain text protocolssuchasTELNET or FTR, aspasswrdsanddatacanbe exposed
usingary of theaforementioneattacks.

8.1.4. Network Segmentation and DMZs

Foradministratorsvhowishto runexternallyaccessiblservicesuchasHTTP, email, FTR, andDNS,
it is recommendedhat thesepublicly available servicesbe physically and/orlogically segmented
from the internal network. Firewalls and hardeningof hostsand applicationsare effective waysto
detercasualintruders.However, determineccraclerswill nd waysinto the internalnetwork if the
serviceghey have cracled resideon the samelogical routeastherestof the network. The externally
accessiblservicedecomevhatthesecurityregardsasademilitarizedzong(DMZ), alogicalnetwork
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sggmentwhereinboundtrafc from the Internetwould only be ableto accesghoseservicesn the
DMZ. Thisis effective in that,eventhougha malicioususerexploits amachineonthe DMZ, therest
of theInternalnetwork lies behinda re wall on aseparatedegment.

Most enterpriseshave a limited pool of publicly routablelP addresse$rom which they can host
externalservicessoadministratorsitilize elaboratere wall rulesto acceptforward, reject,anddery
paclet transmissiongrirewall policiesimplementedvith iptables  or dedicatechardvare re walls
allow for complex routing and forwarding rules, which administratorcanuseto segmentinbound
trafc to speci c servicesat speci ed addresseandports,aswell asallow only the LAN to access
internalserviceswhich canpreventIP spoo ng exploits. For moreinformationaboutimplementing
iptables , referto Chapter7.

8.2. Hardware Security

Accordingto a studyreleasedn 2000by the FBI andthe ComputerSecurity Institute (CSI), over
seventy percenf all attackson sensitve dataandresourceseportedby organizationoccurredrom
within theorganizationitself. Implementinganinternalsecuritypolicy appearso bejustasimportant
asanexternalstratgy. Thefollowing sectionsexplain someof the commonstepsadministratorsnd
userscantake to safgyuardtheir systemdrom internalmalpractice.

Employeeworkstationsfor the mostpart,arenot aslikely to be tamgetsfor remoteattack,especially
thosebehinda properlycon gured re wall. However, thereare somesafeuardsthat canbe imple-
mentedo avertaninternalor physicalattackon individual workstationresources.

ModernworkstationandhomePCshave BIOSesthatcontrolsystenresource®n thehardwarelevel.
Workstationuserscanalsosetadministratie passverdswithin the BIOS to prevent malicioususers
from accessinghe system BIOS passwerds prevent malicioususersfrom bootingthe systemat all,
deterringthe userfrom quickly accessingr stealinginformationstoredonthe harddrive.

However, if the malicioususerstealsthe PC (the mostcommoncaseof theft frequenttravelerswho
carrylaptopsandothermobile devices)andtakesit to alocationwherethey candisassembléhe PC,
theBIOS passwrd doesnot preventtheattacler from removing theharddrive, installingit in another
PCwithout BIOS restriction,andmountthe harddrive to readary contentswithin. In thesecasesit
is recommendethatworkstationshave locks to restrictaccessgo internalhardware. Hardware such
aslockablesteelcablescanbeattachedo PCandlaptopchassigo preventtheft, aswell askey locks
onthechassistself to preventinternalaccessSuchhardvareis widely availablefrom manugcturers
suchasKensingtorand Targus.

Senerhardvare,especiallyproductionseners,aretypically mounteconracksin senerrooms.Sener
cabinetsusuallyhave lockabledoors;andindividual sener chassisalsoare available with lockable
front bezeldfor increasedecurityfrom errant(or intentional)shutdevn.

Enterprisesanalsouseco-locationprovidersto housetheir seners, as co-locationproviders offer

higherbandwidth ,24x7technicalsupportandexpertisein systemandsener security Thiscanbean

effective meansof outsourcingsecurityand connectiity needsfor HTTP transaction®r streaming
mediaservicesHowever, co-locationcanbe cost-prohibitve, especiallyfor smallto medium-sized
businessesCo-locationfacilities areknown for beinghearily guardedby trainedsecuritystaf and

tightly monitoredatall times.
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Chapter 9.
Vulnerability Assessment

Giventhetime, resourcesandmotivation, a cracler canbreakinto nearlyary system At the endof
the day all the securityproceduresandtechnologiesurrently available cannotguaranteghat your
systemsare safefrom intrusion.Routerscanhelpto secureyour gatevaysto the Internet.Firewalls
helpsecureheedgeof thenetwork. Virtual PrivateNetworkscansafelypassyourdatain anencrypted
streamIntrusiondetectionsystemshave the potentialto warnyou of maliciousactvity. However, the
succes®f eachof thesetechnologiess dependentipona numberof variablesjncluding:

« Theexpertiseof thestaf responsibléor con guring, monitoring,andmaintainingthetechnologies
« Theability to patchandupdateservicesandkernelsquickly andef ciently
- Theability of thoseresponsibleéo keepconstanwigilanceover the network.

Giventhe dynamicstateof datasystemsandtechnologiessecuringyour corporateresourceganbe
quitecomple. Becausef this compleity, it maybedif cult to nd expertresourcesor all of your
systemsWhile it is possibleto have personneknowledgeablén mary areasof informationsecurity
at a high level, it is dif cult to retainstaf who are expertsin morethana few subjectareas.This
is mainly becauseeachsubjectareaof Information Securityrequiresconstantattentionand focus.
Informationsecuritydoesnot standstill.

9.1. Thinking Like the Enemy

Supposg/ou administeranenterprisenetwork. Suchnetworks arecommonlycomprisedf operating
systemsapplications, re walls, intrusiondetectionsystemsand more.Now imaginetrying to keep
currentonevery oneof these Giventhecompleity of today’s softwareandnetworking ervironments,
exploits andbugsarea certainty Keepingcurrentwith patchesandupdatedor anentirenetwork can
prove to beadauntingtaskin acomplex organizatiorwith heterogeneousystems.

Combinethe expertiserequirementsvith thetaskof keepingcurrent,andit is inevitablethatadwerse
incidentsoccur systemsrebreacheddatais corrupted andserviceis interrupted.

To augmentsecuritytechnologiesand aid in protectingsystems networks, and data, think like a
cracler and gaugethe security of systemsby checkingfor weaknessesPresentatve vulnerability
assessmentggainstyour own systemsandnetwork resourceganreveal potentialissueshatcanbe
addressetieforeacracler nds it.

A vulnerability assessmeris similar to an internalinquiry of your network and systemsecurity;
the resultsof which indicatethe con dentiality, integrity, and availability (asexplainedin Section
1.1.4. A vulnerability assessmentill typically startwith an information gatheringphaseduring
whichimportantdataregardingthetamgetwill begatheredThis phasewill leadto theactualchecking
phasewherebythe tamget is essentiallychecled for all knowvn vulnerabilities.The checkingphase
culminatesn thereportingphasewherethe ndings areclassi edinto catgyoriesof high, medium,
andlow risk; and methodsfor improving the security (decreasinghe level of vulnerability) of the
tametarediscussed.

If youwereto performa vulnerabilityassessmemtf your home,youwould likely checkeachdoorto
your hometo seeif they areshutandlocked correctly You would alsocheckevery window, making
surethatthey shutcompletelyandlatch correctly This sameconceptappliesto systemsnetworks,
and electronicdata. The processof checkingfor weaknesseis the same.Only the tagetsare dif-
ferent.Malicious usersarethe thieves andvandalsof your data.Focuson their tools, mentality and
motivations,andyouwill begin to think like them.
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9.2. De ning Assessment and Testing

A cleardistinctionbetweerthe typesof vulnerability assessments necessaryulnerability assess-
mentsmay be brokendown into oneof two types:Outsidelookingin andinsidelookingaround

Whenperformingan outsidelooking in vulnerability assessmentou areattemptingto compromise
your systemdrom the outside Beingexternalto your compaly providesyouwith thecracler's view-
point. Youseewhatacracler sees— legal IP addressesystemsnyour DMZ, externalinterfacesof
your re wall, andmore.

Whenyou performaninsidelooking aroundvulnerabilityassessmerybu aresomevhatat anadwn-
tagesinceyou areinternalandyour statusis elevatedto trusted.This is the viewpoint you andyour
co-workers have onceloggedon to your systemsYou seeprint seners, le seners,databasesand
otherresources.

Therearestriking distinctionsbetweenthesetwo typesof vulnerability assessment&einginternal
to your compary gives you elevated privileges — more so than ary outsider Still today in most
organizationssecurityis con gured in sucha mannerasto keepintrudersout. Very little is doneto
securethe internalsof the organization(suchas departmentalre walls). Typically, thereare mary
moreresourcesvheninsidelooking aroundasmostsystemsareinternalto a compary. Onceyou set
yourselfoutsidethe compary, youimmediatelyaregivenuntrustedstatus The systemsandresources
availableto you externally aretypically muchmorelimited.

Considerthe differencebetweenvulnerability assessmenendpenetation tests Think of a vulnera-
bility assessmeratsthe rst stepto a penetratiortest. The informationgleanedrrom the assessment
will beusedin thetesting.Whereastheassessmeiis checkingfor holesandpotentialvulnerabilities,
the penetratiortestingactuallyattemptgo exploit the ndings.

Assessingnetwork infrastructureis a dynamicprocess Security both information and physical,is
dynamic.Performingan assessmerghavs an overview, which canturn up falsepositves andfalse
negaties.

Securityadministratorgreonly asgoodasthetoolsthey useandtheknowledgethey retain.Take ary
of theassessmerobolscurrentlyavailable,runthemagainstyour systemandit is almosta guarantee
thattherewill beatleastsomefalsepositves.Whetherby programfault or usererror, theresultis the
same.Thetool may nd vulnerabilitieswhich in reality do not exist (falsepositive); or, evenworse,
thetool maynot nd vulnerabilitiesthatactuallydo exist (falsenegative).

Now thatthe differencebetweervulnerability assessmerandpenetratiortestarede ned, it is often
good practiceto take the ndings of the assessmerandreview them carefully beforeconductinga
penetratiortest.

AWarning

Attempting to exploit vulnerabilities can be dangerous to the productivity and ef ciency of your sys-
tems and network.

Thefollowing list examinessomeof thebene tsto performingvulnerabilityassessments.

- Proactve focusoninformationsecurity

- Findingpotentialexploits beforecraclers nd them

- Typically resultsin systemseingkeptup to dateandpatched
- Promotegrowth andaidsin developingstaf expertise

- Financiallossandnegative publicity abated
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9.2.1. Establishing a Methodology

To aid in the selectionof tools for vulnerability assessmentt, is helpful to establisha vulnerability
assessmemhethodologyUnfortunately thereis no prede nedor industryappraved methodologyat
thistime; however, commonsenseandbestpracticescanactasa sufcient guide.

Whatis the target? Are we looking at oneservey or are welooking at our entire networkand every-
thing within thenetwork?Are weexternalor internal to thecompanyheanswergo thesequestions
areimportantasthey will help you determinenot only which tools to selectbut alsothe mannerin
whichthethey will beused.

To learnmoreaboutestablishingnethodologiesieferto the following websites:

« http://wwwideahamstesrg/osstmm-desgption.htm— TheOpenSouce SecurityTestingMethod-
ology Manual (OSSTMM)

+ http://wwwowasp.og — TheOpenWeb ApplicationSecurityProject

9.3. Evaluating the Tools

A typical assessmentan start by using someform of information gatheringtool. If assessinghe
entirenetwork, mapthe network layout rst to nd the hoststhatarerunning.Oncelocated,we can
thenfocuson examining them. Focusingon thesehostswill requireanothersetof tools. Knowing
whichtoolsto usemaybethe mostcrucialstepin nding vulnerabilities.

Justasin ary aspecbf everydaylife, therearemary differenttoolsthat performthe samejob. This

concepfappliesto performingvulnerability assessmentswell. Therearetoolsspeci ¢ to operating
systemsapplicationsandeven networks (basedon protocolsused).Sometoolsarefree (in termsof

cost)while othersarenot. Sometoolsareintuitive andeasyto use while othersarecryptic andpoorly

documented.

Decidingwhichtoolsaretheright toolsfor you maybeadauntingtask.In theend,experiencecounts.
If possible setup atestlab andtry outasmary toolsasyou can,notingthe strengthsandweaknesses
of each.Review theREADME le or manpagefor thetool. In addition,look to the Internetfor more
information,suchasarticles,step-by-steguides,or evenmailing lists speci c to atool.

Thetoolsdiscussedelon arejustasmallsamplingof the availabletools.

9.3.1. Scanning Hosts with Nmap

Nmap is apopulartool for mappingnetworksis includedin RedHatLinux. Nmap hasbeenavailable
for mary yearsandis probablythe mostoften usedtool whengatheringinformation. An excellent
man pageis includedthat coversthe details,options,and examplesof usingNmap. Useit on your
networkto nd hostsystemsandopenportson thosesystems.

Nmap is acompetentrst stepin vulnerabilityassessmenYou canmapoutall the hostswithin your
network, andevenpassanoptionthatwill allow it to attemptto identify theoperatingsystenrunning
on thosehosts.Nmap is a good foundationfor establishinga policy of using secureservicesand
stoppingunusedservices.

9.3.1.1. Using Nmap

Nmap canberun from a shellpromptor usinga graphicalversion.At a shellprompt,typethe nmap
commandollowed by thehostnamer IP addres®f the machineyou wantto scan.

nmap foo.example.com
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Theresultsof thescan(which couldtake up to afew minutes dependingnwherethehostis located)
shouldlook similar to thefollowing:

nmap 127.0.0.1

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Interesting ports on localhost.localdomain (127.0.0.1):

(The 1591 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

25/tcp open smtp

111/tcp open sunrpc

515/tcp open printer

950/tcp open oftep-rpc

6000/tcp open X11

Nmap run completed -- 1 IP address (1 host up) scanned in O seconds

If you wereto usethe graphicalversion(which canbe run by typing /usr/bin/nmapfe atashell
prompt),theresultswill look similarto thefollowing:

Figure 9-1. Scanningwith Nmap

Nmap teststhe mostcommonnetwork communicatiorportsfor listeningor waiting services.This
knowledge can be helpful to an administratorwho wantsto, for example,closedowvn unnecessary
services.

For moreinformationaboutusingNmap, referto theof cial homepaget http://wwwinsecure.ay.
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9.3.2. Nessus

Nessuss afull-servicesecurityscannerTheplug-inarchitecturef Nessusallows usergo customize
it for theirsystemsandnetworks.As with ary scanngmessuss only asgoodasthesignaturedatabase
it reliesupon.Fortunately Nessuss updatecbn adaily basis.It featuresull reporting,hostscanning,
andreal-timevulnerabilitysearchesRemembethattherecouldbefalsepositvesandfalseneggatives,
evenin atool aspowerful andasfrequentlyupdatedasNessus

Note

Nessus is not included with Red Hat Linux and is not supported. It has been included in this docu-
ment as a reference to users who may be interested in using this popular application.

For moreinformationaboutNessusreferto theof cial websiteathttp://wwwnessus.ay.

9.3.3. Whisker

Whisker is an excellentCGI scannerWhisker hasthe capabilityto not only checkfor CGI vulner
abilities but do so in an evasive manney so asto eludeintrusion detectionsystemslt comeswith
excellentdocumentatiorwhich should be carefully reviewed prior to running the program.When
you have found your Web senersservingup CGI scripts,Whisker canbe an excellentresourceor
checkingthe securityof theseseners.

Note

Whisker is not included with Red Hat Linux and is not supported. It has been included in this docu-
ment as a reference to users who may be interested in using this popular application.

MoreinformationaboutWhisker canbefoundat http://wwwwiretrip.net.

9.3.4. VLAD the Scanner

VLAD is a scannedevelopedby the RAZOR teamat Bindview, Inc. thatmay be usedto checkfor
vulnerabilities.It checksfor the SANS Top Ten list of commonsecurityissues(SNMP issues, le
sharingissuesetc.).While not asfull-featuredasNessusVLAD is worth investigating.

Note

VLAD is not included with Red Hat Linux and is not supported. It has been included in this document
as a reference to users who may be interested in using this popular application.

More information aboutVLAD can be found on the Tools pageon the RAZOR teamwebsiteat
http://razobindviev.com/indx.shtml.
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9.3.5. Anticipating Your Future Needs

Dependinguponyourtargetandresourcesthereareary numberof toolsavailable. Therearetoolsfor
wirelessnetworks, Novell networks, UNIX systemsLinux systemsandmore.Anotheressentiapart
of performingassessmentrayincludereviewing physicalsecurityaswell aswar dialing — dialing
numbersandextensionsenterprise-widdor modemaccesdo your network. New conceptssuchas
war walking— scanninghe perimeterof your enterprises physicalstructuresor wirelessnetwork
access— aresomeemeging conceptshat you caninvestigateand, if neededjncorporatein your
assessmentsmaginationand exposureare the only limits of planningand conductingvulnerability
assessments.



Intrusions and Incident Response






Chapter 10.

Intrusion Detection

Valuablepropertyneedgo be protectedrom the prospecbf theftanddestructionModernhomesare
equippedwith alarmsystemghatcandeterburglars,notify authoritieswhenabreak-inhasoccurred,
andevenwarnownerswhentheirhomeis on re. Suchmeasurearenecessaryo assuregheintegrity

of homesandthe safetyof homeavners.

Thesameassurancef integrity andsafetyshouldalsobe appliedto computersystemsanddata.The
Internethasfacilitatedthe o w of information,from the personato the nancial. At the sametime,
it hasfosteredjust asmary dangersMalicious usersand craclers seekvulnerabletargetssuchas
unpatchedsystems systemsnfectedwith trojans,and networks running insecureservices Alarms
areneededo notify administratorsndsecurityteammembershatanbreachhastaken placesothat
they canrespondn real-timeto the threat.Intrusion detectionsystem$iave beendesignedassucha
warningsystem.

10.1. De ning Intrusion Detection Systems

An intrusiondetectionsystem(IDS) is an active proces®r device thatanalyzessystemandnetwork
actiity for unauthorizedntryand/ormaliciousactvity. Theway thatthe IDS detectsanomaliexcan
varywidely; however, theaimsarethesame— catchperpetratorin theactbeforethey dorealdamage
to yourresources.

IDSesprotecta systemfrom attack,misuse,and compromiselt canalsomonitor network actiity,
auditnetwork andandsystemcon guration for vulnerabilities,analyzedataintegrity, andmore.De-
pendingonthedetectiormethodsyou chooseo deplgy, thereareseveraldirectandincidentalbene ts
tousinganIDS.

10.1.1. IDS Types

UnderstandingvhatanIDS is andthefunctionsit providesis key in determiningwhattypewould be
appropriateo includein your computersecuritypolicy. This sectionwill discusgheconceptdehind
IDSes thefunctionalitiesof eachtypeof IDS, andtheemegenceof hybrid IDSesthatemploy several
detectiortechniquesndtoolsin onepackage.

SomelDSesareknowledg-basedwhich preemptiely alert securityadministratordeforeanintru-

sionoccursusinga databasef commonattacks Alternatiely, therearebehavioal IDSesthattrack
all resourceusagefor anomalieswhich is usually a positve sign of maliciousactvity. SomelD-

Sesarestandaloneserviceshatwork in the backgroundandpassiely listenfor actvity, loggingary

suspiciougacletsfrom the outside.Othersmix standardsystemtools, modi ed con gurations,and
verboseogging with administratorintuition and experienceto createa powerful intrusiondetection
kit. Evaluatingthe mary intrusiondetectiontechniquesanassistin nding onethatis right for your
organization.

10.2. Host-based IDS

A host-basedDS analyzesseveral areasto determinemisuse(maliciousor akusive actvity inside
the network) or intrusion(breachesrom the outside).Host-basedDSesconsultseveral typesof log
les (kernel,system sener, network, rewall, andmore),andcomparethe logs againstan internal
databasef commonsignaturegor known attacksUnix andLinux host-basedDSesmale heary use
of syslog andits ability to separatéoggedeventsby their severity andfunctionality (for example,
printer error messagesersuskernelwarnings).The IDS will Iter logs (which, in the caseof some
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event logs suchas network and kernel, can be quite verbose) analyzethem, re-tagthe anomalous
pacletswith its own systemof warningand severity rating, and collectthemin its own specialized
log for administratornalysis.

Host-basedDSescanalsoverify dataintegrity of important les andexecutablesThelDS will check
a databasef sensitve les (andary les thatyou may wantto add) and createsa chedksumof
eachle with amessage- ledigestutility suchasmd5sum (128-bitalgorithm)or or shalsum (160-
bit algorithm). The IDS thenstoresthe sumsin a plain text le, andperiodicallycompareshe le
checksumsgainsthevaluesin thetext le. If ary of the les checksumslo notmatch thenthelDS
will alerttheadministratoby emailor pagerThisis theprocessisedby Tripwir e, whichis discussed
in Section10.2.1

10.2.1. Tripwire

Tripwir e is the mostpopularhost-basedDS for Linux. Tripwire, Inc., the developersof Tripwir e,
recentlyopenedhe softwaresourcecodefor the Linux versionandlicensedt underthetermsof the
GNU GeneralPublic License.Red Hat Linux includesTripwir e, andis availablein RPM package
formatfor easyinstallationandupgrade.

Detailedinformation on the installationand con guration of Tripwir e canbe found in the chapter
titled "InstallingandCon guring Tripwire" in the Of cial RedHat Linux CustomizatiorGuide Refer
to thatchapterfor moreinformation.

10.2.2. RPM as an IDS

The RPM PackageManager(RPM) is anotherprogramthat canbe usedasa host-basedDS. RPM
containsvarious optionsfor querying packagesand their contents.Theseveri cation optionscan
be invaluableto an administratorwho suspectghat critical system les and executableshave been
modi ed.

Thefollowing list detailssomeoptionsfor RPM thatyou canuseto verify le integrity onyour Red
HatLinux systemReferto the Of cial RedHat Linux CustomizatiorGuidefor completeinformation
aboutusingRPM.

OImpor tant

Some of the commands in the list that follows requires that you import the of cial Red Hat GPG
public key into your RPM keyring. This key veri es that packages installed on your system contain an
of cial Red Hat package signature, which ensures that your packages originated from Red Hat. The
key can be imported with the following command (substituting  version with the version of RPM
installed on your system):

rpm  --import lusr/share/doc/rpm- version IRP M-GRG-KEY

rom -V package_name

This optionwill verify the les in theinstalledpackagecalled package_name . If it shavs no
outputandexits, this meanghatall of the les have notbeenmodi ed in aryway sincethe last
time the RPM databasevasupdatedIf thereis anerror, suchas

S5..T ¢ /bin/ps

thenthe le hasbeenmodi ed in someway andyou needto assessvhetherto keepthe le (such
is the casewith modi ed con guration les in /etc ) or deletethe le andreinstallthe package
thatcontainsit.
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rpm -Va

Thiscommandveri es all installedpackagesind nds ary failurein its veri cation tests(much
likethe-Vv option,but moreverbosen its outputsinceit is verifying every installedpackage).

rpm -Vf /bin/ls

This commandveri es individual les in aninstalledpackageThis canbeusefulif youwishto
performaquick veri cation of asuspectle.

rom -K application-1.0.i386.rpm

This commandis useful for checkingthe md5 checksumand the GPG signatureof an RPM
packagele. Thisis usefulfor checkingwhethera packageyouwantto installis signedby Red
Hator ary organizatiorfor whichyou have the GPGpublic key importedinto your GPGkeyring.
A packagehathasnotbeenproperlysignedwill emitanerrormessagsimilarto thefollowing:
application-1.0.i386.rpm (SHA1) DSA shal md5 (GPG) NOT OK

(MISSING KEYS: GPG#897da07a)

Exercisecautionwhen installing packageghat are unsignedas they are unofcial and could
containmaliciouscode

RPM canbe a powerful tool, as evinced by its mary veri cation tools for installed packagesand
RPM packageles. It is stronglyrecommendethatyou backupthe contentsof your RPM database
directory(/var/lib/rpm/ ) to read-onlymediasuchasCD-ROM afteryouinstallRedHat Linux so
thatyou cansafelyverify les andpackagesgainstthe read-onlydatabaseratherthanagainstthe
databasen the systemasmalicioususersmay corruptthe databaseandskew your results.

10.2.3. Other Host-based IDSes

Thefollowing list discussesomeof the otherpopularhost-basednhtrusiondetectionsystemsavail-
able.Referto thewebsitef therespectie utilities for moreinformationaboutinstallingandcon g-
uring themin your environment.

Note

These applications are not included with Red Hat Linux and are not supported. They have been
included in this document as a reference to users who may be interested in evaluating such applica-
tions.

+ SWATCH http://wwwoit.ucsbedu/~eta/swah/ — The Simple WATCHer (SWATCH) useslog
les generatedy syslog to alertadministratorof anomalieshasedon usercon guration les.
SWATCH was designedo log ary event that the userwantsto add into the con guration le;
however, it hasbeenadoptedvidely asa host-basedDS.

« LIDS http://wwwlids.olg — The Linux IntrusionDetectionSystem(LIDS) is a kernelpatchand
administrationtool that can also control le modi cation with accesscontrol lists (ACLs) and
protectprocesseand les, evenfrom therootuser
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10.3. Network-based IDS

Network-basedintrusion detectionsystemsoperatedifferently from host-basedDSes. The design
philosophyof a network-basedDS is to scannetwork paclets at the routeror host-level, auditing
paclet information and logging ary suspiciouspaclets into a speciallog le with extendedinfor-
mation.Basedon thesesuspiciougaclets,a network-basedDS canscanits own databasef knovn
network attacksignaturesndassigra severity level for eachpaclet. If severity levelsarehighenough,
awarningemail or pagercall is placedto securityteammemberssothey canfurtherinvestigatethe
natureof theanomaly

Network-basedDSeshave becomepopularasthe Internetgrows in sizeandtrafc. IDSesthatcan
scanthe voluminousamountof network trafc andsuccessfulltag suspectrafc arewell-receved

within the securityindustry Due to the inherentinsecurityof the TCP/IP protocols,it hasbecome
imperatve to develop scannerssniffers, and other network auditing and detectiontools to prevent

securitybreacheslueto suchmaliciousnetwork actvity as:

+ IP Spoo ng

- Denial-of-servicattacks
- arpcachepoisoning

« DNS namecorruption

+ Man-in-the-middleattacks

Most network-based DSesrequirethatthe hostsystemnetwork device be setto promiscuousnode,
whichallows thedevice to capturesverypaclet onthenetwork. Promiscuousnodecanbesetthrough
theifconfig ~ commandl|ike thefollowing:

ifconfig ethO promisc
Runningifcon g with no optionsrevealsthatethO is now in promiscuousnode.

ethO Link encap:Ethernet HWaddr 00:00:D0:0D:00:01
inet addr:192.168.1.50 Bcast:192.168.1.255 Mask:255.255.252.0
UP BROADCASTRUNNING PROMISCMULTICAST MTU:1500 Metric:1
RX packets:6222015 errors:0 dropped:0  overruns:138 frame:0
TX packets:5370458 errors:0 dropped:0  overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:2505498554  (2389.4 Mb) TX bytes:1521375170  (1450.8 Mb)
Interrupt:9 Base address:0xec80

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACKRUNNING MTU:16436 Metric:1
RX packets:21621 errors:0 dropped:0  overruns:0 frame:0
TX packets:21621 errors:0 dropped:0  overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1070918 (1.0 Mb) TX bytes:1070918 (1.0 Mb)

Usingatool suchastcpdump (includedwith RedHat Linux), we canseethelarge amountsof trafc
o wing throughouta network:

# tcpdump

tcpdump:  listening on ethO

02:05:53.702142 pinky.exampledomain.com .ha-clu ster >\

heavenly.exampledomain. com.860: udp 92 (DF)

02:05:53.702294 heavenly.exampledomain. com860 >\

pinky.exampledomain.com .ha- clu ster : udp 32 (DF)

02:05:53.702360 pinky.exampledomain.com .55 828 > dnsl.exampledomain.com.  domain: \
PTR? 254.35.168.192.in-addr.ar pa. (45) (DF)
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02:05:53.702706 nsl.rdu.redhat.com.doma in > pinky.exampledomain.com .558 28: \
6077 NXDomain* 0/1/0 (103) (DF)

02:05:53.886395 shadowman.exampledomain .co m.netbi os-ns >\

172.16.59.255.netbios-n s: NBT UDP PACKET(137): QUERY; BROADCAST
02:05:54.103355 802.1d config  c000.00:05:74:8c:al:2b. 8043 root \
0001.00:d0:01:23:a5:2b pathcost 3004 age 1 max 20 hello 2 fdelay 15
02:05:54.636436 konsole.exampledomain.c om.netb ios -ns > 172.16.59.255.netbios-n s\
NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

02:05:56.323715 pinky.exampledomain.com .10 13 > heavenly.exampledomain.c om.860: \
udp 56 (DF)

02:05:56.323882 heavenly.exampledomain. com.860 > pinky.exampledomain.com.1 013:\
udp 28 (DF)

Notice that pacletsthatwerenotintendedfor our machine(pinky.exampledomain.com ) arestill
beingscannedndloggedby tcpdump .

10.3.1. snort

While tcpdump is a usefulauditingtool, it is not consideredhtrue IDS becauseét doesnot analyze
pacletsfor anomaliesjt only dumpsthemto the outputscreenor to alog le. A properIDS will
analyzethe pacletsandthentagandlog suspiciousactvity.

Snortis anIDS designedo becomprehense andaccuraten successfullyoggingmaliciousnetwork
actiity andnotifying administratorsvhenpotentialbreache®ccur Snortusesthe standardibcap
library, andtcpdump asa pacletloggingbaclend.

The most prizedfeatureof Snortis notin its functionality but in its e xible attacksignaturesub-

system.Snorthasa constantlyupdateddatabasef attacksthat canbe addedto andupdatedvia the

Internet.Userscancreatesignatureasednnen network attacksandsubmitthemto theSnortsigna-
ture mailing lists (locatedat http://wwwsnort.og/lists.html),sothatall Snortuserswill bene t. This

communityethicof sharinghasgrown Snortinto oneof themostup-to-dateandrobustnetwork-based
IDSesavailable.

Note

Snort is not included with Red Hat Linux and is not supported. It has been included in this document
as a reference to users who may be interested in evaluating it.

For moreinformationaboutusingSnort,referto the of cial websiteat http://wwwsnort.og.
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Chapter 11.
Incident Response

In theeventthatthe securityof a systemhasbeencompromisedanincidentresponsés necessaryt
is theresponsibilityof the securityteamto respondo the problemquickly andeffectively.

11.1. De ning Incident Response

Incidentresponses simply an expeditedresponseo anissueor occurrencePertainingto Informa-
tion Security an examplewould be a hacler who haspenetrated re wall andis currentlysnifng
internalnetwork trafc. Theincidentis thebreachof security Theresponselependsiponhow these-
curity teamreactswhatthey do to minimize damagesandwhenthey restoreresourcesall thewhile
attemptingto guaranteelataintegrity.

Think of yourorganizatiorendhow almostevery aspecbf it reliesupontechnologyandthe computer
systemsilf thereis acompromisethink of the potentiallydevastatingesults Besidegheobvioussys-
temdowntime andtheft of data,therecould be datacorruption,identity theft (from online personnel
records)andembarrassingublicity or even nancially devastatingpublicity ascustomersandbusi-
nesspartnerdearnandreactto news of suchacompromise.

Researclon pastsecuritybreachegbothinternalandexternal)shavs thatcompaniecanpotentially
be run out of businessasa resultof a breach.At minimum, a breachcanresultin resource$eing
unavailableanddatastolenor corrupted But onecannotoverlookissuegshataredif cult to calculate
nancially, suchasbadpublicity. An organizationmustcalculatethe costof a breachandhow will it

detrimentallyaffectsanorganizationpothin theshortandlong term.

11.2. Creating an Incident Response Plan

It is very importantthat an incidentresponseplan is formulated,supported¢hroughoutthe organi-
zation,put into action,andregularly tested A goodincidentresponselanthatis thoroughlytested
andactedupon quickly may minimize the effects of a breach.Furthermorejt may even reducethe
neyative publicity andfocusattentionon quick reactiontime.

Froma securityteamperspectie, it doesnot matterwhetherabreachoccurs(assuchoccurrencesre
aneventualpartof doingbusinesaisinganuntrusteccarriernetwork suchasthe Internet),but rather
whenabreachwill occur Do notthink of a systemasweakandvulnerablerealizethatgivenenough
time and resourcessomeonesomavhere, someday, will breacheven the most security-hardened
systemor network.

The positve aspecbf realizingtheinevitability of a systembreachis thatit allows the securityteam
to developa courseof actionthatminimizesary potentialdamageCombininga courseof actionwith
expertiseallows theteamto respondo adwerseconditionsin a formal andresponsie manner

Theincidentresponselancanbe separatedhto four sections:

- ImmediateResponse
- Investigation

- Restoring

- Reporting

Incidentresponsenustbe decisve andexecutedquickly. Thereis little roomfor errorin mostcases,
andby stagingpracticeemegenciesandmeasuringesponséimesit is possibleto developamethod-
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ologythatfostersspeedandaccurag. Reactingjuickly mayminimizetheimpactof resourceinavail-
ability andthe potentialdamagecausedy systemcompromise.

An incidentrespons@lanhasa numberof requirementsincluding;

« Appropriatepersonne(in-houseexperts)

- Financialsupport

« Executie support

- A feasibleplanof action

- Physicalresourcesuchasharddrives,systemsandbackupsystems

11.2.1. The Computer Emergency Response Team (CERT)

Thetermappiopriate personnelrefersto peoplewhowill comprisea ComputefEmegencyResponse
Team(CERT). Findingthe corecompetenciefor a CERT canbea challengeThe conceptof appro-
priate personnefoesbeyond technicalexpertiseandincludeslogisticssuchaslocation, availability,
anddesireto put the organizationaheadof onespersonalife whenanemegengy occurs.An emer
geny is never aplannedevent;it canhapperatarny momentandall CERT membersnustbewilling
to acceptheresponsibilitythatis requiredof themto respondo anemegeny atary hour

It may not always be feasible,but thereshouldbe personneredundang within a CERT. If depth
in coreareass not applicableto an organization thencross-trainingshouldbe implementedvher
ever possible Note thatif only one personowns the key to datasafetyandintegrity thenthe entire
enterprisébecomedelplessn thatpersons absence.

Typical CERT memberdncludesystemandnetwork administratoraswell asmemberdrom thein-
formation securitydepartmentSystemadministratorswill provide the knowvledge and expertiseof
the systemsijncluding databackupsbackuphardware availablefor use,andmore.Network admin-
istratorsprovide their knovledgeof network protocols,in additionto beingableto re-routetrafc
dynamically InformationSecuritypersonnelreusefulin trackingandtracingsecurityissuesaswell
asperformingpost-mortenanalysisof media.

11.2.2. Legal Issues

Anotherimportantaspectf incidentresponserelegal issues.Securityplansshouldbe developed
with memberof legal staf or someform of legal counsel.Justasevery compary shouldhave their
own corporatesecurity policy, every compary hasits own way of handlingincidentsfrom a legal
perspectie. Local, state,andfederalregulatoryissuesarebeyondthe scopeof this documentput are
mentionedbecausehe methodologyfor performinga post-mortemanalysis at leastin part, will be
dictatedby (or in conjunctionwith) legal counsel.

11.3. Implementing the Incident Response Plan

Oncea plan of actionis created,it mustbe agreedupon andactiely implemented Any aspectof
theplanthatis questionedluring active implementatiorwill mostlikely resultin poorresponsdime
and downtime in the event of breach.This is where practiceexercisesbecomeinvaluable.Unless
somethings broughtto attentionbeforethe planis actively setin productionjmplementatiorshould
beexpedited.

If a breachis detectedvhile the CERT is presentfor quick action,potentialresponseanvary. The
teamcandecideto pull thenetwork connectionsdisconnecthe affectedsystenor systemspatchthe
exploit, andthenreconnectuickly without further potentialcomplication.The teamcanalsowatch
the perpetratoandtrack his actions.The teamcould even redirectthe perpetratorto a hone/pot —
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a systemor sggmentof a network containingintentionally falsedata— in orderto track incursion
safelyandwithoutdisruptionto productionresources.

Respondingo anincidentshouldalsobe accompaniedy informationgatheringwherever possible.
Runningprocessesnetwork connections,les, directories,and more shouldbe actively auditedin

real-time.Having asnapshobf productionresource$or comparisorcanbe helpfulin trackingrogue
servicer processesCERT membersandin-houseexpertswill begreatresourcen trackinganoma-
lies. Theseteammembersshouldknow their systemsandshouldbe ableto spotananomalyquicker

thansomeonainfamiliar with theinfrastructure.

11.4. Investigating the Incident

Investigatinga computerbreachis like investigatinga crime scene.Investigatorscollect evidence,
noteary strangeclues,andtake inventoryonlossanddamageAnalysisof computercompromisecan
eitherbelive (astheattackis happeningpr post-mortenfaftertheattack).

Althoughit is unwiseto trustary systemlog les onanexploitedsystemthereareotherforensicutil-

itiesto aid usin our analysis.The purposeandfeaturef thesetoolsvary, but they commonlycreate
bit-imagecopiesof media,correlateeventsandprocesseshav low level lesysteminformation,and
recover deletedles whener possible.

11.4.1. Collecting an Evidential Image

Creatinga bit-imagecopy of mediais a feasible rst step.If performingdataforensicwork, it is a
requirementlt is recommendetb male two copies,onefor analysisandinvestigationanda second
to be storedalongwith the original for evidencein ary legal proceedings.

Youcanusethedd commandhatis partof thefileutils packagen RedHatLinux. Supposehere
is a singleharddrive from a systemyou wantto image.Attach thatdrive asa slave to your system,
andthenusedd to createtheimage le, suchasthefollowing:

dd if=/dev/hdd bs=1k conv=noerror of=/home/evidence/image 1

This command createsa single le namedimagel using a 1k block size for speed.The
conv=noerror  option forcesdd to continuereadingand dumping data even if bad sectorsare
encounterean the suspecdrive. It is now possibleto studytheresultingimage le, or evenattempt
to recover deletedles.

11.4.2. Gathering Post-Breac h Information

The topic of digital forensicsandanalysisitself is quite broad,yet the tools are mostly architecture
speci c andcannotbe appliedgenerically However, incidentresponsegnalysisandrecovery areim-
portanttopics.With properknowledgeandexperienceRedHatLinux canbeanexcellentplatformfor
performingthesetypesof analysisasit includesseveral utilities for performingpost-breachesponse
andrestoration.

Table11-1detailssomecommanddor le auditingandmanagementt alsolists someexamplesthat
you canuseto properlyidentify les and le attributes,suchaspermissionsindaccesslatessothat
you can collect further evidenceor itemsfor analysis.Thesetools, when combinedwith intrusion
detectiorsystems,re walls, hardenedervicesandothersecuritymeasures;anhelpin reducingthe
potentialdamagevhenanattackoccurs.

Note

For detailed information about each tool, refer to their respective manual pages.
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Command

Function

Example

dd

Createsa bit-imagecopy (or disk
dump of les andpartitions.
Combinedwith acheckof the
md5sumsf eachimage,
administratoreancomparea
pre-breachimageof a partitionor
le with abreachedystemto seeif
thesumsmatch.

of=ls.dd
>|s-sum.txt

dd if=/bin/ls
|md5sum Is.dd

grep

Find usefulstring (text) information
onandinside les anddirectories
suchaspermissionsscriptchanges,
le attributes,andmore.Used
mostlyasa pipedcommandbf
anothercommandsuchasils , ps, or
ifconfig

ps auxw |grep /bin

strings

Printsthe stringsof printable
characterén a le. It is mostuseful
for auditingexecutabledor
anomaliesuchasmail commands
to unknawn addressesr loggingto
anon-standardbg les.

strings /bin/ps lgrep
‘mail’

file

Determineghecharacteristicef
les basednformat,encoding,
librariesthatit links (if ary), and le
type (binary text, andmore).Useful
for determiningwhetheran
executablesuchas/bin/ls  has
beenmodi ed usingstaticlibraries,
asuresignthatthatamodi cation
hasoccurred.

file  /bin/ls

find

Searchdirectoriesfor particular
les. find is ausefultool for
searchinghedirectorystructureby
keyword, dateandtime of access,
permissionsandmore.Thiscanbe
usefulfor administratorghat
performgenerakystemauditsof
particulardirectoriesor les.

find -atime +12 -name *log*
-perm u+rw

stat

Displaysvariousinformationabouta
le, includingtime lastaccessed,
permissionsUID andGID bit
settingsandmore.Usefulfor
checkingwhenabreachedystem
executablevaslastusedand/or
whenit wasmodi ed.

stat  /bin/netstat
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Command Function Example

md5sum Calculateshe 128-bitchecksum md5sum /usr/bin/gdm
usingthemd5hashalgorithm.You | >>md5sum.txt
canusethecommando createa text
le thatlistsall crucialexecutables
thatcouldbemodi ed or replacedn
asecuritycompromiseRedirectthe
sumsto a le to createasimple
databasef checksumsandthen
copy the le ontoaread-only
mediumsuchasCD-ROM.

Table 11-1.File Auditing Tools

11.5. Restoring and Recovering Resour ces

During actie incidentresponsethere should be considerationgoward working on recovery. The
actualbreachwill dictatethecourseof recovery. Thisis whenhaving backupson of ine systemswill
proveinvaluable For recarery, theresponséeamshouldbeplanningto bring backonlineary dowvned
systemsor applications,suchasauthenticatiorseners, databaseeners,and ary otherproduction
resources.

Having productionbackuphardvwarereadyfor useis highly recommendedsuchasextra harddrives,
hot-spareseners,andthelike. Ready-madeystemsshouldhave all productionsoftwareloadedand
readyfor immediateuse.Perhap®nly themostrecentandpertinentdatawould needto beimported.
Thisready-madsystermshouldbekeptdisconnecteffom therestof thepotentiallyaffectednetwork.
If acompromiseoccursandthebackupsystemis a partof the network, thenit defeatghe purposeof
having a backupsystem.

Systemrecovery canbe a tediousprocessin mary instanceghereareoneof two options.Adminis-
tratorscanperforma cleanreinstallationof the operatingsystemfollowed by restoratiorof all appli-
cationsanddata.Alternatively, administratoreanpatchthe systemof the offendingvulnerabilityand
bring the affectedsystem(spackinto production.

11.5.1. Reinstalling the System

Performinga cleanreinstallationinsuresthat the affected systemwill be cleanfrom ary trojans,
backdoorspr maliciousprocesseandthatary data(if restoredrom a trustedbackup) is clearedof
ary maliciousmodi cation. Thedravbackto total systemrecovery is thetime involvedin rekuilding
systemdrom scratchHowever, if thereis ahotbackupsystemavailablefor usewheretheonly action
to take is to dumpthe mostrecentdata,thensystemdowntimeis greatlyreduced.

11.5.2. Patching the System

Thealternatecourseto recovery is to patchthe affectedsystem(s)This methodof recovery is more
dangerouso performandshouldbeundertaknwith greatcaution.Thedangemwith patchingasystem
insteadf reinstallingis whetheror notyouhave sufciently cleansedhesystenof trojansholes,and
corrupteddata.lf usingamodularkernel,thenpatchingabreacheagystemcanbeevenmoredif cult.
Most rootkits(programsor packageshata cracler leavesto gainroot accesgo your system) trojan
systemcommandsandshellenvironmentsaredesignedo hide maliciousactvities from auditors.If
this approachs taken,only trustedbinariesshouldbe used(for example,from amountedCD-ROM).
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11.6. Reporting the Incident

Thelastpartof theincidentresponsglanis reportingtheincident. Thesecurityteamshouldtake notes
asthe responses happeningo properlyreportthe issueto organizationssuchaslocal andfederal

authoritiesor multi-vendor software vulnerability portalssuchas the CommonVulnerabilitiesand

Exposuresite (CVE) at http://c\e.mitre.og. Dependingon the type of legal counselyour enterprise
emplgss, apost-mortenanalysismayberequired Evenif it is notafunctionalrequiremento apost-

compromiseanalysis,a post-mortemcan prove invaluablein helpingto learnhow a cracler thinks

andhow your systemsarestructuredsothatfuture compromisesanbeprevented.
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Appendix A.

Common Exploits and Attac ks

Table A-1 detailssomeof the mostcommonexploits and entry points usedby intrudersto access
organizationahetwork resourcesKey to thesecommonexploits arethe explanationsof how they are
performedandhow administratorsanproperlysafeguardtheir network againsisuchattacks.

Exploit Description Notes
Null or Default Leaving administratie passvords Commonlyassociatedvith
Passvords blankor usinga default passverd networking hardwaresuchasrouters,
provided by theapplicationpackage. | rewalls,VPNsandnetwork
Thisis mostcommonin hardware attachedstoragg(NAS) appliances;
suchasroutersandBIOSes though Commonin mary legag/ operating
someserviceshatrunonlLinux can | systemsespeciallyOSesthatbundle
containdefault administrator servicessuchasUNIX and
passwrds(thoughRedHat Linux Windows;
doesnotshipwith them) Administratorssometimegreate
privilegedusersin arushandleave
thepasswerd null, a perfectentrypoint
for malicioususerswho discover the
user
Default Shared | Secureservicessometimepackage | Mostcommonin wirelessAPsand
Keys default securitykeys for development | precon guredsecuresener
or evaluationtestingpurposeslf these| appliances
keys areleft unchange@ndplacedin | CIPE(referto Chapter6) containsan
aproductionervironmenton the samplestatickey thatmustbe
Internet,anyuserwith thesame changedeforemoving to a
default keys have accesgo that productionervironment
shared-ky resourceandary sensitve
informationcontainedn it
IP Spoo ng A remotemachineactsasanodeon Spoo ngis quitedif cult asit
your local network, nds involvesthe attacler predicting
vulnerabilitieswith your seners,and | TCP/IPSYN-ACK numberso
installsabackdoomprogramor trojan | coordinatea connectiorto target
to gaincontrolover your network systemsbut severaltoolsare
resources. availableto assistcraclersin
performingsucha vulnerability
Dependn tagetsystenrunning
serviceqsuchasrsh , telnet , FTP
andothers)thatusesource-based
authenticatioiechniqueswhich are
notusuallyrecommendedompared
to PKI or otherformsof encryption
authenticatiorasusedin ssh or
SSL/TLS.
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Exploit

Description

Notes

Eavesdropping

Collectingdatathatpasse®etween
two active nodeson a network by
eavesdroppinghe connection
betweerthetwo nodes.

This type of attackworks mostly
with plain text transmission
protocolssuchastelnet,FTPR, and
HTTP transfers.

Remoteattacler musthave accesso
acompromiseagystemonalLAN in
orderto performsuchanattack;
usuallythecracler hasusedan
active attack(suchaslIP spoo ngor
Man-in-the-middleYo compromisea
systemonthe LAN
Preventatve measureinclude
serviceswith cryptographidkey
exchangepne-timepassverds,or
encryptedauthenticatiorio prevent
passverd snoopingstrongencryption
duringtransmissioralsoadvised

Service
Vulnerabilities

An attacler nds a aw or loopholein
aservicerun over thelnternet;
throughthis vulnerability the attacler
compromiseshe entiresystemand
andary datathatit mayhold and
couldpossiblycompromiseother
systemonthenetwork.

HTTP-basedervicesuchasCGl
arevulnerableto remotecommand
executionsandevenshellaccess.
Evenif theHTTP servicerunsasa
non-prvilegedusersuchas
"nobody",informationsuchas

con guration les andnetwork maps
canberead,or theattacler canstart
adenialof serviceattackwhich
drainssystenresource®r renderst
unavailableto otherusers.
Servicessometimesanhave
vulnerabilitiesthatgo unnoticed
duringdevelopmentandtesting;
thesevulnerabilities(suchasbuffer
over ow, whereattaclersgainaccess
by lling addressablenemorywith a
guantityover whatis acceptabldy
theservice crashinghe serviceand
giving theattacler aninteractve
commandpromptfrom which they
may executearbitrarycommands.
Administratorsshouldmale surethat
serviceglo notrun astherootuser;
stayvigilant of patchesanderrata
updatedor theirapplicationfrom
vendorsor securityorganizationsuch
asCERT andCVE.
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Exploit

Description

Notes

Application
Vulnerabilities

Attackers nd faultsin desktopand
workstationapplicationsuchas
e-mailclientsandexecutearbitrary
code,implanttrojansfor future
compromisepr crashsystems.
Furtherexploitationcanoccurif the
compromisedvorkstationhas
administratie privilegesontherestof
the network.

Workstationsanddesktopsaremore
proneto exploitationbecause
workersdo not have the expertiseor
experienceo preventor detecta
compromiseassenersrunby an
administratorit is imperatve to
inform individualsof therisksthey
aretakingwhenthey install
unauthorizedoftwareor open
unsolicitedmail
Safguardscanbeimplementedsuch
thatemail client softwaredoesnot
automaticallyopenor execute
attachmentsAdditionally, the
automaticupdatingof workstation
softwarevia RedHat Network or
othersystemmanagemergervicecan
alleviate the burdensof multi-seat
securitydeplyments.

Denialof Service
(DoS)Attacks

Attacker or groupof attaclers
coordinateanattackon network or
senerresourcedy sending
unauthorizegacletsto thetamget
machine(eithersener, router or
workstation).This forcestheresource
to becomeunavailableto legitimate
users.

ThemostreportedDoS case
occurredn 2000whenseveral
highly-trafck ed siteswererendered
unavailableby a coordinateging
ood attackusingseveral
compromisedystemswith high
bandwidthconnectionsctingas
redirectedbroadcasters
Sourcepacletsareusuallyforged(as
well asrebroadcastedimaking
investigationto thetrue sourceof the
attackdif cult.
Advancesn ingressltering (IETF
rfc2267),andNetwork IDS
technologyassisadministratorsn
trackingdown andpreventing
distributedDoSattacks.

Table A-1. Common Exploits
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