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Chapter 1.

What is Red Hat Content Accelerator?

RedHat ContentAcceleratoris a kernel-basedWebserver licensedunderthe GNU GeneralPublic
License(GPL).

It is currentlylimited to servingstaticwebpagesandcoordinatingwith kernel-spacemodules,user-
spacemodules,andregularuser-spaceWebserverdaemonsto providedynamiccontent.Regularuser-
spaceWebserversdonotneedto bealteredin any wayfor RedHatContentAcceleratorto coordinate
with them.However, user-spacecodehasto useanew interfacebasedon the tux (2) systemcall.

Althoughdynamiccontentis becomingincreasinglypopular, thereis still a needto serve staticcon-
tent.For example,nearlyall imagesarestatic.RedHat ContentAcceleratorcanserve staticcontent
veryef�ciently from within theLinux kernel.A similaroperationisalreadyperformedby theNetwork
File System(NFS)daemonthatrunsin thekernel.

RedHat ContentAcceleratoralsohastheability to cachedynamiccontent.RedHat ContentAccel-
eratormodules(whichcanbebuild in kernelspaceor in userspace;userspaceis recommended)can
create"objects"which arestoredusing the pagecache.To respondto a requestfor dynamicdata,
a RedHat ContentAcceleratormodulecansenda mix of dynamically-generated dataandcached
pre-generatedobjects,takingmaximaladvantageof RedHat ContentAccelerator's zero-copy archi-
tecture.

Thisnew architecturefor servingdynamiccontentrequiresanew API. ThecurrentAPI's for CGI can
not be suf�ciently mappedto RedHat ContentAccelerator's API. Thus,existing CGI applications
mustbeconvertedbeforeRedHatContentAcceleratorwill processthem.If theCGI applicationdoes
notrequiretheincreasedspeedof RedHatContentAccelerator, RedHatContentAcceleratorcanpro-
cessit by runningtheCGI applicationnormally. This is donethroughRedHat ContentAccelerator's
CGI module.RedHat ContentAcceleratorcanalsohandlea complex request(CGI or otherwise)by
redirectingit to anotherWebserver daemonsuchasApache.In otherwords,staticcontent,RedHat
ContentAcceleratormodules,old-styleCGI applications,andprogramsspeci�cally written for other
webserverscanberunonthesamesystemwith RedHatContentAcceleratorasthemainwebserver.

In summary, the differencesbetweenRedHat ContentAcceleratorandotherwebserversaswell as
thebene�tsof usingRedHatContentAcceleratorinclude:

• Red Hat ContentAcceleratorrunspartly within a customversionof kernel 2.4.x or higherand
partly asauser-spacedaemon.

• With acapablenetwork card,RedHatContentAcceleratorenablesdirectscatter-gatherDMA from
thepagecachedirectly to thenetwork, thusavoidingdatacopies.

• Whenever RedHat ContentAcceleratoris unsurehow to processa requestor receivesa requestit
is unableto handle,it alwaysredirectstherequestto theuser-spacewebserverdaemonto handleit
in anRFC-compliantmanner. An exampleof thisuser-spacewebserver daemonis Apache.

Note

Apache is used throughout this document as the user-space web server daemon for readability.

For questionsor commentsabout Red Hat Content Accelerator or this documentation,join
the <tux-list@redhat.com > mailing list. For instructions on joining the mailing list, see
http://www.redhat.com/mailing-lists/.

Also visit theRedHat ContentAcceleratorSupportpageavailableat:
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http://www.redhat.com/services/techsupport/tux/.

1.1. New Red Hat Content Accelerator 2.2 Features
TheRedHat ContentAccelerator2.2 releaseis anincrementalupgradeto RedHat ContentAcceler-
ator1.0andkeepssource-codelevel compatibilitywith user-spacemodules.

Theincrementalenhancementsinclude

• True zero-copy disk reads— WhereasRedHat ContentAccelerator1.0 copied�les into a tem-
porary buffer, RedHat ContentAccelerator2.2 is integratedwith the pagecacheand thususes
zero-copy block IO.

• Genericzero-copy network writes— RedHat ContentAccelerator2.2usesthegenericzero-copy
TCPframework.

• Zero-copy parsing— Wherepossible,RedHat ContentAcceleratorparsesinput packetsdirectly.
Even in RAM-limited situations,RedHat ContentAcceleratornow doesfull, back-to-backzero-
copy I/O.

Otherchangesinclude

• Enhanceduser-spaceutilities andmodulesupport.

• Massvirtual hostingsupport— The host-basedvirtual server patchhasbeenaddedto RedHat
ContentAccelerator. Thereis no limit on the numberof virtual hostssupported,only RAM and
diskspace.

• CGIscanbeboundto particularCPUsor canbeleft unbound.

• A numberof bugswere�x edwhichcausedperformanceproblems— RedHatContentAccelerator
2.2 is now signi�cantly fasterthanRedHat ContentAccelerator1.0!

1.2. Summar y of System Requirements

• RedHatContentAcceleratorCustomized2.4.x-basedversionof thekernelor higher

• x86,Alpha, IA64 or PowerPC/64platform(shouldwork onPowerPC/32,untestedonSparc)

• AlternateWebserver suchasApacherunningon thesameserver to processunknown requests

1.2.1. Current Limitations

• RedHatContentAcceleratorcanonly call theotherWebserversuchasApacheonthesameserver.
In futurerevisions,it will allow therollover of unsupportedcontentto analternateserver.
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Installation

This chapterdescribeshow to installRedHatContentAccelerator.

2.1. Installation Instructions

1. For optimal performance,createa separateRAID partition asthe documentroot for RedHat
ContentAccelerator.

2. Con�gure andinstall thekernelwith RedHat ContentAcceleratorsupportbuilt-in, if it hasnot
alreadybeenprovidedwith RedHat ContentAcceleratorcon�gured.

3. Install theRedHat ContentAcceleratorpackagewith thecommandrpm -Uvh tux-2.1.0-
2.i386.rpm (modify asnecessaryfor new versions...)

4. Createan index.html �le in /var/www/html , thedefault documentrootdirectory.

5. StartRedHatContentAcceleratorwith thecommandservice tux start (or ./tux.init
start onLinux systemsnot runningRedHatLinux), andtesttheURL http://localhost/
with lynx or any Webbrowser.

The latest Red Hat Content Accelerator releases can be downloaded from
http://people.redhat.com/~mingo/TUX-patches/. To install a TUX patch use the following

instructions:

1. Download the latest Red Hat Content Accelerator patch and userspaceutilities from
http://people.redhat.com/~mingo/TUX-patches/.

2. Apply theRedHat ContentAcceleratorpatchto a vanilla 2.4.2kerneltreewith thecommand
patch -p0 < tux2-full-2.4.2-X6 (wheretux2-full-2.4.2-X6 is the RedHat Con-
tentAcceleratorkernelpatch).

3. Usemake oldconfig to enableRedHat ContentAcceleratorin thekernelcon�g, compileit,
andbootinto theRedHatContentAcceleratorkernel.

4. Compileandinstall theuserspaceutilities, wheretux-2.0.25 is theversionof RedHat Con-
tentAcceleratoryouwantto install:

tar xzvf tux-2.0.25.tar .g z
cd tux-2.0.25
make
make install

5. Createan index.html �le in /var/www/html , thedefault documentrootdirectory.

6. StartRedHatContentAcceleratorwith thecommandservice tux start (or ./tux.init
start onLinux systemsnot runningRedHatLinux), andtesttheURL http://localhost/
with lynx or any Webbrowser.

2.1.1. Log Files

For eachrequest,RedHatContentAcceleratorlogstheaddressof therequestor, adateandtimestamp
accurateto at leastonesecond,speci�cationof the �le requested,sizeof the �le transferred,andthe
�nal statusof therequest.

The log �les for Red Hat ContentAcceleratorare storedin /var/log/tux in binary format. In
this binary format, the log �les areapproximately50% smallerthanstandardASCII text log �les.
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To view log �les usethecommand/usr/sbin/tux2w3c /var/log/tux . The tux2w3c program
convertsthebinarylog �les into into standardW3C-conformingHTTPDlog �les. If youwantto save
the ASCII output,you can redirectthe output to a �le: /usr/sbin/tux2w3c /var/log/tux >
tux.log , wheretux.log is thenameof theoutput�le.

Samplelog �le output:

195.4.12.3 - - Fri Nov 9 01:05:56 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:10 2001 "GET / HTTP/1.1" - 2890 200
255.255.255.2 55 - - Fri Nov 9 01:06:10 2001 "GET /icons/apache_ pb.g if HTTP/1.1" -
0 404
195.4.12.3 - - Fri Nov 9 01:06:10 2001 "GET /poweredby.pn g HTTP/1.1" - 1154 200
195.4.12.3 - - Fri Nov 9 01:06:04 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:22 2001 "GET /manual/index .h tml HTTP/1.1" - 5557 200
195.4.12.3 - - Fri Nov 9 01:06:04 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:22 2001 "GET /manual/image s/ apac he_header. gi f HTTP/1.1" -
4084 200
195.4.12.3 - - Fri Nov 9 01:06:04 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:22 2001 "GET /manual/image s/ pi xe l. gi f HTTP/1.1" -
61 200
195.4.12.3 - - Fri Nov 9 01:06:04 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:26 2001 "GET /manual/invok in g. ht ml HTTP/1.1" -
1 200
195.4.12.3 - - Fri Nov 9 01:06:04 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:35 2001 "GET /manual/stopp in g. ht ml HTTP/1.1" -
1 200
195.4.12.3 - - Fri Nov 9 01:06:04 2001 "GET /test.html HTTP/1.1" - 53 200
195.4.12.3 - - Fri Nov 9 01:06:37 2001 "GET /manual/howto /s si .h tml HTTP/1.1" -
18523 200
195.4.12.3 - - Fri Nov 9 01:06:41 2001 "GET /manual/new_f eatu re s_ 1_3. ht ml HTTP/1.1" -
34531 200
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Con�guration

This chapterdescribeshow to con�gure theRedHatContentAccelerator.

3.1. Modes of Operation
The recommendedmodeof operationis to have RedHat ContentAcceleratorrunningasthe main
WebserverandApacherun astheassistant.

• ClientPort:8080(or other)

• WebServer Port:80

For the recommendmodewhereRedHat ContentAcceleratoris the main web server, the con�gu-
ration for the user-spacedaemonmustbe changedto useport 8080.For Apachecon�guration, the
changesaremadein thecon�guration�le /etc/httpd/conf/httpd.conf by changingtheline

Port 80

to

Port 8080

For securityreasons,theline

BindAddress *

shouldbechangedto

BindAddress 127.0.0.1

This will prevent outsideusersfrom accessingApachedirectly. You must restartApachefor the
changesto take effect with thecommand/etc/rc.d/init.d/httpd restart .

The alternatemodeof operationis to have the user-spacedaemonsuchasApacheasthe mainweb
server andRedHatContentAcceleratorastheassistant.

• ClientPort:80

• WebServer Port:8080(or other)

3.2. Compressed Gzip Data Stream
RedHat ContentAcceleratoris now ableto sendcompressed(gzip) data.This hasthe potentialto
decreasethe amountof datathe Web server sendsto the client browseranddecreasethe browser's
loadtime.

By default, this data compression is disabled. To enable it, add the following line to
/etc/sysctl.tux :

net.tux.compression= 1

TheGzip�le with theextension.gzmustbein thesamedirectoryastheuncompressedversionsof the
pagesyouwishto serve.All of thefollowing conditionsmustbetruefor RedHatContentAccelerator
to sendthe.gz�le. Otherwise,theoriginal �le(s) aresent.
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• TheRedHatContentAcceleratorcompressionfeatureis on in /etc/sysctl.tux .

• Theclienthasexplicitly statedto supportgzipencoding.

• Theoriginal �le exists,is a regular�le, andhastheproperpermissions.

• The.gz�le exists,is a regular�le, andhastheproperpermissions.

• The.gz�le is newer thanor hasthesame-dateastheoriginal �le.

• Thesizeof the.gz�le is smallerthanoriginal �le.

Note

A cron job can be created to generate a new gzip �le from the latest uncompressed data in each
directory.

3.3. Parameter s
This sectiondescribeshow to con�gure RedHat ContentAcceleratorvia theavailableTUX parame-
ters.

Warning

Most parameters can only be set when Red Hat Content Accelerator is not active.

Note

CGI_UID and CGI_GID are no longer available. All Red Hat Content Accelerator threads are executed
with DAEMON_UIDand DAEMON_GID.

3.3.1. /proc/sys/net/tux Parameter s

The following parametersare set through /proc/sys/net/tux . Note this haschangedfrom the
original locationof /proc/sys/net/http and/proc/net/http .

Table 3-1.RedHat Content Accelerator Con�guration Parameters

Name Default Description

serverport 80 No longeravailable.To changetheRed
HatContentAcceleratorHTTPserver
port,usethecommandecho
'http://0.0.0.0:80' >
/proc/net/tux/0/listen/0 , where80
is theport number.

clientport 8080 Theport listenedto by theuserspace
http-daemon
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Name Default Description

documentroot /var/www/html Thedirectorywherethewebpagesare
stored.If usingtheinit script
/etc/rc.d/init.d/tux , documentroot
shouldbesetin /etc/sysconfig/tux
asDOCROOT.

http_subdocroot No valuesetby default Thedirectory, relative to the
documentroot,wherethewebpagesare
stored.RedHatContentAccelerator
defaultsto usingdocumentrootif
http_subdocroothasnovalue.

ftp_subdocroot No valuesetby default Thedirectory, relative to the
documentroot,wherethe�les to beserved
by theFTPserver arestored.RedHat
ContentAcceleratordefaultsto usingthe
documentroot de�ned for theHTTP
server if ftp_subdocroothasnovalue.

ftp_log_retr_only 0 If setto 0, RedHat ContentAccelerator
will log every othercommandaswell. If
setto 1, RedHatContentAcceleratorwill
only log RETRFTPcommandsto cut
down thelog size.

ftp_wait_close 1 If setto 1, RedHat ContentAccelerator
will wait for datasocket to closebefore
sendingcompletionmessageto command
socket.Certainclients(for example,lynx)
getconfusedby RedHatContent
Accelerator's high level of asynchronity.
This settingslows down FTPRETR
downloadsanddirectorylistingsand
increasespacket count,but it worksaround
brokenFTPclients.If setto 0, RedHat
ContentAcceleratorwill not wait for the
FTPclient to noticethecloseddatasocket.

ftp_login_message 0 If setto 1, thenumberof usersthatare
loggedin andthebandwidthcurrently
servedby RedHat ContentAcceleratoris
shown afterloggingin to theFTPserver. If
setto 0, this informationis notshown.

404_page 404.html If RedHatContentAcceleratordoesnot
manageto look upa requestedpagethenit
�rst triesto look upthedocumentspeci�ed
in 404_page.If the404pagecannot be
found,thecanned404messageis sent.
The�le is relative to thedocumentroot.
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Name Default Description

threads Thenumberor
server-threads,setat most
to 1 perCPU

Thenumberof kernelthreads(and
associateddaemonthreads)to beused.
Cannot begreaterthanthenumberof
CPUson thesystem.If usingtheinit script
/etc/rc.d/init.d/tux , threadsshould
besetin /etc/sysconfig/tux as
TUXTHREADS.

mode_allowed S_IROTH Requiredpermissionsfor �les RedHat
ContentAcceleratorwill process.See
"man2 stat"for all values.

mode_forbidden dir+sticky+execute Fileswith this permission-maskare
"forbidden"andwill not beprocessedby
RedHat ContentAccelerator. See"man2
stat"for all values.

nonagle 2 If setto 0, standardNagleoutputpacket
merging. If setto 1, noNaglemerging of
outputpackets.If setto 2,
TCP_CORK-styleoutputpacket merging.

push_all 0 If setto 0, maymergesubsequentpackets.
If setto 1, forceapacket boundaryright
aftertheendof theRedHatContent
Acceleratorrequest.

compression 0 If setto 0, it is disabled.If setto 1, sending
gzipcompresseddatais turnedon.See
Section3.2for details.

cgiroot /var/www/tux/cgiroot/ Thedirectoryin whichRedHatContent
AcceleratorrunsCGI programs.Setby
default to $DOCROOT in thetux init
script.

cgi_cpu_mask 0xffffffff Thedefault valueallows CGI scriptsto
executeonall CPUs.Thisvaluecanbeset
to bind newly startedCGI scriptsto a
singleCPUor asetof CPUs.TheCPUs
arerepresentedin a32-bitbitmask,where
bit 1 is CPU#0,bit 2 is CPU#1,etc.This
valuehasnoteffect onsingle-processor
systems.

cgi_inherit_cpu 0 If setto 1, all newly startedCGI scripts
inherit theCPU-bindingof the
CGI-startingRedHatContentAccelerator
thread— all processesstartedby theCGI
scriptwill beboundto thesameCPUas
theparentCGI.

max_connect 1000 Maximumnumberof concurrent
connections.

max_header_len 3000 Maximumheadersizein bytes.
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Name Default Description

max_output_bandwidth 0 Maximumoutputbandwidth(per
connection)usedupby keepalive requests
in bytes/sec.Thedefault valueof 0 means
off or unlimitedbandwidth.Canbeaslow
as1 byte/sec.This parameterreplaces
max_keepalive_bw.

max_keepalive 1000 Maximumnumberof openkeepalive
connections.After having reached
max_keepalivesconnections,RedHat
ContentAcceleratorzapsold connections
basedonLRU.

keepalive_timeout 0 Un�nished andshouldnot beused.A
per-client-connectiontimer thatwill time
out if a requestdoesnot arrive within a
pre-speci�edtime.Timeoutvalueis setin
seconds.

max_object_size 100MB Maximum�le sizeRedHat Content
Acceleratoris willing to serve speci�ed in
bytes.

Dprintk 0 If TUX_DEBUG is turnedon, thenprint
outvery verbosemessagesto syslog.
Shouldonly beusedfor debugging
purposes.

ack_pingpong 1 DelayTCPACK for incomingframesin
thehopesof asubsequentoutputframe.
SeparateACK will happennevertheless,if
nooutputframeis generatedwithin a
timeout.

all_userspace 0 If setto 1, every completeandvalid HTTP
requestwill bebouncedto the�rst
user-spacemodule.Theuser-spacemodule
"takescontrol"over theentireURL space.
Then,theuser-spacemodulecanmake a
decisionto 1) serve astaticreply, 2) serve
acacheddynamicreply, or 3) createa
dynamicreply. If setto 0, all_userspaceis
disabled.

application_protocol 0 If setto 1, it enablestheRedHat Content
AcceleratorFTPserver. If setto 0, this
featureis disabled.Referto Section3.10
for details.

logentry_align_order N/A Currentlyunused.

log�le /var/log/tux The�lename of theRedHat Content
Acceleratorbinarylog�le. Referto
Section2.1.1for moreinformation.

logging 0 If setto 1, loggingis enabled.If setto 0,
loggingis disabled.
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Name Default Description

redirect_logging 1 Setto 0 to suppressredirected
connections.Canbechangedat runtime
andtakeseffect immediately.

referer_logging 0 If setto 1, refererloggingis enabledand
will beautomaticallyprintedby tux2w3c
if therefererentryis present.If setto 0,
refererloggingis disabled.

max_backlog 2048 Maximumsizeof SYN backlogof theRed
HatContentAcceleratorlisteningsocket.

virtual_server 0 (off) Turnsonmassvirtual hosting.Hostsare
headersfrom thebrowserthataredirectly
turnedinto $DOCROOT/

�

Host� 'virtual
docroots.' This way any numberof hosts
canbeservedby asingleRedHatContent
Acceleratorserver without any
performancepenaltyat all. Referto
Section3.9for details.

mass_hosting_hash 0 (off) If virtual_server is enabled,thisparameter
modi�es thehostnamemappingto be
moreeffective for a largenumberof hosts.
Referto Section3.9for details.

strip_host_tail 0 (off) If virtual_server is enabled,thisparameter
stripsoff hostnamecomponents.Referto
Section3.9for details.

zerocopy_parse 1 Usetheinput packet buffer asa temporary
buffer andavoidscopying inputdata.

defer_accept 0 (disabledif
keepalive_timeoutor
max_keepalivesis set)

If setto 1, thenRedHat Content
Acceleratorprocesseswill not bewoken
upon theinitial SYN-ACK eventof anew
TCPconnection,but only afterthe�rst
realdatapacket hasarrived.If setto 0, this
featureis disabled.

http_dir_indexing 0 (disabled) If setto 1, RedHat ContentAccelerator
will list �les in readabledirectoriesif an
index �le doesnotexist.

generate_cache_control 1 (enabled) If setto 1, generateHTTP-expiration
headersaccordingto
/etc/tux.mime.types . Referto
Section3.8for details.

generate_etags 1 (enabled) If setto 1, generatetheEtagHTTP header.
Referto Section3.8for details.

generate_last_mod 1 (enabled) If setto 1, generatetheLast-Modi�ed
HTTPheader. Referto Section3.8for
details.

3.3.2. Init Script Parameter s
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If the RedHat ContentAcceleratorinit script /etc/rc.d/init.d/tux is used,the following pa-
rameterscan be set in the �le /etc/sysconfig/tux (seeTable 3-2). They shouldnot be set in
/etc/sysctl.conf becausethe init script will override parametersset in /etc/sysctl.conf .
Usingtheinit scriptis thepreferredmethodfor startingRedHatContentAccelerator. For parameters
beyondthosesupportedby /etc/sysconfig/tux , you canuse/etc/sysctl.tux , which is read
aftertheRedHatContentAcceleratormoduleis loaded;/etc/sysctl.conf is readbeforetheRed
Hat ContentAcceleratormoduleis loadedandso RedHat ContentAccelerator-speci�c settingsin
/etc/sysctl.conf donot take effect.

Table 3-2. /etc/sysconfig/tux parameters

Parameter Default Description

TUXTHREADS Thenumberof
server-threads,
setatmostto
1 perCPU

Thenumberof kernelthreads(and
associateddaemonthreads)to beused,
cannotbegreaterthanthenumberof
CPUson thesystem

DOCROOT /var/www/html Thedocumentroot, thedirectorywhere
thewebpagesarestored.

DAEMON_UID nobody UID (user)aswhich thedaemonruns.

DAEMON_GID nobody GID (group)aswhich thedaemonruns.

CGIROOT /var/www/html ThedirectorywheretheCGI programsare
stored.CGI programscanbestartedin the
chrootenvironmentby default.Set
CGIROOT=/ if you wantCGI programsto
have accessto thewholesystem.

MAX_KEEPALIVE_TIMEOUT 30 Timeoutvaluefor eachHTTP connection.
Usethis to preventconnectionhangs.

TUXMODULES demo.tux
demo2.tux
demo3.tux
demo4.tux

list of user-spaceloadableRedHat
ContentAcceleratormodules,seeman 2
tux for moreinformation

MODULEPATH / Pathto theuser-spaceloadableRedHat
ContentAcceleratormodules

3.3.3. /proc/net/tux Parameter s

After startingRedHat ContentAccelerator, the /proc/net/tux directorycontainsthe �le stat .
This �le containsstatisticson every allocatedrequeststructure.As this workseven if TUX_DEBUGis
turnedoff, thisshouldhelpdebuggingthingsabit more.It canalsobeusedto calculate�le download
status.For example,TUX/FTP- the100*f_pos/�lelengivesthecurrentprogressof download.

It is possibleto bind theloggerthreadto any particularCPU(or groupof CPUs),soyou canlocalize
IO, via /proc/net/tux/log_cpu_mask Thedefault is to run onany CPU.

3.3.4. Required Parameter s

BeforestartingRedHatContentAccelerator, thefollowing parametersmustbeset:

• serverport
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• clientport

• DOCROOT

The DOCROOT for Red Hat Content Accelerator must be the same document root directory as
Apache or other user-space daemon running as the assistant web server for Red Hat Content Accel-
erator to properly redirect requests.

3.4. Star ting Red Hat Content Accelerator
RedHat ContentAcceleratorcanbestartedby issuingthecommand:

/etc/rc.d/init.d/tux start

This script is written to startRedHat ContentAcceleratoron a single-processoraswell asa multi-
processorserver.

If you chooseto write your own script to start Red Hat ContentAcceleratoror start it from the
/usr/sbin/tux binary, you canusethefollowing options:

Table 3-3. /usr/sbin/tux options

Option Description

-t, --threads=N numberof tux threads

-d, --docroot=path directorypathfor documentroot

-m, --modpath=path directorypathfor user-spaceloadableRedHat Content
Acceleratormodules

-d, --daemon run in thebackgroundasadaemon

-D, --date-interval=seconds how often(in seconds)to updatethedatestring,thedefault
is 1 second

-?, --help show helpmessage

--usage displaybrief usagemessage

IRQ af�nity is a small performance boost. If you are not experiencing any performance dif�culties , it
is not recommended you try the following.

3.4.1. IRQ Af�nity

BindingIRQ'stoagroupof CPU'sisanew featureof the2.4kernel.While it wasoriginallydeveloped
aspartof RedHatContentAccelerator, it is now agenericandindependentkernelfeature.EveryIRQ
sourcein Linux hasanentryin /proc/irq directory. For example,thesettingsfor IRQ 40is storedin
/proc/irq/40 . IRQ af�nity , or IRQ bindings,is con�gured thoughthesmp_af�nity settingin that
directory. For example,thesmp_af�nity for IRQ 40is in /proc/irq/40/smp_affinity . Thevalue
of thesmp_af�nity settingis abitmaskof all CPU's thatarepermittedasaresourcefor thegivenIRQ.
Thedefault valuefor smp_af�nity is theHEX value0xffffffff . This meanstheprocessesfor the
IRQ aresentto all CPU's.Youarenot allowedto turn off all CPU's for anIRQ. If theIRQ controller
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doesnot supportIRQ af�nity , the valuecannot bechangedfrom the default. If multiple CPU's are
de�ned, thenthe IRQ sourceusesthe leastbusyCPU.This is called' lowestpriority APIC routing.'
IRQ af�nity is achieved by bindinganIRQ to a speci�c CPUor groupof CPU's by echoinga HEX
valueto smp_af�nity for theIRQ.

Thus,RedHat ContentAcceleratorthreadN is boundto CPUN. If a singleRedHat ContentAccel-
eratorthreadis used(which is recommended)andthereis only onenetwork interfacecard,thenthe
network interfacecard's IRQ shouldbeboundto CPU0.

3.5. Stopping Red Hat Content Accelerator
If RedHat ContentAcceleratorwasstartedwith the /etc/rc.d/init.d/tux start script,stop
RedHat ContentAcceleratorby executingthe /etc/rc.d/init.d/tux stop script.This will un-
loadall user-spaceRedHat ContentAcceleratormodulesautomatically.

If you did not use the scripts provided, stop Red Hat Content Acceleratorwith the command
/usr/sbin/tux -s or /usr/sbin/tux --stop .

3.6. Debugging Red Hat Content Accelerator
To print out thestateandvariousotherinformationaboutRedHat ContentAccelerator, executethe
gettuxconfig script.Youmustberoot to run this script.

Thecheckbindings shellscriptchecksanexistingRedHatContentAcceleratorSMPcon�guration,
whetherall IRQ, interface,andlisteningsocket bindingsandaf�nities aresetupcorrectly. It assumes
thattheinterfaceseth0,eth1,eth2,andsoon areusedlinearly andmappedlinearly. Thescriptwarns
if it �nds any inef�ciency.

3.7. MIME Types
RedHat ContentAcceleratorsupportsthreetypesof MIME typesstartingwith version2.0.13and
kernelpatch2.4.2-P3.They arede�ned in /etc/tux.mime.types .

Table 3-4.MIME Types

MIME Type File
Extension

Description

TUX/redirect pl php All extensionslistedafterTUX/redirectwill beredirectedto
thesecondaryserver.

TUX/CGI cgi pl All extensionslistedafterTUX/CGI will behandledby the
RedHatContentAcceleratorCGI enginedirectly.

TUX/module tux x All extensionslistedafterTUX/modulewill behandledby
RedHatContentAcceleratoruserspacemodules.

The TUX/redirectMIME type will redirectall requeststo �les endingin .pl or .php to Apache,
withouthaving to checkfor �le permissions.

TheTUX/CGI MIME typespecifyscriptsthatshouldbelocatedin the$DOCROOT/cgi-bin directory,
or thedirectoryspeci�edby thecgiroot parameter. Referto Section3.3for details.

Referto Chapter5 for detailsabouttheTUX/module MIME type.
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3.8. HTTP Cache Contr ol
Startingwith RedHatContentAccelerator2.2.1andkernelpatch2.4.17-A1,RedHatContentAccel-
eratorsupportstheCache-Control: max-age=x HTTPextensionin additionto thebasiccache-control
propertiessuchastheETag andLast-Modified HTTPheaders.While thebasicpropertiesallow the
client browserto know whetherthecontentin its cacheis up-to-datewhile communicatingwith the
server, this new featureallows browsersandproxiesto cachetheserver's responsefor the speci�ed
time without the needto recon�rm with the server every time the contentin its cacheis accessed,
reducingcontentloadtime for users,bandwidthandserver resourcesusage.

Expirationtime is setona per�le extensionbasis,in /etc/tux.mime.types discussesin previous
paragraph.While astandardentrymaylook like below:

text/html htm html

Thefollowing formatshouldbeusedto assignexpirationtime to a �le extension:

text/html htm|1800 html|1800

This will set the expiration time for .htm and .html �les to 1800 seconds(half an hour). If no
expiration time is provided for a �le extension,no Cache-Control directive will be issuedwhile
servingthe�le.

You may seta differentexpiration time for every extension,even if they belongto thesameMIME
type:

text/html htm|1800 html|3600

or

text/html htm|1800 html

Note

To disable this feature on a server-wide basis, set the generate_cache_cont ro l parameter in
/proc/sys/net/tu x to 0.

3.9. Mass Vir tual Hosting
RedHat ContentAcceleratorsupportsmassvirtual hosting,which enablesa very high numberof
virtual hosts.

Therearethreetunablesthatdealwith virtual hosting:

• virtual_server — Valid valuesare0, 1, 2, or 3.

• mass_hosting_hash — Valid valuesare0, 1, 2, or 3.

• strip_host_tail — Valuemustbeaninteger.

Thesethreetunablesdependon eachother, andthestrip_host_tail tunableis only usedif host
basedvirtual servingis enabled.Otherwise,it is ignored.
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3.9.1. virtual_server

If thevalueis setto 0, virtual hostingis disabled:

http://www.example.com/a .htm l => $DOCROOT/a.html

If thevalueis setto 1, host-basedvirtual hostingis enabled:

http://www.some.site.com /a.h tml => $DOCROOT/some.site.com/a. html

Note

Red Hat Content Accelerator strips off the www. pre�x variants and transforms the hostname to
lowercase.

If thevalueis setto 2, IP-basedvirtual hostingis enabled:

http://www.some.site.com /a.h tml => $DOCROOT/1.2.3.4/a.html

If thevalueis setto 3, amixtureof host-basedandIP-basedvirtual hostingis enabled:

http://www.some.site.com /a.h tml => $DOCROOT/1.2.3.4/some.sit e.co m/a .htm l

3.9.2. mass_hosting_ha sh

Themass_hosting_hash tunablemodi�es thehostnamemappingto bemoreeffective for a large
numberof hosts.

If thevalueis setto 0, mass_hosting_hash is disabled.

If thevalueis setto 1:

http://www.some.site.com /a.h tml => $DOCROOT/s/some.site.com/ a.ht ml

If thevalueis setto 2:

http://www.some.site.com /a.h tml => $DOCROOT/s/so/some.site.c om/a .ht ml

If thevalueis setto 3:

http://www.some.site.com /a.h tml => $DOCROOT/s/so/som/some.si te.c om/a.ht ml

3.9.3. string_host_tai l

Thestrip_host_tail tunablestripsoff hostnamecomponents,startingat theendof thehostname.

If thevalueis setto 0, this tunableis disabled.

If thevalueis setto 1:

http://www.some.site.com /a.h tml => $DOCROOT/some.site/a.html

If thevalueis setto 2:

http://www.some.site.com /a.h tml => $DOCROOT/site/a.html
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andsoon...

3.10. Red Hat Content Accelerator as an FTP Server
Startingwith version2.0.21of RedHat ContentAcceleratorandversion2.4.2-U7of the RedHat
ContentAcceleratorpatchedkernel,Red Hat ContentAcceleratorcan be con�gured to run as an
anonymousFTPserver.

To useRedHat ContentAcceleratorasanHTTP andFTPserver at thesametime,usethefollowing
commands:

echo "http://0.0.0. 0: 80" > /proc/net/tux /0 /l is te n/ 0
echo "ftp://0.0.0.0 :2 1" > /proc/net/tux/ 0/ li st en/1

By default, the documentroot for the FTP server is the documentroot for the HTTP server setas
DOCROOTin /etc/sysconfig/tux or thevalueof /proc/sys/net/tux/documentroot .

To con�gure different document roots for the HTTP and FTP server, set the DOCROOTin
/etc/sysconfig/tux andexecutethefollowing commands:

Note

The http_subdocroot and ftp_subdocroot are relative to DOCROOT.

echo '/www/' > /proc/sys/net/t ux /h tt p_su bdoc ro ot
echo '/ftproot/' > /proc/sys/net/t ux /f tp _s ubdocr oot

RestartRedHat ContentAcceleratorto applythechanges:

service tux restart

After executingthesecommands,theRedHatContentAcceleratorFTPserverwill berunningonport
21.

To have it displaydirectorylistings, run the generatetuxlist script from the FTP docroot.This
scriptcreatesthe�les .TUX-LIST and.TUX-NLIST �les thatcachethedirectorylisting. Everytime
theFTPdocrootdirectorychanges,thescriptmustbere-runto generateanupdateddirectorylisting.

Note

The Red Hat Content Accelerator FTP server has been through numerous stresstests and FTP-client
compatibility tests. However, it is still early software. It has no known bugs or security holes at the
moment. It has not been tested with a wide number of FTP clients yet (only the most obvious ones).

3.10.1. Security Features

Thefollowing aresecurityfeaturesof theRedHatContentAcceleratorFTPServer:

• BecauseRedHat ContentAcceleratordoesnot startper-client processes,the memoryallocation
overheadfor eachFTPclient loggedin is lessthan10 KB. This allows thousandsof parallelcon-
nections.
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• Paranoidparserandparanoidcommand-evaluation.

• Chrootsto docroot.

• Never startsany externaluserspaceprocess.All FTPfunctionality is donein a approximately900
linesC module,in thekernel.

• Evenin kernelmodetheRedHatContentAcceleratorFTPServerdropsall priviledgesandswitches
to uid andgroupnobody .

• Only themosttrivial globbing(mget * ) supported,andno recursionsupport.
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Chapter 4.

Security

RedHat ContentAcceleratoris designedto have very strict security. This is possiblebecausethe
assistantuser-spacedaemonsis usedto handlethecomplex exceptions.

RedHat ContentAcceleratoronly servesa �le if

1. TheURL doesnotcontain?.

2. TheURL doesnotstartwith / .

3. TheURL pointsto a �le thatexists.

4. The�le is world-readable.1

5. The�le is notadirectory. 1

6. The�le is notexecutable.1

7. The�le doesnothave thesticky-bit set.1

8. TheURL doesnotcontainany forbiddensubstringssuchas.. 1

1. Con�gurablethroughthesysctlparametersin /proc/sys/net/tux
1. Con�gurablethroughthesysctlparametersin /proc/sys/net/tux
1. Con�gurablethroughthesysctlparametersin /proc/sys/net/tux
1. Con�gurablethroughthesysctlparametersin /proc/sys/net/tux
1. Con�gurablethroughthesysctlparametersin /proc/sys/net/tux
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Chapter 5.

User-space Loadab le Modules

In additionto partsof RedHat ContentAcceleratorrunningin kernel-space,user-loadablemodules
canalsobewritten for RedHatContentAccelerator.

Note

The API for the user-loadable modules is currently under development. This section of the documen-
tation will be updated as the API becomes available.

User-spaceloadablemodulesareusuallya single .c �le andarecompiledasa sharedlibrariesasa
.so �le. Therecanbeanunlimitednumberof user-spaceHTTP modules,andthey canbecompiled
in a languageof choice.They have full addressspaceprotection,cannot crashthe kernel,andare
unpriviledged.

A list of user-spaceloadableRedHat ContentAcceleratormodulesandtheir locationmustbespeci-
�ed with theTUXMODULESparameterin /etc/sysconfig/tux . Referto Section3.3for details.

Startingwith RedHatContentAcceleratorversion2.0.13andkernelpatch2.4.2-P3,user-spaceload-
ablemodulesdonot requirespecialpermissionsto beactivated.Instead,themoduleis speci�edusing
a commonMIME typede�nition �le. Theuser-spacemodulesmustendwith the�le extension.tux
or .x andspeci�ed with the TUXMODULESparameterin /etc/sysconfig/tux . The �le mustbe
ownedby root with root asthegroupandmustbeworld-readable.It doesnot have to beexecutable.
For example,to usethedemo.tux user-spaceloadablemodule,you mighthave thefollowing �le:

[root@m /]# ls -l /var/www/html/ demo.t ux
-rw-rw-r-- 1 root root 0 Sep 3 04:42 /var/www/html/ demo.t ux

If RedHat ContentAccelerator�nds a URL objectthathasthis MIME type,it searchesthe internal
list of modulesde�ned asTUXMODULES in /etc/sysconfig/tux . If thereis a match,RedHat
ContentAcceleratorsendstherequestto theuser-spaceloadablemodule.

For furtherinformationaboutwriting aRedHatContentAcceleratoruser-spaceloadablemodule,see
the�le /usr/share/doc/tux- � version � /TUXAPI-user.txt .
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