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GLEAR GHOIGE TEST

Red Hat hits hard with
virtualization, security

BY BY TOM HENDERSON, RAND DVORAK, NETWORK WORLD LAB ALLIANCE

With today’s release of Red Hat Enterprise Linux 5.0, Red Hat

is both following and bucking server operating-systems trends

we've witnessed in past Clear Choice Tests of Novell's SUSE

Linux and Microsoft’s Longhorn beta code.

Following suit with Novell’s SLES 10
and Microsoft’s Longhorn, RHEL5
sports user session controls with its
enhanced Security Enhanced Linux
(SELinux) implementation and Xen-
based server virtualization technolo-
gy. With this release, administrators
can couple these two technologies to
provide multiple server operating
instances with secured sessions run-
ning underneath, for a kind of one-
two punch of reliability and user ses-
sion isolation from root-access issues.

In the bucking-trends column, while
Microsoft’s tack is to make a different
version for nearly every kind of server
imaginable (multiplied by OEM serv-
er options), Red Hat with this release
cuts the number of versions down to
two major categories, server and
client, with a further delineation for
32- and 64-bit CPU genres. There are
no separate versions for a Storage
Server, Certificate Manager Server,
Small Business Server or Left-Handed

Freckled Linux.

Also, while Red Hat has made a few
minor GUI enhancements, RHEL5
doesn’t offer much in the way of eye-
candy adjustments to its interface
like Microsoft and Apple consistente-
ly do with their operating-system
upgrades.

Security controls

With RHELS5, SELinux access con-
trols are in place immediately unless
you opt out of them at installation.
While SELinux was first provided in
RHEL4, we found that Red Hat has
made setting user access-control poli-
cies much easier in this release, as its
SELinux Management Tool can be
used to set user policies as well as
policies for specific applications by
module. However, some administra-
tion tasks, such as changing policy
characteristics for groups of applica-
tions, require manipulation that the
SELinux instrumentation tools in
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RHEL5 don’t handle out of the box.
To its credit, Red Hat supplies a very
good SELinux Troubleshooter appli-
cation.

SELinux Troubleshooter, which
scours system logs looking for prob-
lems spawned by users or application
misbehavior, is quite articulate in the
types of misbehavior it finds.
However, the logs needed by SELinux
Troubleshooter aren’t found in any
‘default’ location by the application.
Also, once you point it in the right
direction, the location is not saved by
the application for subsequent
default-location log-file openings.

Because logs can record the same
repeating error, a handy
SETroubleShooter filter can be used
to separate the discrete error
instances from the entire list. What’s
missing from TroubleShooter, though,
is an automatic alarm mechanism
that can send messages to syslog or
straight to an administrator when
application, user session or guest
operating-system instances start to
misbehave.
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And while SELinux is set during instal-
lation, we found that root and user
passwords for the operating system at
large have few constraints placed on
them. It's a conundrum that SELinux’s
protection of user sessions has
evolved, but passwords, unless purpose-
fully hardened, are subject to diction-
ary attacks.

Red Hat has made extensive use of
the Xen server virtualization technique
for the first time in this release. What’s
different is that Red Hat’s Xen imple-
mentation is far more evolved than
what we found in SUSE 10, although it
does lack comprehensive instrumenta-
tion.

We could easily get the Xen hypervi-
sor up and running and subsequently
build a modified (called “Xenified”
hosting) kernel quickly Guest operating
sessions could be built quickly upon
these instances and subsequently mon-
itored through Virt-Manager, the basic
open source Xen tool included by Red
Hat in this release. The malady to how
RHELS5 has used Xen is that it isn’t sewn

together administratively and begs for
an “empirical” Xen-management appli-

cation rather than nonintuitive
sequence of using the standard open
source tools.

When we tested the RHELS native ker-
nel for performance (using operating
system install time-chosen defaults, as
we normally do) against SUSE 10, we
found little notable differences in our
LMBench results (see “How we tested
RHEL5”) between the most current ver-
sions of these Linux operating systems.

Performance is also enhanced by

RHEL5’s ability to use multicore CPUs
and tap into several of them in the
same machine. In our tests, RHEL5
detected the twin Athlon CPUs of our
Polywell 2200S machine easily, and
made the same short work of our 4-
Athlon 64 CPU, dual-core HP 585. There
were no other detection errors except
for odd graphics-card geometry prob-
lems that we saw on a Dell PowerEdge
P280 and our HP DL140 generic
servers, and these were trivial.

The impact of introducing Xen’s
hypervisor to the subsequently Xen-
ified RHEL5 kernel represented only
nominal latency from the native RHEL5
results. We measured the Xen impact
on performance, and found that the
‘insertion loss’ of the hypervisor layer
and Xenified RHEL5 kernel” are nomi-
nal: Performance isn’t affected much.
Adding guest operating systems to the
Xenified RHELS kernel dragged down
performance. We spawned two guest
‘domU’ (as they're called in Xen par
lance) instances and ran LMBench3
concurrently in each operating system
guest instance. Performance dropped
linearly with the added instances.

Red Hat has rebuilt its driver model in
a quest to equip hardware vendors
with a more consistent code-building
exercise. One of the possible payoffs is
an open source iSCSI driver that allows
operating system instances to use virtu-
alized storage provided via the iSCSI
driver’s ability to link to external stor-
age facilities, such as iSCSI hosted stor-
age area-etwork (SAN) assets.This driv-
er allows external iSCSI storage devices
to be reached from the operating sys-

tem as “SAN; thereby reducing the serv-
er hardware footprint. It also gives sys-
tem designers flexible storage options
should they need to service virtualized
operating system instances in a more
orderly way.

Less evolved in RHELS in both server
and client versions are the kinds of
flashy GUI enhancements Microsoft and
Apple have been putting in their operat-
ing systems. It’s still using Gnome 7.1;
support for high-performance graphics
cards has been added, as are the AIGLX
libraries, which mime some of the graph-
ics visual effects of competitive GUI fea-
tures. These include slick minimization,
transparency/translucency, fading and
window manipulation tricks.

In terms of other notable changes,
install-time support options have
increased, and RHEL5 includes more
sophisticated and comprehensive sup-
port for IPv6 in the areas of detection
and firewall manipulation.

Summary

Sex appeal isn't the focus of this
release. Instead, Red Hat makes a strong
statement in the form of well-executed
virtualization and user session controls.
The aggressive number of components
inside this operating system still beg to
be sewn together more comprehensively
with better administrative tools, but the
fundamentals are definitely in there.
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