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Virtualization possibilities 

● Effective and efficient use of hardware

● Reduce the number of idle hardware

● Migration of environments to different systems

● Better flexibility in utilizing hardware

● Leverage the possibilities that lie within Cloud 
Computing 
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Virtual or Not? What's the Difference? 

● The protection of sensitive data

● PCI/DSS, Sarbanes-Oxley, HIPAA

Stationary In Flight Isolation



Virtualization and Compliance 

● How will virtualization affect my compliance?

● What steps are required to ensure continued  
compliance in a virtualized space ?

● What standards will affect me in a virtualized space? 

● How can I protect my virtualized guests and host? 

● What exactly should I need to do to address these 
concerns? 



Typical Compliance Requirements

● Segregation of systems

● Segregation of networks

● Protect virtualized media

● Logging and auditing

● Patching and change control

● Subscription/license/commercial considerations

● Control system sprawl



Patch Management Monitoring Configuration ManagementProvisioning



http://www.redhat.com/security/data/cve



API layer Integration
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XML-RPC

The API layer can be used to integrate with disparate systems by making 
remote procedure calls using XML-RPC over HTTP 
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Additional Reporting from Satellite

A command-line tool that produces a handful of CSV 
reports with information found in the RHN Satellite 
server database. 

Produces stock CSV reports:

• Entitlements and subscriptions

• System inventory

• Software and errata

• Users and groups



Security Concerns with a Virtualization Platform 

● Consider the complexity of the full Virtual Machine 
Management (VMM) stack

● External Interfaces

● Types of Exploits

● Development Environment 



External Interfaces

● Exploits need a way in

● Size of the VMM stack : Number of security-relevant 
flaws

● Flaw only relevant if it can be exploited 

● The greater the interfaces the greater the risk



Types of Exploits 

● Hypervisor calls

● Hardware interrupts processed by the VMM 

● Processor instructions processed by the VMM

● Network interfaces

● Traps that are reflected to the VMM by the CPU



The Exposure Ratio

The likelihood of 
accessing flaws

                                   
The size and number 
of interfaces provided 
by privileged code to 

other entities.



Development Environment – Quality Matters

● Appropriate processes for code development as well 
as code review

● Flaw discovery and the release of a fixes

● Window for an attacker to mount a successful attack of 
the flaw



Security Concerns KVM Xen Popular VM Platform

Size of Software 
Stack Medium Medium to High 

High (Based on 
available Info)

Number of 
Interfaces 

Medium High 
High (Based on 
available Info

Assurance of 
Development 
Environment 

High Medium 
Low (Based on 
Information from CC 
evaluation)

VMM Security Comparison



KVM, RHEL6 and other cool stuff!

● Kernel Virtual Machine basics

● KVM new features in RHEL6

● Control Groups

● SElinux and sVirt

NEW!



Virtualization Analysis



Summary

● With increased flexibility comes 
a significant potential for 
increased vulnerability

● Virtual environments bring new 
considerations

● Systems Management tools are 
key

● Process/Procedure

● Reporting and Auditing
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