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Closed source software is more 
secure than Open Source!

Open Source software is more 
secure than closed source!



Is Any Software Secure?



Is anything secure?



The only truly secure system is one that 
is powered off, cast in a block of concrete 
and sealed in a lead-lined room with 
armed guards - and even then I have my 
doubts

-- Gene Spafford

What does “secure” mean?

● Mitigating Risk
● You can't elliminate risk, but you can control it

● Providing Trust

● Preparing for the inevitable



Security flaws

● ALLALL  software has bugs.

● Some of these bugs have security implications.

● Not all software is written equally.



Examples

● Image file that crashes the image viewer?
● Bug (just don't open it again).

● Image file that zips up your home directory and mails it 
to the bad guys?

● Security flaw.
● Crash the computer with a network packet?

● Security flaw.
● Crash the computer by smashing it with a hammer?

● Not a security flaw (probably not a bug either).



Why does this matter?



Can we trust proprietary software?

● Can you trust your vendor?



Can we trust Open Source?

● OF COURSE!

● You don't have to believe me
● Let's understand how it works



Is Open Source Sofware secure?

● This is the wrong question

● What is being done to minimize risk?



The challenge

● Everything has bugs

● How does Open Source handle security bugs?





Can we prove something is secure?

● Do you trust your vendor?

● Does your vendor trust their vendors?

● You can't prove a negative

“This software has no security flaws”



What can we do?

● Look at the source
● Probably expensive
● You don't have to do this alone

● Many others are already doing this



Power in numbers

● Linus' Law
● Given enough eyeballs, all bugs are shallow

● Even critics can produce positive outcomes



Community

● Vendor-sec

● Oss-security

● Red Hat / Canonical / Suse / Debian
● We compete from a business side
● Our security teams work together



Trust

● With Open Source your vendor has no secrets

● YOUYOU can be the vendor
● Do you trust yourself?



Looking forward

● Browsers

● Cloud

● New threats



Browsers

● The web is becoming the computer

● Physical access is no longer needed
● Just a username and password



Modern computing



Cloud computing



New threats

● What we know

● What we know we don't know

● What we don't know we don't know



Questions?

In God We Trust;
From Everyone Else,
We Need Source Code.

In God We Trust;
From Everyone Else,
We Need Source Code.
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