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So – What is NFV?



What is NFV

Network functions virtualization (NFV) is revolutionizing the way 
communications companies deliver services.

Open technologies provide the accelerated innovation and new 
ideas needed to advance NFV.

Red Hat, the open source leader, delivers an ideal platform for NFV 
with the entire core software stack, professional services, and 
large partner ecosystem of industry leaders.



What is NFV?



The communications services market outlook

By 2019…

Mobile data traffic will 
increase by

10x

There will be
9.2 billion

mobile subscriptions

>80%
of subscriptions will be 
for mobile broadband

The cost to support data traffic is increasing, but the
revenue from data services is growing much slower.



Legacy infrastructure can’t keep up

•  Rigid and inflexible

•  High costs

•  Limited scalability

•  Difficult to innovate



Core components of NFV architectures



Why use open source technologies for NFV?

83%
of telco operators 
demand or prefer open 
systems for their 
networks

95%
of telco operators see
open source as a 
positive attribute for 
NFV solutions

Fast innovation

Choice of vendors

Modern new ideas



Red Hat advances innovation through 
open source communities

Open platform for 
network programmability 

for SDN and NFV
Open source software for 

cloud computing

Linux® kernel 
development, innovation, 

and expansion



Red Hat delivers the entire core NFV infrastructure



RED HAT’S NFV PARTNERS ECOSYSTEM



Red Hat delivers the only    
fully integrated, open software stack for NFV

SecureStable Supported
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Connectivity and “smarter” devices driving change
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THE INTERNET OF THINGS LANDSCAPE

EXPLOSIVE GROWTH IN 
CONNECTED DEVICES

UBIQUITOUS INTERNET 
CONNECTIVITY

AFFORDABLE 
BANDWIDTH

COMMODITIZED 
STANDARDIZED HARDWARE

ADVANCES IN CLOUD 
COMPUTING

STANDARDS BASED AND 
OPEN SOURCE SOFTWARE

• Microcontrollers
• Electronic sensors

• Decreased cost of storing 
and processing data
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THE DATA-DRIVEN IoT

Devices are the eyes and ears of the intelligent system, not its brain.

DATADEVICES BUSINESS MODELS
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INTERNET OF THINGS INFORMATION LIFECYCLE

Information triggers 
pre-defined business 

rules

Summarized 
information sent to 

back office 
for deep analysis

New rules created and 
pushed to business rules 
engine

New data 
analysis
optimizations

Controlled 
and 

augmented 
by domain 

experts

Field level
data analysis

DATA
Data emitted from 

sensors, control panels, 
actuators, human 

interfaces, etc.

INTELLIGENCE
Actions driven from 

information

KNOWLEDGE
Information stored in DB 
and analyzed, yielding 

optimized tactical tools. 

INFORMATION
Data analyzed to drive 

tactical action



 Driving design considerations for intelligent systems and the IoT
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TOP 10 ENTERPRISE CONCERNS

1 Securing the connected ecosystem

Ability of disparate systems to communicate 
reliably and take uniform action, regardless of 
protocol

Managing patches and updates

Moving as much intelligence as close to the edge as 
possible

Data integrity before, during, and after 
transmission

Managing large amounts of data

Storing and analyzing unstructured data

Using commoditized hardware to gain competitive 
advantage

Meeting regulatory requirements

Business impact

6

2 7

3 8

105

4 9
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RED HAT - A FOUNDATION FOR IoT
Red Hat provides an extensible and consistent foundation 
• secure, easily managed, mature, flexible, scalable
• enables connectivity, interoperability, services
• supports open standards

From edge devices to gateways, the datacenter, and the cloud across the life cycle from development to 
production
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INTELLIGENT GATEWAY ARCHITECTURE
Transforming device data into actionable information
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What is NFV

Network functions virtualization (NFV) is revolutionizing the way 
communications companies deliver services.

Open technologies provide the accelerated innovation and new 
ideas needed to advance NFV.

Red Hat, the open source leader, delivers an ideal platform for NFV 
with the entire core software stack, professional services, and 
large partner ecosystem of industry leaders.
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What is NFV?
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The communications services market outlook

By 2019…

Mobile data traffic will 
increase by

10x

There will be
9.2 billion

mobile subscriptions

>80%
of subscriptions will be 
for mobile broadband

The cost to support data traffic is increasing, but the
revenue from data services is growing much slower.
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Legacy infrastructure can’t keep up

•  Rigid and inflexible

•  High costs

•  Limited scalability

•  Difficult to innovate
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Core components of NFV architectures
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Why use open source technologies for NFV?

83%
of telco operators 
demand or prefer open 
systems for their 
networks

95%
of telco operators see
open source as a 
positive attribute for 
NFV solutions

Fast innovation

Choice of vendors

Modern new ideas



12

Red Hat advances innovation through 
open source communities

Open platform for 
network programmability 

for SDN and NFV
Open source software for 

cloud computing

Linux® kernel 
development, innovation, 

and expansion
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Red Hat delivers the entire core NFV infrastructure
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RED HAT’S NFV PARTNERS ECOSYSTEM
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Red Hat delivers the only    
fully integrated, open software stack for NFV

SecureStable Supported
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The Internet of Things (IoT) is changing the way 
businesses use technology. The Internet has become 
a medium to connect people, share information, find 
solutions, and report problems. With the advancement 
and availability of smart devices and smart machines, 
the Internet of Things will evolve to billions of 
interconnected devices and machines measuring, 
collecting, analyzing, monitoring, and sharing useful 
information.

The term itself, Internet of Things, was coined in 1999 
by Procter & Gamble’s Kevin Ashton, who later co-
founded the Auto-ID Center at MIT. 

The concept, however, is much older. The Internet of 
Things is not new. The idea of a huge network 
consisting of billions of connected devices was made 
possible by the ubiquitous nature of the internet. But, 
the way to get there is quite familiar. Using devices to 
collect and communicate data, using data to make 
better decisions, analyzing those decisions to gain 
deeper insights has been happening for quite a while. 
Big data and analysis – and the computing power 
behind it – has enabled companies to capitalize on 
those insights to save costs, automate processes to 
streamline operations and realize additional revenue. 

Does this sound familiar?

•Use devices to collect and communicate data

•Use data to make better decisions

•Analyze decision to gain deeper insight

•Capitalize on insights to:
• Save costs

• Automate processes to streamline operations

• Realize additional revenue

The networks that emerged in oil and gas were 
immense both in size and cost. Thousands of miles of 
dedicated line was painstakingly deployed and 
maintained in order to connect a hundreds of devices 
collecting of massive amounts of seismic data. All this 
data then had to be brought back to a data center 
where it could be fed into a large high performance 
computing cluster, so that the data could be analyzed. 
This data required extensive maintenance and 
cleansing so that the analysis could be done correctly. 
It also required a huge financial investment to build the 
relational database in which all that data needed to be 
stored. The analysis would then take hours or days 
before providing any actionable intelligence. This “pre-
IoT” use case provided tremendous value, but only the 
largest companies getting the biggest returns could 
afford such a huge investement.

In this example, all the elements of what we today call 
IoT were present: the concept of gathering data from 
distributed devices, driving better decision making, 
allowing additional revenue opportunities.. 

<number>



Connectivity and “smarter” devices driving change
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THE INTERNET OF THINGS LANDSCAPE

EXPLOSIVE GROWTH IN 
CONNECTED DEVICES

UBIQUITOUS INTERNET 
CONNECTIVITY

AFFORDABLE 
BANDWIDTH

COMMODITIZED 
STANDARDIZED HARDWARE

ADVANCES IN CLOUD 
COMPUTING

STANDARDS BASED AND 
OPEN SOURCE SOFTWARE

• Microcontrollers
• Electronic sensors

• Decreased cost of storing 
and processing data

There are several major factors that are driving the 
economics of the IoT architecture. 

The hardware. Up until just a few years ago hardware 
deployed outside of four temperature-controlled walls 
was specialized and expensive. Any small form factor 
hardware was also incredibly limited in its capabilities 
and performance. This led to unique, specialized 
requirements all the way up the stack. This fact has 
fundamentally changed. Commodity single board 
computers and systems on chip have changed the 
equation of what can be accomplished in small form 
factor devices, and the price point of those devices. 
This concept of hardware commoditization and 
standardization is a constant driving force. 

Another factor is the ubiquitous nature of 
connectivity. In its earliest days, connecting remote 
sensors required thousands of miles of dedicated line 
and huge financial investments. Now, the broad 
proliferation of Wi-Fi and broadband connectivity make 
this a thing of the past. This concept of mobility has 
fundamentally changed the way that all of us connect, 
and is now being extended to the connection of 
devices as well. 

Next is big data. The advent of unstructured data 
stores, software defined networking, and powerful 
analytics create the ability to analyze tremendous 
amounts of data without requiring your first born to be 
handed to a relational database vendor. In the same 
way that cloud has made computing available to any 
size organization, big data is making big analysis 
available to more and more people. This also allows 
these smaller companies to benefit from the business 
value derived from data-driven decision making. 

Finally, and probably one of the most important 
economic driver, is customer expectations.  As 
individuals become accustomed to a connected world 
in which there is an app for everything, customers now 
expect more than just a traditional one dimensional 
experience. We have already seen this playing out in 
the enterprise. Access to functionality has gone from 
standing in a line at the mainframe, to execution at a 
user’s desk, to connecting from home, and now to user 
demand for access to everything, all from a phone or 
tablet. 

<number>
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THE DATA-DRIVEN IoT

Devices are the eyes and ears of the intelligent system, not its brain.

DATADEVICES BUSINESS MODELS

While connecting the physical world to the digital world is 
an important first step in the realization of the IoT, the real 
value of connecting devices is in the data that they generate. 
Being able to effectively use the volumes of data being 
generated is what will change businesses, improve customer 
experiences, and create new opportunities. Intelligence 
derived from this data is already driving new applications 
and business models, transforming and redefining markets 
and industries in fundamental ways. 

<number>
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INTERNET OF THINGS INFORMATION LIFECYCLE

Information triggers 
pre-defined business 

rules

Summarized 
information sent to 

back office 
for deep analysis

New rules created and 
pushed to business rules 
engine

New data 
analysis
optimizations

Controlled 
and 

augmented 
by domain 

experts

Field level
data analysis

DATA
Data emitted from 

sensors, control panels, 
actuators, human 

interfaces, etc.

INTELLIGENCE
Actions driven from 

information

KNOWLEDGE
Information stored in DB 
and analyzed, yielding 

optimized tactical tools. 

INFORMATION
Data analyzed to drive 

tactical action

The true benefits of IoT really come from managing the 
information lifecycle. 

In the IoT, the ability for newer, smarter devices to 
communicate with each other, with back-end datacenters, 
and with related systems requires data to be processed into 
information in different ways and in more than one location 
and direction. 

Typically, we think of data being sent to and crunched in 
massive datacenters, producing analytics that can then be 
turned into intelligence for determining actions. But with the 
IoT, intelligent systems are redefining that process.

As the figure illustrates, tactical data processing can occur at 
the device level with data analyzed near field to allow 
immediate action to be taken. This field level data analysis 
prompts action based on pre-defined business rules. Once 
those actions occur, summary data is relayed to the back-
office for deep analysis. Additional knowledge gained from 
that analysis determines how best to optimize the system 
and can result in new rules being set to improve process 
flow. 

This is possible thanks to the addition of edge processing 
capabilities. The constant feedback loop between tactical 
field operation and strategic process analysis allows 
decisions to be made as close as possible to the edge of the 
network. This results in reduced transmission costs and 
quicker decision time horizons, crucial factors in enterprise 
IoT implementations. 

<number>
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TOP 10 ENTERPRISE CONCERNS

1 Securing the connected ecosystem

Ability of disparate systems to communicate 
reliably and take uniform action, regardless of 
protocol

Managing patches and updates

Moving as much intelligence as close to the edge as 
possible

Data integrity before, during, and after 
transmission

Managing large amounts of data

Storing and analyzing unstructured data

Using commoditized hardware to gain competitive 
advantage

Meeting regulatory requirements

Business impact

6

2 7

3 8

105

4 9

With input from our customers, we've identified a “top 10” 
list of considerations to address during an enterprise IoT 
project design, and throughout implementation.

Here's the countdown.

10 Business impact. Delve into the discussion on the 
business implications - and benefits (competitiveness, faster 
time to market, improved customer experience) - from 
implementing an IoT solution. We have found that 
determining and managing the business requirements is 
where every project should start, not end.

New IoT projects and pilot implementations should, from 
the outset, address well defined business goals and 
enterprise integration requirements. Defining KPIs for a 
project will help the business drive real value from their IoT 
investment, whether productivity enhancements or new 
customer facing services. Understanding and managing the 
evolving business requirements can impact all of the other 
possible challenges faced in an implementation. For 
example, what level of enterprise application integration is 
needed? Do you have the skill sets in-house to maintain 
these systems over time? 

9 Regulatory requirements. Ask yourself about your 
current compliance and how new insights from smart 
devices can get – or keep you – on track.

Is the data collected subject to regulatory legislation? And, 
even beyond the mandated regulatory requirements for 
your industry, has your organization thought further about 
the ethical data management considerations that can arise 
from an IoT deployment? Has your organization thought 
about all the possible unintended uses of the data, 
especially as IoT data is combined with other data sources, 
that could raise ethical questions or cause unintended 
discriminatory, regulatory or legal concerns? 

8 Commoditized hardware. Consider which improvements 
(price and/or technology-wise) that will favor which 
sensor, device, server and other hardware you choose for 
your IoT project.

But also think beyond the hardware itself. Your 
organization may not be familiar with or equipped to deal 
with devices as part of your infrastructure. Evolving 
cross-functional skill sets will be a requirement. To 
develop IoT solutions for complex issues there is, and will 
continue to be, significant cross-pollination of talent 
across industries. Leadership and expertise is needed for 
the successful confluence of the hardware, software and 
product engineering requirements to integrate devices into 
the business infrastructure. In addition to technology 
expertise, the talent needed to truly harness the IoT 
opportunity requires strategic vision, data scientists, and 
marketing all collaborating on the execution of the new 
processes and services introduced by IoT driven digital 
transformation based on that new hardware - the devices 
that are new to your business.

7 Storage and analysis of unstructured data. With lots 
more data being generated, be prepared for the deluge and 
be able to scale up and/or scale out. Also, be sure to have 
the analysis tools you'll need to get value from all that 
data.

The technology choices for IoT implementations should 
be done so with an eye toward scaling the systems and 
expanding use of these technologies to other business 
units within the organization. The IoT will produce 
unprecedented data volumes, more queries and low 
latency operations requirements – and you need to meet 
those SLAs. This introduces the challenges of providing 
real-time device data filtering, correlation, storage and 
analysis at scale, while extracting this function from 
underlying devices or communications protocols. Since 
most organizations are still iterating and learning about 
IoT, they do not understand upfront how large these 
systems may become, or how widespread within their 
organization.

6 Managing large amounts of data. It's one thing to store 
it. It's another thing to manage it. Consider cost-effective 
software-enabled and cloud solutions for storage 
management.

Does your industry’s regulatory requirements have data 
retention policies you must be aware of? Can you purge 
data or must it be maintained? How are you going to make 
your IoT data accessible for long-term analytics and what 
is the ROI in doing this? 

5 Data integrity. Simple, right? Not so, if you don't have 
the right communication infrastructure. Ensure data 
integrity before, during and after transmission by adding a 
controller or (middle) tier to your architecture.

You have to be able to rely on your data. This starts with 
ensuring that the sensors correctly measure and report the 
data, that the data is communicated correctly, that the data 
is not modified (perhaps by an attacker), and that the data 
is properly used by your applications. A great way to 
improve this is by adding a controller (or middle tier) 
which can monitor the controllers, pre-process and 
validate the data, and use encryption to ensure that the 
data is not modified or corrupted during transmission.

4 Moving intelligence to the edge. Smart device-to-
device communication enables actions to take place 
in the field, reducing decision time horizons and 
improving results. This makes your devices more 
than smart – it makes them intelligent.

We are seeing greater adoption of technologies like 
Complex Event Processing, or CEP, near the 
devices, in a gateway tier, to drive that sophistication 
and intelligence closer to the edge. An intelligent 
gateway serves as a functionally capable middle or 
controller tier, to bridge the devices to the data center 
or cloud. Providing data processing capabilities and 
integration functionality on the gateway enables real-
time analysis and decision-making at the edge, 
allowing organizations to only transmit summary data 
to the back-end or cloud. Empowering the edge with 
near-field processing thus addresses the IoT 
requirements for reduced transmission costs and 
decreased response time to trigger device actions or 
alerts.

3 Managing patches and updates. With so many 
touch points, you'll want an efficient way to update all 
devices and synch with the datacenter. To start, 
select reliable operating systems that can help, and 
also consider standards and software management 
tools that will address the depth and breadth of the 
devices and applications that are connected in your 
IoT system.

The long-term product lifecycle, including 
maintenance and updates of devices and related 
applications, needs to become an inherent part of the 
development and long-term deployment and support 
initiatives of an IoT project. IoT devices can be in use 
for 10 years or more. This introduces product 
lifecycle challenges, including compatibility, updates, 
maintenance, repairs, corrective actions, and recalls 
to ensure the end-to-end security and reliability of the 
system. With so many touch points, you'll want an 
efficient way to update all devices and sync with the 
datacenter. To start, select reliable operating systems 
that can help, and also consider standards and 
software management tools that will address the 
depth and breadth of the devices and applications 
that are connected in your IoT system.

2 Communicate reliably, despite disparate 
systems. Unless you have the luxury of designing 
from scratch, you'll need to address myriad 
communication protocols from existing devices. 

The ability of disparate systems to communicate 
reliably and take uniform action, regardless of 
protocol is a must for a successful IoT deployment. 
 Additionally, consider the data and application 
integration requirements of the complete system. 
How will you incorporate this new machine data into 
your existing enterprise applications – like ERP or 
CRM? Do you need to blend this data with other data 
sources before pushing it into your analytics 
applications? Are there multiple systems into which 
the data must be integrated in parallel?

1 Security. The technology exists to defend against 
threats. Review your company's security policy and 
include secure authentication, authorization, and 
auditing; also consider adding encryption for more 
vulnerable at-rest data. Actively monitor IoT systems 
for health – physical health, system health, and 
security health. The greatest factor for security is to 
make it a priority. If you pay attention to security, 
measure and monitor security, and make security a 
selection criteria for your IoT systems, you will have 
a much more trustworthy environment

<number>



We offer a single, extensible, secure foundation that 
supports the end-to-end lifecycle of IoT solutions, from 
development to production. Building on our experience 
as the world’s largest open source company, we 
deliver trusted solutions which capture community 
innovation, eliminate vendor lock-in, and prevent cost 
escalation. Red Hat solutions provide the critical 
enterprise level security, reliability, and support 
required by the IoT so that you can focus on what 
matters most to your business: delivering business 
value and competitive differentiation. 

<number>
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INTELLIGENT GATEWAY ARCHITECTURE
Transforming device data into actionable information

This example shows how an intelligent gateway, powered by 
Red Hat technologies, transforms device data into actionable 
information. In this case, data is being captured (1) from 
sensors and actuators that are measuring vibration levels, 
speed, temperature, and location of each turbine in an engine 
room. Once the data has been captured, the gateway then 
sorts out urgent data (2b) from less urgent data (2a). Red Hat 
JBoss Fuse and A-MQ (3) work together to aggregate, 
transform, and summarize data. Routing (4) then occurs, 
with data sent to the appropriate place (mobile, database, 
management, applications, etc.) or routed to the BRMS 
rules-based platform (5). Having received the routing 
information, the rules platform acts immediately on pre-
defined alerts, alarms, and actions. In this case, BRMS 
recognizes that a turbine is spinning too fast based on pre-
defined rules that identify the conditions under which to 
change the speed of a turbine. A command is immediately 
sent to the bi-directional speed sensor to change the 
behavior of the turbine and slow it down or turn it off (if 
additional conditions are met).

1. Data capture – Data on temperature, speed, vibration and 
location is being acquired from the devices (sensors and 
actuators).

2. Data is split into 2 streams:
•2a is the “slow data” that is aggregated, transformed, and 
summarized before being routed to the enterprise 
(applications, mobile, etc.) managed in the cloud or data 
center 
•2b is the “fast data” that goes into the rules engine 

3. Red Hat JBoss A-MQ is the lightweight messaging bus 
used to asynchronously move data between endpoints 
and control points. It connects devices, applications, 
and information across the IoT in a highly scalable and 
efficient manner. Red Hat JBoss Fuse is a lightweight, 
flexible enterprise service bus for executing routine 
gateway services such as data routing, aggregation, 
and protocol mediation. The solution lets you 
interconnect diverse IoT components quickly and 
efficiently.

4. Routing determination takes place based on pre-
defined rules.

5. Red Hat JBoss BRMS supports comprehensive IoT 
business rules management and complex event 
processing (CEP). This business logic within the 
gateway, allows acceleration of local control functions 
and enables continued operation in the event of WAN 
or application failures. External applications can modify 
business rules dynamically to address real-time events 
and evolving system conditions.

By pushing intelligence to the edge of the network you 
can cost-effectively scale IoT deployments, while 
enabling leaner, faster IoT applications. 

<number>
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