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OPEN SOURCE, loT & TELCO
A STRANGE COMBINATION ?

o

OTT / Network Investment

@ \ Telco Context

loT
Not seen as Service Innovator / N ' el
[ Not Really... J

Digital Transformation &

(NFV/SDN/Open Source/DevOps)

\ How can
Need to Innovate Red Hat help ?

Identify New Revenues
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TELCO INDUSTRY IS INVESTING
MUCH OF THIS IS ENABLED BY OPEN SOURCE

Video and Content Delivery
Network Services

Software Defined
Networking (SDN)

5G Networks
+ Cloud RAN
+ Mobile Edge Computing

Network Functions loT, M-to-M,
Virtualization (NFV) Mobile Applications
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TELCO INDUSTRY IS INVESTING IN loT
ONLY INTERESTED IN CONNECTIVITY ?

—_— Lots of recent announcements of
LO Ra major Telco’s investing in the 3GPP
| LPWA technologies such as LTE-M

and NB-loT
/\ b E 5D

. VeriZOI'I‘/ \/ China Mobile
orange” & vodafone
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loT ARCHITECTURE
THE THREE TIERS

B SECURITY ONTOLOGIES

Data Management —_—
& Messaging =

Connectivity

Appllcation
Enablement

h

Event Management. [4.
Aralytics & Ul E

Data
Management
Device +
Management =
| —
—

Field protocols l 1oT protocals

) e
Communication "'"'

Network Management L |

Connsctivity
Mesiage Routing

e ey
Fiedd protocols 1aT protecols

Remole Managament

Hardware
Abstraction Layer (HAL)

OS5 f RTOS @

Device :
o —
- —

Application Runtime

'l
= ey @

COMSTRAINED DEVICES CATEWAYS AND SMART DEVICES IOT CLOUD PLATFORM

Registry

Management

Source: The Three Software Stacks Required for IoT Architectures - http://iot.eclipse.org/white-paper-iot-architectures
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loT ARCHITECTURE & OPEN SOURCE

. Open source: no lock-in, community
The Three Software innovation, ...

Stacks Required for loT . :
Architectures . 25+ open source projects under Eclipse loT

phepoplppmeifi . Kapua project launched by Eurotech & Red Hat
. Kura project positioned at the gateway level

lO‘t 19Drools ActiveMQ

@ eclipse.org

Kapua gue g~ T€COra
. r!]"(:amel -
2 RUre = eclipse

Source: http://iot.eclipse.org/white-paper-iot-architectures
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loT ARCHITECTURE
DRIVING DATACENTER FUNCTION TO THE EDGE

* Business processing
* Reporting
» Long-term data analytics

DATAC E N TE R | + Data infrastructure

» Enterprise integration
» Software-defined storage

+ Communications/messaging
| + Data pre-processing

* Real-time data analytics
| » Real-time actions/rules

» Software-defined storage

» Security

» Communications/messaging

D EVI C ES I » Data acquisition

&) Fokum . @& rednat



Datacenter/cloud tier
Hundreds of instances

== Analytics and BI*

£

Other cloud
services

Red Hat Storage,
=——= Red Hat JBoss Data Grid,
Database*

«—un Red Hat JBoss
Data Virtualization

Red Hat JBoss

App server = Enterprise Application
Platform
Other Mobile application Red Hat Mobile
applications ; a_l'lurm Application Platform

——— Red Hat Storage

-=+—= Red Hat JBoss Data Grid

oo Pud Hat JBoss BRMS,

Handhelds Red Hat JBoss BPM Suite
e las  —w Red Hat JBoss Fuse
-« od Hat JBoss A-MQ,
]))K(( Red Hat Storage Client
-
Red Hat Enterprise Linux
Sensors and JYM

Hardware
Control
data

Management and Security

Red Hat Satellite

Red Hat JBoss Operations Network
Red Hat Enterprise Virtualization
Identity Management

Red Hat CloudForms

OpenShift by Red Hat

* provided by Red Hat certified partners

RED HAT loT STACK

Intelligent gateway tier
Thousands of instances

-=—= Red Hat Storage

=—a Red Hat JBoss Data Grid

-+—== Red Hat JBoss BRMS

Enterprise
integration

Device tier
Millions of instances

- Red Hat JBoss Fuse

Juawabevepy

o= Red Hal JBoss A-MO, .
Red Hat Storage Client Enterprise

integration =—u Red Hat JBoss Fuse

« o Fed Hat Enterprise Linux
and JYM

Red Hat JBoss A-MO,

Red Hat Storage Client

Hardware

Control
data

Hardware
Control
Sensars points

RED HAT
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loT & NFV/SDN

Network Functions Virtualization
- Virtualization / Containerization e.g. Virtual Evolved Packet Core (VEPC)
- Mobile Edge Computing e.g. distributed laaS / PaaS
- Network slicing

Software Defined Networking
- Security policies
- Ability to create network slices
- Bring in also public cloud provider networks into openstack tenant
- Programmability of the networks for millions of devices
- Shipping container securely through SDN

RRRRRR
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The NG-PoP in future networks Rincions (Conrol Piane) lIoT & NETWORK

Storage

Extend LAN Integrate Terminal Virtualisation of Propose new B2B Externalisation and

protocols (DLNA, ressources (;torage, Network functions laaS (Infrastructure || standardisation of control

L2 Ethernet) to processing) in global (Data Plane) services) Plane (SDN approach)

Overtoranomon | Rvorcer |, S EVOLUTION
Fucture Sy | National 1 Data

Optical access : | 8T ch

. Virtualized /
containerized loT
1 2 service enablers

/ e - . Reducing latency

D % | . , . Distributed storage
S 1 ntegrate Web technologies |
' Evolve lowards open and . Traffic optimization

programmable network
Simplify user's hodes

e complesly | Remote CO R | e . Enhanced security

is in the network application closer to user to

Regional

DBLAM/small PLT
1
I

] reduce latency and increase
1000 to 3000 Network as a bandwidth (SDN COI’]’[I’O”Gd POP)
mediator/proxy
Reduce the number of Functional and between users From logical ring || mini Data Center
network CO thanks to structural and service to hub&spoke (distributed storage &
optical access reach convergence of fixed providers (M2M, and fully meshed || processing) with natural Step 1
and convergence & mobile nodes loT,..-:) topologies cooling Step 2

Source: Tahar MAMOUNI, Orange Labs, SDN & NFV Summit 2014, Nice, France
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loT & MOBILE EDGE COMPUTING

. i ETSI(__ )\
e Can become a major use case MEC Architecture @

for Containerized VNFs

Operations Support System

e Opens for new services and
development models in different
market verticals (e.g. Edge
PaaS for some of the loT w1 [ vpr [ Meblloedge.
gateway functionalities)

FaRUM . @& rednat



EXAMPLE: TELEFONICA SMART CITIES

“Jelefonica  gmART CITY PLATEORM COMPONENTS

e Bighata | STHistoric | oOpenbData

City 4
@ Map & Reduce based Allows users to search | Expose public data (based on
on Apache Hadoop short term historic data CKAN de-facto standard)

CEP Portal Connector Framework (Cygnus)
Analyses events, enabling Platform configuration portal Adapts NGSI data from Context Broker
instant predefined actions simplifying service set up to internal or external systems

Context Broker

Retrieves, maintains and deliver Context Information into the loT Platform components and external systems
Supports standard OMA NGSI9/10 Publish-Subscribe APls

loT Agents

#redhat #rhsummit

o
)
3
=
=
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=
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=
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~

Valencia has selected Telefonica's
Global Internet of Things (loT) platform

Allowing citizens to consume real-time
information shared by several city
facilities like parking, and others, to
make their lives easier.

Platform runs on Red Hat OpenStack,
leverages Red Hat Mobile Application
Platform and the Red Hat JBoss Fuse
solution for loT to be the foundation
for their Smart City project.
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EXAMPLE OF PARTNERSHIP - EUROTECH

Eviiryware Cloud
. redhat
scemn 10T IT Application Intearation =] ecilpSE

Historical USVILY  Embedded App Kapua
Managemen

loT
Integratiol

Platform Data Data t Mgmnt
Connectivity Security Administration
Management :
@
MQTT ©ESF
TCP/IP ) © eclipse
w @ Kkura
Device HW Java | OSGi
Red Hat Enterprise Linux . redhat

Red Hat and Eurotech launch
End-to-End, Fully Open Source
loT Cloud Platform Project:
Eclipse Kapua

Contributing, developing and
testing code, collaborating with
other contributors, and
integrating existing open
source projects that are
integral to loT solutions (e.g.
Apache Camel, ActiveMQ,
Drools, etc.)
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KEY TAKE-AWAYS

The loT opportunity for Telco is real and beyond connectivity
Telcos are investing today in Open Source, DevOps, NFV and SDN

Telcos can leverage this investment to provide new loT-related services

- loT application development platforms

- loT application hosting e.g. application hosting & data storage
- loT service enablers e.g. data analytics, business rules,...

- loT security e.g. SDN policy based security, network slicing...

Evolution towards distributed laaS (OpenStack) / PaaS (OpenShift) with
functions moving to the network’s edge brings new challenges
Red Hat is helping the Telcos on this loT journey
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