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BUSINESS SUCCESS DEPENDS ON APPLICATIONS

In a digital world, applications are critical to business. Communications service providers (CSPs) 

rely on applications for both internal business operations and as customer products and ser-

vices. While standard commercial software can meet some needs, creating custom applications 

allows CSPs to support unique business requirements and deliver differentiated, innovative ser-

vices to their customers.

Even so, building an environment to support agile application development and DevOps can be 

challenging. Many components — from cloud platforms and development tools to networking and 

physical infrastructure — must work together seamlessly. With abundant options for each infra-

structure layer to choose from, finding the right combination can be difficult and time-consum-

ing. Requirements to support access over a large number of platforms and host applications 

across disparate infrastructure adds even more complexity.

Red Hat and Nuage Networks offer a proven, integrated hybrid cloud infrastructure for appli-

cation development. Based on open industry standards, the Red Hat® and Nuage Networks 

cloud solution helps you develop and deploy new applications and services faster, align your 

infrastructure with business needs, scale elastically to meet changing demand and optimize 

resources, and retain control and compliance over multiple sites and tenants.

BUILD A PRODUCTION-GRADE DEVOPS ENVIRONMENT

Red Hat and Nuage Networks combine their cloud technologies into a complete, validated appli-

cation development infrastructure solution that delivers the flexibility, scalability, and respon-

siveness you need to effectively and efficiently support growing business requirements. Unified, 

centralized management and security policies help you maintain control and compliance across 

your entire infrastructure, including physical, virtual, and cloud environments. An open, indus-

try-standard foundation lets you customize your environment with certified third-party products 

and new innovation now and as your needs evolve.

Agile application development 

and DevOps can help communi-

cations service providers build 

and deliver new, revenue-gener-

ating services faster.

According to the 2016 State of 

DevOps Report, applications 

teams that have implemented 

DevOps:

• Deploy 200x more frequently.

• Experience a 3x lower change 

failure rate.

• Recover 24x faster from 

failures.

• Spend 50% less time remedi-

ating security issues.

• Spend 22% less time on 

unplanned work and rework.1

	 1	 Puppet, Inc. and DevOps Research and Assessment, “2016 State of DevOps Report,” March 2016.
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This solution integrates Red Hat’s open hybrid cloud stack with Nuage Networks’ network virtualiza-

tion products to form a highly scalable cloud environment that supports dynamic application devel-

opment. Solution components include:

• Nuage Networks Virtualized Services Platform (VSP), a software-defined networking (SDN)  

platform that virtualizes and automates any datacenter network infrastructure.

• Red Hat OpenStack® Platform, a production-ready foundation for creating, deploying, scaling,  

and managing a secure and reliable public or private cloud environment.

• Red Hat OpenShift Container Platform, a production-grade, web-scale container application  

platform based on docker containers, Kubernetes orchestration, and Red Hat Enterprise Linux®.

• Red Hat CloudForms, a multicloud management platform for complete life-cycle administration 

across your entire infrastructure, including physical, virtual, and cloud environments.

NUAGE NETWORKS VIRTUALIZED SERVICES PLATFORM

Nuage Networks VSP is a comprehensive networking platform for open hybrid cloud environments, 

including application development, Infrastructure-as-a-Service (IaaS), multicloud, and global, multi-

site deployments. It virtualizes network infrastructure, making networking resources as readily con-

sumable and flexible as virtualized compute and storage resources. As such, Nuage Networks VSP  

is ideal for dynamic application environments.

Nuage Networks VSP creates a highly scalable overlay on top of existing datacenter networking 

fabrics, allowing you to use current infrastructure investments in your new environment. It automat-

ically establishes connectivity between compute resources as they are created, eliminating manual 

intervention and streamlining provisioning. Using programmable business logic and a powerful 

policy engine, Nuage Networks VSP can apply and enforce security and corporate policies across 

multisite and multitenant environments, safeguarding your environment and increasing compliance.

Each of the three components of the Nuage Networks VSP, shown in Figure 1, provides key function-

ality to flexible, efficient cloud environments.

Figure 1. Nuage Networks Virtualized Services Platform components.
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VIRTUALIZED SERVICES DIRECTORY

The Virtualized Services Directory (VSD) is a programmable policy and analytics engine that pro-

vides a flexible and hierarchical network policy framework for cloud environments. Using the VSD, 

you can easily define and enforce resource policies across your infrastructure. A multitenant service 

directory supports role-based administration of users and compute and network resources. You 

can also define sophisticated statistics rules — including collection frequencies, rolling averages and 

samples, and threshold crossing alerts — to ensure service reliability.

VIRTUALIZED SERVICES CONTROLLER

The Virtualized Services Controller (VSC) is a powerful SDN controller that functions as the network 

control plane. The VSC establishes virtual routing and switching constructs to program the VRS 

network forwarding plane using the OpenFlow protocol. It also maintains a complete view of per-ten-

ant network and service topologies, giving you visibility into network operations.

VIRTUAL ROUTING AND SWITCHING

Based on Open vSwitch (OVS) the Virtual Routing and Switching (VRS) component constitutes the 

network forwarding plane. It encapsulates and de-encapsulates user traffic, enforcing the Layer 2 

through Layer 4 traffic policies defined by the VSD. The VRS component tracks virtual machine  

creation, migration, and deletion events to dynamically adjust network connectivity.

RED HAT OPENSTACK PLATFORM

Red Hat OpenStack Platform provides a scalable and secure foundation for building and managing 

open private and public cloud environments, including compute, networking, and storage resources. 

It combines Red Hat Enterprise Linux with OpenStack technology to deliver a production-grade 

cloud orchestration platform that is integrated with Nuage Networks VSP.

The Red Hat OpenStack Platform director provides consistent, automated cloud deployment 

and provisioning, as well as live orchestrated system upgrades and updates, ensuring long-term, 

production-ready stability with little downtime. Red Hat CloudForms can also manage Red Hat 

OpenStack Platform workloads and infrastructure, delivering advanced management capabilities  

for your cloud environment. High availability features allow you to confidently run production  

workloads in your cloud environment. Military-grade security technologies, like Security-Enhanced 

Linux (SELinux), prevent intrusions and protect data. A longer production life cycle lets you stan-

dardize for up to five years on certain stable branch releases or adopt the latest features by 

updating every six months to one year. And, with access to the world’s largest OpenStack partner 

ecosystem, you can add the complementary hardware and software your business requires.

RED HAT OPENSHIFT CONTAINER PLATFORM

Shown in Figure 2, Red Hat OpenShift Container Platform is a container-based application platform 

based on docker and Kubernetes and powered by Red Hat Enterprise Linux. It provides a secure, 

efficient, and portable way to develop, deploy, and run application services across physical, virtual, 

and cloud infrastructures. And, with support for persistent storage, you can run both existing state-

ful applications and cloud-native stateless applications on the same infrastructure, simplifying your 

environment and operations.

Additionally, Red Hat OpenShift Container Platform’s open foundation gives you flexibility and 

freedom from proprietary roadmaps. Self-service provisioning allows developers to quickly and 

easily create applications on demand using the tools, languages, frameworks, and databases 

they already know, while still giving operations full control over the entire environment. Built-in 
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collaboration capabilities help maintain project and initiative schedules. Integration with Red Hat 

CloudForms delivers real-time visibility into both individual containers and your entire infrastructure. 

Automated application builds, deployment, scaling, health management, and more streamline devel-

opment and operations. Applications running on Red Hat OpenShift Container Platform can quickly 

scale to hundreds of instances across thousands of self-healing nodes. Finally, you can choose from 

a large ecosystem of packaged application components, which are validated through the Red Hat 

Container Certification program, to customize your environment with increased interoperability,  

stability, and security.

RED HAT CLOUDFORMS

Red Hat CloudForms offers unified management for hybrid environments, providing consistent pro-

cesses and functionality across infrastructures. It supports advanced management features — includ-

ing self-service catalogs, policy-based governance, service orchestration, configuration and draft 

management, chargeback, showback, detailed reporting, and IT operations integration — across vir-

tualization platforms, private and public cloud platforms, container-based environments, and SDN 

environments. Connection with Nuage Networks VSP extends additional network management capa-

bilities to the Red Hat CloudForms service catalog.

Integration with Red Hat OpenShift Container Platform allows you to automate and manage your 

application development environment through Red Hat CloudForms. Red Hat OpenShift Container 

Platform is implemented as a service catalog item. Users can request standard service blueprints 

or use simple dialogs to set up a customized delivery service. Services are then provisioned and 

launched according to predefined policies.

Figure 3 shows the overall solution architecture and how the Red Hat and Nuage Networks compo-

nents interact with each other.

Figure 2. Red Hat OpenShift Container Platform architecture.
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DELIVER MORE VALUE TO YOUR BUSINESS

An agile application development environment and open hybrid cloud infrastructure from Red Hat 

and Nuage Networks can help your business succeed in the increasingly competitive telecommuni-

cations market. Accelerated application development lets you deliver new applications and services 

on demand to users across your hybrid environment, on a variety of devices. Automated policy man-

agement and enforcement help you better align your infrastructure with business needs and retain 

control and compliance even in heterogeneous and multitenant environments. Open choice and flexi-

bility protect your investment and allow you to adapt your cloud environment over time. Streamlined 

management and resource optimization reduce operational and infrastructure costs. And, with a 

proven, integrated cloud solution, you can greatly lower deployment and project risks. All of this 

adds up to more value — and success — for your business.

Figure 3. Red Hat and Nuage Networks cloud solution architecture.
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ABOUT NUAGE NETWORKS

Nuage Networks brings a unique combination of groundbreaking technologies and unmatched 
networking expertise to the enterprise and telecommunications industries. The Silicon Valley-based 
start-up has applied radically new thinking to the problem of delivering massively scalable and 
highly programmable SDN solutions with the security and availability required by business-critical 
environments. Nuage Networks, backed by the rapidly growing IP division of Alcatel-Lucent (Euronext 
Paris and NYSE: ALU), has the pedigree to serve the needs of the world’s biggest clouds. The cloud 
has made promises: the mission of Nuage Networks is to help you realize them. Learn more at 
nuagenetworks.net.

ABOUT RED HAT

Red Hat is the world’s leading provider of open source software solutions, using a community- 
powered approach to provide reliable and high-performing cloud, Linux, middleware, storage, and 
virtualization technologies. Red Hat also offers award-winning support, training, and consulting 
services. As a connective hub in a global network of enterprises, partners, and open source 
communities, Red Hat helps create relevant, innovative technologies that liberate resources for 
growth and prepare customers for the future of IT.
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DEPLOY FASTER WITH JOINT PROFESSIONAL SERVICES

Red Hat and Nuage Network also offer integrated professional services to help you maximize 

return on your cloud investment. Based on extensive industry and technology deployment  

experience, these services can ease the transition from traditional to modern infrastructure  

and operations. Red Hat and Nuage Network joint services:

• Align your software-defined cloud environment with business needs to maximize value.

• Minimize the risk and business impact of implementing cloud technologies.

• Integrate business applications, IT infrastructure, and datacenter networking to improve  

efficiency and streamline operations.

TAKE ADVANTAGE OF CLOUD TECHNOLOGIES

Your business relies on applications. Using an open hybrid cloud environment for agile applica-

tion development can help you deliver new, revenue-generating applications faster, reduce costs, 

and prepare for future change, all while maintaining security, control, and compliance. Red Hat 

and Nuage Networks offer a proven, integrated cloud application development solution that 

reduces risks and is quick to deploy, so you can take advantage of DevOps and cloud efficiency 

faster. Contact your Red Hat or Nuage Networks representative to discover how your business 

can benefit from a modern, cloud-based application infrastructure.

Learn more at nuagenetworks.net/partners/red-hat.
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