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EXECUTIVE SUMMARY
Enterprise Management Associates (EMA) research has established that compliance is 
a major business objective of network automation initiatives. This white paper examines 
how enterprises can build a network automation initiative that improves compliance and 
reduces risk. It makes the business case for network automation, examines the roadblocks 
that an organization might encounter, and offers guidance on how to implement an 
effective compliance strategy with network automation. This paper is based on newly 
published EMA research. Click here to download a copy of that research.

RISK REDUCTION AND COMPLIANCE DRIVE NETWORK  
AUTOMATION INITIATIVES
Enterprises adopt network automation for a variety of reasons. According to EMA research, 
many IT organizations are trying to improve network agility and enable self-service 
infrastructure. Others are simply trying to reduce manual administration of the network. 
However, EMA found that the number-one driver of network automation initiatives today 
is a desire to reduce risk, particularly compliance risk.1

Network automation can reduce compliance risk in several ways. Enterprises can use tools 
to enforce configuration standards that ensure the network is compliant with business 
policies and regulatory controls. Network automation also removes human errors 
associated with manual configuration changes, which reduces the risk of compliance 
failure. As a network automation specialist with a very large American software company 
told EMA, “We were dealing with a lot of human mistakes. [With network automation], we 
wanted to take a template and be sure the template for some device config is being used 
accurately.”

As compliance standards are set, automation tools can ensure that the standard is 
implemented in a timely manner. Large, complex networks are notorious for being 
impossible to standardize via manual configuration, given the sheer volume of tasks 
required. “You cannot find a single device in the company that is compliant with our 
[configuration] standards,” a network engineer with a very large global pharmaceutical 
company told EMA. “By the time the standard is released, there is not enough time 
to refresh the network to meet the standard. Our network is a huge set of snowflakes 
where we have nothing in compliance. We can’t find a single site that would reflect our 
engineering standards.” 

Finally, a network automation tool that can generate reports can serve as documentation 
of compliance during audits. This reporting will streamline audits and make the network 
team more productive. 

1  All research cited in this paper was originally published in the EMA report, “Enterprise Network Automation for 2020 and Beyond,” September 2019. 

http://www.enterprisemanagement.com
https://www.redhat.com/en/resources/enterprise-network-automation-ema-analyst-paper
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HOW TO OVERCOME BUSINESS AND CULTURAL BARRIERS TO  
NETWORK AUTOMATION
In general, the network is the last IT domain subjected to the tyranny of manual 
administration. Networking has been an automation laggard for a variety of technical and 
cultural reasons. In its research, EMA asked network automation leaders to identify the 
top business and organizational issues that prevent them from automating the network, 
and thus improve network compliance.

Security Risk
The top challenge is security risk, as selected by 37% of survey participants. IT 
organizations fear that implementing an automation pipeline will introduce unintended 
security vulnerabilities to the network. This is a legitimate concern that project leaders 
should focus on while implementing an automation solution. Network automation tools 
should be geared toward improving compliance, with strong policy mechanisms, role-
based access controls, and change validation capabilities. Any network automation 
pipeline should also have access to a good source of data on how the network should be 
configured and how it is behaving.

Budget Shortfalls
Budget is the second-biggest barrier to automation (28%). Enterprises worry that they 
can’t meet their automation goals given their budget constraints. Some automation 
products may be expensive, or IT budgets simply haven’t had a line item for network 
automation tools until now. Many enterprises may also lack enough personnel to 
implement and maintain these solutions, which may put pressure on the hiring budget of 
an IT organization. Network automation advocates need to make a business case for the 
technology. If compliance is a driver of interest in automation, the network automation 
team should look at how risk reduction can generate a fast return on investment (ROI) by 
avoiding fines and costly security breaches. Automation advocates should also lobby the 
governance, risk, and compliance (GRC) team for a budget contribution.  

Cultural Resistance
Cultural resistance (25%) is another major barrier. Some network teams distrust 
automation, claiming their manual approach to network administration is superior. “Even 
the people who are enthused about automation struggled to get on the right page with it,” 
a network reliability engineer with a midsized global media company told EMA. “People 
loved the config capabilities, but they spent so much time manually collecting information 
from the network for troubleshooting. They struggled to identify how automation could 
affect them in that space. They couldn’t visualize how solutions could help them.”

Cultural resistance should be countered with training that demonstrates the value 
of network automation. Enterprises that custom development network automation 
solutions will need create a training program that promotes adoption. Enterprises that use 
commercial network automation should consult their vendors for training that counters 
this resistance. IT leadership should also champion automation to make sure network 
managers know that resistance is futile. 

http://www.enterprisemanagement.com
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Skills Gaps
Many enterprises (25%) also struggle with network automation skills gaps. They lack 
personnel who know how to use network automation effectively, or they lack people with 
the skills to build network automation tools. EMA research identified four top training 
priorities for network automation projects. First, enterprises are seeking training on 
specific automation tools (29%). Whether those tools are commercial tools or home-
grown, the network team needs training on how to use them. Second, automation requires 
that network teams receive training on the processes and tools used by other groups in 
the IT organization (24%). With automation, the network team becomes part of a service-
oriented operation, where different groups use automation to coordinate full-stack 
moves, adds, and changes. The network team needs cross-team expertise to facilitate 
collaboration and troubleshooting.

The third training priority is data science (22%), such as knowledge of data models, analytics 
algorithms, and machine learning. This finding suggests that many organizations rely on 
advanced analytics and machine learning to drive automation and verify that automation 
is delivering the desired network state. Finally, 20% of enterprises are focused on training 
personnel on new network devices. This suggests that network automation promotes the 
adoption of new network platforms.  

Fear of Layoffs
The last significant barrier to automation is a fear of redundancy among the network 
team (23%). This variation of cultural resistance manifests with people being worried that 
automation will put them out of a job. In some cases, this fear is unfounded. This fear is 
legitimate, but many network automation leaders push back against this notion. IT leaders 
and network automation teams need to make it clear to stakeholders that layoffs are not 
the end goal of automation. Instead, automation can make people more productive and 
effective.

“There were some groups that weren’t responsive, and it did seem like a lack of interest in 
being displaced by automation. But executives made it clear that wasn’t their goal,” said a 
network automation specialist with a very large global software company. 

“We’re not here to automate people out of jobs. We’re trying to make people free to actually 
do their jobs, rather than react to tickets,” said a network engineer with a very large North 
American healthcare enterprise. 

THREE IMPORTANT STEPS TOWARD IMPROVING COMPLIANCE  
WITH AUTOMATION
Consolidate the Automation Pipeline
Once an enterprise overcomes barriers to network automation adoption, there are several 
steps they can take to align network automation with compliance goals. First, they should 
consolidate or integrate their network automation pipeline. EMA research found that only 
9% of enterprises claim to use a single network automation tool. Instead, 40% have two, 
34% have three, and 16% have four or more. 

http://www.enterprisemanagement.com
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Given this fragmentation of tools, enterprises must ensure that they have compliance 
controls in place across these tools. Configuration automation should be centrally 
controlled in a single tool. If that is not possible, then one tool should be the source 
of truth for configuration standards that the rest of the organization’s automation tools 
use. This will require that enterprises integrate their automation toolset and implement 
change controls in place across them. Network automation project leaders should partner 
with the GRC group to make sure the automation pipeline is adhering to configuration 
standards.

Multi-Vendor Support
Only 2% of enterprises engaged with network automation claim to have a single-vendor 
network. Sixty-two percent have four or more vendors in their network. Meanwhile, 42% 
of these enterprises say they use a network automation solution that is aimed at a single 
network infrastructure vendor’s products. In other words, this automation won’t address 
the rest of their network vendors. 

If compliance is a major driver of an automation initiative, single-vendor automation 
solutions will leave significant portions of a network unaddressed. Multi-vendor automation 
should be a priority. If proprietary, single-vendor automation is part of the overall network 
automation initiative, the automation team should integrate that proprietary technology 
with multi-vendor solutions to ensure end-to-end compliance. 

Integrate Network Automation with Service Management
Network management teams are always dealing with a high volume of change tickets, 
which is why automation is such a priority. Some network teams (23%) deal with only 10 
or fewer change requests per day, which is a manageable volume. However, 32% deal with 
51 to 250 change requests a day, and 11% receive more than 250 change requests a day. 
These teams cannot get by with manual processes. 

Given the volume of change requests hitting network automation pipelines, organizations 
should integrate their network automation tools with a service management ticketing 
system. This will ensure that automation tools with compliance controls are coordinated 
with change tickets. EMA research found that 94% of network automation initiatives 
integrate with an IT service management system. EMA recommends that a network 
automation project team partner with the IT service management group to facilitate and 
maintain this integration. 

http://www.enterprisemanagement.com
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EMA PERSPECTIVE
Network automation initiatives often target risk reduction and compliance as a major 
opportunity. In large, dynamic networks, manual network engineering and operations 
practices cannot maintain compliance. EMA believes network automation technology is 
essential to compliance and risk management. 

Most enterprises will encounter roadblocks to success, especially around budget, skills 
gaps, cultural resistance, and general fear and uncertainty about redundancy. Leaders 
in executive IT offices need to push past these barriers and champion the network 
automation team as it strives to improve compliance.

Any network automation initiative aimed at network compliance should embrace three 
core concepts. Network automation pipelines should be streamlined to ensure proper 
change controls are in place. If multiple tools are in use, they should be integrated with 
change control in mind. These automation solutions must also support multi-vendor 
networks, since single-vendor networks are exceedingly rare. Finally, to better coordinate 
change requests with automation compliance controls, IT service management systems 
should integrate with network automation tools. 

ABOUT RED HAT
Red Hat is the world’s leading provider of enterprise open-source software solutions, 
using a community-powered approach to deliver reliable and high-performing Linux, 
hybrid cloud, container, and Kubernetes technologies. Red Hat helps customers integrate 
new and existing IT applications, develop cloud-native applications, standardize on 
our industry-leading operating system, and automate, secure, and manage complex 
environments. Award-winning support, training, and consulting services make Red Hat 
a trusted adviser to the Fortune 500. As a strategic partner to cloud providers, system 
integrators, application vendors, customers, and open-source communities, Red Hat can 
help organizations prepare for the digital future.

http://www.enterprisemanagement.com
https://www.redhat.com
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