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Banking ATM compliance: costly, with a complicated, uncertain future

ATMs are one of the primary faces and user experiences for banking customers, whether they are 
account holders of that institution or not.

However, the banking industry is facing a complex, mandated upgrade to keep hardware and soft-
ware in regulatory compliance for its ATMs, which largely run Windows software. With Windows 7 
support ending in January 2020, adherence to an end-to-end supported platform requires a migra-
tion to Windows 10. This upgrade affects both hardware and software components, and places an 
investment in more than 3.5 million ATMs at risk worldwide. The global industry experienced a similar, 
multibillion dollar replacement cycle with the transition from Windows XP to Windows 7. Operating 
system (OS) upgrades are projected to increase in frequency, so this problem will be faced again—at 
considerable expense.

Factoring in the ATM hardware and software itself, plus trained technicians to perform the service call 
and internal project costs, upgrade expenditures can approach $5,000 each. Typically, the lifespan of 
an ATM can be up to ten years. If the ATM is at the end of its serviceable life, or is difficult to access 
physically, as is the case for many busy metropolitan environments, costs can escalate dramatically. 

Fortunately, a KAL and Red Hat solution using operating system virtualization can mitigate this 
problem by giving banks control of the upgrade replacement cycle and help drive costs out of this 
ongoing process.

OS Virtualization with hypervisor technology preserves investment in ATMs

Chipsets in ATM motherboards typically support only the operating system at time of their manu-
facture, and with age and OS updates, obsolescence can be introduced, especially with their lengthy 
lifespan. KAL and Red Hat’s operating system virtualization with hypervisor technology separates 
the hardware motherboard from the operating system in a virtual machine configuration. Software 
drivers that are unsupported under Windows 10 can be supported by the hypervisor software instead. 

Hypervisor technology removes the need to upgrade current hardware when ATMs move to Windows 
10 (and beyond), helping protect the investments made by 20,000 banks worldwide in software and 
hardware, by running in a virtual Windows OS environment, while remaining fully compliant.

Red Hat and KAL Linux Hypervisor to host Windows 10 in a virtual machine

Red Hat® Enterprise Linux® and KAL hypervisor supports Windows 10 running as a virtual operating 
system on Linux. The hardware drivers for the motherboard now come from the Linux kernel, but the 
application environment runs under Windows. The Linux drivers come from the Linux community and 
are continuously supported by the distributors, KAL and Red Hat, for enterprise compliance.
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 1 “No more ATM hardware upgrades.” kal.com, January 31, 2019.

The hypervisor runs on the PC core, Windows 10 runs as a guest operating system on top of the 
hypervisor, and the application software along with the XFS SPs from the hardware vendor runs inside 
a Windows virtual machine. Windows can sit atop of Linux and be updated as needed. By using KAL’s 
KTC management system that can happen remotely online—no on-site visits to the ATMs are required. 

This solves the upgrade challenge and eliminates the need for enforced hardware upgrades caused 
by Windows updates. With kalignite hypervisor, a combined solution from KAL, which includes  
Red Hat software tailored for this scenario, banks remain fully compliant and run the latest versions 
of all software.

OS Virtualization: a proven solution and a supported path forward

The virtualization proof-of-concept has been validated by large US, Middle Eastern, and  
European banks.

In the Czech Republic, KAL customer Jiří Charousek of Česká spořitelna said, “We were concerned at 
having to upgrade our hardware so soon after the XP-W7 upgrade and we are really happy that vir-
tualization provides us with an alternative option. ATM virtualization builds upon a long-term Česká 
strategy within the infrastructure area.”1

Virtualization solves the ATM deployment dilemma by separating the link between Windows OS 
upgrades and PC-core hardware upgrades. The OS and the hardware can be modified independently, 
removing an enforced, costly, disruption to ATM networks.

KAL remains the expert ATM partner providing primary support, with back end support and engi-
neering collaboration from Red Hat.
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This approach will eliminate the expensive and time consuming process of banks having to continu-
ously upgrade ATM fleets to support a new operating system or an OS update. Banks can now make 
their own decision when and how to upgrade their ATM PC-cores due to age or performance, or 
because they wish to use future CPU capabilities to deliver exciting new services to their customers. 

About KAL

KAL is a world-leading ATM software company and the preferred supplier to world mega-banks such 
as Erste, ING, Citibank, UniCredit, HSBC and CCB - China Construction Bank. KAL’s software gives 
banks full control of their ATM network, reducing costs and improving speed to market. 

For more information, visit www.kal.com.
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