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FINANCIAL SERVICES

400 EMPLOYEES

BENEFITS

• Improved agility and scalability 

to respond efficiently to 

changing business regulations 

and customer demands

• Reduced downtime and 

simplified management  

with access to local,  

24x7 expert support

• Gained enterprise-grade 

security to protect internal  

and customer data

• Reduced overall operating 

costs for Linux environment by 

around 20% and annual server 

rack rental costs by 75%

CTOS Data Systems Sdn. Bhd., Malaysia’s largest private credit reporting agency (CRA), sought 

to expand its business by increasing its national market reach and product portfolio. To support 

this rapid growth, CTOS decided to migrate from a community version of a Linux platform 

to a supported, enterprise-ready solution and virtualize its servers. As a result, the company 

deployed Red Hat Enterprise Linux and Red Hat Virtualization, supported by Red Hat Satellite 

and Red Hat Insights management tools. With this virtualized environment, CTOS has reduced 

operating costs, streamlined management and security, and gained the scalability to keep pace 

with business demands and customer traffic shifts.

Kuala Lumpur, Malaysia

HEADQUARTERS

“The Red Hat solution has given us more 
confidence in terms of our work and a sense 

of security. We’re all able to get a good 
night’s sleep without worrying about  

our infrastructure.”

BENJAMIN LAU

I.T. MANAGER, CTOS DATA SYSTEMS SDN. BHD.

SOFTWARE

Red Hat® Enterprise Linux®

Red Hat Virtualization

Red Hat Satellite

Red Hat Insights
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INEFFICIENT INFRASTRUCTURE RESTRICTS GROWTH

CTOS Data Systems Sdn. Bhd., Malaysia’s largest private credit reporting agency (CRA) based on 

market share and revenue, provides financial information to help individuals and companies quickly and 

easily access credit and make better credit extension decisions. To stay competitive and continue to 

meet compliance requirements,    CTOS must provide easy credit data access for customers and quickly 

respond to customer requests.

The agency’s IT environment made keeping pace with regulation and industry demand challenging.  

Its production environment was supported by approximately 80 servers that ran on CentOS — a 

community-supported Linux distribution — and Microsoft Windows. These servers ran CTOS’ 

applications — developed in-house and used to connect with local banks and telecommunications 

organizations, as well as its central bank — and several databases. Doubling the number of servers 

to meet expected growth over the next two years would increase costs substantially. The existing 

environment also delayed development of new applications and products due to lengthy procurement, 

delivery, and installation processes.

“We had seen tremendous growth, but with our small server team, a community-supported platform 

was no longer viable,” said Benjamin Lau, IT manager at CTOS. “We had to proactively research new 

updates and search online for solutions, which was time-consuming. For example, when a kernel 

crashed, we had to work all night to bring a new server up. We needed enterprise-grade support.”

To overcome these challenges, CTOS sought to migrate to an enterprise version of Linux that offered 

comprehensive support and virtualize its IT environment for faster, more efficient performance.

ENTERPRISE OPEN SOURCE SOLUTION OFFERS SUPPORTED, STABLE I.T.

CTOS decided to migrate its production environment from CentOS to Red Hat Enterprise Linux.

“The decision was straightforward,” said Benjamin. “Once we decided to virtualize and looked at 

our options, we realized Red Hat could provide supported operating system and virtualization 

tools. Working with one vendor would make management easier, and Red Hat had a solid long-term 

roadmap that made us confident in our choice.”

The agency also deployed Red Hat Virtualization, an infrastructure and centralized management 

solution for virtualized Linux and Microsoft Windows servers and workstations that integrates 

seamlessly with Red Hat Enterprise Linux. Deploying Red Hat Satellite ensures the agency’s Red Hat 

Enterprise Linux environment is efficient and secure by providing complete life-cycle management 

through a single, easy-to-use interface. Red Hat Insights provides predictive analytics to help CTOS 

proactively identify and prevent potential threats to security, performance, and stability.

Red Hat provides local pre-sale support, making troubleshooting and issue resolution faster and 

easier. For example, a local Red Hat solutions architect identified a compatibility issue between  

Red Hat’s solutions and newly deployed hardware, then assisted in having the component replaced.

CTOS is now running its Red Hat solution — and most of its applications — on 80 virtual machines (VMs) 

based on eight nodes. “Implementation of our Red Hat software was fast, with few problems,”  

said Benjamin.
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NEW ENVIRONMENT COST-EFFECTIVELY IMPROVES I.T. PERFORMANCE 
AND SECURITY

INCREASED EFFICIENCY FOR FASTER TIME TO MARKET

With a robust enterprise Linux platform and infrastructure management tools from Red Hat,  

CTOS can more quickly update its IT resources and patch its servers. The agency can now launch 

new servers in just ten minutes — a process that previously could take over two weeks.

“In the past, our team was perceived as slow to respond. As a result, innovation efforts from the sales 

team to develop new products were restricted,” said Benjamin. “As our time to market has improved, 

that perception has changed, and teams can easily spin up small VMs to test ideas.”

Using VMs instead of purchasing new hardware, CTOS can now more easily scale to meet short-

term customer demands, such as high server traffic.  With better performance supporting broader 

innovation and faster scaling, CTOS has improved its customer experience and competitiveness.

ELIMINATED DOWNTIME WITH EXPERT SUPPORT

Previously, CTOS used a community-supported open source operating system, but the agency 

needed more comprehensive, experienced assistance. With guidance from Red Hat’s expert product 

support teams, CTOS used its new Red Hat IT environment to reduce downtime and speed patching,  

ensuring its services are consistently available.

“Before, our team worked long hours to patch servers individually,” said Benjamin. “Patching 

everything would take four to five days, and we would have to reboot some servers, leading to 

downtime. Red Hat Satellite makes this task much simpler and faster. When a new server is put up,  

we can push the entire configuration to it automatically, without manual intervention.”

Working with Red Hat support helps CTOS plan. “The Red Hat team has been responsive and  

made extra efforts to help us continuously plan ahead and successfully support future needs,”  

said Benjamin.

GAINED ENTERPRISE-GRADE SECURITY

As it handles confidential financial data, security is critical for CTOS. With Red Hat’s supported, 

stable enterprise software, the agency can ensure its IT environment is protected. Red Hat Satellite 

lets CTOS download to its local servers from secure, local sites, reducing network bandwidth for 

patching and helping to eliminate risk from malicious content by providing patches, updates,  

and fixes.

“The auditing tool provided with Red Hat Satellite improves visibility into our IT environment,”  

said Benjamin. “We can ensure every server complies with recommended Linux hardening principles.”

As a result, CTOS can protect its data and IT resources, as well as customers’ sensitive financial data 

from external threats.
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REDUCED COSTS WITH EFFICIENT, FLEXIBLE RESOURCE USE

By virtualizing its IT environment, CTOS reduced its number of server racks from 10 to 3, resulting 

in a 75% decrease in its rack rental costs. Easier management has helped CTOS lower costs by 

reducing the number of IT staff needed to run its servers and reallocating staff to more innovative 

tasks. Work that would required a six-person team can now be done with just three. 

Migrating from CentOS and Windows to Red Hat Enterprise Linux reduced operating costs by around 

20% by decreasing troubleshooting time and speeding application time to market.

These cost reductions make testing innovative product ideas less expensive for internal teams. 

“Before, our server solutions were considered expensive,” said Benjamin. “We can now quickly 

provision small VMs to test new products without additional costs.”

SUPPORT FOR INNOVATION BUILDS CONFIDENCE IN FUTURE GROWTH

CTOS plans to migrate its remaining applications to the new Red Hat environment. The company will 

use the same Red Hat solution to continue supporting its two-year growth plan and scale its servers 

as demands change. CTOS plans to promote its new IT environment to recruit IT staff for more 

innovative work, rather than repetitive server management.

“The Red Hat solution has given us more confidence in terms of our work and a sense of security, 

knowing that Red Hat is there 24x7,” said Benjamin. “We’re all able to get a good night’s sleep 

without worrying about our infrastructure.”

ABOUT CTOS DATA SYSTEMS SDN. BHD. 

Established in 1990, CTOS is Malaysia’s leading Credit Reporting Agency (CRA) under the ambit 

of the Credit Reporting Agencies Act 2010. CTOS facilitates credit extensions by empowering 

individuals and businesses with access to crucial information at greater ease and speed.

ctoscredit.com.my
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