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INDUSTRY OVERVIEW

The U.S. Congress and the executive branch of government have long recognized the need to mod-

ernize the federal government’s IT infrastructure to improve the quality, efficiency, and security of 

government services. 

Recent momentum generated by increased focus and bipartisan support has resulted in a conver-

gence of policies to motivate, enable, and fund modernization projects. 

MOTIVATORS

Through legislation and executive action, policy is motivating agencies to undertake modernization 

projects — with positive results. 

Federal Information Technology Acquisition Reform Act (FITARA): FITARA mandates that agencies 

report on their IT infrastructures to measure their quality, efficiency, and security.1 Congress pub-

lishes these scorecards twice a year and holds hearings for agencies to elaborate on progress — or 

lack thereof.

• Using open source technology helps agencies improve their FITARA datacenter optimization initia-

tive scores by moving toward on-demand resource consumption.

White House focus: The White House established the Office of American Innovation and the 

American Technology Council to set the priorities and parameters of the IT modernization effort. 

This strategy is outlined in the president’s management agenda and the Report to the President on 

Federal IT Modernization and the Cloud Smart Strategy.

• Adopting open source technologies is critical to modernization strategies and the adoption of 

cloud initiatives, as detailed in the Report to the President on Federal IT Modernization.2

Cybersecurity: Administrative and legislative action is motivating government agencies to invest 

more money, time, and resources toward improving cyber resilience. Policies such as the Federal 

Information Security Management Act, the National Institute of Standards and Technology (NIST) 

Cybersecurity Framework, and the Federal Information Processing Standards and Common Criteria 

certification all are intended to improve cybersecurity.

• Supported enterprise open source software is critical to preventing known but unmitigated 

vulnerabilities, which are listed as being among the highest cybersecurity risks for agencies in 

Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure.3

 1 Congress.gov, S. Rept. 115-244, “FITARA Enhancement Act of 2017.” Printed May 10, 2018.  
https://www.congress.gov/congressional-report/115th-congress/senate-report/244/1

 2 American Technology Council, “Report to the President on Federal IT Modernization,” Director of the American Technology Council, 
December 13, 2017. https://itmodernization.cio.gov/report/preface/
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ENABLERS

A number of policies have helped agencies make progress on their modernization journey. 

CIO authority: In May 2018, a presidential executive order was released to increase the effective-

ness of Chief Information Officers (CIOs) across government, which strengthened the provisions of 

FITARA that put modernization and cybersecurity within the responsibilities of CIOs.4 Departments 

should ensure that CIOs have agency-wide authority over IT, and that they are empowered to 

undertake changes and improvements outlined by the executive order: eliminating unnecessary IT 

management functions, merging and reorganizing IT functions, and increasing implementation of 

industry best practices.

• CIOs have more support than ever before to do what is necessary to make positive change. 

• CIOs are empowered to modernize using industry best practices.

Assistance for modernization strategy: Centers of Excellence were created to support the goals 

outlined in the Report to the President on Federal IT Modernization. These Centers help agencies 

assess, plan, and implement IT modernization plans in five key areas: cloud adoption, infrastructure 

optimization, customer experience, service delivery analytics, and contact centers.5 In addition, the 

administration recently released its Cloud Smart Strategy, which provides guidance on how agencies 

can consider and plan migration to cloud computing infrastructure.6 

• Since industry best practices have standardized on open source for cloud workloads, CIOs will rely 

on open source technologies as the foundation of any modernization effort.

FUNDING 

New funding sources are available for agencies to fund IT modernization projects. 

Working capital funds: The Modernizing Government Technology (MGT) Act7 allows agencies to 

create working capital funds to use budget savings for IT modernization projects. 

• Agencies can put together proposals to the Technology Modernization Board (TMB) with the help 

of the General Services Administration’s (GSA’s) Technology Modernization Fund (TMF) Program 

Management Office, which provides assistance from initial concept development to final award. 

Technology Modernization Fund (TMF): The MGT Act also created this central fund for select IT 

modernization projects.

• Not every agency will receive TMF money, but each agency can set up a working capital fund  to 

use agency savings for IT projects.

Agency budgets: Congress and the administration have made IT modernization a bipartisan priority, 

which has been reflected in agency budgets. 

• Even without new funding sources, CIOs can take advantage of the IT modernization priority when 

seeking budget. 
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ABOUT RED HAT

Red Hat is the world’s leading 

provider of enterprise open 

source software solutions, using a 

community-powered approach to 

deliver reliable and high-performing 
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Kubernetes technologies.  

Red Hat helps customers integrate 
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develop cloud-native applications, 

standardize on our industry-leading 

operating system, and automate, 

secure, and manage complex 

environments. Award-winning 

support, training, and consulting 

services make Red Hat a trusted 

adviser to the Fortune 500. As a 

strategic partner to cloud providers, 

system integrators, application 

vendors, customers, and open 

source communities, Red Hat can 

help organizations prepare for the 

digital future.

 3 Whitehouse.gov, executive order 13800, “Strengthening the Cybersecurity of Federal Networks 
and Critical Infrastructure”, May 11, 2017. https://www.whitehouse.gov/presidential-actions/
presidential-executive-order-strengthening-cybersecurity-federal-networks-critical-infrastructure/

 4 Whitehouse.gov, executive order 13833, “Enhancing the Effectiveness of Agency Chief Information Officers”, May 15, 2018.  
https://www.whitehouse.gov/presidential-actions/executive-order-enhancing-effectiveness-agency-chief-information-officers/

 5 IT Modernization Centers of Excellence, https://coe.gsa.gov/

 6 Office of Management and Budget, Office of the Federal Chief Information Officer, “From Cloud First to Cloud Smart.”  
https://cloud.cio.gov/strategy/

 7 1 Pub. L. No. 115-91, National Defense Authorization Act for Fiscal Year 2018, Title X, Subtitle G (§§ 1076 through 1078).
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