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Will Nix @ Red Hat

Public Sector Information Systems Management

e Reduce complexity in hybrid secure environments
e Automate workflow and streamline management

Red Hat Strategic Customer Engagement

e Work closely with customers like you
e Design and implement proactive solutions for some
of the largest deployments in the world

Red Hat Insights

e Develop service used for predictive and prescriptive
analytics on infrastructure
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Insights Lab Hench-helpers

The team will be assisting you during this lab. If you need assistance,
grab our attention by raising your hand or calling us out by name.

Chris Henderson, Insights Rules Product Manager
Rex White, Insights Senior Software Engineer

Summit Labs made possible by Red Hat Training

Check out Red Hat’s online and classroom based labs and exams!

#redhat #rhsummit - redhat



LAB OBJECTIVES

Register SERVERA, SERVERB, SERVERC, SERVERD to Insights.
Login to Satellite and use Insights interface

USE Lab Manual PDF on Desktop for instructions or if you get lost.
Ask Will, Rex, or Chris for help by raising hand.

After registering and identifying risks in demo environment, resolve all
issues leading to ZERO actions for your POD.
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ANALYZING INFRASTRUCTURE RISK

RESPONSE - Are you confident that you can quickly respond
when vulnerabilities strike?

TOOLS - Are you comfortable that your tooling and processes
will scale as your environment scales?

COMPLIANCE - Are you certain that your systems are compliant
with various audit requirements such as PCI, HIPAA, SOX, DISA

STIG, etc?
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WHY WE BUILT A NEW PRODUCT
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CompT A

Customers thought they
were behind in training
and capabilities needed to
manage their next gen
infrastructure.
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DO NOT
BECOME
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WE CANNOT
WE NEED
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THIS LAB WILL FOCUS ON:

Risk Analysis and Response Methodology with Insights

Registering Insights Client to a Demonstration Only Lab Environment:
Satellite 6, RHEL 6 & 7, Custom Red Hat Insights Service

Understanding how the Insights Service is able to provide information

Using the Insights Service to proactively identify risk

& Reactive situations
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THE OPEN MANAGEMENT PLATFORM

Satellite CloudForms

- redhat
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INSIGHTS LETS YOU FASTER SO YOU CAN
FIX THINGS FASTER

Satellite Insights CloudForms
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IT OPERATIONAL ANALYTICS

Prescriptive Analytics
Predictive Analytics

Diagnostic Analytics

Descriptive Analytics

Gartner
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IT OPERATIONAL ANALYTICS

Prescriptive Analytics

r/syslog

journaling Predictive Analytics
log files

Diagnostic Analytics

Descriptive Analytics

Gartner
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IT OPERATIONAL ANALYTICS

Prescriptive Analytics

Predictive Analytics

INSIGHTS

Diagnostic Analytics MS Operational

Insights

Descriptive Analytics VMware vRealize
Operations Insights

Gartner
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UNIQUE ENTERPRISE EXPERTISE

DISCOVER VALIDATE
1,000,000 > 100,000

_____________________________

RED HAT
INSIGHTS
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MANAGING INFRASTRUCTURE RISK

Identify Prioritize Resolve
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VERIFIED RESOLUTION STEPS AND SUPPORT RESOURCES

to help you respond to immediate issues and prevent future issues

Stability > MCE kernel panic

DETECTED ISSUE STEPS TO RESOLVE

. Related Knowledgebase articles
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HOW INSIGHTS WORKS

redhat
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MODERN SYSTEMS MANAGEMENT

Red Hat Insights (RHI) is based on four main concepts:
Proactive Systems Management
Insights Powered By Red Hat
Lightweight Data Collection
Clear, Tailored, and Actionable Intelligence

INTEGRATED INTO TOOLS YOU ALREADY USE
RED HAT INSIGHTS

O
" RED HAT RED HAT' ' @& . v | cosromen
- CLOUDFORMS SATELLITE & rednat |
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REAL WORLD RESULTS

“Insights helps our teams be more proactive at resolving
critical issues before they occur. The reliability of Insights
saves us time and labor intensive tasks.

We no longer have to look at individual systems because we
have one system with insight into our entire infrastructure.”

-- Jason Cornell, AutoTrader / Cox Automotive
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RED HAT
Operational analytics from Red Hat empowers you to prevent downtime

I N E | ‘ H | S and avoid firefighting while responding faster to new risks.

Proactive alerts

No infrastructure cost

Real-time

. RED HAT
Quicksetup o o INEICHTS ——Oyjsk assessment

SaasS

Planned response Tailored resolution

Inteyrated
RED HATt RED HATB CUSTOMER
CLOUDFORMS SATELL'TE % redhat PORTAL
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RED HAT

INSIGHTS

Operational analytics from Red Hat empowers you to prevent downtime

and avoid firefighting while responding faster to new risks.

MOVES YOU FROM REACTIVE
TO PROACTIVE SYSTEMS
MANAGEMENT

No infrastructure cost Proactive alerts

N

RED HAT Real-time

Quick setup o ~ INSIGHTS risk assessment
Planned response SaQas Tailored resolution
,,,,,,,,,,,,,,, Integrated
RED HAT' RED HAT
CLOUDFORMS SATELL'TE % rednat. | fsamat
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INSIGHTS

Operational analytics from Red Hat empowers you to prevent downtime
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DELIVERS ACTIONABLE INTELLIGENCE
FROM THE OPEN SOURCE LEADER
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RED HAT

INSIGHTS

Operational analytics from Red Hat empowers you to prevent downtime

and avoid firefighting while responding faster to new risks.

MOVES YOU FROM REACTIVE
TO PROACTIVE SYSTEMS
MANAGEMENT

DELIVERS ACTIONABLE INTELLIGENCE
FROM THE OPEN SOURCE LEADER

INCREASES VISIBILITY
OF INFRASTRUCTURE RISKS
AND THE LATEST SECURITY THREATS

No infrastructure cost Proactive alerts
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NO NEW INFRASTRUCTURE TO MANAGE

SYSTEMS

N
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@ System Data
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Minimal Network Impact
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BECAUSE WE ARE A SERVICE

® The ability to quickly alert on new problems arising across the board

® Adaptto many changing infrastructure configurations

® We're able to provide real-time risk assessment in Red Hat infrastructure

® lterate quickly and add new features and functionality based on feedback
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WHAT’'S NEW

Released at Summit

Identify risks in container
platforms, images, and
containers

Continuous stream of
updated checks

Simple remediations steps
and guidance with
awareness of state of
container lifecycles

Analysis of individual
nodes, cluster manager,
and overall cluster state

Data collection and
communication via OSP
Director and RHEV-
Manager

Identify, prioritize, and
share maintenance plans
to better bridge the gap
between assessment and
action

Insights recommended
action plans, when new
critical issues hit

Test out and provide
feedback on new features
while still in development

Switch seamlessly
between stable and early
access mode without re-
registering systems
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WHAT'S COMING

Next 12 month roadmap

Track site-wide trends in
security response,
technical debt, and
deployment agility

Get site-wide
recommendations based
on statistically validated
industry trends

Identify configuration and
usage anomalies relative
to typical enterprise usage
patterns

Visualize most common
configurations to
suggested adjustments

Awareness of application
topologies for key
orchestration tools and
compound analysis of
risks

Increased awareness of
cloud-specific topologies
and configuration

Accelerate and simplify
critical issues through
generated response
automation

Deeper integration in
common automation and
deployment platforms
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THANK YOU

https://access.redhat.com/insights

S8
plus.google.com/+RedHat f facebook.com/redhatinc
- linkedin.com/company/red-hat ¥ twitter.com/RedHatNews

youtube.com/user/RedHatVideos
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F ServerA,B,C,D logon credentials:

The root user on each server has a password that’s the same as the server name, i.e. “servera”, all work in this lab will be performed as ‘root’.

If you should need them, the laptop credentials are username: kiosk password: redhat - but they automatically login and you shouldn’t need them!

Please note your POD #.

You can find your pod number by clicking “Applications” in the top left corner of your desktop and going to “Utilities” and opening “Terminal”. Once the terminal is
opened type the command

“hostname'.

Your POD# is the number after the word “foundation” in the output of the hostname command on your desktop lab system.
Ex. foundation67.ilt.redhat.com

Ex server. servera.pod67.example.com

Note the difference in the hostnames, but the pod in this example is 67.

You can access the console of each server machine by double clicking the hostname of the server on your POD’s desktop. If you click into a server console and you
lose control of your mouse or keyboard, simultaneously press the left CTRL and left ALT keys on your keyboard to release the input devices from the virtual machine
back to your laptop.

Satellite Credentials - Use the link on your desktop or
inspect systems.

to open Satellite. Click Red Hat Insights in the top right of the interface to

Use these to login with your pod number.
User: user_X (X =POD number)
Password: user_X (X = POD number)

Open VirtViewer console for each server by double-clicking the icon on the desktop.
See Step 1 Register all servers to Satellite

See Step 1 Yum install client on all

See Step 2 Register insights on all

See Step 3 Break serverd


https://insightsat.example.com
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