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Amadeus

In one slide

“Provides IT services for travel
iIndustry

_Operates ecommerce web sites,
payment processing, b2b services In
travel

_UsingOpenShifB since 2 years
AlIn own datacentersn publicclouds
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Why security © (% S

And not the one like in picture

_Protecting assets
Acomputing capacitydata

_Personal information

A General Data Protection Regulation
(GDPR)

_e-Commerce & payment processing
APCI/DSS
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How?

To be better than thene like in picture

_OpenShift & Containers
A Lot of things are changing
AOIld rules may not be applicable
ARisks are still out there
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Infrastructure
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OpenShiffArchitecture S é ,%

In one slide
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Preparing infrastructure
And security

_Preconstructed VM images

Amirrored repositories & registries
Or public cloud providers Ascanned usin@penSCAP

_Network design

AWhere are DMZ and layered
protection?

AOpenStack security groups
_Access control (bastion server)
_Upgrade policy

ARebuild vs rolling
A Biweekly/monthly

Use OpenStack on our hardware
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