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#redhat #rhsummit ‘ redhat.



MY BIOGRAPHY

e 6.5 years at Red Hat
e United States Marine Corps (‘88-'08)
o Oakland Raiders Football

« My favorite food is pizza!

...and this talk is just before lunch is served.
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SIXWAYS TO MAKE OPERATIONS MORE
LIKE ORDERING PIZZA

o Deploy API-driven infrastructure
o Plan for capacity utilization

o Implement a self-service portal

o Enforce policy and governance

e Speed processes with automation

o Maintain configuration accuracy
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API-DRIVEN INFRASTRUCTURE
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PLAN FOR CAPACITY
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SELF-SERVICE PORTAL

PY Order and deploy W0rk|OadS = RED HAT' CLOUDFORMS MANAGEMENT ENGINE ¢
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POLICY AND GOVERNANCE
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Scope

@ No Policy scope defined, the scope of this policy includes all elements.

Conditions

Description

. Permit Root Login Disabled

Events

Description

H’ VM Compliance Check

Scopes / Expressions

ExpressionFIND VM and Instance.Files : Contents Available = "true" CHECK ALL Contents INCLUDES "PermitRootLogin no"

Actions

X Mark as Non-Compliant

X Generate log message

X Generate Audit Event

X Send Email to Security Team

All Policy Profiles

Analysis: Exclude Specially Tagged VMs
Analysis: On VM Reconfiguration
Compliance Hosts: November 2012
Compliance: DISA STIG

Compliance: DMZ Configuration

Compliance: Hosts

s=it= - K - R

Compliance: RHEL Host (KVM)

All Alerts All Actions

Description Description
Cluster DRS not enabled Alert - CPU Reservation > 500Mhz
Cluster HA not enabled Cancel vCenter Task
CPU Ready > 4000 ms for more than 10 min Check Host or VM Compliance
Datacenter VMs > 10 Collect Running Processes on VM Guest OS

Connect All CD-ROM Drives for Virtual Machine

Host Datastore < 5% of Free Space

P e e e e e
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SPEED UP PROCESSES WITH AUTOMATION
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Reduce human errors

Ensures quality through
standardization

Smooth = Faster
production

Increases delivery speed

Flexibility to work with
multiple systems

Systems Administrator

Qo—

Security
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MAINTAIN CONFIGURATION ACCURACY
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SECURITY AND CONTINUOUS COMPLIANCE

Simple ideas to keep in mind.

e Compliance is not optional

e Actively monitor security
controls to ensure
effectiveness

e Compliance methods should be
repeatable and non-specialized

e Implement a cost-effective and
flexible solution
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CONFIGURATION DRIFT

Avoid “create your own” configurations

e Occurs when configuration accuracy is lost

e Has the potential to create or expose vulnerabilities
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CONTINUOUS COMPLIANCE

The key to gaining and maintaining an ATO

o Configuration Management systems
o Automation capabilities
o Security Content Automation Protocol (SCAP)

o Lifecycle and Patch Management
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THANK YOU
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