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OpenShift OpenShift
Pipeline App Devel

Before World of
Containers Containers
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Continuous Deployment pipeline

Only defined list of people
allowed to approve

Running smoke
Checkout Deploy zt002 tests Deploy zt004 Deploy prod
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Speeding up deployment with CD pipelines
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External services,
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Release pipeline Multiple microservices

_

E Build & Test Publish Create Project Deploy in project
o
& T ?
28 ! 1
1 1
Container Image Set 1 H
Image(s) I\-@\I ! All that is
% ! required to run
> p Release manifest :
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Approved

Deploy Test Tag Images Publish release

Disaproved

fe20-release

A

Destroy project
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Release pipeline

Check Runnin
Delete Create Deploy 9 Publish Email
Ghockows relgaee roject roject application Bmgks release notification
project RIS ok PP tests
11s 4s 5s 8s 17s 1min 6s 50s 1s
fe20-release-0.4.3
Apr 04 .
B © 2s s 2s 4s 8s 1min 10s 465 1s
14:26
Mare ® 14s Is 6s 9s 19s 555 51s 1
14:49
Mar 22 15s 4s 6s 9s 20s 1min 4s
14:04
fe20-release-0.4.1
han22 ® 12s IS 6s 9s 20s 51s 47s 1s
12:40 [Ridiitl
fe20-release-0.4.1 §
: 11s 4s 7s 8s 20s
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Use github.com to

fork/clone images Need all images to Sources not Own proxies and
sources be RHEL based binaries! No docker repos
hub!
Create own base Internal non-public
All exposed
images for s2i and Certificate *P

[ tected
other products Authority Ef/r_\ﬂ_cses PHORECEE

Need to provide
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Before World of OpenShift OpenShift
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FROM registry.access.redhat.com/rhel7:latest

RUN 1n -sf /usr/share/zoneinfo/Europe/Warsaw /etc/localtime
RUN cd /etc/pki/ca-trust/source/anchors/ && \
curl -Awget -O "http://pki.bzwbk.pl/pki/CAl.crt"™ && \
update-ca-trust extract

leooll
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Dealing with security and compliance
requirements

Bank Zachodni WBK mind‘box

& Grupa Santander



=

e e S
=== e



Security controlled with code
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Traffic isolation between applications
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Traffic isolation

Project1 Project2
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Outbound traffic

Traditional (static) firewall
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You can’t always get what you want

N Impossible in N

OpenShift < 3.9

Projecti

<:x::> Project2
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Overcoming OpenShift shortcomings

routeX

routeX

CL-B

- routeB

— el

l routeA

serviceA | | ... serviceZ
pod @ pod | |pod

external
project-A P P W project-B ; W9 project-Z
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SECURITY ACROSS ALL LAYERS

Self-Service
CONTROL
Application
Security

Service Catalog
(Language Runtimes, Middleware, Databases)

Build Automation Deployment Automation

OpenShift Application Lifecycle Management

(Cl/CD)

Container Orchestration & Cluster Management
(Kubernetes) b

DEFEND

Infrastructure

Logs &
Metrics

S P

Networking} Storage Registry Security

Infrastructure Automation & Management

o

Enterprise Container Host

Y Container Runtime & Packaging

Atomic Host Red Hat Enterprise Linux

#redhat #rhsummit ‘ redhat.




AUTOMATED & INTEGRATED SECURITY e,

CONTROL Container Content

ml CI/CD Pipeline
e — Application ' .
i — Secu rity Container Registry Deployment Policies

Container Platform

DEFEND
Infrastructure Network Isolation

Audit & Logging

Container Host Multi-tenancy

Storage

APl Management

o

EXTEN D Security Ecosystem

https://www.redhat.com/en/resources/container-security-openshift-cloud-devops-whitepaper
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And
this is what we call

DevOps
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