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SRE access

Question: How do site  
reliability engineers (SREs) 
access my Microsoft Azure 
Red Hat® OpenShift® cluster? 
Does it go through the  
public internet? 
 
Question: What permissions 
do I need to run an Azure  
Red Hat OpenShift cluster?

 
 
 
 
 
 
 
Question: What is the  
identity and access  
management (IAM) policy  
for either of the above? 
 
Question: What level of 
access do SREs have to my 
Azure Red Hat OpenShift 
cluster? Can they access my 
applications and data?

Question: If an SRE needs 
access to my cluster, what is 
the process for gaining access 
and how is auditing handled?

Answer: SREs access the cluster through Azure Private Link, which maps private points to  
Azure resources.

See the cluster configuration requirements section.

 
 
Answer: To deploy and run an Azure Red Hat OpenShift cluster, you will need to create a service 
principal. You can create a service principal by using the Azure command-line interface (CLI) or 
PowerShell. In this case, you will need sufficient permissions to create the application on Azure 
Active Directory—either a member user of the tenant or a guest user that has been assigned the 
application administrator role.

If a service principal already exists and is provided for the deployment of the Azure Red Hat 
OpenShift cluster, you do not need the aforementioned permissions on Azure Active Directory.

In both cases, the service principal needs the roles contributor and user access administrator. 
 
Answer: The service principal needs to have the roles contributor and user access administrator.

See link.

 
Answer: No, the SREs can only access the Azure Red Hat OpenShift at platform level (control plane 
nodes). They use the connection through an Azure Private Link that allows communication to an 
internal load balancer behind the control plane nodes. The worker nodes—where applications run—are 
behind a different load balancer, which SREs do not have access to.

 
Answer: Audit logs are generated and kept and customers can request them.
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Answer: There is no list of locations for SREs.

 
Answer: This is not possible as of now.

Answer: Azure Red Hat OpenShift hosts run CoreOS, which is an OS with the bare minimum and is 
not intended to have anything that does not come out of the box installed on it.

 
 
 
Answer: For cluster operations and audit, the customer cluster administrators can deploy an 
optional logging stack to aggregate all logs from their Azure Red Hat OpenShift cluster. For example, 
administrators can aggregate node system audit logs and infrastructure logs. However, these logs 
consume other cluster resources.

The virtual machine (VM) logs where the nodes run are not exposed to customers.

Answer: Using Azure Front Door, Azure Private Link, the internal load balancers, and Azure  
Firewall—as shown in the portfolio architecture—ensures the protection of the Azure Red Hat 
OpenShift cluster.

Question: Where are  
SREs located? 
 
Question: Our company  
has a policy on not using  
services from a particular  
country, can we exclude a 
country from having SREs   
work on our cluster?

Question: InfoSec requires  
us to install a traditional  
security tool on all servers. 
Can I install these on the Azure  
Red Hat OpenShift hosts? 
 
Question: Can we get access 
to the SRE logging system 
and forward to our centralized 
logging solution? 
 
 
 
Question: What steps are 
taken to harden the Azure Red 
Hat OpenShift cluster?

SRE personnel objections

Customer process and tooling
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