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Modern digital business strategies depend on microservices and cloative
architectures. Largescale operations across multiple clouds -and clusters pose

management challenges beyond what Kubernetesn managen its own
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Digital Businesss Built onContainers and AT A GANGE

Kubernetes

IDCexpects thaby 20255 7% of business anéiwices will be delivered

. s . ) According to IDC research:
using digital infrastructureEnterprisesround the world are accelerating

»57% of business and services will be

moves tc_Jor_llined_igitaI busines§ asa resqlﬂazfnde_mic res_trictioa global delivered using digital infrastructutsy
economidisruptiors, andongoinguncertainty.Digital business 2025
transforms many aspects of market dynamigata about every aspect of | »97% ofenterprisesexpect to use
business actitand interaction can be captured and analyzed. connected hybrid and multicloud
Applications can be createdodularlyandupdatedcontinuously. '”fral,StrLt’_Ct“re to support clouthative
Customers, employegand partners can collaborate on dand. applications _

»99% of organizationsre usngor are
To enable these typ®f highly dynamic business activities, many evaluating theuse of containers and

microservices to enable future application

organizations are investing in Dev@tnsen innovation and microservices developmentactivities

architectures to accelerate agile software development and take advant:
of automatedcontinuous integratiorZontinuous deliveryG&l/CDtoolchains
to create and deploy digital business applications faster than ever. The ability to consistently manage multiple,
Increasingly, these solutions are being designed as-nlativet applications | distributed container and Kubernetes
optimized for highly scalable container infrastructure orchestrat@tus E'Sfﬁif|§§3°§;3ﬁ§ i'ﬁ::i'zf tSo Z?git al
Kubernetes. Fully 99% of organizations are using or evaluating the use ( pysiness success

containers to support modern applications and microservices.
Approximately 50% of containerized applications are net néle the
other half are existing applications that hdaen refactored or lifted and shifted to container platforms to improve

scalability and portability.

IDCs research shovithat worldwide 97% of enterprises expect to take advantage of connected hybrid and multicloud
infrastructure spanning both epremises resources and one or more public cloud platfdorsipport these

cloudnative applicationdDepending on business priorities, eathanization will makesbwn unique decisions about
the best mix of infrastructure and application architectures thatopiiimizebusinessgility,control costs, and maintain
security Moreover, 71%of organizationsecognize the need for consistent crasud management anglitomationto
ensure effective application performance and business operations
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Despite the rapid adoption of containers, many organizations are struggling to manage and secure them effectively.
Only15% of organizations surveyed by IDC have develogidizgd or fully mature strategies for managing and taking
full advantage of containers across the applicatiorcyifee.

As shown in Figure drganizationghat are implementing containers and Kubernegesfinding that the provisioning,
scaling migiating management, securifand control of container infrastructuiegross multiple clouds amdultiple
containerclusterscan be challengg, particularly as applications become more distributed and glGivghnizations are
particularly concerned abotie impact on cloud cost management, workload placendewtsions, adapting to new
automationGitOpsstrategies built for containerand maintaining securifgomplianceand observability strategies

FIGURE: Top Cloud Management Challeng@esulting from Use of Containers and Kubernetes
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Multicluster Kubernetes ManagemenEnsures Consistei@ecurity,
Performanceand Control

Software containers are an operating system (@tialization technology, similar in concept to hypervisors except they
abstract an OS instead of server hardware. Each application is presented with a pristine virtual copy of the OS, and t
application is made to believe that it is the only applicaitistalled and running on that OS. Because each container can
operate in isolation from another, developers can use containers to modularize development using microservices an
work on each microservice individually. Rather than being patched and updaitedunning, containers are simply
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terminated and new updated containers are launched as needed to introduce new functions or to repair performance
problems.This allows for the rapid scaling and deployment of updates in a consistent manner acrdss a clus

Developers can run hundreds of small containers on a lggtolCIl/CD automation tools can manageitgsintegration

and deployment at scal&€o run many containers in production requires sophisticated orchestration and automation.
From aroperational perspective, individual containers are generally grouped intogmadihie underlying infrastructure
supporting thepodsismanaged by a container orchestratubernetes, an opesource container orchestration

technology has been widely agited across the industry and is supported by manpremisedistributionsand public

cloud container servicekubernetes automatically managestainerservice discovery, incorporates load balancing, tracks
resource allocation, and scatantainer defpymentsbased on compute utilizatiott.alsochecks the health of individual
resources and enables apps to-belél by automatically restarting or replicating containers.

Kubernetes is focused on managing individual clustéssiot designed to condt multicluster operations or security.
As a result, suse of containerized applications increggeanyenterprisesare adoptingnulticlusterKubernetes
architectures that allow each cluster to be configured to meet specific local configuration, ca@jglid performance
requirements as needdd different physical locationgeographiesand clouds

Multicluster architecturesillow better alignment of security and operational policies with different application and
business needs, but they alsosea number of operationathallengesSpecifically:

» Ensuring container image security andmplianceacross multiple clustersContainers allow for rapid
deployment of changes to applications but also carry a risk that corrupted code will be unintentisivétiyted
far and wideEnterprises need to be able to validate, curatedconstantlyaudit code as it is broadly distributed
and customized for the nesdf specific locations

» More complex network and enterprise infrastructure architectural decisimaking about where to deploy
workloads across opremises and hosted datacenters, public cloydad edge locationgOrganizations need to
be able to balance latency, availability, casd compliance demands to optimize business outcomes and
applicationservicelevel agreementsLAs

» Consistently configuring and securing thergers and underlying infrastructure used to support container
platforms so that containerized code will be able to run as expected when deployed to physically diverse
platforms. Consistent operational policies, configuration templagesl provisioning workflows are required.

» Fragmented visibility intdhe end-user experience, entb-end transaction throughput, and operational
dependencies and workflow$rganizations need to taform governance, automated workflows, observability
and operational reporting capabilities to maintain comprehensive oversight on misiioal SLAs ariety
performance indicatord{PI%

Multicluster Kubernetes management is an emerggatinology area that specifically enables peiaged operations
andconsistentcontrol across multiple Kubernetes clustewhether they are deployed garemises, in public clougdsr

at the edgeEffective multicluster Kubernetes management must be a priority for organizations that are building out
cloudnative, agile DevOps programs for business transformation.

= IDC #US47479221 Page3



IDC TECHNOLOGY SPOTLIGHT Digital Business Success Depends on Effective Multicluster Kubernetes Mana

Evaluating MulticlusterKubernetes Managemen$olutions

As use of containers has expandedngnarganizations hawelied onad hoc approaches for cresisister coordination
or have opted to manage each cluster independeiiitigseapproachesreate operational riskecause ofonfiguration
errors and potential security breaches. In addition, application performsuféerswhen clusters face capacity limétsd
multiple applications compete for resourcesapeimpacted by latency.

Multicluster Kubernetes management solutidrep ensure consisteigbnfiguration, securitgndcompliance
management at scale across multiplememises and cloutlased infrastructure platform&ome of the most
important capabilities enterprises should evaluate as follows

» Provideasingleunifiedview todiscover, defingyrovisionupdate, and destroy clusters consistently regardless of
whether the clusters are running in physical, virtual, and private cloud and public cloud environments or at the edg

» Centrally set policies to autmatically configure and maintain consistency of security controls required by
regulatory, industry, or corporate standar$sersshould be abléo enforce compliance policies with each new
cluster,allowing their fleet to remaicompliant withgovernancer corporate standards as it grows.

» Providem-depth, on-demand access and reporting on compliangaosture and changeontrol

»  Automate application deployments using placement policies that are integrated into existing CI/CD pipelines
infrastructure automation toolsand governance controls

» Aggregate observability metrit reporting andn dashboardto monitorand optimizehe health of containers,
pods and clusters

» Provide @ep integration with existing Kubernetes platforms atmlid service control planes

»  nsistently support Kubernetes clusters regardless of where they are deplugtading orpremisesvirtual
machine ¥YM) and bare metal platformand a range of public cloud services

Each organization will need to evaluatestimg skills and tools and determine how to best implement multicluster
management strategiedl many cases, organizations that expect to rely on open source Kubernetes management
solutions will find that these technologies are not optimized for seeumteyprisescale operations and are not designed
for reliable, largescale multicluster managemestendorsupported open source technologies often provide a faster
path to value while reducing the level ofinuse time and talent that needs to be assijte@support and continuously
update the tool itself.

i
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Red Hat Advanced Cluster Management f&ubernetesOverview

Red Hadvanced Cluster ManagemeAfM addresses theuntime managemenheeds omulticlusterKubernetes
environmentdy providingunified, policybased governancacrosstlusters, regardless of where they are deployed
Rather than requiring customers to manually aligrastructureconfiguration and management acrafferent clusters,
Red Hat ACM provides a single control plane for consistent, secure configuration and hybrid multitticudter
operation(see Figure 2Jhe control plane enablesitomatedinfrastructurediscoveryprovisioninginventory, and tagging
as wdl assupportfor predefined configuratiosode,GitOps templatesand policybased governance.

FIGURE: Red Hat ACM
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For organizations that are struggling to standardize, secure, and scale multicluster Kulmtusttes ACM address
the following use cases

» Unified multicluster managemeniOrganizations can&ate, update, and delete Kubernetes clusters across
multiple private and public cloud&CM is ablé search, find, and modify any Kubernetesource across the
entire domainand quickly troubleshoot and resolve issues across federated demain

» Policybased governance, risknd complianceACM allows organizations tetsand enfore policies for security,
applications, and infrastructuria order tovisualize detailedwditing on coffiguration of apps and clusteasid gain
visibility into compliance posture based on defined standards

i
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» Advanced application lifeyclemanagement By afiningand deployngapplications across clusters based on
policy, IT organizations carew service endpoints and pods associated with application topalody
dependenciedn addition,organizations caautomaticallydeploy applications to specific clusters based on
channé and subscription definitiorend aitomate day?2 configurationsuch ametworkinganddatabasesia
integrations with Red Hat Ansible Automation Platform

» Multicluster observability for health anaptimization. ACM can pvideorganizationsvith an oveniew of
multicluster health and optimizatigincludingthe ability to store londerm dataas well agasily sort, filter, and do
a deep scan of individual clusters at the aggregated multicluster@ngglnizations can also ganaggregated
view of clister metricsandsupporting troubleshootingicluding integrations witksrafana dshboards

Red Hat ACM is optimizéat Red Hat Opeghift Platform. The ReHat ACMuser interfacentegrates with he Red Hat
OpenShiftnanagement consojand ACM will run as an applicationi®ad Hat OpenShifegardless of where Red Hat
OpenShift is physically deploy@&d_M is updatetly OpenShift OperatorRed Hat has committed to open sourcing ACM
in order to promote ongoingidustry innovation in tharea of multicluster Kubernetes management

Challenges

IDGs research shows that successful digital innovation and application modernization depend as much on people and prc
updates atheydo on technologyOrganizations that are committed to multisterarchitecturesheed todevelop

collaborative decisiomaking strategies that reaelerosdine-of-businessdevelopmentandtechnologyteamsto focus on

how to best optimizend+to-end application performance, cost, and securgipgcontainersautomation andobservability.

Red Habffers customes powerful technology for multicluster operatiortdowever, tdoe successful, Red Hat customers
will need to align on standard policiasross all Kubernetes resourcés.the extenthat Red Hat can help customers
modernize standards, policiesd operational models, the company can become an important partner in the evolution
of customer DevOps and application modernization efforts.

Nex Stepsfor LargeScaleMulticluster KubernetedManagement

IDC expectthat enterprise adoption of cloudative applications based on containers
and Kubernetewiill continue to increase in the coming yedrise container clusters will -
be deployed across a range of physical infrastructure and geographic locations. Malntalnlng

Simultaneously, wdular, microservicebased application architectures enabled by consistensecurity,
containers will mean that missiamitical applications change more frequenty and ~ Performanceand
require increasingly dynamic access tepoemises and public cloud computing control across
infrastructure.The enduser experience will depend on the smooth and continuous multiple Kubernetes
integration of many distributed application services and containers, with operations .
coordinated across multiple clusters pl_a_l‘fOI’mS wil b.e
critical to ensuring

Maintainingconsistentsecurity, performanceand control acrosshultiple Kubernets business resiliency
platforms will be critical to ensuring business resiliency and agititye age of modern -

cloudnative applications and DevOgsven software innovatiodDC believethat and aglllty
consistentpolicybased multicluster management will be required for effertnwsiness
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operationsgoing forwardOrganizations that are exploring or depf@containers at any level ehterprise scale will
need to quickly grapple with the challenges of multicluster management and invest in appropriate tools, skills, and
processipdatesin order to ensure application performance.
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