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416%  
five-year ROI

6 months    
payback period

28%    
reduced total cost of operations

56%    
more efficient patching

78%    
faster deployment of new 
virtual machines

56%  
more efficient IT 
infrastructure 

18% 
more servers virtualized

14%  
more efficient IT security teams

12%   
more applications released

23%   
more productive compliance 
teams

BUSINESS VALUE HIGHLIGHTS

Executive Summary 
Digital applications and digital transformation are driving IT infrastructure and operations 
teams to deliver business-critical services for customers and end users with “consumer-grade 
performance” and a reliable user experience. Supporting the challenges of digital business, 
cloud-based applications, and core business services requires secure infrastructure that 
operates with speed, reliability, and high availability. Achieving outstanding service quality in 
today’s dynamic environments depends on safe, reliable, and well-managed infrastructure.

Red Hat Satellite, available as part of the Red Hat Smart Management subscription, is a system 
management solution designed to provision and maintain Red Hat infrastructure deployed 
in all environments including physical, virtual, and cloud. The solution automates repetitive 
lifecycle management tasks such as provisioning, patching and other updates to keep 
systems secure, available and compliant with relevant standards.

To validate the benefits of the Red Hat Satellite platform, IDC interviewed seven organizations 
running enterprise workloads that were supported by the platform. The survey data obtained 
from these organizations and applied to IDC’s Business Value model showed that study 
participants realized significant value with Red Hat Satellite.

IDC calculates that study participants will achieve a five-year return on investment 
(ROI) of 416%, by:

 Fostering more efficient IT infrastructure management by automating routine tasks such 
as patching and compliance updates

 Virtualizing more servers and being able to deploy virtual machines (VMs) faster and 
with greater agility
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 Making security and compliance teams more efficient in the fulfillment of routine tasks 
and procedures

 Translating IT operational benefits into improved application performance and better 
business results

Situation Overview
The IT landscape is becoming exponentially more complex with changing applications 
architectures; expanding deployment options across on premises, hybrid IT, and cloud; and 
growing needs for compliance, security, and data privacy. IT infrastructure and operations 
teams are being challenged more than ever before to deliver and support competitive 
services across an increasing variety and volume of applications, data, and use cases.

Digital business and ecommerce applications need to provide consumerlike experiences for 
customer and end-user environments. This requires an underlying infrastructure that is 
secure, compliant, and performant across hybrid IT environments, including physical, virtual, 
and cloud. IT system administrators (sysadmins) and operations teams are challenged to 
achieve and sustain these growing service requirements and maintain the underlying 
infrastructure. The explosive growth and scale of system hosts are making simplification 
and automation of management mandatory.

Red Hat Enterprise Linux (RHEL) is a foundational operating system (OS) designed to support 
workloads and operations across enterprise datacenters and multiple private and public 
clouds. RHEL provides a common infrastructure for hybrid IT either on premises or in the 
cloud. IT organizations are being challenged to maintain and manage RHEL infrastructure while 
demands for increasing efficiency and reducing costs are growing at an accelerating rate. 
The rapid development and deployment of applications through agile processes, continuous 
delivery, and the use of containers and virtual machines are driving up the scale, frequency, 
and urgency of infrastructure provisioning, configuration, and deployment activities.

Red Hat Satellite Overview
Red Hat Satellite is an on-premises infrastructure management product from Red Hat designed 
to manage RHEL and related environments to be secure and compliant and to operate efficiently. 
The key objective of the solution is to make the management of RHEL infrastructure easy and 
scalable, aimed at supporting ever-higher number of servers that can be managed per sysadmin.

Red Hat Satellite provides a complete system life-cycle management tool. It operates from a 
single central console to manage RHEL functions and processes across the entire infrastructure. 
The console provides a single location for accessing reports as well as provisioning, configuring, 
and updating systems. Key Red Hat management capabilities include content management, 
patch management, provisioning management, and subscription management.
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Automation for configuration management and updates can be achieved with Ansible. Ansible 
Tower is recommended for orchestration. Further:

 Content management:  
Content including patches can be distributed to physical, virtual, or cloud infrastructures. 
Red Hat Satellite supports a secure repository for any type of content that is to be distributed 
to hosts. Capabilities include curation of content prior to distribution and distribution as 
close as possible to destination endpoints.

 Patch management:  
Red Hat Satellite can report on system hosts needing patches or updates and can respond 
quickly to install or apply patches using scalable automation. It can apply security patches 
and software updates to thousands of globally distributed systems.

 Provisioning management:  
Red Hat Satellite can discover non-provisioned system hosts and can provision to bare metal, 
virtual, private cloud, and public cloud environments. It can be used to analyze and correct 
configuration drift. Automation of post-provisioning steps can be achieved with Ansible Tower.

 Subscription management:  
Red Hat Satellite provides support for centrally managing customer subscription usage with 
inventory, utilization, and consumption reporting.

Several of the participants interviewed in this study expressed opinions regarding Red Hat 
Satellite capabilities. Study participants mentioned that Red Hat Satellite makes management 
simpler, provides better and more automated patching, enables faster server deployments, 
and supports quicker resolution of compliance issues. IT staff efficiency was also mentioned 
as a benefit of using Red Hat Satellite.

The Business Value of 
Red Hat Satellite
Study Demographics
IDC conducted research that explored the value and benefits of using the Red Hat Satellite 
solution. The project included interviews with seven organizations that were using the solution 
and had experience with or knowledge about its benefits. During the interviews, companies 
were asked a variety of quantitative and qualitative questions about the impact of the solution 
on their IT operations, businesses, and costs.

Table 1 (next page) presents the study demographics and profiles for these companies. 
Organizations interviewed had an average employee base of 73,714, indicating the presence 
of several large organizations. This workforce was supported by an IT staff of 1,893 engaged in 
managing 826 business applications for 73,571 internal IT users and 1.86 million external users 
and/or customers. From a vertical industry standpoint, these organizations represented the 
financial services, government, healthcare, information technology, manufacturing, retail, and 
telecommunications sectors. (Note: All numbers cited represent averages.) 
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TABLE 1

Firmographics of Interviewed Organizations

Firmographics Average Median Range

Number of employees 73,714 55,000 8,000 to 160,000

Number of IT staff 1,893 1,200 350 to 7,500

Number of developers 1,196 400 125 to 3,500

Number of IT users 73,571 55,000 7,000 to 160,000

Number of external customers 1 86M 2M 700 to 6M

Number of business 
applications 826 200 175 to 3,630

Company revenue $25 2B $4 65B $3 8M to $100B

Industries Financial services, government, healthcare, information technology,
manufacturing, retail, and telecommunications

Source: IDC, 2020

Choice and Use of Red Hat Satellite
The companies that IDC surveyed described usage patterns for the Red Hat Satellite platform as 
well as provided a snapshot of their overall IT and business environments. They also discussed 
the rationale behind their choice of Red Hat Satellite. Interviewed customers cited a number 
of factors for choosing the solution such as better visibility into Red Hat processes with a single 
console, the ability to automate patching and compliance updates, centralized control over 
content, and easier fixes for compliance issues that might occur.

Study participants commented on these benefits:

 The need for more automation: 
“We saw the need for more robust automation and an automation platform supported by 
someone else. Our workload was becoming too time intensive along with maintaining 
so much of our infrastructure. Centralized control over content was a big deal. Before, all we 
had was a bunch of shell scripts, and there were only a couple of people who knew shell 
scripting to that level.”

 Better patching management:  
“We wanted to be able to patch all our systems at once and deploy them.”

 Simpler management: 
“We have a small staff, so we wanted the ability to automate patching and have good visibility 
into what’s going on.”
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Table 2 describes organizational usage associated with the use of the Red Hat Satellite platform. 
There was a substantial Red Hat Satellite footprint across all companies, with 5,627 RHEL servers 
in play. In addition, there were 3,565 on-premises physical servers and 1,957 VMs running 
65 Red Hat business applications. Additional usage patterns are presented in Table 2. 
(Note: All numbers cited represent averages.) 

TABLE 2

Organizational Usage of Red Hat Satellite Environment

Average Median

Total number of RHEL servers 5,627 2,139

Number of servers (cloud) 140 88

Number of physical servers (on premises) 3,565 400

Number of VMs 1,957 1,400

Number of business applications 65 63

Number of geographical locations (countries) 3 2

Number of sites/branches 257 39

Percentage of revenue from applications/
workloads running on Red Hat Satellite–
supported servers

75% 90%

Source: IDC, 2020

Business Value and Quantified Benefits
IDC’s Business Value model expresses the benefits for organizations using the Red Hat Satellite 
solution to support their ongoing Red Hat infrastructure and business applications. The survey 
data obtained from Red Hat Satellite customers was applied to this model to arrive at an array of 
quantified post-deployment benefits. Using this methodology, IDC found that these customers 
realized significant value for their IT infrastructure and business operations.

The use of Red Hat Satellite enabled more efficient IT infrastructure management by automating 
routine infrastructure management tasks, optimizing virtualization processes, and making security 
and compliance teams more efficient.



88Table of Contents 88IDC Business Value White Paper, sponsored by Red Hat  
August 2021  |  Doc. #US46109220

Red Hat Satellite Helps Enterprise Organizations Optimize Infrastructure with Automation Tools

Study participants described the most significant benefits:

 Swiss Army knife tool: 
“Satellite integrates into everything, and it complements our other tools. It stands on its own for 
patching, but Satellite is the core for everything. The analogy we use is that when you go 
to the faucet and turn on the water, you expect water. You need water for everything. This is 
where Satellite fits into the picture: It’s the main thing you need for everything else. It also 
handles our subscription management as well … It’s a Swiss Army knife, and it does lots of 
things which makes it valuable.”

 Faster server deployment for business operations: 
“From a business perspective, it’s the speed and delivery of new servers. The businesses will 
come in and say we need ‘x’ number of servers for a set project. Satellite helps us organize all 
of the different configurations for different customers and applications and helps speed their 
ability to get to a production-ready system.”

 A centralized platform leads to better IT staff efficiencies: 
“The biggest benefit is the consistency delivered by a centralized platform. Staff efficiencies 
are also pretty big in terms of the use of automation. And it puts us on a more secure footing 
in our IT representations with the rest of the company. We use Satellite to prove that we’re 
doing a particular task, and it shows we’re on top of things. We gain more trust from people 
we support by using it.”

 Ease of patching and licensing management: 
“There is no question that the biggest benefit is ease of patching. Satellite automatically 
downloads patches and is able to provision them all from a central console, which 
shows who is patched and who isn’t. Satellite also manages licenses for us. These are 
all significant benefits.”

IDC calculated the business value of these benefits and quantified them as follows:

 416% five-year ROI with a six-month payback period

 28% reduced total cost of operations

 56% more efficient patching, with 78% faster deployment of new virtual machines

 56% more efficient IT infrastructure management, including 18% more servers virtualized

 14% more efficient IT security teams, and 23% more productive compliance teams

 12% more applications released in support of business operations

Improvements in IT Infrastructure Management
Red Hat Satellite helped study participants deploy and manage Red Hat infrastructure, including 
physical, virtual, and cloud environments by automating various configuration processes 
and updates and helping these companies stay in compliance. By automating most system 
maintenance tasks, Red Hat Satellite has helped these organizations increase the efficiency of 
routine IT management tasks and reduce their operational costs.
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62

73

The platform has been designed to easily integrate into the existing workflow frameworks using 
a centralized console offering a single pane of glass for accessing reports and configuring 
and updating systems. Study participants spoke about how Red Hat Satellite helped their 
organizations increase the efficiency of routine IT management tasks and reduce operational 
costs. They cited features and capabilities such as operating system consistency leading to 
easier server management and the way that automated patching served to free up staff time 
for other projects.

Study participants commented on these and other benefits:

 IT is more efficient: 
“The benefit really is the efficiency. We have a pretty complex environment, and Satellite 
helped us streamline everything a lot better than before. It’s made it easier for people 
to jump in and work on our systems.”

 Servers are easier to manage: 
“The biggest thing is having a level environment. All the servers are running the same OS, 
which makes it easier to maintain, resulting in several efficiencies.”

 IT time freed up to work on other initiatives: 
“We’ve got the patching automation down pretty well, and that’s allowed our Level 2 to 
become more proficient in and better able to support containerization initiatives. 
They’ve moved on to supporting OpenShift on a 24 x 7 basis, because they don’t have 
to spend all their time patching.”

Study participants reported that Red Hat Satellite helped them virtualize more servers. 
Figure 1 quantifies these benefits and shows that new efficiencies enabled them to virtualize 
more servers, moving from 62% virtualized to 73% virtualized with Red Hat Satellite.

FIGURE 1
Virtualization Impact 
(% of servers virtualized)

Source: IDC, 2020

Before Red Hat Satellite With Red Hat Satellite
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FIGURE 2
Infrastructure Management Staff Time Efficiency Gains by Activity 
(% improvement)

56%

47%

45%

31%

30%

As previously described, by automating system maintenance, Red Hat Satellite has helped 
these organizations increase the efficiency of routine IT management tasks such as patching, 
compliance updates, and security management through the use of a single console. 
Figure 2 shows the impact of these benefits on infrastructure management staff efficiency. 
 With Red Hat Satellite, patching improved by 56%, with improvements in security management 
(47%) and security incident management (45%).

The improvement in task efficiency had significant overall IT infrastructure management impacts. 
Table 3 shows increased IT staff productivity by 56% with Red Hat Satellite, as measured 
in full-time equivalence (FTE). This resulted in an annual business value benefit of $610,000.

Patching                                    

Security management            

Security incident 
management                            

Change/configuration 
management                            

Provisioning 
infrastructure                           

Source: IDC, 2020

TABLE 3

IT Infrastructure Management Impact

Impact
Before Red Hat

Satellite
With Red Hat

Satellite Difference Benefit

Productivity impact (equivalent FTEs) 11 4 9 6 1 56%

IT infrastructure management cost 
per year per organization $1 10M $486,000 $610,000 56%

Source: IDC, 2020
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Study participants reported that the use of Red Hat Satellite served to increase the agility with 
which server and virtual machine resources could be deployed. Figure 3 provides metrics 
on these improvements. The time required to deploy a new virtual machine was reduced 
significantly by 78%, while the time required to deploy a new server was reduced by 37%.

Red Hat Satellite has been designed to be a high-security platform and offers specific security 
enhancements for the latest version of Red Hat OpenStack. Study participants reported 
that the amount of time that security teams needed to spend on troubleshooting issues 
and problem-solving reduced with Red Hat Satellite. Table 4 quantifies these improvements. 
IT security teams were 14% more productive after the deployment of Red Hat Satellite. 
This resulted in annual security staff savings of $375,000.

78%

37%

FIGURE 3
IT Agility Metrics 
(% improvement)

Time to deploy a new 
virtual machine                        

Time to deploy a 
new server                                

Source: IDC, 2020

TABLE 4

IT Security Impact

Impact
Before Red Hat

Satellite
With Red Hat

Satellite Difference Benefit

IT security team productivity impact
(equivalent FTEs) 26 5 22 7 3 8 14%

IT security staff cost per year per 
organization $2 65M $2 27M $375,000 14%

Source: IDC, 2020
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Delivering Better Business Results
The benefits that study participants experienced from the deployment of Red Hat Satellite 
enabled better business results and significant operational efficiencies. These benefits 
helped companies better address business opportunities and enabled faster delivery of new 
applications and services for customers and internal users. Study participants called out specific 
benefits such as the ability to control subscription costs with more granularity, easier compliance 
with government mandates, and better support for developers. One study participant talked 
about a better ability to support business strategy: “Red Hat Satellite has reduced human error. 
It provides repeatable processes, maintains compliance, allows for knowledge transfer, and 
speeds agility for production.”

Another participant spoke about how it was able to keep subscription costs low: 
“Red Hat Satellite is making sure that we have accurate subscription counts so that we’re 
not oversubscribing or undersubscribing. [This helps] manage and keep costs down.”

Study participants reported that Red Hat Satellite had positive productivity impacts for 
application development teams. One study participant described these impacts as follows: 

“Red Hat Satellite supports our developers when they need a specific set of applications or 
open source software and their third-party products haven’t been deployed in the environment. 
Satellite allows us to keep track of those products. So we’ll add a repository specifically for a 
new product that’s being evaluated and that also helps us set up a repository specific to that 
customer’s systems. As we move into the production environment and need to apply updates, 
we’re able to leverage Red Hat Satellite’s capability to synchronize with third-party vendor 
(package manager). So, when updates for products need to be done or a development team 
needs to upgrade, they have the ability to enable or disable the repository if they want to 
stay with an older version. We can stay compliant with patching requirements to update those 
third-party products that we’re providing from Red Hat Satellite.” By improving application 
development productivity, study participants were able to reduce development life cycles by 
9% and deploy 12% more applications, as shown in Table 5. Additional metrics are shown in 
Table 5.

TABLE 5

IT Security Impact

Impact
Before Red Hat

Satellite
With Red Hat

Satellite Difference Benefit

Developers per organization 61 8 66 2 4 4 7%

Value of development staff per 
organization (based on FTEs) $6 18M $6 62M $436,000 7%

New applications, new logic

Number of applications developed 
per year 9 5 10 8 1 3 12%

Development life cycle (weeks) 16 4 14 9 1 4 9%

Source: IDC, 2020
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28% 
lower cost of 
operations 

over 5 years

$18,738,000

$2,923,000

$15,194,000

FIGURE 4
Five-Year Cost of Operations 
(Hours per year per user)

  Cost of Red Hat Satellite/other environment (infrastructure, opex)       IT staff

Source: IDC, 2020

Without Red Hat Satellite With Red Hat Satellite

$400,000

Study participants further reported that their ability to maintain government-mandated 
operating system compliance requirements improved after the deployment of Red Hat Satellite. 
The platform helped ensure the systematic application of updates on physical, virtual, or cloud 
infrastructure. As one study participant commented: “Compliance is probably our specific use 
case and the biggest driver for it. The guidelines and policies set by the government mandate 
the configuration of all RHEL and all operating systems. We leverage Satellite to help us in 
the configuration of what’s built in the OS and then some of the configurations.” Table 6 shows 
compliance impacts, including a 23% improvement in overall compliance team productivity.

Red Hat Satellite also contributed to lowering the cost of operations for the companies surveyed. 
Figure 4 shows how post-deployment infrastructure and staff costs are projected to play out over 
a five-year period according to IDC calculations. The total cost reduction expected is substantial 
and shows an especially significant reduction in IT staff costs.

TABLE 6

Compliance Team Productivity Impact

Impact
Before Red Hat

Satellite
With Red Hat

Satellite Difference Benefit

Compliance team productivity impact
(equivalent FTEs) 2 1 5 0 5 23%

Salary cost per year per organization $140,000 $108,000 $32,000 23%

Source: IDC, 2020
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The Impact of Red Hat Insights
IDC also spoke with study participants about the role of Red Hat Insights used in conjunction 
with Red Hat Satellite and can be installed on a Red Hat Satellite–based server. The Red Hat 
Insights’ dashboard allowed these companies to quickly identify key risks to stability, security, or 
performance; sort by category; view details; and determine what systems were affected by any 
given incident. Surveyed companies cited a number of benefits, including the ability to easily 
identify compliance issues, work with a single pane of glass, and easily diagnose problem areas 
and issues.

Study participants spoke in detail about these benefits:

 Quicker ability to see compliance issues:  
“Insights is quite interesting because it gives us the ability to check if there are compliance 
issues with specific machines and be able to remotely fix those quickly.”

 Easier to diagnose and address issues: 
“We have a central spot to be aware of misconfigurations, suboptimal configurations, or other 
issues throughout the fleet. It also provides us with corrective playbooks so that we can fix 
the issue.”

 A single-pane-of-glass view: 
“The interoperability of Insights [is important.] Satellite and Insights are separate tools, but 
they have a single pane.”

 Insights pairs well with Satellite: 
“Insights gives us a gauge on where we are in terms of risk, security, patching gaps, and other 
major issues. Satellite will tell us if we are adhering to our internal standards. If I know what 
I’m looking for, Satellite will take care of that issue. If I don’t know about an issue, Insights will 
take care of that.”

ROI Summary
Table 7 (next page) presents IDC’s analysis of the financial and investment benefits related to 
study participants’ use of the Red Hat Satellite solution. IDC calculates that on a per-organization 
basis, interviewed organizations will achieve total discounted five-year benefits of $6.71 million 
based on IT staff efficiencies, better business results, and lower costs. These benefits compare 
with projected total discounted investment costs over five years of $1.30 million on a per-
organization basis. IDC calculates that at these levels of benefits and investment costs, 
these organizations will achieve a five-year ROI of 416% and break even on their investment 
in six months.
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TABLE 7

Five-Year ROI Analysis

Per Organization Per 100 VMs

Benefit (discounted) $6 71M $343,400

Investment (discounted) $1 30M $66,600

Net present value (NPV) $5 42M $276,800

ROI (NPV/investment) 416% 416%

Payback (months) 6 months 6 months

Discount factor 12% 12%

Source: IDC, 2020

Challenges/Opportunities
As infrastructure scale and complexity continue to increase with on-premises, hybrid, and cloud 
deployments, IT system administrators and operations teams must increasingly turn to automated 
solutions to perform key infrastructure management functions. Adopting higher degrees of 
automation faces several challenges. These often include skills, roles, and process changes that 
can engender resistance as in the case of replacing manual processes or homegrown scripts.

Another challenge in adopting an automated solution is establishing trust. This can result in the 
need to undertake a phased approach where confidence in the automated tools can be built up 
over time on a case-by-case basis. The decision on whether or when automated remediation 
will take place is a key factor. Support for visibility and control over automated processes can help 
engender IT staff buy-in and gain increased trust.

Conclusion
Organizations around the world are being challenged to provide “consumer-grade user 
experiences” for end users. The rapid growth and scale of digital and business-critical applications 
are driving up the need for deploying and managing underlying infrastructure in a timely, 
cost-efficient manner to support fast, reliable, and always-available services. Red Hat Satellite 
addresses these needs by providing a complete system life-cycle management tool for RHEL 
environments.
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The organizations interviewed by IDC in this study reported that the use of Red Hat Satellite results 
in significant business value. IDC calculates that, on average, study participants will achieve 
a five-year ROI of 416% with Red Hat Satellite. Key benefits include simplification of management 
tasks, improved IT staff efficiency, lower cost of operations, faster patching, enhanced IT agility, 
improved developer productivity, and more automation. These benefits can help IT organizations 
meet the challenges of delivering fast, reliable, secure, and compliant services to end users to 
address competitive business needs.

Appendix: Methodology
IDC’s standard ROI methodology was utilized for this project. This methodology is based on 
gathering data from current users of the Red Hat Satellite solution as the foundation for the model.

Based on interviews with organizations using it, IDC performed a three-step process 
to calculate the ROI and payback period:

1. Gathered quantitative benefit information during the interviews using a before-and-after 
assessment of the impact of Red Hat Satellite. In this study, the benefits included staff time 
savings and productivity benefits as well as operational cost reductions.

2. Created a complete investment (five-year total cost analysis) profile based on the interviews.
Investments go beyond the initial and annual costs of using Red Hat Satellite and can include 
additional costs related to migrations, planning, consulting, and staff or user training.

3. Calculated the ROI and payback period. IDC conducted a depreciated cash flow analysis of 
the benefits and investments for the organizations’ use of Red Hat Satellite over a five-year 
period. ROI is the ratio of the net present value (NPV) and the discounted investment.  
The payback period is the point at which cumulative benefits equal the initial investment.

IDC bases the payback period and ROI calculations on a number of assumptions, 
which are summarized as follows:

 Time values are multiplied by burdened salary (salary + 28% for benefits and overhead) to 
quantify efficiency and manager productivity savings. For purposes of this analysis, based on 
the geographic locations of the interviewed organizations, IDC has used assumptions of 
an average fully loaded salary of $100,000 per year for IT staff members and an average fully 
loaded salary of $70,000 per year for non-IT staff members. IDC assumes that employees 
work 1,880 hours per year (47 weeks x 40 hours).

 The net present value of the five-year savings is calculated by subtracting the amount that 
would have been realized by investing the original sum in an instrument yielding a 12% return to 
allow for the missed opportunity cost. This accounts for both the assumed cost of money and 
the assumed rate of return.

 Because IT solutions require a deployment period, the full benefits of the solution are not 
available during deployment. To capture this reality, IDC prorates the benefits on a monthly 
basis and then subtracts the deployment time from the first-year savings.
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