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The value of a digital ecosystem cannot be overstated. It  
is a recognized fact that buying into a well-supported 
platform, with a variety of components designed to work  
in harmony, helps everyone get more done in less time – 
often at lower cost.

Consumers have understood that since the arrival of integrated app stores from 
Apple, Google and Microsoft. These plug directly into their associated operating 
systems and allow seamless software installation and upgrades, so they can 
expand the abilities of their desktop computers, smartphones and tablets quickly, 
easily and cheaply.

But that wasn’t news to business, where the tilt towards ecosystems has been 
gathering speed since the early 2000s. That was when, after more than a 
decade of discussion and development, cloud began to mature, proving itself 
a viable alternative – and supplement – to on-premise computing. It massively 
expanded organizations’ abilities to gather, store and analyze data, allowed 
them to distribute workloads across exponentially more powerful hardware and, 
by merging the two – data and processing power – realize a new way to evolve 
systems for getting business done.

With their data no longer locked inside bespoke, stand-alone hardware and apps, 
enterprises could link processes sequentially, so the output of one became the 
input of the next – and the ecosystem was born.
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Red Hat: ecosystem pioneer
McKinsey calls ecosystems “networks of networks” and calculates that they 
could be worth an aggregate $60tn by 2025. It highlights that four of the world’s 
biggest companies by market capitalization – Apple, Microsoft, Amazon and 
Google’s parent company, Alphabet – are ecosystem organizations already.

Yet, while the big four may be the market’s most obvious players, they are 
certainly not the only ones. Neither are they necessarily best suited to every  
user or use case.

As Forrester noted, “Red Hat pioneered the ‘operator’ model for infrastructure 
and application management and provides a rich partner ecosystem and popular 
marketplace”. Moreover, since IBM acquired the open-source innovator in 2018, 
“the two companies have made OpenShift the centerpiece of a unified ‘open 
hybrid cloud’ container platform strategy”.

This makes the Red Hat® OpenShift® platform ecosystem the ideal environment 
for devops, allowing organizations to iterate their ecosystem at speed, both in 
cloud and on-premise. By simplifying several key processes, not least of which 
are the abilities to easily port data and applications, and to deploy third party 
code that’s been checked and certified safe, it’s bringing the ease of use, security 
and flexibility enjoyed by consumers to the enterprise space.

“Red Hat 
pioneered the 
‘operator’ model 
for infrastructure 
and application 
management and 
provides a rich 
partner ecosystem 
and popular 
marketplace” 
Forrester

https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/ecosystem-2-point-0-climbing-to-the-next-level
https://reprints2.forrester.com/#/assets/2/431/RES157266/report
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Key components of a thriving platform ecosystem
A successful platform ecosystem has at least four core components, which make 
deployment and integration more predictable and easier to manage, whether 
that’s for the platform owner, app and service developer, or end user.

A predictable platform
The platform must be understood and comprehensively documented. High-
value industries like aviation and civil engineering often have the budget and 
in-house expertise to develop their own bespoke apps, but if their shelf life is 
one or two upgrade cycles at most, CIOs will find themselves answering to the 
board. Predictable, secure and lasting APIs and ABIs (application programming 
interfaces and application binary interfaces) are therefore a must. These will give 
service and app developers, whether in-house or third-party, confidence that 
targeting the underlying platform is a worthwhile endeavor, and that work done 
today will continue paying dividends into the future.

API/ABI stability is a key feature of Red Hat distribution releases. This means not 
only that enterprises can upgrade with confidence, but also that certified third-
party apps, services and add-ons made available through Red Hat Marketplace 
needn’t be checked and signed off for a second, third or fourth time every time 
the distribution is updated.

Crucially, neither must certification be repeated for every platform on which 
the enterprise might deploy its code. If an app runs on any version of Red Hat 
Enterprise Linux, which underpins OpenShift, it will run on them all. The benefits, 
which include simplified deployment and straightforward portability, can’t 
be overstated. Staff don’t need retraining when the underlying infrastructure 
changes, code doesn’t require a rewrite, and there’s no need to parse and 
reformat data – which always carries a risk of loss or corruption.

https://marketplace.redhat.com/en-us
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Collaborative outlook
Organizations developing a platform ecosystem, like Red Hat OpenShift, form 
partnerships with developers and users worldwide. This encourages collaboration 
and an open ear, a vibrant third-party community, and increased support and 
innovation as they work together to build a rich and varied ecosystem.

Red Hat Technology Certification guarantees that a product or service 
interoperates with the Red Hat platform throughout its lifecycle and is 
commercially supported by Red Hat and its partners. Partner solutions are 
consistent and interoperable, so customers can deploy them with confidence, 
trusting that they’ll work as advertised while CIOs and their teams focus on 
delivering services.

This is beneficial for all concerned, since a trusted ecosystem is more likely to be 
a growing ecosystem. Growth makes it an attractive proposition for enterprise 
adopters – and the more enterprises that buy in, the larger the potential market 
for third party developers to target. A virtuous circle develops, and the ecosystem 
matures and diversifies over time.

Analytics
Ecosystem growth also generates larger quantities of data. Whether raw or tightly 
structured, this can be mined for insights – subject to third party agreement – 
and the results used in iterating the platform itself, or by applications developed 
specifically to exploit an organization’s ‘owned’ datasets. By daisy chaining data 
from one app to another, developers can create a waterfall effect that would be 
more complex, and potentially more costly to implement using disconnected, 
stand-alone applications. Moreover, they can use it in AI/ML (artificial intelligence/
machine learning) applications, mining massive data sets for patterns and 
insights, on the basis of which they can make accurate, timely commercial and 
operational decisions.

Analytics is an essential tool for developers, too, whether they’re working on 
private apps for in-house use or commercial add-ons for distribution through 
the marketplace. With accurate metrics they can better understand how their 
users are employing key features, which tools are underutilized, and where 
opportunities to add value have yet to be exploited.

Revenue tools
Centralized billing isn’t relevant in every implementation. A bank developing 
mortgage calculators for its website, or a government producing a webapp to help 
taxpayers calculate annual returns is unlikely either to sell the code in its native 
form or to buy it off the digital shelf.

However, where enterprise users need to integrate third-party services, a direct 
connection between installation of, and payment for those services is essential. 
This builds confidence while also giving CIOs a single point of contact for  
account services and dispute resolution. Simultaneously, it encourages the 
growth of a healthy services marketplace, freeing developers to focus on what 
they do best – plan and develop – while leaving back-end administrative tasks to 
the platform owner.

Red Hat Marketplace provides an extensive catalog of certified software that 
enterprises can buy and automatically deploy to OpenShift clusters on any cloud.

Partner solutions 
are consistent 
and interoperable, 
so customers 
can deploy them 
with confidence, 
trusting that they’ll 
work as advertised

https://www.openshift.com/
https://www.redhat.com/en/openshift-4/marketplace
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Ecosystems in the real world
Red Hat OpenShift is helping drive adoption of AI/ML across diverse industries 
to fully exploit the possibilities of big data and connected devices. The ability 
to devote resources on the fly allows containers to become more capable when 
the data load requires, and businesses are harnessing this ability to reduce risk 
and innovate new features in products that, until now, had seen only incremental 
progression over time.

Using AI/ML to support commercial decision-making
“Time is money” has never been truer. Fractions of a second can make the 
difference between stellar gains and equally heavy losses in the financial  
markets. It’s no surprise, therefore, that banks and other financial institutions are 
putting so much effort into analyzing massive amounts of data more quickly to 
make timely commercial decisions. But data doesn’t only reveal the best time to 
buy or sell equities, shares and other financial instruments. The Royal Bank of 
Canada (RBC) has gone further and established Borealis AI, a dedicated research 
organization building AI-enabled products that use machine learning to detect 
and reduce fraud, guide businesses planning for the future and help the bank 
itself reduce risk.

It built a private cloud environment using Red Hat OpenShift host a series of 
intelligent applications. With these, it could run thousands of simultaneous 
simulations, allowing it to analyze millions of data points in a fraction of the time 
it would once have taken by conventional means. Using a platform ecosystem 
has not only accelerated the rate at which the bank can perform its core business 
activities: it also allows it to more rapidly deploy new applications that support its 
customers’ needs.

“In today’s ever-changing marketplace, we must always be at the forefront of 
innovation for our clients,” explained Royal Bank of Canada’s Mike Tardif, senior 
vice president for tech and infrastructure. “We are proud to have delivered a 
unique AI Private Cloud capability in-house, leveraging our strong collaboration 
with Red Hat and NVIDIA.”

https://www.borealisai.com/en/about/our-story/
https://www.redhat.com/en/about/press-releases/royal-bank-canada-and-borealis-ai-announce-new-ai-private-cloud-platform-developed-red-hat-and-nvidia
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RBC isn’t the only financial institution that is benefiting from the ecosystem model. 
Turkish insurance and pensions provider AvivaSA adopted Red Hat OpenShift to 
expand its container- and microservices-based architecture, which allowed it to 
reduce operating costs, extend platform reliability, and cut its environment build 
times by 95%.

As part of the process, AvivaSA and Red Hat implemented a Kubernetes-based 
container platform and migrated four core systems and a range of applications 
used both internally and by a partner organization. The system is currently 
running in an on-premises cloud environment but, thanks to the easy portability of 
Kubernetes-managed containers, can be ported to public cloud infrastructure as 
soon as the Turkish government allows its use.

Giving legacy processes a future
These are two instances among many where organizations are using Red Hat 
OpenShift to extract value from ever larger data sets and to reduce the time 
taken to develop and surface new applications. The containerized platform can 
be deployed on bare metal to reduce costs, and be tailored to any end-use, 
from facilitating AI/ML based predictive maintenance, to supporting continuous 
integration and delivery (CI/CD) workflows in the automotive sector and 
streamlining package delivery and tracking.

A data-centric ecosystem, ready to roll
Ford Motor Company has deployed Red Hat OpenShift on bare metal at its 
Dearborn, Michigan, plant where it’s using Kubernetes to modernize its legacy 
stateful applications, of which it had more than 100. These handled everything 
from factory inventory tracking to apps deployed in dealerships and were vital for 
the smooth running of its production and sales operation, from end to end.

The standardized development environment that Red Hat OpenShift made 
available reduced Ford’s ongoing costs and, thanks to a continuous monitoring 
solution provided by Sysdig Secure and Sysdig Monitor, enhanced security across 
its mission critical applications. Each of these Kubernetes security solutions is 
certified by Red Hat and available through Red Hat Marketplace.

Red Hat OpenShift brought together Ford’s hardware and software environments 
to more intelligently use existing resources, while allowing the auto maker to 
develop its own APIs to expose public facing data to third parties, who could 
expand the ecosystem by developing their own apps. Doing so has significantly 
reduced the time it takes to integrate new processes into existing work practices 
and allowed it to roll out more than 100 back-end and dealer-facing applications 
across its network. In some instances, apps and services that would once have 
taken months to deploy have been ready to use in minutes.

“Kubernetes and OpenShift have really forced us to think differently about our 
problems, because we can’t solve new business challenges with traditional 
approaches,” said Satish Puranam, Ford Motor Company’s technical specialist for 
cloud platforms. “We’re now well-situated for future success.”

The ecosystem has simultaneously helped Ford integrate a larger part of its 
infrastructure, products and customer service than would have been possible 
using legacy systems. Resources can be scaled as required – for example, when 
rendering new models or processing crash safety and wind tunnel data – and can 
be used to deliver customer-centric features that help it differentiate its products 
in an increasingly crowded market.

The ecosystem has 
simultaneously 
helped Ford 
integrate a 
larger part of its 
infrastructure, 
products and 
customer service 
than would have 
been possible 
using legacy 
systems

https://www.redhat.com/en/resources/avivasa-customer-case-study
https://www.redhat.com/en/resources/porsche-informatik-case-study
https://www.redhat.com/en/resources/porsche-informatik-case-study
https://www.redhat.com/en/success-stories/ups
https://www.redhat.com/en/resources/ford-motor-company-case-study
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This is important, as consumers expect each new car to do more than their 
last – and more than the competition. Cabin pre-heating with remote activation, 
smartphone unlocking, predictive maintenance and autonomous driving are 
becoming more common. However, features like these require significant back-
end processing and can generate unpredictable data loads. These can only 
be realistically accommodated in a containerized environment, managed by 
Kubernetes, where resources are allocated dynamically and third-party services, 
like those provided by Sysdig, are more easily integrated.

Considerations like this are vital when the data being processed is key to  
keeping not only Ford’s customers, but pedestrians and other drivers safe on  
the nation’s roads.

Scaling on demand
Safety is increasingly delegated to automated and semi-automated systems. 
As populations grow and become more mobile, the demands we make on the 
systems on which we rely for our personal and public security become more 
extreme – but not always in the way we might imagine.

When wildfire broke out in California, requiring the evacuation of close to 
300,000 residents from Los Angeles and Ventura counties, residents turned 

to the web and a subset of the 
500+ websites maintained by the 
local government came under 
increased pressure. In a traditional 
environment, spikes like this 
could have quickly consumed all 
available resources, resulting in 
much the same outcome as would 
be seen in a denial of service 
attack. The sites would go down, 
potentially taking other resources 
hosted on the same server with 
them, and residents would be 
without vital information precisely 
when they needed it most.

Finding a solution was, literally, a 
matter of life and death.

However, the county was 
running Dynatrace OneAgent to 
gather monitoring data, giving it 
immediate oversight of the health 
of its online infrastructure. Part  
of the Red Hat OpenShift 
ecosystem, OneAgent alerted 
authorities to the increased 
load and potential for a data 
outage, which allowed the team 
responsible for the website to 
direct increased resources to 
the relevant OpenShift container 
so that it could accommodate 
what was clearly going to be a 
sustained load.

https://edition.cnn.com/2018/11/21/us/woolsey-fire-malibu-california-burn-scar-trnd/index.html
https://assets.dynatrace.com/en/docs/case/6871-us-gov-openshift-case-study-dynatrace.pdf
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Without Dynatrace OneAgent, authorities might not have been prepared for the 
spike, both initially and following subsequent press briefings. This could have 
endangered the lives not only of residents who weren’t aware an evacuation 
order was in place, or which routes were clear, but also of emergency service 
workers who would have had to venture into affected neighborhoods to check 
that homes had been emptied and secured.

Stability is one of the key benefits of a containerized environment managed by 
Kubernetes. Not only can new containers be spun up when required: it’s also 
easier to allocate resources according to actual or anticipated workloads and to 
bill on the basis of actual consumption.

Service providers well understand the benefits. Seattle-based F5 Networks 
is using the Red Hat OpenShift Container Platform to provide containers and 
microservices to customers. Workloads are automated, scaled and secured 
across multicloud environments, and the Red Hat® Ansible®

Automation Platform, which handles identity and access management, web 
application security and TCP optimization, allows the system to efficiently cope 
with the growth of F5 Networks’ customer base.

The benefit was clear, according to F5 Networks’ senior strategic business 
development manager: “Red Hat products bring greater efficiency and faster time 
to value for F5 customers.”

Simpler deployment and management
Efficiency and faster time to value are key objectives for most organizations, but 
they can be hampered by strictures of traditional software deployment processes. 
This can be a significant time sink for many CIOs, requiring that they evaluate 
competing offerings and, frequently, roll out upgrades piecemeal, often with 
sequential desk or site visits. This slows deployment, which can lead to imbalance 
and data conflict within the organization if different versions of an app or service 
are in use in different departments.

Ecosystems simplify the process significantly. Once the ecosystem has been 
chosen, rolling out new software is far simpler and faster – and, depending on 
the policies in place, may be able to be done on a self-service basis by users. It’s 
also secure, as the whole stack, from the underlying platform to the apps running 
on top of it are verified by Red Hat itself. Security validation is ongoing and 
certification is a continuous process, which ensures that upgrades to any part of 
the stack will pose no threat to the environment deployed.

This accelerates innovation, allowing CIOs to incorporate apps from a broader 
range of developers – not just big-name software houses – to plug gaps in 
conventional offerings, and commission or develop bespoke apps or services 
where none currently exist. The result is a software profile crafted to fit the 
organization’s business model, rather than a business model constrained by the 
abilities of a collection of disparate, monolithic applications.

Access to the underlying APIs and ABIs, meanwhile, lets the organization take 
things several steps further. They can devise their own services, which derive 
greater insight from the output of existing processes and supplementary 
applications, without first having to relocate or reformat the data to fit a market-
focused developer’s model. In an ecosystem, organizations can frequently satisfy 
their own software requirements.

Once the 
ecosystem has 
been chosen, 
rolling out new 
software is far 
simpler and faster 
– and, depending 
on the policies in 
place, may be able 
to be done on a 
self-service basis 
by users

https://www.redhat.com/en/resources/f5-partner-case-study
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Developing on site
It’s no surprise, then, that an increasing number of organizations have already 
named software development capabilities as a key investment priority for 2021. 
In the vast majority of cases, the resulting apps will be bespoke and, even where 
they’re not commercially sensitive, would be of marginal interest beyond their 
own teams. However, developing within a recognized ecosystem, like OpenShift, 
means that, should they choose, they’ll be best placed to sell the results of 
their labors to other players within the industry. Making them available through 
an established outlet, like Red Hat Marketplace, means they can do so without 
establishing any back-end infrastructure, allowing them to rapidly expand 
their offering without first investing in payment tools, marketing programs and 
distribution networks.

This is possible because Red Hat has long understood – and championed – the 
value of ecosystems, and it has developed the surrounding infrastructure expected 
by enterprise users, like its Independent Software Vendors (ISV) Program, through 
which members can not only sell their product, but benefit from partner programs, 
technical support and a faster route to market for containerized products, 
standalone applications, and plug-ins certified for use on Red Hat OpenStack.

The ecosystem advantage
Apps or platforms that sit alone are more difficult to grow than those that are 
already part of an ecosystem – and containers are more agile even than virtual 
machines, thanks to automated management using Kubernetes, and single-click 
access to vetted and verified applications, which simplifies deployment.

As enterprise users’ needs evolve, a responsive platform ecosystem will 
increasingly prove itself the only viable operating environment, as it allows them 
to iterate more quickly to gain competitive advantage.

Red Hat’s OpenShift ecosystem simplifies application and environment 
deployment, offers powerful and consistent tools for scaling any workload across 
any cloud, and gives teams more time and freedom to innovate faster. Moreover, 
it’s an investment in their future success. Dependable APIs and ABIs and a 
well-documented, open platform means work done today will continue paying 
dividends far into the future.

Red Hat, Red Hat Enterprise Linux, the Red Hat 
logo, OpenShift are trademarks or registered 

trademarks of Red Hat, Inc. or its subsidiaries in 
the United States and other countries. 
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