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Introduction 

Government agencies and institutions are migrating infrastructure to a cloud environment, imple-
menting containerized applications and microservices, and adopting DevOps to accelerate the pace 
of innovation and comply with mandates like Cloud Smart. Digital transformation poses new chal-
lenges for IT security planners. In today’s world, applications and sensitive data are distributed across 
cloud environments. Moreover, storage resources are shared by multiple tenants and deployed in 
micro datacenters at the far edge of the network, creating new opportunities for threat actors to 
penetrate systems and steal confidential information.

Traditional data protection approaches such as encrypting storage arrays or worker-node disks are 
not well suited for large-scale, shared-tenant Kubernetes environments. Data breaches can result 
in intellectual property theft, regulatory fines, and reputational damage. As organizations embark 
on their digital transformation journey, they must find new ways to secure data and comply with 
privacy regulations like HIPAA, GDPR, SOC 2®, and federal directives like Executive Order 14028 that 
mandate data encryption. 

Better together: Red Hat and Zettaset

Many public-sector organizations are turning to Red Hat® OpenShift®—the leading hybrid cloud, 
enterprise Kubernetes platform—to accelerate digital transformation. Red Hat OpenShift and  
Red Hat Enterprise Linux® provide foundational security capabilities for controlling access to critical 
resources and services, and encrypting credentials used by applications and administrators.

Zettaset XCrypt for Red Hat OpenShift is a software-only solution that delivers additional value  
by protecting data at rest and data in motion in Red Hat OpenShift environments. The Zettaset  
solution extends data security, threat analytics, and compliance monitoring across virtually any  
IT environment. 

Zettaset XCrypt provides transparent, high-performance data protection for the entire DevOps 
pipeline, securing data wherever it resides from the enterprise datacenter, to the edge of the 
network, to a cloud environment. It acts as a last line of defense against the advanced threats associ-
ated with today’s highly distributed, multitenant Kubernetes and microservices environments. The 
solution helps organizations protect data without limiting their ability to navigate and analyze stored 
information. And it provides granular protection, using a unique encryption key per persistent volume 
to ensure data privacy in shared storage environments.

Benefits 

Protect data at rest and 
data in motion

Gain central visibility and 
control over data

Accelerate DevSecOps 
programs

Ensure compliance without 
adding complexity

Protect data everywhere
Enhance Red Hat OpenShift security with Zettaset

http://redhat.com
https://cloud.cio.gov/strategy/
https://www.cdc.gov/phlp/publications/topic/hipaa.html
https://gdpr.eu/
https://us.aicpa.org/interestareas/frc/assuranceadvisoryservices/aicpasoc2report
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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Zettaset XCrypt integrates directly with the Kubernetes and Red Hat OpenShift storage layer, and 
can be deployed without changes to existing processes. The solution streamlines DevSecOps initia-
tives, freeing software engineers and cluster administrators from making security decisions, and 
allowing developers to focus on innovation. And you can use the same Zettaset solution to protect 
Red Hat Enterprise Linux data partitions and operating system partitions.

The Zettaset Management Console for Red Hat OpenShift makes it easier for central administrators 
to monitor data access and compliance, detect indicators of compromise, and manage and revoke 
encryption keys. Security professionals can quickly mitigate threats by decommissioning com-
promised persistent storage volumes without affecting other tenants. The Zettaset Management 
Console integrates with Red Hat Advanced Cluster Management, providing single pane-of-glass 
management for every aspect of data protection.

Advantages 

Software-only solution

Near-zero latency

Transparent to developers 
and administrators

Unique encryption key per 
container volume

Strong security for  
data sharing

Figure 1 - Zettaset XCrypt for Red Hat OpenShift
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About Red Hat
Red Hat is the world’s leading provider of enterprise open source software solutions, using a community-powered 
approach to deliver reliable and high-performing Linux, hybrid cloud, container, and Kubernetes technologies.  
Red Hat helps customers develop cloud-native applications, integrate existing and new IT applications, and 
automate and manage complex environments. A trusted adviser to the Fortune 500, Red Hat provides award-
winning support, training, and consulting services that bring the benefits of open innovation to any industry.  
Red Hat is a connective hub in a global network of enterprises, partners, and communities, helping organizations 
grow, transform, and prepare for the digital future.
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About Zettaset 

Zettaset is a leader in data 
protection and security. As a 
software-defined encryption 
solution, the Zettaset XCrypt 

Data Encryption Platform 
delivers high-performance 

encryption while protecting 
against data theft. XCrypt 

products transparently deploy 
across all physical and virtual 
environments and scale effi-
ciently across any enterprise 

infrastructure, with simplified 
encryption deployment and 

policy management. Protect 
sensitive information and 

secure critical data assets  
on-premise, in the cloud,  

or in hybrid environments  
with Zettaset.

Learn more

Zettaset XCrypt lets Red Hat OpenShift customers protect container data across any on-premise, 
cloud, edge, or hybrid environment without affecting performance. Together, Red Hat and Zettaset 
provide the stable, consistent, and supported technology base public-sector organizations need to 
develop and deliver applications faster, while safeguarding sensitive data.

To learn more visit www.zettaset.com.

Figure 2 - Zettaset Management Console centralizes administration
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