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Health Info Net modernizes
Swiss healthcare with Red Hat and VSHN

cycles and modernize its environment, it needed to comply with stringent compliance requirements
while meeting demands for high availability and resiliency. HIN partnered with VSHN to migrate
applications to Red Hat OpenShift on 2 sovereign clouds, eliminating vendor lock-in while increasing
system resilience. With Red Hat technology, managed services and support from VSHN, and DevOps

o Health Info Net (HIN) provides digital services such as a private communication infrastructure to
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methodology, HIN has simplified the developer experience, sped up development cycles, and
Healthcare/technology established a foundation to digitize patient records.
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“With VSHN and Red Hat,
we can give healthcare
providers and patients a
better experience and
more resilient services.”

Mohammad Alavi
CTO, Health Info Net
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“We chose Red Hat OpenShift
to meet HIN's security and
multitenancy requirements.
The solution provided
the right foundation to
build out the appropriate
security architecture.”

Aarno Aukia
Co-founder, VSHN

redhat.com

Digitizing Swiss healthcare services

Health Info Net provides IT services, data handling, and encrypted email channels for the
Swiss healthcare sector, helping more than 90% of relevant actors communicate securely with patients
and other clinicians.

Founded in 1996, HIN has been a key player in healthcare digitization. However, as regulatory and
technological requirements in healthcare evolved, the existing infrastructure—which had reliably
supported secure communication for many years—reached the limits of its original design. This limitation
made it increasingly difficult to scale development processes and introduce new services at the required
pace. Developers were increasingly looking for more modern tooling and processes that would allow
them to deliver new features faster and work more autonomously.

Working in the healthcare sector also comes with its own challenges, including stringent compliance
requirements and the need for stable and resilient systems that clinicians can rely on. “We set the bar
high in terms of data. No financial compensation could ever make up for leaked medical information,”
said Mohammad Alavi, CTO at Health Info Net. “We also need to comply with Swiss regulations on areas
such as data sovereignty.”

HIN's collaboration with a hosting provider had helped the business to focus on compliance needs in the
past. However, it was preventing the organization from setting up self-service developer tools, which
meant it couldn’t deploy changes itself or speed up the delivery cycle. Engineers had to submit a ticket
and wait more than 2 weeks for changes to be implemented. This delay conflicted with HIN's desire to
adopt a DevOps, shift-left, engineering-led approach. The company also wanted to reduce the number
of custom solutions in its environment, which had led to having many patches to manage and update.

HIN decided to fundamentally transform its infrastructure and processes, moving from static physical
servers toward a multivendor sovereign cloud architecture. The organization needed a European cloud
provider rather than a hyperscaler to comply with GDPR and to protect its data under the US 2018
CLOUD Act. It began looking for an implementation partner and the right technology to deliver greater
operational stability, higher resilience, and self-service developer tools.

Migrating to a fully managed sovereign cloud container platform

HIN collaborated with DevOps expert, VSHN, to design and deploy a modern, cloud-native container
platform running on 2 Swiss private clouds: cloudscale.ch and Exoscale. This approach provides
resiliency across all infrastructure layers while ensuring that sensitive data remains in Switzerland.

"We chose Red Hat OpenShift to meet HIN's multitenancy requirements,” said Aarno Aukia, Co-founder
at VSHN. “The solution provided the right foundation to build out the appropriate architecture—
separate from other tenants with access control on top.”

VSHN provides Red Hat OpenShift as a managed service with 24x7 support and 99.99% uptime.
It took a day and a half to spin up HIN's container platform, and once it had the right security-based
processes in place, VSHN spent the next 12 months migrating applications.

VSHN focused first on identity and access management (IAM), disaster recovery and replication,
and application firewalls. To secure HIN's web applications and APIs, VSHN deployed Airlock
Microgateway, a Kubernetes Gateway APl implementation that brings web application firewall (WAF)
and identity-aware proxy capabilities directly in the Red Hat OpenShift environment.
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“We have a great partnership
with Red Hat. Our values of
collaboration and openness
align really well. That means
our customers benefit from
efficient, straightforward
services they can rely on.”

Aarno Aukia
Co-founder, VSHN

redhat.com

Because Microgateway is cloud-agnostic and its security policies are managed as code following GitOps
and DevOps practices, Airlock Microgateway supports HIN's dual-vendor sovereign cloud strategy
across cloudscale.ch and Exoscale. It will migrate customer-facing applications in phase 2 of the project.

The new environment was well received by HIN, and thanks to its developers' readiness for change,
HIN's users were quick to become effective on the platform. Now they can access tooling and spin up
new environments themselves. VSHN provides a Software-as-a-Service marketplace, Servala.com, for
solutions including databases, firewalls, caches, and DevOps tooling, which HIN can deploy with a single
click. This marketplace is not only easier to use: it is also monitored and auditable.

HIN also uses GitLab to manage code, Argo CD for continuous integration/continuous delivery (Cl/CD),
DNS, Terraform, and automation. It is also adopting practices such as zero touch, privacy by design,
cluster mesh for disaster recovery and high availability, and a defense-in-depth (DiD) strategy.

"We've never had a rapid experimentation approach before, and our existing environment did not allow
us to use automation,” said Alavi. "It was an amazing experience to switch to DevOps and empower our
developers with a whole new culture.”

HIN is currently working on using Red Hat OpenShift to support its encrypted messaging service,
which allows doctors and patients to communicate privately. By moving it onto Red Hat OpenShift,
the team will be able to roll out new features and upgrades faster, without worrying about changes
affecting other workloads.

Increasing efficiency and accelerating development cycles

Established high levels of resilience and compliance

Deploying Red Hat OpenShift on 2 sovereign clouds helps customers comply with Swiss healthcare
regulations to keep sensitive data safe and simplifies audits. HIN is among the first Swiss companies to
adopt a zero trust architecture, which will be pivotal as the healthcare sector continues to digitize.

"Healthcare is a cautious industry, but it's also one that has a real impact on citizens’ lives,” said
Aukia. "l am super proud to be working on a project that is close to my heart and will benefit society
in the future.”

Increased operational efficiency

Managed services from VSHN make the right tools available on demand, and adopting more automated
processes has increased reliability and uptime. The environment is stable, managed, and monitored 24x7
by VSHN to achieve 99.99% availability. By using more cloud-native technologies, HIN's customers can
provide safe and reliable healthcare services to citizens.

"With VSHN and Red Hat, we can give healthcare providers and patients a better experience and
more resilient services,” said Alavi. “I'm excited about how we can shape the future of healthcare
in Switzerland.”
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About VSHN

VSHN is a Swiss managed
service provider. It automates
and manages workloads and
delivers DevOps, containers,
and cloud-native services to
customers with 24x7 support.
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Accelerated deployment and increased scalability

By shifting to a DevOps culture of continuous iteration, learning, and improvement, developers can work
faster and collaborate across the company. “Red Hat allows us to build, test, fix, and scale applications
with virtualization, automation, and containers,” said Alavi. “It's much faster and more scalable.”

This approach frees up more time to focus on developing software for healthcare providers and paves
the way for further digitization of patient records. This digitization can reduce the administrative
workload for healthcare providers and increase efficiency across the healthcare system, helping to ease
some of the pressure of rising healthcare costs for citizens.

Accelerating modernization in healthcare

By collaborating with VSHN and Red Hat, HIN has modernized its IT infrastructure and can better
support the changing needs of healthcare providers. Development cycles are faster, and automation has
reduced manual processes and increased reliability and stability.

"We have a great partnership with Red Hat. Our values of collaboration and openness align really well,”
said Aukia. “That means our customers benefit from efficient, straightforward services they can rely on.”

About Health Info Net

Health Info Net (HIN) provides secure digital services, identity, and communication solutions for
the Swiss healthcare sector. Through its trusted network, HIN enables healthcare professionals and
organizations to exchange sensitive information securely and collaborate digitally with colleagues,
patients, partners, insurances, and authorities.

About Red Hat

Red Hat is the world’s leading provider of enterprise open source software solutions, using a community-powered approach

to deliver reliable and high-performing Linux, hybrid cloud, container, and Kubernetes technologies. Red Hat helps

customers develop cloud-native applications, integrate existing and new IT applications, and automate and manage complex
environments. A trusted adviser to the Fortune 500, Red Hat provides award-winning support, training, and consulting services
that bring the benefits of open innovation to any industry. Red Hat is a connective hub in a global network of enterprises,
partners, and communities, helping organizations grow, transform, and prepare for the digital future.
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