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Executive Summary
This InfoBrief, sponsored by Red Hat, outlines the results of an online survey conducted by IDC  
of 1,048 IT professionals ranging in roles from executives to line-of-business leaders and IT staff.

The survey’s purpose was to determine organizational use 
of cloud and storage in support of advanced technology 
environments such as containerization, AI, and data lakes.

The survey helps Red Hat and its customers to understand 
strengths, weaknesses, and use cases of Red Hat’s data 
services portfolio.

 Survey results provide quantitative data and insights for organizations  
using containers, artificial intelligence (AI) and machine learning (ML), 
analytics, and object storage solutions, as well as general technology 
trends such as hybrid and multicloud architectures and edge computing .

Key Messages:
 Containers on bare metal and in 

virtual machines (VMs) are expected 
to be increasingly deployed in  
public cloud environments versus  
on premises.

 Security and compliance topped 
the data services challenges as 
organizations move to cloud-native 
environments.

 Red Hat’s data services can help 
users not only understand the actual 
challenges but also offer solutions.
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Survey Respondents’ Demographics and 
Container Technology Adoption

Note: % corresponds to number of respondents; totals will sum to 100%. Source: IDC’s Red Hat Data Services Online Survey, January 2021
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BUSINESS SECTOR

6.9%

6.3%

6.4%

United States

Germany

United Kingdom

France

Denmark

Canada

India

Japan

Australia

30.6%

10.3%

10.2%

10.0%

9.6%

9.6%

COUNTRYJOB ROLE

IT staff

29.4%
CIO

15.6%
IT DevOps 
engineer,  

data scientist

17.7%

IT VP/Director/
Executive

37.2%

COMPANY SIZE (by number of employees)

5,000–9,999

16.2%
1,000–2,499

36.9%
10,000+

10.1%
2,500–4,999

23.2%
500–999

13.5%

The overwhelming majority  
of those surveyed indicated  

their organizations have deployed 
or are planning to deploy  

container technology (65%).

CONTAINER TECHNOLOGY DEPLOYMENT

0% 25% 50% 75% 100%

Currently  
deployed

41%

Considering,  
but no plans

35%

Deployed in 
12 months

24%



55

Infrastructure Modernization Challenges and Opportunities Highlight Need for Data and Storage Services

Table of ContentsIDC InfoBrief, sponsored by Red Hat  
May 2021  |  Doc. #US47650521

Leading-Edge Technologies  
on Strong Growth Path

Note: % corresponds to number of respondents; multiple dichotomous table; total will not sum to 100%.  
Source: IDC’s Red Hat Data Services Online Survey, January 2021

Edge computing’s significant increase speaks to 
digital transformation (DX) initiatives and the placement  
of IT resources such as AI closer to  endpoints for reducing 
latency, improving data security, and speeding business 
intelligence results .

Organizations expect to deploy more big data and 
analytics, as well as data lakes, in the coming year than  
they’ve already deployed . This points to the use of AI to 
perform real-time operations as close to where data is 
ingested as possible and to attain business value from big 
data in a way not previously possible . 

A significant uptick in multicloud and hybrid cloud 
adoption is being driven by organizations’ need to  
rebalance their opex/capex in favor of reducing costs and 
increasing efficiencies .

TOP 4 TECHNOLOGIES TO SURGE IN 2021

Multicloud

Edge computing

AI and analytics

Big data/data lakes

32% 28%

20% 33%

34% 25%

22% 29%

   Currently deployed    Deployed over next 12 months
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Cloud Becomes Established Deployment  
Location for Container Technology

Fewer deployments of containers are expected to be on premises, 
with the largest expected dip for container deployments on  
bare metal in on-premises datacenters.

For big data and analytics, organizations surveyed expect to deploy 
more container apps on bare metal and in VMs in the public cloud,  
and fewer in datacenters. The same is true for content management 
apps and AI/ML — more on bare metal in the public cloud.

For cloud-native apps, survey respondents expect to deploy  
more container apps on bare metal and in VMs in the public cloud  
in the next 12 months than they expect for on-premises datacenters.
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Cloud Becomes Established Deployment  
Location for Container Technology (continued)

Q.   For the use cases deployed on container technology within your environment, please 
indicate the deployment location for each — today and in the next 12 months.

Note: % corresponds to number of respondents; multiple dichotomous tables; totals will not sum to 100%. Source: IDC’s Red Hat Data Services Online Survey, January 2021

   Today         Next 12 months

58%
56%

46%
37%

36%
42%

36%
39%

22%

10%

18%

15%

VMs on-premises  
datacenter

Bare metal on-premises  
datacenter

Bare metal in public cloud

VMs in public cloud

Bare metal at edge

VMs at edge

Big Data, Analytics

52%
45%

41%
34%

35%
35%

31%
47%

28%
27%

9%
18%

VMs on-premises  
datacenter

VMs in public cloud

Bare metal on-premises  
datacenter

Bare metal in public cloud

Bare metal at edge

VMs at edge

Content Management

48%
56%

59%
54%

36%
40%

38%
36%

13%
20%

12%
15%

VMs on-premises  
datacenter

Bare metal on-premises  
datacenter

Bare metal in public cloud

VMs in public cloud

VMs at edge

Bare metal at edge

AI/ML

49%
48%

49%
43%

40%
39%

36%
30%

9%
15%

20%
18%

Bare metal in public cloud

VMs on-premises  
datacenter

VMs in public cloud

Bare metal on-premises  
datacenter

Bare metal at edge

VMs at edge

Cloud-Native Apps
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Containers Move Steadily to Real-World Use

Note: % corresponds to number of respondents. Source: IDC’s Red Hat Data Services Online Survey, January 2021

of organizations 
have deployed 
containers

41%

are using them 
in production 
environments

Of those using 
containers, 80%

of container  
use cases

TestDev 
accounts for 

more than
50%

of their workloads 
are from 
containerized 
apps

About 10% of 
respondents 

indicated that 
75%
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58%
Container 
databases

56%
Containers for 
cloud-native 

apps

Top Workloads for Containers: Big Data,  
AI/ML, and Databases

Note: % corresponds to number of respondents. Source: IDC’s Red Hat Data Services Online Survey, January 2021

58%
AI and ML 

apps

64%
Big data  

and analytics 
apps

47%
Containers for 
core business 

apps
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Data Lakes Seen as Big Opportunity  
for Container Use

Note: % corresponds to number of respondents; totals may not sum to 100%. Source: IDC’s Red Hat Data Services Online Survey, January 2021

of organizations view data lakes 
(raw object and file stores) as an 
opportunity because data lakes 
can modernize existing data 
ecosystems and enable a broader 
range of analytics for users

of respondents see data lakes as 
hard to secure and govern, citing 
skills in Hadoop as being immature

74%

26%

What Data Lakes Look Like

24% comes from a mix of modern 
and traditional data

27%

of data originates from  
big data or other modern  
data platforms

is generated from mostly  
traditional enterprise apps

48%
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IT Automation, Fraud Analysis, and Predictive 
Analytics Are Top Reasons for Using AI/ML

Note: % corresponds to number of respondents; multiple dichotomous table; total will not sum to 100%.  
Source: IDC’s Red Hat Data Services Online Survey, January 2021

46%

46%

50%

47%Fraud analysis and investigation . . . . . . . . . . . . .

Supply and logistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

IT automation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Predictive analytics (e.g., sales  
forecasting, preventive maintenance) . . . . .

50% of organizations  
surveyed currently use AI/ML 
algorithms for IT automation

47% use AI/ML for fraud  
analysis and investigation

46% tied third place for  
predictive analytics (e.g., sales  
forecasting, preventive 
maintenance) and supply and 
logistics
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Container Deployment Faces Challenges

Top 5 Container Deployment Challenges

Note: % corresponds to number of respondents. Source: IDC’s Red Hat Data Services Online Survey, January 2021

39% 28%

Security Data integrity 
and reliability

Data management Hybrid and 
multicloud support

Compatibility of 
existing apps

27% 24% 22%
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47%
46%

41%
42%

56%
39%

57%
47%

48%
44%

Data migration and repatriation  . . . .

Data protection and resiliency . . . . . . .

Outlook for Cloud-Based Data  
Services Improving
Top 4 Challenges Expected to Decrease in the Next 12 Months

Concerns around security  
and data protection/resiliency  
are expected to decrease 
over the next year, while data 
migration and repatriation 
concerns increase. 

This could be related to lifting and 
shifting legacy apps to the cloud  
and moving existing cloud apps back  
to on premises as performance  
issues arise.

Integration and orchestration . . . . . . . .

Data location optimization . . . . . . . . . . . . .

Security and compliance . . . . . . . . . . . . . . . .

Note: % corresponds to number of respondents; multiple dichotomous table; total will not sum to 100%.  
Source: IDC’s Red Hat Data Services Online Survey, January 2021

   Today         Next 12 months
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Trust in Red Hat Runs High

Note: % corresponds to number of respondents; totals will sum to 100%.  
Source: IDC’s Red Hat Data Services Online Survey, January 2021

Trust in Red Hat for running 
select workloads ran quite 
high among organizations 
surveyed for most leading-
edge technologies.

 Both hybrid cloud and containers 
achieved a trust rating of 70%  
or above. 

 Trust for Kubernetes workloads 
was 55.7%, but most respondents 
still gave Red Hat their vote of 
confidence.

 The problem clearly isn’t whether 
Red Hat services should be  
used, but which services will be 
most effective in addressing  
DX initiatives such as the adoption  
of cloud-native apps.

17%

77%

14%

30%

56%

6%6%

24%

70%

Q.   Does your organization trust Red Hat to succeed in running 
the following technologies and initiatives?

Hybrid cloud Containers Kubernetes

   Yes         No         Don’t know
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Lucas is responsible for qualitative and quantitative research with a primary focus on IDC’s Software-
Defined Infrastructure Compute & Storage program as well as the Storage & Computing Infrastructure 
Software Platforms program. His research topics include storage software, software-defined storage, 
software defined infrastructure, hyperconverged infrastructure, and more. Lucas also frequently 
collaborates with IDC analysts covering enterprise software and infrastructure markets such as data 
protection, storage systems, and servers.

More about Lucas Mearian

Lucas Mearian 
Research Manager, Infrastructure Systems,  
Platforms and Technologies Group, IDC

About the Analyst

https://www.idc.com/getdoc.jsp?containerId=PRF005405
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Message from the Sponsor

To achieve competitive advantage and increase speed to market, organizations need 
data-driven insights fast — no matter where that data is located across cloud platforms. 
While hybrid cloud delivers more flexibility than ever, it hasn’t always been easy to 
transform, store, and make use of data.

Red Hat Data Services helps you unlock your data from the constraints of proprietary 
platforms and cloud infrastructure. Access and use your most valuable asset, whether it’s  
at rest, in motion, or in use. And remove barriers so teams can deliver insights to the 
business and you can deliver value to the market.

Learn more about Red Hat Data Services

https://www.redhat.com/en/topics/data-services
https://www.redhat.com/en/topics/data-services
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