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Introduction
Global militaries and defense forces are operating in an environment defined AT A GLANCE

by strategic competition, rapid technological change, and increasingly

contested domains. Peer and near-peer adversaries are investing heavily in KEY TAKEAWAYS

long-range systems, electronic warfare, cyber operations, and information » Modern operations are creating an
operations designed to disrupt decision-making and fracture command and urgent need to push compute and data
control (C2). At the same time, coalition operations and persistent forward management to the tactical edge

because centralized datacenters cannot
keep up with multidomain data volumes
and decision-time requirements.

presence require forces to deploy and sustain capabilities across dispersed,
austere environments — often with limited infrastructure and reduced

access to centralized datacenters. » Edge environments must be engineered

for DDIL conditions and massive scale

Modern military operations are increasingly multidomain by design. Sensors, I

platforms, and operators in the air, land, sea, space, cyber, and autonomous systems), which
electromagnetic spectrum generate data continuously, and commanders are fundamentally changes how militaries
expected to act on that data faster than an adversary can adapt. The result is acquire, manage, and secure digital

growing dependence on mission-critical, data-intensive workflows that must assets.

effectively manage data from rapidly increasing numbers of multidomain
platforms but do not tolerate high latency or unreliable backhaul.

» Effective edge data management —
covering ingestion, security,
governance, local processing, and
synchronization across a continuum

This dependence is compounded by the accelerating role of Al-enabled from platforms to forward-deployed

capabilities. Many high-value analytics tasks, such as object detection, signal T e e gl [FEEEs o i@ mEw
classification, anomaly detection, route optimization, and predictive essential to keep Al-enabled, data-
maintenance, can be executed exponentially faster than human analysts intensive mission workflows trustworthy

and usable under contested conditions.

with Al/ML models, but only if the required compute and data pipelines are
available where the mission happens. When compute and storage remain
centralized, military organizations face a bottleneck: Data volumes grow faster than networks, and the time required to
move, curate, and analyze information can exceed the operational decision window.
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Threats and challenges driving edge requirements

Military networks must be assumed to operate under denied, disrupted, intermittent, and limited (DDIL) conditions
during many conflict and crisis-response scenarios. Links may be jammed, degraded, or unavailable; bandwidth may
fluctuate; latency can be unpredictable; and systems can fail. A digital architecture that requires constant connectivity to
function reliably creates a fragile dependency that can be exploited.

A distributed architecture also expands the cyberattack surface: Every forward-deployed server, vehicle-mounted
compute node, drone ground station, and sensor gateway becomes a potential entry point. Sophisticated threats can
target software supply chains, tamper with updates with man-in-the-middle (MITM) attacks, exploit unmanaged
configuration drift, or compromise data in motion and at rest. At the same time, traditional security controls that assume
physical security, stable connectivity, and centralized enforcement become harder to apply consistently at scale to
devices in the field.

As proven in ongoing conflicts in which hundreds of thousands of low-cost, easily deployed drones are used monthly,
edge architectures are — and will be — defined by massive scale. The days are numbered when only tens or hundreds of
expensive, state-of-the-art aircraft and ground vehicles are deployed to a conflict. The near future of all warfare will be
defined by deployments of thousands of inexpensive, attritable, autonomous multidomain vehicles at a time — fleets
and swarms that will need to be refreshed and augmented continuously. This paradigm shift in the character of war will
demand a foundational change in military asset acquisition, management, and security.

Finally, the edge is constrained by physics and practicality. Tactical and operational edge environments are likely to have
limited space, power, cooling, and onsite technical support. Hardware will be heterogeneous and ruggedized. Systems
must continue operating through power cycles and network outages. Complex manual device-by-device administration
does not scale under these constraints and increases operational risk by slowing patch cycles and increasing configuration
inconsistencies.

Defining edge computing and edge data management for defense

For the purposes of this document, edge computing is the deployment of compute, storage, and application services
closer to the sources of data, and closer to where decisions and actions must occur. In a military context, the "edge" is not
a single location. It is a continuum that can include:

» Ruggedized compute on platforms (vehicles, ships, aircraft, unmanned systems)

» Forward-deployed command posts and mobile "mini datacenters"

» Operational bases and remote sites

» Sensor and gateway nodes that bridge operational technology (OT) and IT
Edge data management is the set of practices and technologies used to ingest, secure, store, govern, process, and
synchronize data across this continuum. It addresses how data is tagged and controlled (e.g., classification, releasability,
and retention), how data is processed locally to reduce latency and bandwidth demand, and how data is reconciled when
connectivity is restored after disruption. In practice, edge data management links mission applications, Al/ML pipelines,

and the underlying infrastructure so that data remains usable, trustworthy, and auditable even when networks are
contested.
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What an edge platform needs to deliver

Edge initiatives fail most often when organizations treat the edge as a collection of bespoke devices rather than as an
environment that must be operated with discipline. A defense-ready edge platform is therefore less about a single
product and more about delivering a consistent operational model across heterogeneous locations and devices. The
platform should enable forces to deploy and run workloads where needed, manage these workloads at scale, and
maintain security posture across the full life cycle.

At a minimum, militaries expect an edge platform to provide the following capabilities:

» Resilience in DDIL environments, including defined disconnected behaviors, local autonomy, and deterministic
resynchronization when communication links return

» A consistent runtime for containerized and legacy workloads, so that mission applications can be moved across the
continuum without needing to be changed

»  Policy-driven node management (desired state) that reduces configuration drift, supports templated deployments,
has a low learning curve, and scales to thousands of endpoints

»  Secure, bandwidth-efficient update mechanisms with health checks and rollbacks to a known good state to
minimize downtime and operational risk

»  Strong identity, authentication, and encryption for device-to-management communications, suitable for hostile or
untrusted networks

» Integrated observability (logs, metrics, events) with local buffering during "dark" periods and controlled forwarding
to central analytics

»  Data governance primitives at the edge (retention, tagging, access controls, provenance) aligned with national and
defense requirements

These needs translate into four overarching priorities for modern warfighters and supporting organizations:

»  Decision dominance through faster sense-understand-decide-act loops by processing near the point of action

»  Operational resilience from the strategic core to the tactical edge, without single points of failure created by fragile
connectivity assumptions

»  Secure scaling (i.e., the ability to deploy, manage, and update large numbers of nodes with consistent posture and
minimal touch)

» Interoperability and coalition readiness through consistent tools, APIs, and governance across environments

The need to move technology, processing, and data to the edge

Edge computing and data management are most valuable when they are anchored in specific mission threads and
operational problems. The use cases below reflect common requirements across defense organizations, particularly in
environments where connectivity is degraded, sovereignty requirements are strict, and forces must operate with a high
degree of autonomy.

— I D( : #EUR154481126 Page 3



TECHNOLOGY ASSESSMENT GUIDE Taking Technology and Data to the Edge: Edge Computing and Data Management for Military and Defense Agencies

Use case #1: Forward-deployed ISR processing and sensor fusion under DDIL conditions

Deployed units increasingly rely on intelligence, surveillance, and reconnaissance (ISR) feeds (e.g., unmanned aerial
systems, radar, electro-optical/infrared sensors, and signals intelligence) at echelons where backhaul is contested or
bandwidth is constrained. Centralized processing can create unacceptable latency and forces units to choose between
sending raw data (which saturates links) and sending minimal reports (which may omit crucial context).

An edge approach places compute and storage closer to collection points to enable local fusion, triage, and exploitation.
Instead of moving all data to the core, edge nodes can run analytics that prioritize what matters (e.g., detecting objects of
interest, correlating tracks across sensors, flagging anomalies, or extracting metadata), while retaining full-fidelity data
locally for a defined period. When connectivity is available, only the highest-value products or selectively compressed and
tagged data are synchronized to higher headquarters.

Operational outcomes include faster targeting cycles, reduced reliance on vulnerable links, and improved survivability by
continuing ISR exploitation even when an adversary attempts to isolate forward units.

Use case #2: Autonomous systems and unmanned platforms with on-platform inference and safe updates

Unmanned aerial, ground, and maritime systems operate at range with intermittent communications, yet are
increasingly expected to execute complex behaviors such as navigation in cluttered environments, target recognition,
electronic support, and collaborative swarming. These systems cannot rely on round-trip connectivity to centralized
services without introducing operational risk and latency.

Edge computing enables "on-platform" inference and local decision support. Equally important is the ability to update
software and Al models safely. In defense environments, updates must be validated, rolled out in a controlled manner,
and recoverable if problems occur. The operational goal is to improve capability over time without introducing a fragile
maintenance burden or requiring mission interruption.

Operational outcomes include increased autonomy, improved mission tempo, and the ability to push validated capability
upgrades to distributed unmanned fleets without centralizing all compute and data.

Use case #3: Deployed command posts and mobile "mini datacenters" for multidomain C2

Modern command posts must integrate and act on diverse data sources such as tactical reports, ISR products, positioning
data, cyber and EMS indicators, fire planning tools, and coalition data exchanges. Command posts are also prime targets
for disruption; they must be able to displace and reconstitute services quickly as well as continue operations with
degraded connectivity.

Deployable edge infrastructure — whether in vehicle-mounted compute, containerized datacenters, or rapidly
deployable centers — can host C2 and collaboration services locally. A consistent edge platform enables these services to
be deployed as portable workloads, updated through controlled processes, and managed under policy even as command
posts move. Local data management is critical in maintaining a shared operational picture, enforcing information
controls, and synchronizing with higher echelons when links permit.

Operational outcomes include reduced time to establish command-and-control in austere conditions, higher survivability
through mobility, and improved mission continuity across disrupted networks.
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Use case #4: Logistics, predictive maintenance, and readiness across dispersed platforms

Readiness depends on the ability to sustain and repair dispersed fleets of aircraft, ground vehicles, maritime platforms,
and specialized equipment. These assets generate large volumes of telemetry and maintenance data, yet many
operational locations cannot support continuous backhaul to central analytics. As a result, analytics are delayed, parts
forecasting is less accurate, and maintenance practices can remain reactive.

An edge data management strategy can shift parts of readiness analytics closer to the point of maintenance. Local edge
nodes can ingest platform telemetry, run condition-based maintenance analytics, and produce actionable work orders or
alerts. Rather than sending full telemetry streams over constrained links, edge nodes can synchronize summarized
insights, exceptions, and model updates when connectivity permits.

Operational outcomes include improved readiness rates, reduced downtime through early fault detection, and lower
bandwidth demand by synchronizing insights rather than raw data.

Use case #5: Base security and critical infrastructure monitoring with local analytics

Bases and critical sites must defend against physical intrusions, sabotage, drones, and insider threats while maintaining
day-to-day operations. Security systems increasingly include high-definition video, access control events, perimeter
sensors, chemical, biological, radiological, and nuclear (CBRN) monitors, and cyber-physical system telemetry. These
feeds are data intensive and often must be acted on immediately.

Local edge analytics can provide rapid detection (e.g., identifying anomalous behavior, tracking objects, or correlating
sensor triggers) without sending continuous raw feeds to central locations. In addition, local processing supports
continuity when links are disrupted and allows sensitive data to remain onsite under defined governance. When
connectivity is available, sites can forward alerts, summaries, and selected evidentiary data to regional or national centers
for broader correlation.

Operational outcomes include faster incident response, reduced network load, and improved resilience of base security
operations under disruption.

Recommended next steps for militaries

To move from pilots to durable capability, militaries should treat edge initiatives as a transformation program that spans
architecture, security, operations, and data governance, not as a series of disconnected technology procurements. The
steps below provide a practical sequence for militaries to build an edge foundation that scales across services and mission
areas.

»  Establish mission-driven requirements and edge personas. Begin by defining the mission threads that most
urgently require edge capabilities (for example, forward ISR exploitation, deployable C2, platform autonomy, or
base security). For each mission thread, document the "edge personas" that will operate, maintain, or rely on the
capability — including tactical operators, intelligence analysts, platform maintainers, cyber defenders, and
IT/communications staff. Requirements should reflect operational constraints (DDIL, power/space limits, mobility,
classification boundaries) and should include measurable outcomes such as time to decision, service availability
under disruption, and patch latency across fleets.
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»

»

»

»

»

Create an edge reference architecture. Define an "edge continuum" reference architecture that standardizes how
workloads and data move between strategic core, deployed edge, and tactical devices. This architecture should
specify approved topologies (from single-node devices to small clusters), connectivity patterns, identity and access
integration, and the ways mission services are packaged for portability. A reference architecture reduces
duplication across programs, accelerates accreditation by standardizing controls, and enables coalition
interoperability by promoting consistent interfaces and data exchange patterns.

Build security by design and assurance into the edge life cycle. Security at the edge must be engineered into the
life cycle rather than bolted on after deployment. This includes hardening the baseline operating environment,
implementing strong identity and mutual authentication, and ensuring that software updates are trusted,
auditable, and recoverable. Defense organizations should incorporate supply chain assurance practices (e.g.,
signed artifacts and provenance), continuous configuration compliance, and threat-informed testing into edge
programs from the outset. Because edge nodes often operate in physically exposed or hostile environments,
assume the edge is "untrusted terrain." Architect for compromise containment, rapid recovery, and clear
evidentiary logging rather than assuming perimeter defenses will hold or even exist.

Operationalize deployment through node management at scale. Edge success depends on disciplined
operations. Militaries should adopt a multinode-oriented operating model that treats groups of devices as
managed units governed by templates and policies. This enables repeatable deployment, reduces configuration
drift, and shortens update cycles across many thousands of endpoints. Operational practices should include zero-
touch provisioning where feasible, progressive/canary rollouts to reduce risk, automated health checks, and
rollbacks to a known good state. Monitoring must work in disconnected periods (buffering locally and forwarding
when possible), and the operating model should enable nonexpert personnel to execute safe, bounded actions in
the field.

Design an edge data management blueprint. Edge compute investments will not deliver their full value without a
data blueprint. This blueprint should define what data is created at the edge, what must remain local, what must
be shared, and under what controls. It should also define how data is tagged (classification, releasability,
sensitivity), how long data is retained, and how provenance is captured to support audit and chain of custody.
Critically, the blueprint must specify synchronization patterns that prioritize mission outcomes under DDIL: what is
sent first, how conflicts are resolved, and how data is reconciled across echelons once connectivity is restored.
These patterns should be validated in exercises that emulate contested communications rather than relying on
best-case network assumptions.

Prepare Al/ML operations for the edge. If Al/ML is a driver for edge adoption, organizations must plan for "MLOps
at the edge." This includes how models are packaged and deployed, how inference is monitored, how drift and
performance are detected, and how updated models are delivered securely and safely. Edge Al programs should
also define governance for training data, model validation, and authorized release processes, particularly when
models affect safety or targeting decisions. Where hardware acceleration is required (GPU, NPU, FPGA), validate
performance and power requirements early. Ensure that edge deployments include a plan for operating in
degraded modes when accelerators are unavailable or when models must fall back to simpler heuristics. When the
physical constraints of an edge architecture demand small, low-power devices, consider what Al/ML capabilities
can be delivered by many of them in aggregate and architect accordingly.
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»  Run structured pilots, then scale with measurable metrics. Finally, adopt a disciplined "pilot to scale" approach.
Select a small number of priority mission threads and run pilots in representative conditions, including DDIL
scenarios, mobility, and realistic adversary cyber pressure. Use metrics such as uptime under disruption, time to
deploy updates, recovery time objectives, and data synchronization success rates to determine readiness for
broader rollout. Successful pilots should transition into repeatable deployment patterns and shared services,
rather than remaining as isolated demonstrations. Over time, the objective is a common edge foundation that
multiple programs can reuse, reducing total cost of ownership while improving interoperability and operational

resilience.

Worksheet section: Assessing edge needs

TABLE 1 provides a structured set of evaluation criteria to help defense organizations compare edge computing and edge
data management solutions consistently. The questions are grouped to reflect the realities of distributed operations and
the need to sustain performance and governance from core to edge. Use this worksheet to capture concise vendor

responses, note required supporting artifacts (e.g., reference architectures, update/rollback workflows, and DDIL

operating behaviors), and identify trade-offs that matter most to your priority use cases.

TABLE 1: Evaluation criteria

Question

| Response

Architecture discipline (efficiency, interoperability, scalability)

What s the proven scale, and how are policies, updates, and monitoring
handled at that scale?

Canitrun containers and legacy workloads/VVMs where required, without
duplicating managementtooling?

Does it use open APIs/standards to integrate with existing defense
systems and avoid environment-specific rebuilds?

Which approved edge topologies are supported, and what are the
minimum resource requirements?

Automation and/or people

IT?

Is zero-touch provisioning supported for remote sites with minimal onsite

Can nonexpert personnel execute common tasks safely?

Are there automated health checks and rollbacks to a known good state
if OS/app updates fail?

=IDC
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Does it capture logs/metrics/events locally and forward when possible,
including buffering during dark periods?

Data and Al

What patterns exist for ingesting sensor/telemetry data locally
(streaming, batching), and how are backpressure and outages handled?

Can it enforce retention, classification tags, access controls, and
provenance at the edge?

How does it prioritize and reconcile data during reconnection?

Can it support edge inference life cycles on constrained hardware?

Security and resilience

Does the solution explicitly support DDIL/disconnected/air-gapped
operations with defined behaviors (degraded modes, resync rules)?

Is device-to-management communication mutually authenticated and
resilient to hostile networks?

How does it reduce the risk of malicious code injection and MITM update
tampering across nodes?

Can it meet national defense security requirements from core to edge?

How does the solution demonstrate a "no resilience gap" from core to
edge in realistic mission scenarios?

Source: IDC, 2026
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