Digital Sovereignty in Action: Building Resilient, Compliant, and Transparent Cloud Ecosystems

IONOS

IONOS is a European cloud provider delivering sovereign infrastructure and Paa$S solutions across Europe and North America. Their services are built on self-developed,
open-source technology, providing full control from datacenters to cloud stack without third-party dependencies.
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Sovereign Offering

IONOS delivers sovereign cloud services — its entire stack is sovereign by design rather than as a premium add-on. The IONOS infrastructure is
based on open-source technology developed in house, minimizing dependencies on foreign vendors. The public cloud stack is based on KVM
that it developed itself, with self-written software for storage and networking components. Its cloud solutions operate in European datacenters
under European legislation, paired with industry-specific certifications for public sector and regulated industries. IONOS has little to no dependency
on third-party providers, allowing it to maintain control over pricing and avoid passing on unexpected cost increases to customers. Every service
IONOS offers qualifies as sovereign cloud, with no separate “sovereign” and “non-sovereign” tiers.

Digital Sovereignty
From the IONOS point of view, digital sovereignty has three primary drivers in Europe:

1. Compliance and legal protection — avoiding legal entanglements with foreign jurisdictions
2. Protection of intellectual property and trade secrets — particularly important for German manufacturing
3. Business continuity — reducing vulnerability to foreign executive orders, sanctions, or political interference

Recent geopolitical shifts have heightened interest in sovereign cloud solutions beyond just public sector clients. Critical infrastructure providers
across Europe are also reconsidering their cloud strategies to protect against potential external interference.

IONOS addresses customer needs through partnerships with systems integrators that bridge any gaps between their infrastructure offerings
and customer requirements. This approach allows partners to generate additional service revenue streams compared to reselling hyperscalers
solutions. The main challenge for larger enterprises is extracting themselves from existing hyperscalers vendor lock-in, where migration costs
can be prohibitively high. Another challenge is matching the extensive service portfolios of global hyperscalers, though IONOS believes most
customers do not need the full breadth of those services.

Al and Sovereignty

IONOS sees growing demand for sovereign Al solutions. It offers an Al model hub with pre-trained open-source models that customers can use
with their own data without concerns about their information being used to train the models. This approach appeals to organizations with sensitive
data that require Al capabilities while maintaining sovereignty. The model hub operates on a pay-per-use, token-based pricing model, avoiding
high upfront investments for dedicated GPU infrastructure. Software vendors like NextCloud have recently integrated IONOS’s Al model hub into
their offerings, highlighting the growing importance of sovereign Al solutions.
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RedHat Partnership:

IONOS has partnered with Red Hat for several
years, initially integrating Red Hat Enterprise
Linux into its cloud platform. Their partnership
allows customers to select Red Hat Enterprise
Linux images directly from IONOS’s Data Center
Designer cloud panel, with license costs included
in IONQS’s pricing.

Currently, it is finalizing certification for Red Hat
OpenShift on its sovereign cloud infrastructure —
a process driven by significant customer demand,
especially from the public sector and regulated
industries.

The Red Hat team in Germany has shown
exceptional commitment, creating custom
partnership that goes beyond standard programs
to accommodate IONOS'’s sovereign cloud model.

IONOS values Red Hat’s willingness to support
European sovereign cloud solutions and sees
this partnership as strengthening its position in
regulated markets.




