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Understanding PCI Compliance
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PCI Compliance Basics

 One the most important security concerns in computing is around data breach 

incidents of cardholder information.

 The incidents are have become more common, prevalent and sophisticated.

 In an effort to thwart such threats, the payment card industry has worked on 

developing and implementing security standards to help protect cardholder data.

 In December 2004, Visa and MasterCard defined a common set of data security 

requirements which resulted in the Payment Card Industry Data Security 

Standard (PCI DSS). These standards were then endorsed by American 

Express, Discover, JCB and Diners Club.
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PCI Compliance Requirements

 PCI identifies 12 requirements which MUST be met by any merchant or service 

provider that stores, processes or transmits credit card information.

 These 12 requirements are further subdivided into over 250 granular audit points 

which collectively focus on the establishment of strong end-user access controls, 

activity monitoring and logging, and the need to regularly test security systems and 

processes.

 These requirements require organizations have strong end- user access controls and 

activity monitoring and logging need to regularly test security systems and processes.
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What???     More Requirements?

The PCI program also set forth standards for the security of all 

system that are connected to the overall payment network. These 

components include:

 Firewalls, Intrusion Detection Systems, Switches and Routers

 Network Appliances

 Web Servers, Applications, Databases, DNS, Mail Servers

 Authentication Systems

 POS Systems

 Card Scanners

 E-commerce Web Sites
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How Red Hat Meets Your Compliance Needs
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Red Hat Systems Management
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This rating is given to flaws that could be easily exploited by a remote 

unauthenticated attacker and lead to system compromise (arbitrary code 

execution) without requiring user interaction. These are the types of 

vulnerabilities that can be exploited by worms.

This rating is given to flaws that can easily compromise the confidentiality, 

integrity, or availability of resources. These are the types of vulnerabilities 

that allow local users to gain privileges, allow unauthenticated remote users 

to view resources that should otherwise be protected by authentication, 

allow authenticated remote users to execute arbitrary code, or allow local or 

remote users to easily cause a denial of service.

This rating is given to flaws that may be harder or more unlikely to be 

exploitable but given the right circumstances could still lead to some 

compromise of the confidentiality, integrity, or availability of resources.

This rating is given to all other issues that have a security impact. These 

are the types of vulnerabilities that are believed to require unlikely 

circumstances to be able to be exploited, or where a successful exploit 

would give minimal consequences.

Critical

Important

Moderate

Low

Vulnerability/Threat Assessment
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http://www.redhat.com/security/data/cve
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 The Puzzle

 The Pieces

 The Tools

 The Solution

Choice Hotel’s Compliance Challenge
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“ I need a way to deploy & patch my systems and handle PCI compliance. 
Our PCI patching criteria requires us to update packages with applicable 
security errata within in 30 days of the errata's published date.”

- Daniel Kinon, RHCE . Choice Hotels International

System Repair Tool
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The Puzzle

 Patching Requirements

 Patching Infrastructure
 Process

 Organization

 Delegation

 Audit Reporting
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The Pieces

 List of Servers w/ Applicable Errata

 Errata Type (RHSA vs. RHBA)

 Errata Published Date

 Server Patching Process

 Patch Application Date

 Final Compliance Report
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The Tools

 Red Hat Satellite
 Package Management

 Configuration Management

 Channel Management

 Satellite API & Reporting

 Satellite Reporting Package

 Third Party APIs (Optional)
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The Solution

“Our PCI patching criteria requires us to update packages with applicable security errata 
within in 30 days of the errata's published date. The API solves this in two ways. First, it 
allows us to see the packages that have been updated and when the updates occurred 
giving us a reliable patching time line that can be followed. Second, we can compare 
packages against their corresponding  dates and verify (in a report) that the package 
was patched within the required window. This is great!”

- Daniel Kinon, RHCE . Choice Hotels International
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MANAGED SYSTEMS

WEB INTERFACERHN Satellite
Software Distribution
Account Management
Channel Management
Monitoring
Provisioning

API LAYER

RHN Hosted
Software Distribution
Subscription Management

IT Applications

How RHN Satellite Makes Achieving 

Compliance Easy
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Why use Red Hat Network Satellite?

Red Hat Network Satellite makes Linux:

Consistent

Manageable

Scalable

Deployable

Provision thousands of machines at once without touching them

Expand IS/IT capabilities without expanding resources

Update 1,000 systems as easily as 1

Ensure that security fixes and configuration changes are applied across 
your organization
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This rating is given to flaws that could be easily exploited by a remote 

unauthenticated attacker and lead to system compromise (arbitrary code 

execution) without requiring user interaction. These are the types of 

vulnerabilities that can be exploited by worms.

This rating is given to flaws that can easily compromise the confidentiality, 

integrity, or availability of resources. These are the types of vulnerabilities 

that allow local users to gain privileges, allow unauthenticated remote users 

to view resources that should otherwise be protected by authentication, 

allow authenticated remote users to execute arbitrary code, or allow local or 

remote users to easily cause a denial of service.

This rating is given to flaws that may be harder or more unlikely to be 

exploitable but given the right circumstances could still lead to some 

compromise of the confidentiality, integrity, or availability of resources.

This rating is given to all other issues that have a security impact. These 

are the types of vulnerabilities that are believed to require unlikely 

circumstances to be able to be exploited, or where a successful exploit 

would give minimal consequences.

Critical

Important

Moderate

Low

Vulnerability/Threat Assessment
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24http://cve.mitre.org

http://cve.mitre.org/


25http://www.redhat.com/security/data/cve

http://www.redhat.com/security/data/cve
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Poor Planning?

Help Me !!!!
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“Satellite will help us manage our systems in several ways.
It will allow us to group systems, making patching easier.
It will allow us to assign people access to those groups
allowing us to delegate patching like never before.
Overall Satellite will help us by greatly reducing the
work load associated with our patching process.”

- Daniel Kinon, RHCE . Choice Hotels International
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QA ProductionDevelopment

RHEL Standard Build

Standard Hardware

Security

Storage & Network

Management

Applications

Configuration 
Management

Provisioning 
(Cobbler)

Package 
Management
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How can your business benefit from 

Red Hat Network Satellite?

Lower system administration costs

Improve security

Increase productivity

4-10X system admin productivity, easily allowing 150+ systems/system admin

Flexible architecture allows use of GUI, API, or CLI (scripted) interface

All tasks automated - allowing you to move beyond “guru bottleneck”

Content stream comes directly & immediately from Red Hat

Complete audit trail and various pre-defined reports

Policies and permissions provide centrally managed role-based administration

Management tools let you maximize your hardware investment

Customize configurations for various types of environments
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Without Satellite

With Satellite

0 5 10 15 20 25 30

Hours/Month

2

30

* data based on patching 200 servers
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2

30Without Satellite

With Satellite
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360

* data based on patching 200 servers
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Without Satellite

With Satellite

0 10 20 30 40 50

Days/Year

3

45

* data based on patching 200 servers
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3

45

According to indeed.com (http://www.indeed.com/salary/Linux-Administrator.html) the 
average Linux Administrators salary is about $80k, ~ $300 per day.

$900

$14,000

* data based on patching 200 servers

http://www.indeed.com/salary/Linux-Administrator.html
http://www.indeed.com/salary/Linux-Administrator.html
http://www.indeed.com/salary/Linux-Administrator.html
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Supported Programming Languages

Most common languages used are Perl and Python

Python in Red Hat Enterprise Linux works out of the box

Perl requires perl-Frontier-RPC package, included with 

Satellite.

XML-RPC

XML-RPC is a client/server remote procedure call 

communications protocol that uses XML tags to encode its 

messages. It uses the HTTP protocol as its transport 

mechanism.

Works with languages with XML-RPC client support
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Integration of Third Party Tools

API LAYER
IT Application

IT Application

IT Application

Satellite API
Integration
Software Distribution
Account Management
Channel Management
Monitoring
Provisioning

XML-RPC

XML-RPC

XML-RPC

The API layer can be used to integrate with disparate systems by making
remote procedure calls using XML over HTTP

 Ticketing Systems

 Monitoring

 CMDB

 Asset Tracking / Management
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#!/usr/bin/perl ïw

use Frontier::Client;

Use strict;

# Login and create session

my $client = new Frontier::Client(url => òhttp://<satellite server hostname>/rpc/apiò);

my $session = $client->call('auth.login',<username>,<password>);

#List Software Channels: returns an array (arrayref) of structs (hashrefs)

my $channels = $client->call('channel.listSoftwareChannels', $session);

# List Systems: returns an array (arrayref) of structs (hashrefs)

my $systems = $client->call('system.listUserSystems', $session);

foreach my $system (@$systems) {

My $id = $system->{id};

# Get Event History per System: returns an array (arrayref) of structs (hashrefs)

my $sysEvents = $client->call('system.getEventHistory', $session, $id);

}

# Logout

$client->call('auth.login', $session);

API Example

1) Set API URL

2) Auth and get 
Session Key

3) Execute a remote 
call using your 

Session Key

4) Iterate over the 
resulting Data 

Structure

5) When you are 
done, Logout
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Reporting from Satellite without the API

 A command-line tool that produces a handful of CSV reports with 

information found in the RHN Satellite server database.

 Produces stock CSV reports:

 Entitlements and subscriptions

 System inventory

 Software and errata

 Users and groups

Satellite Reporting Tool

The spacewalk-reports package is provided by the

redhat-rhn-satellite software channel and can be installed after a Satellite

server is installed and registered with Red Hat Network.

Where can I get the tool?



43

Useful Links

 https://rhn.redhat.com/rhn/apidoc/index.jsp

 https://fedorahosted.org/spacewalk/wiki/SpacewalkApiPerlGuide

 http://www.redhat.com/security/data/cve

 http://cve.mitre.org

https://rhn.redhat.com/rhn/apidoc/index.jsp
https://rhn.redhat.com/rhn/apidoc/index.jsp
https://fedorahosted.org/spacewalk/wiki/SpacewalkApiPerlGuide
http://www.redhat.com/security/data/cve
http://cve.mitre.org/
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Q & A


