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1 Executive Summary

The Red Hat® High Availability Add-On to Red Hat Enterprise Linux® allows IT staff to design
a cluster of servers that provides its company with seamless performance in the event of
component failure. This Add-On reduces downtime by insuring there is no single point of
failure in a cluster and isolates unresponsive applications and nodes so they can't corrupt
critical enterprise data.

This reference-architecture guide discusses how to migrate an application from a high-
availability cluster running Symantec™ Veritas™ Cluster Server (VCS) to a cluster running
Red Hat Enterprise Linux with the High Availability Add-On (Red Hat Enterprise Linux HAY).

A step-by-step process describes how to use configuration information from an existing VCS
cluster to rapidly create a Red Hat Enterprise Linux HA cluster with similar functionality.

I'm this guide, the term “Red Hat Enterprise Linux HA”
with the High Availability Add-On.”
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2 Introduction

Int oday’ s data centers, ensuring dadeaniningttue gr i ty

availability. Red Hat Enterprise Linux offers many methods for ensuring high levels of data
integrity for applications running in clustered environments, including situations when a
cl usternodefalsct i ve

Red Hat offers a High Availability Add-On to its enterprise-class Linux operating system. The
Red Hat Enterprise Linux HA integrates with Red Hat Enterprise Linux and is updated as Red
Hat Enterprise Linux is updated. The Red Hat Enterprise Linux HA provides the tools to
create, configure, and maintain clusters of servers and virtual machines up to 16 nodes. Red
Hat Enterprise Linux HA offers out-of-the-box support for multiple methods of ensuring data
integrity in clusters, and includes support for hardware from APC®, WTI, Cisco®, Dell™, HP,
and IBM®, among others.

This guide provides step-by-step instructions for migrating a highly available web server
running on a VCS cluster with Red Hat Enterprise Linux 5.6 to one running on a Red Hat
Enterprise Linux HA cluster with Red Hat Enterprise Linux 5.6, and to one running on Red
Hat Enterprise Linux HA with Red Hat Enterprise Linux 6.1. See Figure 2-1 for the network
layout of this two-node, clustered web service.

The cluster used here is a two-node, active/passive one; that is, although both servers
(nodes) are running, the web server application runs on only one node (the active one). The
second node (passive) stands ready to automatically run the web server should the active
node fail to provide web service. Examples of failure include the active node crashing or
hanging, a server component such as a NIC stopping working, the server losing its
connection to the network, or the server being unable to use a critical resource, such as a
SAN.

refarch-feedback@redhat.com 6 www.redhat.com
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Figure 2-1: Network diagram for the clustered Apache web server

2.1 Audience
This document is for users of Symantec Veritas Cluster Server on Red Hat Enterprise Linux 5

who wish to migrate to Red Hat Enterprise Linux HA on Red Hat Enterprise Linux 5, version
5.6 or later; or Red Hat Enterprise Linux 6, version 6.1 or later. The procedures in this

refarch-feedback@redhat.com Page 7 www.redhat.com




3

migration guide are suited to Linux system administrators who are familiar with the following
activities:

1 Linux system administration procedures, including kernel configuration

1 Installation and configuration of shared storage networks, such as Fibre Channel SANs
or iISCSI SANs

The guide assumes the reader is also acquainted with Symantec Veritas Cluster Server.

Details in the Red Hat documentation do not necessarily appear in this white paper. In
addition to formal documentation from Red Hat, the upstream project for the Red Hat high-
availability cluster solution maintains a rich wiki at
https://fedorahosted.org/cluster/wiki’lHomePage. However, take care when referring to
documentation on the wiki, as formal Red Hat Enterprise Linux releases may not completely
implement upstream features.

refarch-feedback@redhat.com 8 www.redhat.com
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3 Red Hat Enterprise Linux with HA Add-On High
Availability (HA) Features

Red Hat Enterprise Linux HA in both Red Hat Enterprise Linux 5.6 and Red Hat Enterprise
Linux 6.1 and later provides tools to create, configure, and manage HA clusters with up to 16
nodes. (Please contact Red Hat sales or your support representative for details on support for
larger clusters.)

Red Hat Enterprise Linux HA on Red Hat Enterprise Linux 5.6 offers several important
improvements over previous version 5 releases, including the following:

1 Ability to designate resources as critical or noncritical to a service
1 Full support for SELinux in the enforcing state with a targeted policy

In addition, Red Hat Enterprise Linux HA on Red Hat Enterprise Linux 6.1 offers several
important improvements over the 6.0 release, including the following:

Ability to designate resources as critical or noncritical to a service

An improved GUI management interface now offers a consistent set of screens
Command-line cluster management tools are complete and simplified

KVM guests as a cluster service for some fencing devices

SNMP traps for many cluster events and conditions

Full support for SELinux in the enforcing state with a targeted policy
Restart-Disable failure policy, which disables a service if it cannot restart, instead of
moving the service to a new node

= =4 -8 -8 _-9_95_2

3.1 Service and Resources

An HA service is a group of cluster resources configured into a coherent entity that provides
specialized services to clients. The HA service comprises its resources, their properties, and
their dependencies to other resources.

3.2 HA Services

Red Hat Enterprise Linux HA stores service configurations as XML trees in which the parent,
sibling, and child relationships are manifest. Red Hat Enterprise Linux HA also provides out-
of-the-box service definitions for several common Linux applications and system services,
including the following:

Apache™ web server

MySQL®

Oracle®

PostgreSQL

Apache Tomcat

SAP®

Open LDAP

Samba

HA Logical Volume Manager (HA LVM)
NFS

= =2 -8 _-9_-9_9_9_49_-2_-2°
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1 Application (Script)

3.3 Failover Domain

HA services run on only one node at a time in order to maintain data integrity. When a node
providing a resource fails, it restarts on another node based on one of two configuration
choices: either an explicitly stated order or, more simply, on any node in a specified set of
nodes also known as a failover domain.

You can also specify what to do when the failed node returns to the cluster. It is inefficient for
the service to return or failback to the original node, but in some cases, you may prefer that
the service run on the original node as much as possible. In that case, you can configure the
service case to failback to that node.

3.4 Cluster Management

Red Hat Enterprise Linux HA provides both web-based and command-line tools for managing
clusters. This guide describes performing this migration to Red Hat Enterprise Linux 5.6 HA
with the GUI, and to Red Hat Enterprise Linux 6.1 with command-line tools.

3.4.1 Cluster Management with Conga GUI Tools

Conga provides cluster, service, and resource management from a web browser. Conga runs
either on a management server or directly on a cluster node. The Linux service that actually
provides the GUI to the cluster is luci. You can connect via an SSL-enabled web browser to
TCP port 8084 and log in with any user account on the server.

Management tasks available from the Conga GUI include the following:

Clusters: Create and delete clusters. Manage an existing cluster.

Nodes: Create and delete nodes, including installing cluster software. Add existing
nodes to the cluster. Reboot nodes.

Add and delete fence devices.

Add and delete cluster resources. Configure resources.

Create and delete service groups. Start, stop, and restart cluster services.

Create and modify the cluster configuration, including properties of the Linux daemons
that make up the cluster services, the intra-cluster or heartbeat network, universal
logging options, and quorum disk configuration.

E

= =4 =4 -9

3.4.2 Cluster Management with Command Line Tools

You can manage Red Hat Enterprise Linux HA clusters with command-line tools. Red Hat
Enterprise Linux 6.1 HA, in particular, offers straightforward, scriptable access to the cluster
for creation, configuration, and management.

The cluster configuration resides in the file /etc/cluster/cluster.conf in a structured XML
format, and there is no longer a need to edit this file directly. The file format expresses
relationships between components. For example, clusters have nodes; nodes are fenced; and
fencing is executed by fence devices. Moreover, clusters run services; services run on sets of
nodes; services respond to node failures; and services are composed of resources (web
servers, IP address, application files, etc.).

refarch-feedback@redhat.com 10 www.redhat.com




4 HA Cluster Configuration Options

High Availability is difficult to measure because you cannot quantify it without experiencing
failure—of the application, infrastructure, servers, or server components.

High Availability is a balance of design, cost, and maintainability. A cluster with a complex
infrastructure design could provide higher availability, but often with greater cost in materials
and maintenance. Re d H a tsoluion prévides management tools that enable you to
design, implement, and maintain clusters up to 16 nodes.

Currently, Red Hat Enterprise Linux fully supports only those clusters hosted entirely in one
location. Red Hat does not formally support clusters spread across multiple physical
locations. For more details, and to discuss multi-site clusters, please speak to your Red Hat
sales or support representative.

4.1 Redundancy

The business requirements for the cluster solution usually provide a sufficient guide to the
amount of redundancy needed inthese r vi c e’ A well@anplengented HA design uses
redundant components and multiple data pathways to eliminate single points of failure. A
component or IT service becomes a single point of failure when the availability and data-
integrity requirements of a business application cannot be achieved when the component fails
or operates in a degraded mode.

Many servers today are readily available with redundant components; for example, dual-
controller RAID arrays, multiple bonded network channels, multiple paths between cluster
members and storage, and uninterruptible power supply (UPS) systems.

Alternatively, you can set up a low-cost cluster to provide less availability than a no-single-
point-of-failure cluster. For example, you can set up a cluster with a single-controller RAID
array and only a single network channel. Certain low-cost alternatives, such as host RAID
controllers, software RAID without cluster support, and multi-initiator parallel SCSI
configurations are not compatible or appropriate for use as shared cluster storage.

4.2 1/0O Fencing Considerations

To ensure data integrity, only one node can run a cluster service and modify cluster-service
data at a time. Fence devices (hardware or software solutions that remotely power on/off,
shutdown, and reboot cluster nodes) guarantee data integrity under all failure conditions. This
prevents two nodes from simultaneously accessing the same data and corrupting it.

4.2.1 Quorum Rule

The cluster determines quorum by the communication among cluster nodes via the network.
Optionally, you can determine quorum by a combination of network communication and a
quorum disk. For network-based quorum, quorum consists of a simple majority (50 percent of
the nodes + 1 extra). When configuring a quorum disk, quorum consists of user-specified
conditions.
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4.2.2 Using qdisk to Bolster Quorum

Often, the cluster functions better when some services run on one particular node. The
services could run on the other nodes, but not as efficiently—for example, a node could have
a faster processor or faster connection to the network or SAN. In these special cases, it is
best to avoid fencing this node if it is isolated from the other nodes via the heartbeat network,
but otherwise still able to perform its critical task. Ordinarily, the nodes in the other part of the
cluster, a majority, would win a quorum vote, and the special node would be fenced.

For these special cases, Red Hat Enterprise Linux HA provides a disk-based method that
does not rely on the heartbeat network to help determine quorum. This gdisk daemon allows
the node to determine whether it can perform its critical tasks. If the isolated node is
functioning properly, it wins and will provide that resource for the cluster. For reliability, Red
Hat recommends that you use the qdisk only when the cluster uses power controllers to fence
nodes.

You can also use qdisk to break ties in quorum votes, although a cluster with a well-designed
network and fencing configuration should not need a tiebreaker. You might need a tiebreaker
if you have a two-node configuration, either with the fence devices on a different network path
than the path used for cluster communication, or where fencing is at the fabric level.

4.2.3 Multiple I/0 Fences

With Red Hat Enterprise Linux HA, you can specify multiple fences for a node. If the first
fence fails to disconnect the node, the other fences execute in turn until one works or none
remain. With good redundant network paths and SAN paths, two distinct fences provide
assurance that the node will disconnect. This migration example includes two fencing
methods.

4.3 Networking Considerations

Nodes communicate with each other through the network and for many clusters with outside
clients. At a minimum, a cluster uses a heartbeat network to determine membership and to
exchange cluster data between nodes. It is a best practice to isolate the heartbeat network
(minimally, at the VLAN level) from other physical or logical network connections to reduce
resource contention, decrease latency, and usually to create an easier to maintain
infrastructure. A redundant network design increases availability, but at the cost of additional
network devices.

Red Hat recommends the use of pairs of bonded NICs (channel bonding) for the client and
cluster networks to provide a good level of redundancy and reduce the number of cluster
reformations. If possible, you should bond the ports from two separate NICs, and not ports
from a multiport NIC, for each network.

refarch-feedback@redhat.com 12 www.redhat.com




5 Examining the Symantec Veritas Cluster Server
(VCS) Configuration

Should local documentation of the original VCS cluster be incomplete, the VCS configuration
files contain information that will aid setting up the Red Hat Enterprise Linux HA cluster. The

most important items are the number and names of the server nodes, IP address, application
information, shared file systems, and how the cluster responds to a failed component.

The cluster configuration is contained in a small number of files in the directory
letc/VRTSvcs/conf/config, and the one most useful for the migration is main.cf. While these
files do not use XML to denote configuration values and their relation to other objects, you
canparset he f i | simpy by vewing &.tAlternatively, the Appendix, section 9.1,
contains scripts that list the nodes, services, and resources in VCS clusters.

The cluster service entry (ClusterService) lists the nodes in the cluster (SystemList), and the
name of the heartbeat NIC (csgnic). The IP address presented to the outside world (webip)
for the web server is also specified.

group ClusterService (
SystemList ={ nodel =0, node2 =1}
é
IP webip (
Device = eth0
Address = "10.41.5.40"
NetMask = "255.255.248.0" )

NIC csgnic ( Device = eth0)
The cvm service entry (not shown) indicatest hat bot h nodes fiesystemvVCS’ s s

The next service entry (vrts_vea_cfs_int_cfsmountl) provides the mount point (MountPoint)
forthewebser ver ' s application file system.

group vrts_vea_cfs_int_cfsmountl (
é
CFSMount cfsmountl (
Critical =0
MountPoint = "/mount/vol1"
BlockDevice = "/dev/vx/dsk/vxvoll/voll"

The final entry describes the location of the Apache webs e r v e r ’ s httpdDin)amdiite s (
configuration file (ConfigFile).

group webservice (
é
Apache Apache (
httpdDir = "/usr/sbin"
ConfigFile = "/etc/httpd/conf/httpd.conf" )

refarch-feedback@redhat.com Page 13 www.redhat.com
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Note that other VCS configuration files in the directory further describe the services and how
to manipulate them. Most of these, including Apache, are part of the standard VCS agent
bundle. Additional configuration data for both supporting resources (e.g., DNS) and
applications (Apache) are in the types.cf file.

refarch-feedback@redhat.com 14 www.redhat.com




6 1/O Fencing Details

Fencing provides data integrity by disconnecting (fencing) a misbehaving node from shared
storage. Fencing methods include power fencing to power down the system, storage fencing
to disable the FC port on the switches servicing the node, hardware-dependent methods that
use an out-of-band channel to control the server, and SCSI-3 persistent reservations.

Note: Communication between the cluster and fenced device is usually network based. Be
sure to add iptables firewall rules to allow communication between nodes and between the
cluster and network devices.

6.1 SCSI-3 PR Fencing

T he c | nodes egisteswith SCSI devices supporting persistent reservations (PR) and
obtain exclusive rights to read and write to the device. These reservations are stored with the
device, and SCSI bus resets cannot remove them. You must deliberately remove the
reservations. To fence a node, the host is removed
Shared SCSI disks or SAN supporting PR are an excellent 1/O fence: fencing operations are
fast, split-brain situations become rare, and only one node can write to the device.

While SCSI-PR provides a high level of data protection, it cannot restart a dead or hung
system. Either an administrator or a watchdog process must restart the server.

Red Hat Enterprise Linux HA in Red Hat Enterprise Linux 5.6 and 6.1 supports SCSI-3 PR
fencing either with or without multipathing. The connection to a supported SAN device can be
through FC or iSCSI.

6.2 HP IiLO Fencing

HP iLO is an example of an out-of-band control channel for HP servers and blades. The iLO
connection can be made through a serial port or network port (Red Hat Enterprise Linux HA
uses the latter). iLO supports encrypted communication and LDAP authentication. An iLO
fence can power on or power off the HP server.

6.3 SCSI-3 PR and iLO Fencing
In this migration example, you configure the Red Hat Enterprise Linux HA cluster attempt to
fence a failed node with SCSI-3 PR, and to use iLO fencing if that method fails.

refarch-feedback@redhat.com Page 15 www.redhat.com
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7 Conducting the Migration

This guide provides step-by-step instructions for migrating a highly available Apache web
server from VCS on Red Hat Enterprise Linux 5.6 to Red Hat Enterprise Linux with HA Add-
On on two HP ProLiant DL580 servers. The Red Hat Enterprise Linux HA cluster will use
SCSI-3 PR fencing, backed by iLO fencing.

This guide assumes that business requirements for the migration dictate thatthec | ust er ' s
server platforms will be replaced with newer hardware. Accordingly, you have the option to

run the VCS and Red Hat Enterprise Linux HA clusters in parallel, although that is not needed

to perform the migration.

This guide assumes that the source cluster (VCS) is composed of two nodes: two HP
ProLiant DL580 servers each with two NICs, and one FC HBA connected to a NetApp®
storage array. One NIC connects the node to the outside, and the other is for the heartbeat
network.

The NetApp SAN supports SCSI-3 PR, which makes it suitable for fencing. The SAN presents
five LUNs to each VCS node: one LUN is an unshared boot and OS LUN, one is a shared
LUN for the web server, and three are shared VCS-quorum LUNS. In total, the two-node
cluster uses six LUNs. Each node runs Red Hat Enterprise Linux 5.6 x86_64 and VCS
version 5.1.

The destination cluster (Red Hat Enterprise Linux HA cluster) is similarly provisioned: two
newer HP ProLiant DL580 servers with two NICs and one FCX HBA each. One NIC connects
to the client network, and the other to the heartbeat network. Red Hat recommends adding
additional NICs as a straightforward way to eliminate single points of failure. You can also
allocate additional HBA ports. This scenario does not implement that enhanced configuration.

This guide implements two fencing methods on the Red Hat Enterprise Linux HA cluster:
SCSI-3 PR and, as a backup, HP iLO fencing.

In this configuration, the destination cluster uses the same NetApp array. It presents two
LUNSs to each node: one is an unshared boot and OS LUN, and one is a shared LUN for the
web server. This two-node cluster uses three LUNS in total.

7.1 Planning

Even straightforward migrations such as this benefit from a planning process, if only to record
the proposed steps of the procedure. But, in most cases, this process can help uncover long-
forgotten configuration one-offs and custom scripts. While one person can perform this
migration, other staff may be needed to allocate new resources or modify infrastructure
configurations; for example, allocate new LUNSs, change network firewall rules, reconfigure
backups, etc.

7.1.1 Additional Considerations
1 Estimate the length of the outage.
1 Schedule the outage.
1 Determine when and whom to contact regarding the outage.
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Obtain necessary subscriptions from Red Hat.

Obtain new servers for the cluster.

Determine whether any roles and responsibilities will change, and assign as needed.
Update as much as possible procedures for the cluster.

Define the criteria for a successful migration.

Assign all tasks to the appropriate groups or individuals.

~
[ —

Migrating VCS Cluster and Resource Agent Configuration
As early as possible, review of the configuration of the VCS cluster, and determine the
cluster resources currently used against those actually needed.

N
=
w

Saving Customer-defined Software and External Scripts Configuration
1 As early as possible, review the VCS nodes for custom scripts, software, license files,
etc., that you must also migrate to the new cluster.

7.1.4 Backing up Application and Configuration Data
1 When practical, schedule additional backups of the servers in the cluster, including the
application’s datles. and configuration fi

7.1.5 Back-out Plan
1 Whilemanyback-out pl ans seem tr i vicasider(wfitingeoutéghe se t h e
steps in reverse order to assist you should backing out become necessary.

7.1.6 Post-migration Steps
1 Perform all validation tests specified by the definition of a success migration.
1 Shut down the VCS cluster.
1 Ensure that you have updated processes and procedures.

7.2 Migrating the Cluster

This section provides step-by-step instructions for migrating a highly available Apache web
server from VCS on Red Hat Enterprise Linux 5.6 to Red Hat Enterprise Linux HA. A
complete description of how we configured the VCS cluster, the starting point for this
migration, is in Section 10.3 in the Appendix.

Due to differences between major OS releases, this guide describes two migrations: first, to
Red Hat Enterprise Linux HA running on Red Hat Enterprise Linux 5.6 and second, to Red
Hat Enterprise Linux HA running on Red Hat Enterprise Linux 6.1. To illustrate two supported
methods for creating and managing a Red Hat HA cluster, the migration to Red Hat
Enterprise Linux 5.6 HA will use the Conga GUI, and the migration to Red Hat Enterprise
Linux 6.1 HA will use the ccs utility from the command line. Of course, Red Hat supports the
GUI and the command line for both Linux releases.

The instructions in the next three sections, 7.2.1-3, apply to both migrations. Section 7.2.4
applies only to the Red Hat Enterprise Linux 5.6 HA migration. Likewise, section 7.2.5 applies
only to the Red Hat Enterprise Linux 6.1 HA migration. Both migrations complete the tasks in
the final sections, 7.2.6-10.

7.2.1 Installing Red Hat Enterprise Linux on the New Servers
The server names are HANodel and HANode?2
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1. Verifyt he servers net wo r kThafirsdntedacesok eachservieri gur at i o
connects to the outside, and the second interfacec onnect s t o the nede’ s
cluster communication. In addition, each HP ProLiant DL580 server has an iLO
connection on an internal management network.

HANodel’' metwork interfaces and IP addresses
eth0: 10.41.5.127
fethl: 10.10.10.127
MiLO: 192.168.72.240

HANode2’' metwork interfaces and IP addresses
9 ethO: 10.41.5.128
9 ethl: 10.10.10.128
MiLO: 192.168.72.242

2. Each server has a 50GB boot from SAN disk for the Red Hat OS. In addition, all servers
share one 10GB LUN for the application disk.

3. Perform steps 4-7 for each server.

4, Install and configure the base Red Hat Enterprise Linux operating system following
standard methods.

5. SELinux runs in enforcing mode with targeted policy.

6 Configure two NICs with static IP addresses, as indicated in step 1 above. Note
that you cannot use Network Manager with Red Hat Enterprise Linux HA.

7. Configure the iptables firewall to permit the following IP communications:

Outside access to the web server on TCP port 80

Fencing communications from the node to both s e r vieQ an TCP port 22
Management access to the Conga GUI, if used, on TCP port 8084.

Cl uster servi doaBetweenpnodesiuni c at

= =4 =4 -4

The IP ports used by the cluster services are found at http://docs.redhat.com/docs/en-
US/Red Hat Enterprise Linux/5/html/Cluster Administration/s1-iptables-CA.html for
release 5.6 and at http://docs.redhat.com/docs/en-

US/Red Hat Enterprise Linux/6/html/Cluster Administration/s1-iptables-CA.html for
release 6.1.

8. Configure and start the NTP time server. A consistent time source simplifies many
administrative tasks, especially interpreting log messages.

7.2.2 Creating the Application’s Shared File System

The new servers have new disk partitions and new Red Hat Enterprise Linux OSs. You

cannot use the SCFS-formatted VCS LUN in the new cluster without VCS software. Instead,

create a new shared LUN withanext3f i | e system, and copy the web

1. If not using multiple paths to the SAN, use dmesg and /proc/partitions to identify the
shared LUN; in our case, /dev/sda is the boot/OS LUN and /dev/sdb is the shared LUN.
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2. Create one 20GB partition fopartadhe web server
# parted /dev/sdb mkpart primary 0 20480

3. Initialize the partition for LVM, create one volume group hamed web01, create one logical
volume named weblv, and create an ext3 file system:

# pvcreate /dev/sdbl

# vgcreate web01 /dev/sdbl

# Ivcreate 1 L 10G 1 n weblv web01

# mkfs.ext3 /dev/mapper/web01-weblv

4. Create a mount for the web sermnwegamples usingsshe sy st
in a simple bash loop:

# for host in HANodel HANodeZ2; do
ssh $host mkdir i p /mnt/web
done

Note: Do not add the file system to /etc/fstab because the cluster software will mount it on
the nodes as needed. See below.

5. In order to make this logical volume available as a shared resource to the cluster, we must
modify L V M taosfiguration to ignore this volume unlessitistagge d wi t h t he. host
a. Log onto the first node as root, and edit the file /etc/lvm/lvm.conf
b. Go to the activation stanza, and the line volume_list = [ "VolGroup00", "@HANodel
], wh¥olGeoup00” i s the volume group for the r oc¢

activation {

# July 1, 2011
# The cluster uses Tlogical volume "weblv" on volume group "web01" as an HA LVM resource.

# Accordingly, we add the wvolume group for the root filesystem.

volume_1list = [ "WolGroup00™, "@node2" ]

c. Check the new lvm.conf for typographical errors, by typing Ivdisplay. There should
be no errors.

o

Update the n o d enitrd ramdisk to include this change:
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a. For Red Hat Enterprise Linux 5.6, type:
# new-kernel-pkg --mkinitrd --initrdfile=/boot/initrd-Cluster-'uname -r".img \
--install “'uname -r’

b. For Red Hat Enterprise Linux 6.1, type
# dracut -H -f /boot/initramfs-$(uname -r).img $(uname -r)

7. Reboot the server by typing shutdown i r now
8. Repeat steps 5-7 for the second node HANode2, replacing i @H A N o dvihl O
A @H A N o dneh aew line in the file lvm.conf.

7.2.3 Installing Application Software: Apache Web Server
End users will connect to the Apache web server on TCP port 80 and IP address 10.41.5.106.

1. On each Red Hat Enterprise Linux HA node, install and configure Apache web server:

# yum groupinstall iVeb Servero
# chkconfig httpd off

2. Change the web document root directory and network interface the server listens on. Edit
the file /etc/httpd/conf/httpd.conf, and replace the line

Listen 80

with

Listen 10.41.5.106:80

and the line

DocumentRoot "/var/ www/html"
with

DocumentRoot "/mnt/web/ "

At this point, the instructions split into two paths: the first path describes the migration to Red
Hat Enterprise Linux 5.6 HA using the Conga GUI, and the second the migration to Red Hat
Enterprise Linux 6.1 using the ccs command.

7.2.4 Migrating Via the Conga GUI to Red Hat Enterprise Linux 5.6 HA
For this migration, we will use only one fencing device, iLO, for the Apache web service.

7.2.4.1 Installing Red Hat HA Software
1. Log onto the first server, HANodel, as root.
2. Install the HA base software and HA management tools from these two groups of RPMs:

# yum groupinstall fHigh Availabilityo
# yum groupinstall fHigh Availability Managemento

3. Start the secure intra-cluster communication service, ricci:

# service ricci start
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7.2.4.2 Creating the two-Node Cluster with Conga

# chkconfig ricci on
4. Assign a password to the ricci user account by typing passwd ricci.

)

Initialize the GUI, and set the password for the Conga administrator by typing luci_admin

On a host with access to HANodel, start a web browser and open the URL

Log into Conga using the admin account and the password created in step 2.

At the Create a New Cluster screen, enter the cluster name web-cluster, and the two

Enter the password for the ricci account, and select the box Check if node passwords are

1. Log onto the first server, HANodel, as root.
2.
init
3. Restart the GUI service, luci, by typing service luci restart.
4.
https://HANode1:8084/.
5.
6. Select the cluster tab, and click Create a New Cluster.
7.
n o d éastnames (not aliases).
8.
identical.
0.

Delete the box for a third node by clicking the trash icon to the far right.
10. (Optional) Check cluster communications by clicking View SSL fingerprints.
11.Click Submit to create the cluster with two nodes.

‘ redhat

dusters

Create a new cluster
Cluster Name web-cluster

Node Hostname Root Password
nodedl | ssssssess

nodef2 | [sssesssss

Add a duster node

9 Download packages
Use locally installed packages.
Enable Shared Storage Support
Reboot nodes before joining cluster

/| Check if node passwords are identical,
View SSL cert fingerpnnts

Submit

7.2.4.3 Configuring I/O Fencing

The cluster design calls for one fencing method for each node: HP iLO.

1. Add the iLO fence to the first node. Select the configuration page for node HANodel, click
Add a fence device to this level under the Main fencing method. From the new pull-down

menu, scroll to HP iLO. Enter RebootByllolf o r

t he

me t18201688.78.240 farme

the hostname, admin for the Login, and enter the Password for the iLO account. Click
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Update main fence properties, and click OK'int h e

pop-up.

Q redhat

dustars

web-|uster

s e

web-luster
:_"" Mode Name: nodell

Statws: Cluster membser

Cluster daemons running on this node
D@ Currently running  Enabled at start-up
cman YES e

Fman aper yEg C

Updats node daeman properties

Services on this Node
= Mip duster sarvices are ouwrently running here

Faillower Domain Membership

s This node has na falover doman membership

Main Fencing Hethad Backup Fencing Method

Fence Type

Nama

HP LD
RebootiyIlol

dgdd a fence dewice to thes leval

Haostname 150148, 72.248
Login admin

Passward

Password Scnpt
[opticnal)

Power wait (seconds)

Remava this device | Add an instance

3 temoe dewvice to this lewve

Update man fence propees Update backup [Ence propérties

Updat e

t

hi

S

node

2. Repeat step 1 for the second node, but name its iLO fence RebootByllo2 and change its
hostname to 192.168.72.242.

7.2.4.4 Configuring Failover Domains
For this two-node cluster, configuring failover domains is unnecessary, as the default failover
policy suffices: if the active node or a critical component fails, activate the passive node,
switch the shared LUN and virtual IP resources to the new active node, and start the web

server.

7.2.4.5 Configuring the HA Web Server

The clustered, high-availability Apache web server is a service requiring four cluster

resources: the Apache software, the IP address it is bound to, the shared logical volume, and
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t he | fdasysem ¢ostaining its document files. These resources are all part of Red Hat
Enterprise LinuxHA’ s def ault package.

1. Create the Apache web server resource, named web. Select the cluster from the menu on
the left, press Resources, and then Add a resource. From the dropdown menu Select a
Resource, scroll to Apache.

’ redhat m

custars web-luster
Add a Resource

Apacha Configuration

MName

ek luster Server Root fatcthitpd
Config File cont httpd . conf
hittpd Opticns

Shautdown Wast [=econds) a

Suhmik

Enter web as the resource name. Accept the default values for Server Root and Config
File, /etc/httpd and config/httpd.conf, respectively. Click Submit, and click OK in the
Update this resource pop-up.
2. Createt he web server’'s virtual | P address as a
failure. Fr om t he <c| ust er press AReasresource Eromilerselect a
Resource drop-down menu, scroll to IP Address. Enter 10.41.5.106 for the IP address,
and check the Monitor link box. Click Submit, and click OK in the Update this resource

pop-up.
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& redhat = cLusTen ANo

dusters web-|uster
Add a Resource

P Address Resource Configuration

IF address 16, 41.5, 106

—mp—— Momnitar link: i

Sunmit

3. Create the shared logical volume resource, named webfs, for the logical volume created in
secton7.22.From t he <cl ust er ¢lick Al @ eesourcecFeom the Select a
Resource drop-down menu, scroll to LVM. Enter webfs for the resource name, and web01
and weblv for the volume group and logical volume names. Click Submit, and click OK in

the Update this resource pop-up.
@ recre: T

dlusters web-luster
Add a Resource

LVM Resource Configuration

Name web fs
bl e Wolumse Group Mame web gl
Logicad Volume Name  weblv

Submit

4. Create the file-system resource, named webfss, that resides on the logical volume created
in section 7.2. 2. From the cluster’s Reestour ce
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a Resource drop-down menu, scroll to File System. Enter webfss for the resource name,
ext3 for the file system type, /mnt/web for the mount point, and /dev/mapper/web01-weblv
for the device name. Click Submit, and click OK in the Update this resource pop-up.

Q redhat 3 m

dusters web-luster
Add a Resource

Fila Systam Resource Configuration

Mame WEnTES
I — File sysbem type exi3 T
Meount paink fEA el
Davica Fideymapper walid] -wel
Optsans

File system 1D (aptsonad)
Farce unmsunt
Rebaoot host mode if unmaournt fails

Chedk file system before mounting

Sk

5. Create a cluster service for the web server, named new_web. Select the cluster from the
menu on the left, click Services, and click Add a service. Enter new_web for the service
name, check the Automatically start this service box, select Restart as the Recovery
policy, and change the Maximum number of restart failures before relocating to an
appropriate value, e.g., 3 seconds. Click Submit, and click OK in the Create this service

pop-up.
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’ redhat > m

dusiers

mizh: lusier

Not

web-lustar
Add a Service
SErvice Name few wsl
Autematically start this service i

Enabla NFS lock workarounds

Run axdusive

Failover Domain Mone | ™

Recovery palicy Reslan bl

3T number of restart failres Delore relocabno E

Length of tima in seconds after which to forget a restart 0

Add a resource Do this sarviee | | Sulbal

e By setting t he gestaryshoukl the Apackeomebrserviceg

stop unexpectedly, the cluster will first try to restart it on the same node. If that fails, the
cluster will move the service to the second node, and start it there.

6. Next, assign resources to this service. Select the new_web service from the menu at the

left.
a.

b.

Click Add a resource to this service. From the Use an existing global resource drop-
down menu, select web (Apache server).

Click Add a resource to this service. From the Use an existing global resource drop-
down menu, select 10.41.5.106 (IP Address).

Click Add a resource to this service. From the Use an existing global resource drop-
down menu, select webfs (Logical Volume Management).

Click Add a resource to this service. From the Use an existing global resource drop-
down menu, select webfss (File System).

Click Save changes, and click OK in the Save changes to this service pop-up.

optio
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Shutdown Wait (seconds) |0
Thas resource is an ndependent subtree

Thes resource i non-cntical

Maoimum number of restart failures bafore giving up
[amphes only for non-oritical resources)

Restart expire trme

[amphies only for non-mritical resources)

Add & child | Delate thes resource

LVM Resowrce Configuration

Mame wehfs

Volume Group Mame webdl

Logical Volume Name  |webTy
Thits resource is an ndepandent subtres
Ths resource is non-crtical |
Mamimum number of rastart failures bafora giving up
[2ophes only For non-cntical resounces)

Rastart axpira ima
[2ophes only For non-oritical resouwnces)

Add a child | Delete thes resource

Fila System Resource Configuration

Mame wehTssg

File system type -L

Maunt paint mmant el

D fdev/mapper fwebd] -weh’
Options

File system ID [optional) Sa958

Farce unmaount

Rebaat host neds il vhmount Fails
Cheik file system before mounting

Thas resource is an ndependent subtree
Thes resgurce i non-ontical

Macimum number of restart failures bafore giving up
[aophes only for non-oritical resources)

Restart expire trme

[appbas only for non-critical resources)

Add & child | Delate thes resource

Add a new local resource

Salect & resguice lyps 3

Use an existing gloebal resource

Sedarl @ TES0UITE NAMS b

Autaomatically start this serice
Enable NFS lock warkarounds

Run exclusive

Failovar Domain Hons [ =]
Recovery policy Restart
Maximum number of restart falures before relocating 3

Length of tme in seponds after which to lorpet a restart a

Add & resource bo this service | | Save changes
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7.2.4.6 Starting the cluster

Although the web content has not yet been migrated to the new HA cluster, start the cluster

services now.

1. Atthe Services screen, go to the Choose a Task drop-down menu for the service
new_web, and scroll down to Start this service on HANodel. Click Go, and click OK on
the pop-up.

2. Repeat step 1 for HANode2.

Skip ahead to section 7.2.6.

7.2.5 Migrating Via Command Line to Red Hat Enterprise Linux 6.1 HA

This section of the guide follows the Red Hat Enterprise Linux 6.1 Cluster Administration
Guide. Note that the sequence of cluster commands below could be collected into a file as a
shell script.

7.2.5.1 Installing Red Hat HA Software
1. Log onto the first server, HANodel, as root.
2. Install the HA base software and HA management tools from these two groups of RPMs:

# yum groupinstall iHigh Availabilityo
# yum groupinstall fHigh Availability Managemento

3. Start the secure intra-cluster communication service, ricci:

# service ricci start

# chkconfig ricci on
4. Assign a password to the ricci user account by typing passwd ricci.
5. Repeat steps 1-4 for each node.

7.2.5.2 Creating the Two-Node Cluster
Begin by creating the cluster configuration on one node.

1. Log onto the first server, HANodel, as root.
2. Create a two-node cluster named cluster2. The second command is specific for a two-
node cluster and ensures proper functioning with the default quorum rules.

# ccs -h HANodel --createcluster cluster2
# ccs -h HANodel --setcman two_node=1 expected_votes=1

3. Add both nodes to the cluster configuration, as an example, using a simple bash loop:

# for host in HANodel HANode2; do
ccs -h HANodel --addnode $host
done

7.2.5.3 Configuring I/O Fencing

The cluster design calls for two fencing methods for each node: SCSI-3 PR is the primary
method, and iLO is secondary. The shared disk for the SCSI-3 PR fencing will be the shared
volume you just created.
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The order in which fencing methods are added to a cluster is important. The first method
becomes the primary fencing method; the second becomes the backup fencing method.

1. Configure the fencing daemon:

# ccs -h HANodel --setfencedaemon post_fail_delay=3
# ccs -h HANodel --setfencedaemon post_join_delay=20

2. Define the two fencing devices: the first, named scsi3, uses the shared /dev/sdb LUN for
SCSI-3 reservations; the second, named ilo, uses SSL-protected communications to the
(as yet unspecified) server iLO controller to reboot it. We assume both iLOs have the
same administrator account admin with password PassworD.

# ccs -h HANodel --addfencedev scsi3 agent=fence_scsi devices=/dev/sdb
# ccs -h HANodel --addfencedev ilo agent=fence_ilo_apc \
login=admin passwd=PassworD

3. Add two fencing methods to each node with SCSI-3 PR as primary, and iLO as
secondary. The names for the methods are DiskRes, and RebootByllo.

# for host in HANodel HANode2; do
ccs -h HANodel --addmethod DiskRes $host
ccs -h HANodel --addmethod RebootByllo $host
done

4. Create fencing instances, which also permit individual node configuration:

# ccs -h HANodel --addfenceinst scsi3 HANodel DiskRes
# ccs -h HANodel --addfenceinst scsi3 HANode?2 DiskRes
# ccs -h HANodel --addfenceinst ilo HANodel RebootByllo ipaddr=10.10.10.127
# ccs -h HANodel --addfenceinst ilo HANode2 RebootByllo ipaddr=10.10.10.128

5. The SCSI-3 PR fences require an unfencing method

# ccs -h HANodel --addunfence scsi3 HANodel action=on
# ccs -h HANodel --addunfence scsi3 HANode2 action=on

7.2.5.4 Configuring Failover Domains

For this two-node cluster, configuring failover domains is unnecessary, as the default failover
policy suffices: if the active node or a critical component fails, activate the passive node,
switch the shared LUN and virtual IP resources to the new active node, and start the web
server.

7.2.5.5 Configuring the HA Web Server
The clustered, high-availability Apache web server is a service requiring four cluster
resources: the Apache software, the IP address it is bound to, the shared logical volume , and
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the |l atter’”s file system containing its documer
Enterprise LinuxHA' s def ault package

1. Create a cluster service for the web server, named new_web. By settingthes er vi ce’ s
recovery option to restart, should the Apache web service stop unexpectedly, the cluster
will first try to restart it on the same node. If that fails, the cluster will move the service to

the second node, and start it there.
# ccs -h HANodel --addservice new_web recovery=restart

2. Add the Apache web server resource, named web, specifying its installation location and
path to its configuration file.

# ccs -h HANodel --addsubservice new_web apache name=web \
server_root=/etc/http config_file=/etc/httpd/conf/httpd.conf

3. Addthewe b s e virtwa IP 'adglress as a resource, and have the link monitored for
failure.

# ccs -h HANodel --addsubservice new_web ip address=10.41.5.106 monitor_link=1

4. Add the shared logic volume resource, named webfs, for the logical volume created in
section 7.2.2.

# ccs -h HANodel --addsubservice new_web Ivm name=webfs \
vg_name=web01 Iv_name=weblv

5. Add the file system resource, named webfss, that resides on shared logical volume.

# ccs -h HANodel --addsubservice new_web fs name=webfss \
mountpoint=/mnt/ device=/dev/mapper/web01-weblv

Note: the default resource-priorities, which determine the order in which resources start,
will activate the logical volume on the node before the file system is mounted.
Alternatively, the file system resource could have been made a child of the logical volume
resource for this service to achieve the same start order as well as establishing a logic
relation between resources; that is, if the child fails, the parent resource fails too.

7.2.5.6 Starting the cluster
Although the web content has not yet been migrated to the new HA cluster, start the cluster
now.

1. Copy the cluster configuration to all nodes, and verify that all nodes have identical
configurations:

# ccs -h HANodel --sync --activate
# ccs -h HANodel --checkconf
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2. Start the cluster service software on all nodes:

# for host in HANodel HANode2; do
ssh $host chkconfig cman on \; services cman start \;
chkconfig rgmanager on \; services rgmanager start
done

7.2.6 Stopping VCS Web Server Prior to Copying its Data
At this point, the two migration paths rejoin. The new cluster is running, and the VCS web
server can be stopped prior to copying its data to the new cluster.

1. Log onto the active VCS node as root.
2. Stop the Apache web service (denoted here as webservice) on each node:

# hagrp 1 offline webservice 1 sys nodel
# hagrp 1 offline webservice T sys node2

3. Next, stop the remaining VCS cluster service groups in this order on all nodes but this
one:

# hagrp 1 offline vrts_vea_cfs_int_cfsmountl i sys node2
# hagrp 1 offline cvm 1 sys node2

4. Check that the web server has stopped and that only this node can access its document-
root file system:

# hastatus 1 summary

A
L)

o]

o]

o]
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7.2.7 Copying the Web Server’s Configuration Files and Application Files

In Section 5, you examined the main VCS configuration file, determined thatthe webs er ver ’ s
configuration file was /etc/httpd/conf/httpd.conf and that its application file system was

mounted at /mount/web (which is still mounted on VCS server nodel). Copy the web server
configuration file for reference, but do not install it.

1. Log onto the active node in the Red Hat Enterprise Linux HA cluster, and copy the
application file system from nodel of the VCS cluster.

# scp 1 r nodel:/mount/web /mnt/web

2. Reboot this server (the active node). The passive node will start the web server with the
new web content.

7.2.8 (Optional) Restarting Apache Web Server on the VCS Cluster
If minimizing application down time is important, start the original VCS web server now.

1. Log onto one of the VCS nodes.
2. Start the VCS shared file-system service groups on node?2 in this order:

# hagrp i online cvm i sys node2
# hagrp 17 online vrts_vea_cfs_int_cfsmountl i sys node2

3. Start the Apache web service (denoted here as webservice) on each node:
# hagrp 1 online webservice 1 sys node2
# hagrp 1 online webservice T sys nodel

4. Check that the web server is online on both nodes:

# hastatus 1 summary

7.2.9 Starting the HA Web Server
Start the web server as a clustered service:

# clusvadm i e ha_web_server

7.2.10 Cleaning up
When you determine that you no longer need the VCS cluster, remove the Apache and VCS
software from both VCS nodes.

1. Stop the web server and cluster services groups on both nodes as in Section 7.2.5.
2. Stop the VCS cluster on all nodes:

# hastop -all -force
3. Remove the Apache web server:

# yum groupremove web servero
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VRTSamf VRTSaslapm VRTSatClient VRTSatServer VRTScavf VRTSdbed VRTSgab
VRTSgIm VRTSgms VRTSIIt VRTSob VRTSodm VRTSperl VRTSsfmh VRTSspt
VRTSvcs VRTSvcesag VRTSvesdr VRTSvesea VRTSvlic VRTSvxfen VRTSvxfs
VRTSvxvm

4. Remove these RPMs:

The migration is complete.
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8 Terms

Term ‘Meaning

Application Specific Integrated Circuit is hardware by iLO for

ASIC
remote management
APC American Power Conversion Corp.
Cisco MDS Cisco’s series of Multilayer D
The Cluster Manager is responsible managing cluster quorum and
CMAN .
keeps track of cluster membership
Dell Remote Access Controller is an interface card that provides
DRAC
out-of-band management for the Dell Servers
DM-MPIO Device Mapper Multipath driver
FC Fibre Channel
Red Hat Global File System 2, a 64-bit, native Linux file system,
GFS2 provides clustered nodes with a consistent view of a shared file
system
HA High Availability
IF-MIB IETF Interfaces MIB
iLO HP Integrated Lights Out
IPMI Intelligent Platform Management Interface
A user space toolset that provides logical volume management
LVM2 o .
facilities on Linux
LAN Local Area Network
NIC Network Interface Card

NMI Watchdog

Non-maskable Interrupt watchdog relies on specific server
hardware to detect system hang

Persistent Reservation is set of SCSI-3 commands that allow

PR multiple systems access to a shared device while preventing

others from accessing it.
is isk-based quorum for an cluster

Qdisk A disk-based f RHCS clust

Qdiskd A cluster quorum disk daemon provides a mechanism for
determining node-fitness in a cluster environment

REST Representational State Transfer, a web-services API

RIBCL The Remote Insight Board Command Language is an XML-based

dialect used for administration of the iLO

Red Hat Enterprise Linux HA

Red Hat Enterprise Linux High Availability

Remote Supervisor Adapter provides comprehensive server

RSA management on IBM systems
RSB Fujitsu Siemens’'s RadnoteView S
SAN storage area network
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Term \Meaning

scs| Small Computer System Interface is' standard f_or transferring data
between computer systems and peripheral devices

SNMP Simple Network Management Protocol

VCS Symantec’'s Veritas Cluster Ser

VM Virtual machine, also known guest

VXVM Veritas Volume Manager is a logical volume manager

WDT Watchdog Timer, used for detecting and managing system hangs

WTI Western Telematic Inc.

XML Extensible Markup Language is a general-purpose specification for
creating custom markup languages

Table 8-1: Terms
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9 For More Information

1 The administration guide for Red Hat Enterprise Linux 6 with HA Add-On is located at

T

T

http://docs.redhat.com/docs/en-

US/Red Hat Enterprise Linux/6/html/Cluster Administration/index.html.

The administration guide for Red Hat Enterprise Linux 5 with HA Add-On is located at
http://docs.redhat.com/docs/en-

US/Red Hat Enterprise Linux/5/html/Cluster Administration/index.html.

Additional information on the Red Hat Enterprise Linux HA Add-On is located at
https://fedorahosted.org/cluster/wiki/HomePage. However, take care when referring to
documentation on the wiki as formal releases may not completely implement upstream
features.

The Veritas Storage Foundation and High Availability Installation Guide is located at
http://www.symantec.com/business/support/index?page=content&id=DOC4252.
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10Appendix
10.1Sample Scripts

This bash script lists the VCS services and their resources:

foriin "hagrp -list | cut -f1 | sort -u ; do

echo "$i - "; hagrp -resources $i ; echo "™ ;

done

This bash script lists all nodes on the VCS cluster:

hasys -state

10.2Migration Planning Worksheet

Migration Planning: Cluster Parameters
Red Hat Enterprise Linux HA Configuration Items

Symantec VCS Configuration items

Cluster Name
1. Node Name
2. Node Name
3. Node Name

Cluster Name

1. Node Name

2. Node Name

3. Node Name

Network Interfaces

Heartbeat Network
1. NIC Name
NIC IP Address
NIC Netmask
2. NIC Name
NIC IP Address
NIC Netmask

Client Network
1. NIC Name
NIC IP Address
NIC Netmask
2. NIC Name
NIC IP Address
NIC Netmask

Virtual IP for the Web server

Network Interfaces

Heartbeat Network
3. NIC Name

NIC IP Address

NIC Netmask

4. NIC Name

NIC IP Address

NIC Netmask

Client Network
3. NIC Name

NIC IP Address

NIC Netmask

4. NIC Name

NIC IP Address

NIC Netmask

Virtual IP for the Web server

IP Address IP Address
Netmask Netmask
Disk Group (LVM or VxVM) Disk Group

Volume Group Name
Logical Volume Name
Mount Point

Disk Group (LVM or VxVM)
Volume Group Name
Logical Volume Name
Mount Point

Volume Group Name

Logical Volume Name

Mount Point

Disk Group

Volume Group Name

Logical Volume Name

Mount Point

Quorum Disks

1. Device
2. Device
3. Device

Quorum Disk Needed? (Y/N)

1. Device
2. Device
3. Device

iLO IP Addresses
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Migration Planning: Cluster Parameters

Resource Agent

Agent Properties

Critical When Failed?

Resource 2
Name

Resource Agent

Agent Properties

Critical When Failed?

Dependencies Between Resources

Service 2
Name

Type

Nodes

Resources

Resource 1
Name

Resource Agent

Agent Properties

Critical When Failed?

Resource 2
Name

Resource Agent

Agent Properties

Critical When Failed?

Dependencies Between Resources

Node 1
Node 2
Node 3
Services (Service Groups) Services
Service 1 Service 1
Name Name
Type Type
Nodes Nodes
Resources Resources
Resource 1 Resource 1
Name Name

Resource Agent

Agent Properties

Critical When Failed?

Resource 2
Name

Resource Agent

Agent Properties

Critical When Failed?

Dependencies Between Resources

Table 10.2-1: Migration Planning Worksheet
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10.3Configuration of the original VCS cluster
To be complete, this section describes the configuration of the original VCS cluster.

10.3.1 Configuring the VCS Cluster
Perform the following steps to configure the VCS cluster used in the migration:

1. Verifyt h e s enetwoekrarsd’'disk configuration.
nodel’s network interfaces and I P addresses
feth0: 10.41.5.31
fethl: 10.10.10.31
node2’s network interfaces and I P addresses
f eth0: 10.41.5.32
9 ethl: 10.10.10.32

Each server has a 50GB boot from SAN disk for the Red Hat OS, LUNO. In addition, map all
servers to four shared LUNSs:

1 Application disk: LUN1, 10GB
1 Quorum diskl: LUN11 10GB
 Quorum disk2: LUN12 10GB
 Quorum disk2: LUN13 10GB

2. Type fdisk i | from all servers to verify all storage is ready. Use fdisk to create partitions on
all four shared disks if none are present.
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3. Copy the Install media for Veritas Cluster Services to an NFS share, or mount the
CDROM with the mount —o command: mount -o ro /dev/cdrom /mnt/cdrom

10.3.2 Performing a Pre-installation Check
Run the installer with the following steps:

1. Type /VRTS_SF _HA_ Solutions 5.1 SP1 Red Hat Enterprise Linux /dvd1-
redhatlinux/rhel5_x86 64/installer and press Enter.
2. Sel @ctahd press Ent einstallatmndhexkunc h t he pr e

Storage Foundation and High Availability Solutions 5.1 SP1 Install Program

5.1 5P1 Install Program

3. Se |l &'cand press Enter for Veritas Storage Foundation Cluster File System/HA
(SFCFSHA).

Storage Foundation and High Awvailability Scolutions 5.1 5P1 Precheck Program

le RAC (SFCFS EAC)

[1-10,b,q] &

4. Enter the 64-bit Red Hat Enterprise Linux 5 system names separated by spaces: type
nodel node2 and press Enter.

Set up ssh/rsh communication automatically between the nodes, type y and press Enter.
Enter the superuser password for system nodel: Passwordl and press Enter.

oo
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7. Select the communication method, type 1 for SSH, and press Enter.
8. Wait for the installer to verify the servers are ready for install.

9. When prompted to install SFCFSHA, type N and press Enter.

10.3.3 Installing Veritas Storage Foundation Cluster File System/HA
1. From the install media, type ./installer and press Enter.
2. From the install menu, press |, and press Enter.

Storage Foundation and High Availability Solutions 5.1 5P1 Install Program

Enter a Task:

3. S e | e&dar Veritas Storage Foundation Cluster File System/HA (SFCFSHA), and press
Enter.

4. Pressy to agree with the licensing agreement, and press Enter.

5. Press 2 and Enter to install the recommended SFCFSHA RPMs.

6. Type the Red Hat Enterprise Linux 5 system names to be included in the cluster. Type
nodel node2 and press Enter.

7. Wait for the installer to verify the servers

8. Review the summary of RPMs to be installed, and press Enter to begin.
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Veritas Storage Foundation Cluster File System/H2Z 5.1 5P1 Install Program
brontel bronte2

Press [Enter] to continue: I

9. Press 2 and Enter to enable keyless licensing and complete system licensing.
10.Press y and Enter to enable the Veritas Volume Replicator.

11.Press y and Enter to enable the global cluster option.

12.Press y to configure SFCFSHA on all nodes in the cluster.

10.3.4 Configuring I/O Fencing-Network
1. After the initial setup, configure 1/O fencing. Press y to begin in enabled mode.
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Veritas Storage Foundation Cluscer File System/HA 5.1 5P1 Configure Program
brontel bronte2

System verification checks completed successfully

I/0 Fencing

vou do not enable I/C Fencing, wvou do so at vour own risk

nfigure I/0 Fencing in enab

Press Enter at the instructions screen to continue.

Enter VCS-1 for the unique cluster name, and press Enter.

Enter 1 for the unique cluster ID number, and press Enter.

Press 3 to automatically detect configuration for LLT over Ethernet.

Verify the cluster heartbeat information. The system will assign ethl1 as the primary
heartbeat, and ethO as a low-priority heartbeat.

S

Veritas Storage Foundation Cluster File System/HA 5.1 5P1 Configure Program
brontel brontez2

“luster information verification:

Is this information correct? [y,n,q,b,?] (v) 4l

7. Pressy and Enter to set up a virtual IP address to allow the cluster to be managed by a
Java GUI.

8. Type ethO and press Enter to use the NIC for the virtual IP.

9. Pressy to use ethO for all nodes.

10.Enter the virtual IP address: 10.41.2.40 and press Enter.

11.Enter the subnet mask for the virtual IP address: 255.255.248.0 and press Enter.

12.Verify the Virtual IP information, and press y to continue.
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Veritas Storage Foundation Cluster File System/HA 5.1 5P1 Configure Program
brontel

Cluster Virtual IP wverification:

Iz this information correct? [v,n,qgl] (v) I

13.Press n to skip setting up Symantec Security Services.

14.Keep the default user ID and password (admin/password) press n, and press Enter.
15.Press n to skip adding additional users.

16.Press y to accept the default admin user for VCS-1.

17.Press n to skip SMTP notification.

18.Press n to skip global cluster option.

19.Press y to stop and restart SFCFSHA processes.

20.When prompted for fencing configuration, press g to quit.

Veritas Storage Foundation Cluster File System/HA 5.1 SP1 Configure Program
brontel bronte2

configured in this Application Cluster: [1-2,q] ql

10.3.5 Initializing the Quorum LUNs
1. Type vxdisk -e list to view the disks available to VCS.

=db
=de
=da

2. Make note of the DEVICE names for sdc, sdd and sde (i.e., fas9600_0, fas9600 1, and
fas9600_3), and run these commands:
# lopt/VRTS/bin/vxdisksetup 1 if fas9600_0
# lopt/VRTS/bin/vxdisksetup T if fas9600_1
# lopt/VRTS/bin/vxdisksetup 1 if fas9600_3
# vxdg init vxfencoorddg disk_0 disk 1 disk_2
# vxdg -g vxfencoorddg set coordinator=on

10.3.6 I/0O fencing-setup
1. Start the fencing wizard:

# lopt/VRTS/install/installsfcfs T fencing
Enter y to configure fencing on the VCS cluster
Press 2 to configure disk based fencing
Enter 2 for disk based fencing
Enter y for SCSI3 OR enabled disks
Enter 2 for existing disk group

OO0 hWN
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7. Enter 1 for vxfencoorddg

8. Enter y to confirm that the disk group is a supported configuration

9. Enter dmp for the fencing mechanism (multipathing)

10. Enter y to confirm the I/O fencing configuration.

11.When prompted to stop VCS on all nodes, ensure all nodes are up, and press y.

Veritas Storage Foundation Cluster File System 5.1 SP1 Configure Program

I/0 fencing configuration verification

successfully, unfreeze any frozen service group in the cluster.

Would you like to send the information about this installatien to Symantec to help improve installation in the future? [v,n,g,2?] (¥) n

12.To ensure fenced nodes reboot after kernel panic, edit the /etc/sysctl.conf file, and add the
following lines:

# force a reboot after 60 seconds
kernel.panic = 60
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10.3.7 Creating Shared Storage

1.

abrown

N o

8.
9.

From the master node run vxdisk i e list and note the device name for sdb (in this case
sdb=fas9600_4).
Initialize the shared storage disk by typing vxdisksetup i if fas9600_4
Add the shared storage to a disk group (vxvoll) by typing vxdg init vxvoll fas9600 4
Note the largest disk size of the 100GB disk by typing vxassist i g vxvoll maxsize
Use the maxsize number from the above step to create a new volume called voll using
the maximum available space by typing vxassist make -g vxvoll voll 209532928
Create a cluster filesystem on voll by typing mkfs -t vxfs /dev/vx/dsk/vxvoll/voll
Deport the new disk group and reimport as shared:

# vxdg deport vxvoll

# vxdg -s import vxvoll
Grant shared access to the hosts in the cluster by typing cfsdgadm add vxvoll all=sw
Create a mount point for the share by typing mkdir /mount/vol

10. Create the same mount point on the other nodes.
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11.Register the new volume with all nodes and mount it on all nodes:
# cfsmntadm add vxvoll voll /mount/voll all=cluster
# cfsmount /mount/voll

10.3.8 Installing the Web Server

1. Log into the master node.

2. Install the Apache web server by typingy um gr oupi nst al | Aweb serve
3. Edit /etc/httpd/conf/httpd.conf, and find the section called DocumentRoot and change the

path to /mount/voll/www/html

4. Copy the default web content to the shared storage by typing:
# mkdir 7 p /mount/voll/www
# cp 1 rp Ivariwww/html /mount/vol1/www

5. Repeat steps 1-4 for all nodes in the cluster.

10.3.9 Creating the Apache Web Server Group
1. Create a service group caihddesd ' webservice
# hagrp -add webservice
# hagrp -modify webservice SystemList bronte2 0 brontel 1
# hagrp -modify webservice AutoStartList bronte2 brontel
# hagrp -modify webservice Parallel O
2. Create an IP-address resource named WEB-IP in the webservice service group.
# hares -add WEB-IP IP webservice
# hares -modify WEB-IP Critical 1
# hares -modify WEB-IP PrefixLen 1000
# hares -modify WEB-IP Device ethO
# hares -modify WEB-IP Address 10.41.5.41
# hares -modify WEB-IP NetMask 255.255.248.0
# hares -modify WEB-IP Options
# hares -modify WEB-IP IPOptions
# hares -modify WEB-IP IPRouteOptions 10.41.0.1
# hares -modify WEB-IP Enabled 1
3. Create and add an Apache web server resource named apache to the webservice service
group.
# hares -add apache Apache webservice
# hares -modify apache Critical 1
# hares -modify apache ResLogLevel INFO
# hares -modify apache Port 80
# hares -modify apache SecondLevelMonitor O
# hares -modify apache SecondLevelTimeout 30
# hares -modify apache EnableSSL 0
# hares -modify apache httpdDir /usr/bin
# hares -modify apache SharedObjDir
# hares -modify apache EnvFile
# hares -modify apache PidFile
# hares -modify apache HostName
# hares -modify apache User
# hares -modify apache ConfigFile /etc/httpd/conf/httpd.conf
# hares -modify apache DirectiveAfter -delete -keys

an
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# hares -modify apache DirectiveBefore -delete -keys
# hares -modify apache Enabled 1
4. Modify the apache service retry behavior so that the system attempts to restart a failed
apache service three times before initiating a failover.
# hagrp -modify webservice OnlineRetryLimit 3
5. Link the Apache service to be dependent on the web-IP resource.
# hares -link WEB-IP apache
6. Link, as a dependent, the webservice service group to the ClusterService and the cluster
volume manager.
# hagrp -link ClusterService webservice online local firm
# hagrp -link cvm webservice online local firm
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