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1 Executive Summary

This document provides recommendations for deploying standalone Oracle Database 119

Release 2 (version 11.2, or 11gR2) on Red Hat Enterprise Linux6 t hat go beyond C
installation instructions, and describes the benefits for doing so in certain cases. In particular,

it describes the benefits of advanced features found in Red Hat Enterprise Linux 6 to increase
performance and provide security; for example, 1/0 scheduling, transparent and regular huge

pages, automatic tuning of TCP/IP parameters, SELinux, and tuned profiles for automatically

configuring the system for enterprise storage.

This document provides database deployment instructions in Red Hat Enterprise Linux 6.2 for
four reference storage solutions using both traditional spinning devices (hard disk drives, or
HDDs) and low-latency spinless devices (solid-state drives, or SSDs). The first two
configurations store the entire set of database files and logs on one device. (See Figures 5-1
and 5-2.)

The other two reference storage solutions use storage area network (SAN) HDDs and SSDs
simultaneously. Depending on your database application and budget, a hybrid configuration
might yield better performance for a reasonable price (currently, SSDs are generally more
expensive per gigabyte than HDDSs). In the third reference configuration, we assign frequently
used database files, logs and some indices, on the smaller, low-latency SSD, and the bulk of
the data on the HDDs. (See Figure 5-3.)

The fourth configuration uses software provided by the SSD vendor Fusion-io to accelerate
access to HDDs. The SSDs are used as a memory device rather than for long-term storage.
They become an automatic front-side file cache for the HDDs, which provide the long-term
storage. (See Figure 5-4.) This Linux package, ioMemory, caches frequently used data read
from the HDD in the SSD so that it can be quickly sent to the CPU. Unlike the previous
configuration, users need not think in terms of files as the cache works with smaller chunks of
data, or determine which files to assign to which device. For further details on Oracle
Database performance with Flash-based SSDs, see the Red Hat Performance Brief,
Optimizing Fusion ioMemory on Red Hat Enterprise Linux 6 for Database Performance
Acceleration.!
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2 Introduction

Deploying Oracle Database 11g Release 2 on Red Hat Enterprise Linux 6 is a straightforward
task that allows for a number of storage configuration options. This document provides
configuration recommendations that enables you to get the most from your Oracle 11g R2
database installation on Red Hat Enterprise Linux 6.

This document presents five connected but independent topics:

Operating system installation and general configuration (Section 4.1)

Additional Oracle-specific configuration (Section 4.2)

Database LUN preparation, discussed generally (Section 4.3)

Oracle software installation and database creation (Section 4.4)

In-depth description of storage setup and creation of LUNs, volume groups, and files
for the application database (Section 5)

agrwnE

If you need only a quick look at deploying Oracle Database 11g Release 2, or you are
uninterested in the storage scenarios considered here, proceed immediately to Section 5.
Otherwise, continue on to Section 4 for step-by-step instructions on deploying Oracle
Database 11g Release 2 on Red Hat Enterprise Linux 6.2.
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3 Audience

While the ideal team for deploying Oracle Database 11g Release 2 on Red Hat Enterprise
Linux 6.2 might be the Red Hat Enterprise Linux system administrator, storage administrator,
database administrators, and application owner, either a system administrator or a database
administrator (the latter having limited administrator access) can install and configure Oracle
Database on Red Hat Enterprise Linux by following the recommendations below.

refarch -feedback@redhat.com 7 www.redhat.com




3

4 Installing Oracle Database 11 g Release 2

The first four steps for deployment of Oracle Database 11g Release 2 on Red Hat Enterprise

Linux 6.2 take you from system preparation to creating a database instance. Two methods for
creating file systems to hold database files art
disk volume manager, ASM. In order to use ASM, however, you must first install Oracle Grid
Infrastructure.

4.1 Red Hat Enterprise Linux 6 .2 Operating System Installation (  Summary)

This guide assumes an installation of Red Hat Enterprise Linux 6.2 x86_64 from DVD on an
IBM® System x®3650 M3 (7945AC1) server with 96 GB of RAM, and two hex-core Intel®
Xeon® processor X5670s. This server has two internal hard drives in a RAID 1 configuration
for the operating system, and for Oracle home and its configuration files. This guide first
describes selecting the base package configuration, and describes adding additional
packages to support Oracle Database below.

When installing the operating system, choose the hostname of the database with some care,
and do not use underscores (). Server hostnames are used, by default, in determining the
global identifier of a database, and it can be difficult to connect some SQL*Net clients to a
database instance with an underscore in its name.

The next five sections provide additional operating system configuration steps that are
common to many application-server installations. Root access is needed, and these tasks can
be performed using either sudo or su.

4.1.1 SELinux

SELinux provides mandatory policy-based controls to prevent unexpected (usually
unauthorized) access to system resources including files, TCP ports, and more. These
controls greatly augment the Unix/Linux model of read/write/execute access by a file
owner/group-member/other. Access controls can follow the data.

Red Hat provides robust policies in Enterprise Linux that, in particular, work with Oracle
Database, and recommends that the SELinux mode be kept at its default settings: enforcing
(the security policy) and targeted (to protect only specific processes).

Note that if your Oracle Database configuration differs significantly from the customary (e.g.,
the TNS Listener uses TCP port 5678 instead of 1521), the default SELinux configuration
may prevent the application from functioning correctly. In such cases, the SELinux policy can
be modified to associate this TCP port with Oracle TNS Listener. See Red Hat Enterprise
Linux 6 Security-Enhanced Linux User Guide,? for more information regarding SELinux
configuration.

For example, to label TCP port 1600 as one used by Oracle, run the following command:

#semanage poa-t oracleport_tp tcpl600
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To see the security labels attached to running processes, run the command ps1eZ. The
security contexts attached to files are shown with the command Is T Z. For example, running
these commands will give results resembling the following traces:

#psieZ

LABEL PID TTYTIME CMD
system_u:system_r:init_ ttsO 1 ? 00:00:02 init
system_u:system_r:kernel_t:sB  ? 00:00:00 kthreadd

e

system_uystem_r:getty t:s@762 tty6 00:00:00 mingetty
system_u:system_r:sshds0sfD.c1023 5778 ? 00:00:00 sshd
unconfined_u:unconfined_r:unconfine@:d(61023 5781 pts/0 00:00:00 bash
system_u:system_r:udevs0stD.c1023 5814 ? 00:00:00 udevd
unconfined_u:unconfined_r:unconfine@:d(61023 5887 pts/0 00:00:00 man

#IsiZ letc

drwxixrx. root root system_u:object_r:abrt_etc _t:sO abrt

drwxaxrx. root root system_u:object_r:etc_t:sO acpi

-'WH-+1--, root root system_u:objecttimadjt:sO  adjtime

-T'WX#XEX. root root unconfined_u:object_r:etc_t:sO agent.properties
-'WH-1--, root root system_u:object_r:etc_aliases_t:sO aliases
-'WH-1--, root root system_u:object_r:etc_aliases_t:sO aliases.db

é

4.1.2 Firewall Configuration

In general, the iptables firewall should be configured to permit access to the Oracle Database
network ports only from authorized database or database-management clients. The former
makes requests to the TNS Listener, while the latter might use Web-based Oracle Enterprise
Manager. Although maintaining the firewall configuration over the lifetime of the application
requires a modicum of discipline in following procedures and maintaining documentation,
implementing a sensible firewall policy during deployment can often guard against intrusions
from unexpected sources.

The iptables firewall does not perform deep packet inspection, and cannot, for example,
prevent attacks encoded in SQL transactions or in malformed SQL input.

For this standalone database server, modify the iptables configuration to allow a database
client with IP address 192.168.201.17, for example, to communicate with the database server
via SQL*Net on its default port, 1521/tcp by adding one firewall rule to the default
configuration file, /etc/sysconfig/iptables.

# Firewall configuration written by systé¢irewall

# Manual customization of this file is not recommended.
*ilter

INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUTm state-state ESTABLISHED,RELATEDEPT
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-A INPUp icmpj ACCEPT

-A INPUT lo§ ACCEPT

-A INPUTm state-state NEWn tcpp tcp-dport 23 ACCEPT
# Whatoracle databageermit SQL*Net traffic from client
# Whenl2/12/2011

# Who:J.B. Admin, jpa@localhost

-A INPUTm state-state NEWn tcpp tcps 192.168.201.4dport 1524 ACCEPT
# End of modificatifor oracle database

-A INPUY REJECTrejectvith icmprostprohibited

-A FORWARPREJECTrejecwith icrmypostprohibited
COMMIT

4.1.3 Automatic System Tuning for Database Storage

The tuned package in Red Hat Enterprise Linux 6.2 is recommended for automatically tuning
the system for common workloads: enterprise storage, high network throughput, and power
savings. For Oracle Database, enable the enterprise-storage profile to set the 1/0 scheduler,
adjust the read-ahead buffers for non-system disks, etc.

# yum install tuned
# chkconfig tuned on
# tuneehdmprofileenterprisstorage

4.1.4 Red Hat Enterprise Linux Packages

The Oracle Database 11g Release 2 documentation for Red Hat Enterprise Linux 5.5
(x86_64) notes that the RPMs in Figure 4-1 are needed to run the Oracle Universal Installer,
an X Window application. See Section 4.3 in the Oracle Database Installation Guide 119
Release 2 (11.2) for Linux. Red Hat Enterprise Linux 6.2 provides updated versions of these
packages that work with Oracle Database 11g Release 2.

binutil.17.50.0.6
compatibstdc+833.2.3
compatibstdc+833.2.3 (32 bit)
elfutildibeH0.125

ksh20060214
libaie0.3.106
libaie0.3.106 (32 bit)

libaiedeveD.3.106

elfutildibelideveD.125 libaiedeveD.3.106 (32 bit)

gce4.1.2 :
gcec+4.1.2 I!bgce4.1.2 _

libe2 524 I!bgce4.1.2 (32 bit)
e 22 (32 bit) Nesiali£l2
gnbecbmm o5 libstdc+4.1.2 (32 bit)
g”b doveD B libstdc-+devel 4.1.2

! : . make3.81
glibedeveR.5 (32 bit) sysstat 0.2

glibeheader?.5
Figure 4-1: Required RPMs for the Oracle Universal Installer for Red Hat
Enterprise Linux 5.5 (x86_64).

To install this required software, but in their updated, 6.2 versions, two one-line shell scripts
may be useful. First, create a file, reg-rpm.txt, with the list of RPMs from Figure 4-1, one to a
line, but be sureto correctt he t ypographi cal er rdoerv eflord .pla c2kia g €
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repl aci ng i t-devel-4tll2i Thé aptiosat Giid Infrastructure software requires the
64-bit version of compat-libcapl.

After this preparatory work, install the 64-bit packages and their dependencies with this one-
line command:

# yum install "grepd32 bit' regpm.txt | sed-{$/]*$//"compatibcapl

Similarly, install the 32-bit packages and their dependencies with this one-line command:
# yum install $(grep '32 bitpeckxt | sed-[&]*$¥*86/")

Finally, if your database needs an ODBC environment, install it as follows:

# yum install unix@DBNixODBAevel unixODBC.i686

4.1.5 Network Adapter Configuration

When possible, use separate networks and network interfaces for server management
functions and database functions. For example, assign one network interface, ethO, to access
the server remotely for database and system management (on network 10.10.1.0/24), and
one, ethb, to connect for the database connections (on network 192.168.201.0/24).

Oracle expects the name assigned to the TNS Listener to be resolvable. Add the IP address
and its hostname for the database network to /etc/hosts, for example:

# Database Network
192.168.201.31 db001

Network interfaces can be logically bonded to improve performance and/or provide higher
availability. Red Hat Enterprise Linux provides several bonding modes: round-robin and XOR
bonding actively switch traffic from one path to another, while active/passive bonding uses
one path, keeping the others in reserve. If the network interfaces to be bonded are part of a
switched network, the network switch attached to the bonded ports may also require
configuration in order to properly read and write network traffic from the bonded interface.

As an example of an active/passive bond, named bond0O with IP address 192.168.30.10,
using the physical interfaces, ethO and ethl, first modify or create the files ifcfg-bond0, ifcfg-
eth0 and ifcg-ethl in directory /etc/sysconfig/network-scripts as follows:

# ifcfebondO

DEVICE=bond0

## active/passive mathezckheactive podvery 100 ms.
BONDING_OPF&ode=1 miimon=100 primary=eth0'
NM_CONTROLLED=no

IPADDR=192.168.30.10

NETMASK=255.255.255.0

GATEWAY=192.168L30

ONBOOT=yes

refarch -feedback@redhat.com 11 www.redhat.com
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# ifcfegethO
DEVICEsthO
SLAVE=yes
MASTER=bondO0
ONBOOT=yes

# ifcfeethl
DEVICEsthl
SLAVE=yes
MASTER=bond0
ONBOOT=yes

Next, create /etc/modprobe.d/bonding.conf with contents:
alias bond0 bonding
Start the new network configuration with:

# service network restart

4.1.6 Huge Pages

Red Hat Enterprise Linux 6.2 uses transparent huge pages, sometimes called anonymous
huge pages, by default. Unlike ordinary huge pages, no additional configuration is needed to
use them. Huge pages can boost application performance by increasing the chance a
program will have quick access to a memory page. Unlike ordinary huge pages, transparent
huge pages can be swapped out (as smaller 4kB pages) when virtual memory cleanup is
needed.

Because Oracle uses System V shared memory, it does not use transparent huge pages for
interprocess communication. To reap the benefit of huge pages, allocate regular (or static)
huge pages for your Oracle database.

Note: Huge pages require special setup, and misconfigured systems could lead to severe
performance penalties, in extreme cases resulting in an unresponsive system. The general
rule is to allocate just enough static huge pages so that all of Oracled SGA fits. If the huge
pages pool is too small, Oracle opens SGA in regular system pages, leaving the entire huge
page section unused.

4.1.6.1 Configuring huge pages for Oracle

In Red Hat Enterprise Linux 6, the size of the huge-pages pool is specified by the desired
number of huge pages. To calculate the number of huge pages, first determine the size of
one huge page by running the following command:

# grep Hugepagesize /proc/meminfo
Hugepagesize: 2048 kB

refarch -feedback@redhat.com 12 www.redhat.com
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The output shows that their size on this system is 2MB. Thus, to create a huge-page pool of
1GB, for example, 512 pages are needed. Add the following to /etc/sysctl.conf:

# What: oracle databafiecate 1 GB of static huge pages
# When: 12/12/2011

# Who: J. B. Adimba@Iocalhost
vm.nr_hugepages=512

Because static huge pages are locked in memory and cannot be swapped, the oracle user
account must be given permission to allocate and lock this memory. For this example of a
huge-page pool of 1GB, add the following lines in the /etc/security/limits.conf:

oracle hard memlock 1048576
oracle softmemlock 1048576

4.2 System Configuration R equired by Oracle Universal Installer for the
Database and , optionally, Grid Infrastructure

Oracle Database 11g Release 2 requires additional system configuration to function properly.
The Oracle installer checks many of these settings and offers the opportunity to correct them,
but it is preferable to set them before running the installer.

As mentioned previously, if you wish to use Oracle ASM to manage storage at a low level but
hidden behind a high level of abstraction, you must also install Oracle Grid Infrastructure 119
Release 2.

4.2.1 Virtual Memory
The following values are recommended to control the rate at which virtual memory is
reclaimed. Add the following to /etc/sysctl.conf:

# What: oracle database: tune shared memory size
# When: 12/12/2011

# Who: J. B. Admin, jba@Ilocalhost
vm.swappiness=0

vm.dirty _background_ratio=3

vm.dirty_ratio=15

vm.dty expire_centisecs=500

vm.dirty _writeback_centisecs=100

The swap should be at least 16GB for 64GB to 256GB of RAM. For swap sizes for other
values of RAM, see Performance Tuning Guide: Optimizing subsystem throughput in Red Hat
Enterprise Linux 6.3

4.2.2 Shared Memory

Like many operating systems, Linux provides shared memory for interprocess

communication,suchasi ncomi ng data requests, ,andmltertbht ab a s ¢
control parameters. Red Hat Enterprise Linux 6.2 provides by default an ample supply of

shared memory, but Oracle Database benefits from some adjustments.
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Shared-memory tuning depends upont he si z e gsystem@lobal@rea(SGA).
Because more is usually better, SGA allocation ideally increases with database and system
RAM size. Ultimately, the amount of server RAM limits SGA size. To tune shared memory for
the SGA, you calculate the maximum amount of shared memory for the kernel to allocate, the
maximum size of any one memory segment, and the maximum number of segments.

First, determine the maximum amount of shared memory (the shmall kernel parameter), in
units of page size for this 64-bit system by running one command and performing one
calculation. First, obtain the page size of the system:

#getconf PAGE_SIZE# page sida bytes
4096

If the amount of RAM is 96 GB, for example, calculate shmall by dividing 96 GB by the page
size; namely, 96*102473/4096 or 25,165,824, for 16 GB of RAM, shmall is proportionally
smaller: 16*1024/3/4096 = 4,194,304.

The maximum size of a shared segment (shmmax) should be one-half the size of total
memory. So for our 96 GB example, this parameter should be set to 96*1024"3/2 or
51,539,607,552; for 16 GB, shmmax, is proportionally smaller: 16*1024"3/2 = 8,589,934,592.

Oracle recommends setting the maximum number of shared-memory segments to 4,096.

Add the following to /etc/sysctl.conf, remembering to adjust shmall, and shmmax to your
server's RAM:

# Whatoracle database: tune shared msim®ry

# Whenl2/12/2011

# Who:J.B. Admin, jba@hlhost

#HHANOTE: the values of shmall and shmmpeopartionéd the
HtH amount cferveRAM and must be adjusted accordingly.
#it

##The followg valuearefor96 GBofRAM
kernel.shmall§165824

kernel.shmma&539607552

# do notcale this parametath RAM

kernel.shmmni=4096

4.2.3 Semaphores

Linux provides semaphores for sharing small amounts of information between processes.
Semaphores are numbersi counters or on/off valuesi that are organized into groups. Oracle
Database needs more groups, more room in each group, and more counters than the
operating system supplies by default.

Add the following to /etc/sysctl.conf to provide Oracle with sufficient resources for
semaphores:
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# Whatoracle databasecreas@o.sysemwide semaphaagays, etc.
# Whenl2/12/2011

# Who:J.B. Adminba@Iocalhost

kernelem = 250 32000 100 128

4.2.4 User Accounts and Groups

Oracle Database 11g Release 2 has nicely separated roles forthea p p | i c ldetycley foré s
example, software installer, Oracle application owner(s), database administrator, database
operator (backups), and of course, system administrator (root). Even though these roles are
often combined or may not be immediately required, it is beneficial to create them now.

As root, create the following user accounts, groups, and group assignments using a
consistent UID and GID assignments across your organization:

# groupadd 1001 oinstall ## softwarenventory
# groupadd) 1002 dba ## database

# groupadg 1003 oper ## dathase

# groupadd) 1004 asmadmin ## ASM, if needed
# groupadd 1005 asmdba ## ASM, if needed
# groupadg 1006 asmope ## ASM, if needed

#useraddu 1002g oinstalic dba,opg@rsmadmjasmdba,asmopeacle
# passwd oracle

During ordinary operation, the oracle account starts many processes, opens many files, and
requires more resources than an ordinary user. At the same time, hard limits on the account
prevent some cases of resource starvation. The default PAM configuration loads the modules
that set and enforce these limits.

As root, add the following lines to / etc/security/limits.conf:

#What:oracle databasecreas resources availablertxle accaot

# Whenl2/12/2011

# Who:J.B. Adminba@]Iocalhost

oracle - nproc 16384
oracle - nofie 65536
oracle soft stack 10240

4.2.5 File System Layout

Following Or a c | e -&tandihgdila-gystem conventions, create a local file system mounted
at /u01 for the Oracle inventory and software. The Oracle 8 b a $oeaipplication installation is
/uOl1/appl/oracle. As root, create this directory tree and protect it:

# mkdiyp /uOl/appracle
# chownrR oracle:oinstall /u01
# chmoeR 775 /u01
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4.2.6 Ephemeral Network Ports
Add the following line to /etc/sysctl.conf to modify the range of IP ports for automatically
assigned client source-ports:

# Whatoracle databasaecreas@autonomous cliesnde IP port range
# Whenl2/12/2011

# Who:J.B. Admin, jpa@localhost
net.ipv4.ip_local_port_range = 9000 65500

4.2.7 Optimizing Network Settings (TCP/IP)

Red Hat Enterprise Linux 6.2 now automatically tunes TCP/IP-socket buffer sizes and
application-socket buffer sizes. System administrators no longer must adjust them for high
performance.

However, Oracle and the Oracle Universal Installer recommend setting static sizes for the
default and maximum buffers for application sockets in Database 11g Release 2. Their
recommended values form a reasonable starting point. Add the following to /etc/sysctl.conf to
modify tuning of these buffers:

# What: oracle database: increase appsioaket buffers
# When: 12/12/2011

# Who: J. B. Admin, jba@Ilocalhost
net.core.rmem_defa62144
net.core.rmem_nw&194304
net.core.wmem_defa@l62144
net.core.wmem_n¥ad048576

4.2.8 Miscellaneous System Configuration
You may need to increase the following configuration values if they are too low:
1 Maximum number of open files: Oracle recommends 6,815,744 as a minimum.
Check the default value by running this command, sysctl fs.file-max. Add ds.file-max =
6 8 1 5 7tal/dtdisysctl.conf if the current value is less than this.

1 The maximum number of concurrent asynchronous I/O requests: Oracle recommends
raising this value to 1048576. If necessary, ad d d@odknsax-nr = 10485761 t o
letc/sysctl.conf.

Configure the NTP daemon to synchronize system time for the stand-alone database server.
The default time sources in /etc/ntp.conf are fine, but you may wish to change them to those
used by your organization. To continue using the principle of separating network functions,
configure the NTP daemon to only use the management network and avoid the database-
clienté s n e. Onmaaberalko recommends using slew time corrections. As root, modify the file
letc/sysconfig/ntpd and add &i e B h 8o the argument list, where eth5 is the
management interface:

# Dropoot to id 'ntp:ntp' by default.
OPTIONS=!' ntp:ntgp /var/run/ntpd.pad x -1 eth5"
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Finally, enable NTP and run it:

# chkconfig ntpd on
# service ntpd start

4.2.9 Security Setting s and Recommendations

Best practices for initial set-up for database security are straightforward, but ongoing
securityl or security as a processi is more difficult to summarize. Briefly, use root powers
sparingly. Oracle has separated and grouped root actions; e.g., a small set of pre-installation
tasks and a small set of post-install fix-up scripts. Do not use application accounts as your
normal account; that is, log onto the database host as a non-generic, named user (jgbach, for
example), and when database tasks are needed, use sudo or su to switch to the application
(oracle) account.

These extra steps require discipline to follow (because the alternatives require fewer
keystrokes), but the benefit lies in preventing accidents that might cause significant amount of
time to correct, and in providing a simple log of who has done what and when.

4.3 Preparing Storage LUNs for Oracle Database 11g Release 2 (General
Discussion)

Before providing configuration recommendations for specific storage devices, the
configuration and preparation of general SCSI storage devices will be shown.

Aligning LUNSs or disk partition to match the underlying disk geometry 1 especially with the
newer disks with 4kB sectors -- can improve performance by preventing unnecessary access.
The native disk and file-system utilities, (e.g., parted and mkfs) in Red Hat Enterprise Linux
6.2 align automatically. For the purposes of this general discussion, assume that either
hardware or software RAID is protecting the database storage, and that two 125GB storage
devices have been allocated to the database: /dev/sdc and /dev/sdd.

Note: When using multipath or other device-mapper objects, be sure to use the mapped
device (usually found in /dev/mapper) and not unmapped device (/dev/sdb, e.g.) in the
following.

If you plan on using Oracle ASM rather than the OS to manage the storage (disk groups),
skip the next five steps.

1. Create one partition spanning the device:

#parteddevédcmklabey pt mk parfltd pri mary
# parteddevéddmklabel) pt mk paflto pri mary

ot S
PP

2. Create an ext4 files system on each:

#mkfs.extdevddd
#mkfs.extdevddd1
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3. Create mount points at /u02 and /u03:
# mkdifu02 /u03
4. Edit fstab to mount them automatically. Append the following to /etc/fstab:

# What: oracle databdie systems when not using ASM
# When: 12/12/2011

# Who: J. B. Admba@Iocalhost

/dev/sdcl/u02 ext4 defaults 11

/dev/sddl /u03 ext4 defaults 11

5. Mount the file systems:

# mountu02
#mount /u03

4.4 Installing Oracle 11g Database Release 2 for a Standalone Server

Note: You will need to change the installation parameters used in this section to match your
requirements and environment.

To have access to ASM disk-group objects later, install and configure the Oracle Grid
Infrastructure software first (Section 4.4.1), followed by the Oracle Database 11g Release 2
software (Section 4.4.2).

Although the Oracle Universal Installer (OUI) can run from the command line, it is convenient
to use the X Window GUI for the initial installation. Log onto the database server either at the
console or remotely, assuming you have set the DISPLAY variable, and used either xauth or
xhost to permit communication between the server and your display workstation.

The OUI for Oracle Grid Infrastructure and Database 11g Release 2 may report missing
RPMs (see, for example, steps 13 and 21 in sections 4.4.1 and 4.4.2, respectively) because it
scans for these RPMs in the i386 architecture, whereas Red Hat Enterprise Linux 6.2 now
provides them in the i686 architecture. This dependency check may be overridden (as shown
below) and the installation will proceed as long as the corresponding i686 RPMs have been
installed. See Section 4.1.4 for a list of required packages.

4.4.1 Installing and Configuring Oracle Grid Infrastructure 11g Release 2 for a
Standalone Server (optional)

As of Oracle Database 11g Release 2, you must install Oracle Grid Infrastructure to use the
Oracle ASM tools, which manage storage at a higher level of abstraction.

1. Log into the server, and switch to the oracle account.

2. Unzip the Oracle Grid Infrastructure software distribution file into /nome/oracle, set the
oracle hostname, oracle base, and run the installer. The installer will create a log file in
the directory /uOl1/app/oralnventory/logs/:
$cd /home/oracle
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$unzidinux.x64_11gRgidzip
$cdgrid
$ORACLE_HOSAMEdb001
$ORACLE_BASHKIO1/app/oracle
$./runinstaller
3. Type y and press Enter to bypass the error message regarding /usr/bin/xdpyinfo as
that package is neither installed nor needed.
4. On the Step 1 screen, select Install and Configure Grid Infrastructure Software for a
Standalone Server, and click Next.

Select Installation Option ( E J., ORACLE’ 11g
rA DATABASE

{3, Installation Option Select any of the following installation options

)T« Installation Type () Install and Configure Grid Infrastructure for a Cluster

T @ 3 install and Canfigure Grid Infrastructure for a Standalane Server
I () Upgrade Grid Infrastructure

} ‘.:' Install Grid Infrastructure Software Only

I

| Help | | uext>_J ‘ Cancel ‘

5. On the Step 2 screen, click Next to use English for the appllcatlon language.

€}< Oracle Grid Ir

Select Product Languages

ORACLE 1 1 g

DATABASE

Installation Option Select the languages inwhich your product will run,

Froduct Languages Awailable Languages: Selected Languages:
Arabic - English

Cperating System Croups Bengali =
Brazilizn Portuguese
Bulgarian

Canadian French

Catalan
Croatian
Czech
Danish

Dutch 2
Egyptian E)
English (United Kinadom) —
Estonian <

Finnish ‘@l

French

C—C—C—C—YX—€—@F

German
Greek
Hebrew
Hungarian
Icelandic
Indonesian
Italian -
lanar:

Help <Back | Mextx Cancel
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6. On the Step 3 screen, enter Operations_2012, for example, as the Disk Group Name,
and click Change Discovery Path.

X Oracle Grid Infrast

Create ASM Disk Croup

A

4
Product Languages
| Create ASM Disk Group

ASM Pas sword

=raTT)

OR'LE' 1 1 g

DATABASE

Select Disk Croup Characteristics and select disks

Dizk Croup Nam@ ‘ OPerations_2012|

Redundancy () High (%) Mormal () External

Add Disks

(%) Candidate Disks () All Disks

] Disk Path

| Size gin MB)| Status

Change Discovery Path |

| < Back " Mext = ‘

7. On the Change Discovery Path screen, enter /dev/oracleasm, and click OK.
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8. The Step 3 screen is now populated with the LUNs prepared in Section 4.3. Select
disks DB1A and DB2A, and click Next.

Oracle Grid Infrastr

Create ASM Disk Group

saxssse 115

A
Product Languages
| Create ASM Disk Group

ASh Password

Select Disk Group Characteristics and select disks

Disk Croup Mame | OPerations_2012

Redundancy () High (3) Mormal () External
Add Disks

(3) Candidate Disks () Al Disks

[F Disk Path
fdevforacleasm /DBLA

Size (in ME)| Status

126000 Candidate

[[] fdevforacleasm fLC1A
[[] fdewforacleasmfLC1E
[7] fdevforacleasm (MS1A
[] ¢dewioracleasm /MS1E

128000 Candidate
128000 Candidate
51200 Candidate
51200 Candidate

Change Discovery Path

‘ < Back " Next = ‘

9. On the Step 4 screen, enter passwords for the ASM SYS and SNMP accounts, and

click Next.

K Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 4 of 10

e (5] e e |
.

Specify ASM Password

ORACLE’ 11 g

DATABASE

)

T

T Create ASM Disk Group
led ASM Fassword

T Qperating SYstem Croups
I

I
!

Help

The new Automatic Storage Management (45SM) instance requires its own 575 user with STSASM privileges
for administration. Oracle recommends that you create aless privileged ASMSNMP user with STSDEA
privileges to monitar the A5M instance

Specify the password for these user accounts.

3 Use different passwords for these accounts

Passwaord Canfirm Password
svs [rrmrees } |
ASMSNMP |mnmm (ﬂ ] |

() Use same passwords for these accounts

< Back ” Mext = ‘ Cancel
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10.0n the Step 5 screen, click Next to use the defaults for the three ASM groups.

M Cracle Grid Infrastructure - Setting up Grid Infrastructure - Step 5 of 10

= | S |

/]\

I
T
|

).r\ Installation Location

A5 Pazsniord

Operating System Groups

!
!
1

[ ber |

Privileged Operating System Groups

Select the name of the operating system group of which you are a member to be used for O%
authentication to Automatic Storage Management (A5M).

ORACLE 1 1 g

DATABASE

A5M Database Administrator (OSDEA)Y Group |asmnha V|

ASM Instance Administration Qperator (O5OPER) Croup |asmuper v|

ASM Instance Administrator (OSASM) Group |asmadmm v|

| < Back " Mext = | | Cancel |

11.0n the Step 6 screen, click Next to use the defaults for Oracle Base and Software
location, which were computed from the value of ORACLE_BASE.

M Cracle Grid Infrastructure - Setting up Grid Infrastructure - Step 6 of 10

= =) [ |

Specify Installation Location

-,
Ea

-
B

Cperating System Groups
Installation Location

Prerequisite Checks

¢

Help

ﬁ ORACLE’ 1 1 g

DATABASE
Specify a base location for storing all Oracle software and configuration-related files. This location is
the Oracle base directory. Create one COracle base for each operating system user. By default, software
and configuration files are installed by wversion and database name in the Oracle base directory

Oracle Base: | fullfappforacle |v| |B[mnrse

This software directory is the Oracle Grid Infrastructure home directory. Change the defaults below
either to specify an alternative location, or to select an existing grid infrastructure home

Software Location: |juDl..iapp,.ioracle;productfll.Z.D;grid |v| |BI’D\L\:‘SE...

< Back " Mext = Cancel
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12.0n the Step 7 screen, click Next to accept location for the Oracle product inventory.

- I )

Create Inventory ORACLE 11g
D ATABASE

M Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 7 of 11

You are starting your first installation on this host. Specify a directory for installation files. This directory
iz called the "inventary directory". The installer autaomatically sets up subdirectories for each product to
contain inventory data. The subdirectory for each product typically requires 150 kilobytes of disk space.

Inventary Directory: | junlfapp/oralnventory | | Erowse |

AT

I
I
I
I

[ Members of the following operating system group {the primary group) will have write permission to the
"T\ Installation Location inventory directory {oralnventory).
W Create Inventory oralnventory Group Mame: oinstall

T Prerequisite Checks
I
I

| Hem | [ <pack | Hexi> | [ cancer |

13.bntheStep8screen,t he installer checks

the server o6s

minimum requirements. You can safely ignore the failed checks for packages if you

completed the RPM installation procedure in Section 4.1.3.

~ o e ) e |

Perform Prerequisite Checks DF"ACLE 11
D ATABASE

K Cracle Grid Infrastructure - Setting up Grid Infrastructure - Step 8 of 11

Some of the minimum requirements for installation are not completed. Review and fix the issues listed in
the following table, and recheck the system.

-,
Ea

Ignare All

| Checks Status ‘ Fixable

[ Checks
E--[f% Packages

3
Ea

w3 Package: compat-libstdc++-33-32.3 lgnared
T Lreate Inventory, % Package: libaio-dewvel-0.3.105 lgnored
! Prerequisite Checks @_} Package: libgcc-3.4.6 Ignored
| T 5‘%} Package: libstdc++-3.4.6 lgnared
T -4 Package: unixODBC-2.2.11 lgnored
] % Package: unixODBC-devel-2.2.11 lgnored
& @_} Package: pdksh-5.2.14 lgnored

Thiz is a prerequisite condition to test whether the package "libaio-0.3.105" is available on the
system. fmore detailsh
Expected Value : libaio-0.3.105 {i388)

Actual Walue Tmissing

Help < Back ” Mext = ] Cancel
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14.1f other errors appear, the installer describes the problems and suggests solutions.
Correct those errors. If the only remaining errors are the previously mentioned RPMs,
select Ignore All, and click Next.

15.0n the Step 9 screen, click Finish to start the installation. A session log can be found
in directory /u0l/app/oralnventory/logs/.

K Cracle Grid Infrastructure - Setting up Grid Infrastructure - Step ¢ of 11

g )

Summary

DATABASE

ORACLE

1#

[=}-Oracle Grid Infrastructure

[} Global Settings

Disk Space: required 2.95 GB available 32.0 CB

+Install Option: Install and Configure Grid Infrastructure for a Standalone Server

Oracle base: fullfapp/oracle

s-Oracle home: fullfappforacle/productf11.2.0/grid
E----Source Location: fv01/installf. /stage/products.xml
= Inventory information

é----ln\remor‘f location: fullfapp/oralnventory

LCentral inventary (oralfyentory) group: oinstall

[=+-Grid Infrastructure Settings
ASM Disk Croup: OPerations_2012
Storage Redundancy: NORMAL
~Disks Selected: fdevforacleasm /DBLA,/dev/foracleasm (DBLE

Save Responze File..

< Back Einish

| | Cancel
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16.The Step 10 screen displays the progress of the installations.

r ~
M Oracle Grid Infrastructure - Setting up Grid Infrastructure - Step 10 of 11 aamm = (S S
Setup ORACLE 11
D ATABASE
Progress
/I\
] 7% |
I updating 'fudl/appforacle/product/11.2.0/grid/install/cluster.ini.
/I\
I Status
/]\ + Install Oracle Grid Infrastructure and Automatic Storage Management for a Standal... Succeeded
o e Prepare succeeded
I @  « Copy files Succeeded
l a#  « Link binaries succeeded
W« Setupfiles Succeeded
I o Execute Root Scripts far Install Oracle Grid Infrastructure and Automatic Storage In Progress
T Setup Configure Oracle Grid Infrastructure for a Standalone Server Pending
| Dretails |
DRACLE 113 Manage More Data
" DATABASE
St Compress Data
orage " Access Data Faster
Management
| Hew | | cancel |
h

17.At the end of the software installation, the Execute Configuration scripts window

appears.

;}C: Execute Configuration scripts

-

NS

SCripts 1o bhe executed:

The following configuration scripts need to be executed as the "root" user.

NumberlScript Location

1 Sull/app foralnventanyg arainstRoot.sh

2 fudlfappforaclefproduct,/ 112, 0fgrid/raat.sh

{ [ »]

To execute the configuration scripts:
1. Open aterminal windaow
2. Log in as "root"
2. Run the scripts
4. Eeturn to this window and click "OK" to continue

parallel on all the ather nadeas,

Help

Fun the script on the local node first. After successful completion, wou can run the script in

Ok |

)
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One to two scripts need to be run as root. Before running them (in particular, the
root.sh) a Grid Infrastructurei specific workaround must be implemented as the Oracle
High Availability service, an optional but useful watchdog, does not install properly in
the upstart system-daemon environment that Red Hat Enterprise Linux 6.2 uses.
a. As root, create the file /etc/init/ohasd.conf with these contents:

# What: oracle hilailability watchdog

# When: 12/12120

# Who: J. B. Admin, jpa@Ilocalhost

start on runlevel [35]
stop on runlevel [016]

respawn
exec /etc/init.d/init.ohasd run >/dev/null 2>&1 </dev/null

b. Run the first script as root:
#/uO1/app/oralnventory/orainstRoot.sh
c. Run the second script as root
#/u01/app/oracle/product/11.2.0/grid/root.sh
I f there i s aOraceHighAvalabititynSerivices stadup failedd
start a new root login session, and signal the system to start the ohasd daemon

from that session:

# inittl start ohasd

The second script should then run to completion.

18.Click OK in the Execute Configuration scripts.
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19.0n the Step 9 screen, click Close to end the installation.

4.4.2 Installing Oracle Database 11g Release 2 on a Standalone Server

1. Log into the system and switch to the oracle account.

2. Unzip the Oracle Database software distribution files into /home/oracle. If the Oracle
variables for hostname and base are the same as before, run the installer. The installer
will create a log file in the directory /uOl/app/oralnventory/logs/.

$cd /home/orac

$unzip linux.x64_11gR2_database_1of2.zip
$unzip linux.x64_11gR2_database 20f2.zip
$cd database

$./runinstaller

3. Type y and press Enter to bypass the error message regarding /usr/bin/xdpyinfo, as
that package is neither installed nor needed.
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